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NEW QUESTION 1
On the advanced tab under inline set properties, which allows interfaces to emulate a passive interface?

A. transparent inline mode
B. TAP mode

C. strict TCP enforcement
D. propagate link state

Answer: D

NEW QUESTION 2
With Cisco Firepower Threat Defense software, which interface mode must be configured to passively receive traffic that passes through the appliance?

A. inline set
B. passive
C. routed
D. inline tap

Answer: B

NEW QUESTION 3
Which two deployment types support high availability? (Choose two.)

A. transparent

B. routed

C. clustered

D. intra-chassis multi-instance

E. virtual appliance in public cloud

Answer: AB

NEW QUESTION 4
Which Cisco Firepower Threat Defense, which two interface settings are required when configuring a routed interface? (Choose two.)

A. Redundant Interface
B. EtherChannel

C. Speed

D. Media Type

E. Duplex

Answer: CE

NEW QUESTION 5
What are two application layer preprocessors? (Choose two.)

A. CIFS
B. IMAP
C. SSL

D. DNP3
E. ICMP

Answer: BC

NEW QUESTION 6
Which two statements about bridge-group interfaces in Cisco FTD are true? (Choose two.)

A. The BVI IP address must be in a separate subnet from the connected network.

B. Bridge groups are supported in both transparent and routed firewall modes.

C. Bridge groups are supported only in transparent firewall mode.

D. Bidirectional Forwarding Detection echo packets are allowed through the FTD when using bridge-group members.
E. Each directly connected network must be on the same subnet.

Answer: CD

NEW QUESTION 7

Which command is run on an FTD unit to associate the unit to an FMC manager that is at IP address 10.0.0.10, and that has the registration key Cisco123?
A. configure manager local 10.0.0.10 Cisco123

B. configure manager add Cisco123 10.0.0.10

C. configure manager local Cisco123 10.0.0.10

D. configure manager add 10.0.0.10 Ciscol123

Answer: D
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NEW QUESTION 8
Which two routing options are valid with Cisco Firepower Threat Defense? (Choose two.)

A. BGPv6

B. ECMP with up to three equal cost paths across multiple interfaces
C. ECMP with up to three equal cost paths across a single interface
D. BGPv4 in transparent firewall mode

E. BGPv4 with nonstop forwarding

Answer: AC

NEW QUESTION 9
Which object type supports object overrides?

A. time range

B. security group tag
C. network object

D. DNS server group

Answer: C

NEW QUESTION 10
Which Cisco Firepower rule action displays an HTTP warning page?

A. Monitor

B. Block

C. Interactive Block
D. Allow with Warning

Answer: C

NEW QUESTION 10
Which Firepower feature allows users to configure bridges in routed mode and enables devices to perform Layer 2 switching between interfaces?

A. FlexConfig
B. BDI

C. SGT

D. IRB

Answer: D

NEW QUESTION 15

Which group within Cisco does the Threat Response team use for threat analysis and research?
A. Cisco Deep Analytics

B. OpenDNS Group

C. Cisco Network Response

D. Cisco Talos

Answer: D

NEW QUESTION 18

Which command-line mode is supported from the Cisco Firepower Management Center CLI?
A. privileged

B. user

C. configuration

D. admin

Answer: C

NEW QUESTION 19

Which command must be run to generate troubleshooting files on an FTD?
A. system support view-files

B. sudo sf_troubleshoot.pl

C. system generate-troubleshoot all

D. show tech-support

Answer: B

NEW QUESTION 24

Within Cisco Firepower Management Center, where does a user add or modify widgets?

A. dashboard
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B. reporting
C. context explorer
D. summary tool

Answer: A

NEW QUESTION 29

A network engineer is configuring URL Filtering on Firepower Threat Defense. Which two port requirements on the Firepower Management Center must be

validated to allow communication with the cloud service? (Choose two.)

A. outbound port TCP/443
B. inbound port TCP/80

C. outbound port TCP/8080
D. inbound port TCP/443
E. outbound port TCP/80

Answer: AE

NEW QUESTION 33

Which limitation applies to Cisco Firepower Management Center dashboards in a multidomain environment?
A. Child domains can view but not edit dashboards that originate from an ancestor domain.

B. Child domains have access to only a limited set of widgets from ancestor domains.

C. Only the administrator of the top ancestor domain can view dashboards.

D. Child domains cannot view dashboards that originate from an ancestor domain.

Answer: D

NEW QUESTION 36

What is a behavior of a Cisco FMC database purge?

A. User login and history data are removed from the database if the User Activity check box is selected.
B. Data can be recovered from the device.

C. The appropriate process is restarted.

D. The specified data is removed from Cisco FMC and kept for two weeks.

Answer: C

NEW QUESTION 37
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