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NEW QUESTION 1
What are two tenants of establishing an SD-perimeter? (Choose two.)

A. Securing device access
B. Securing app access
C. Securing user-device trust
D. Securing endpoints
E. Securing network access

Answer: AB

NEW QUESTION 2
What are two steps organizations must take to secure loT? (Choose two )

A. prevent blackouts
B. update equipment
C. acquire subscription solutions
D. block contractors
E. remediate malfunctions

Answer: CE

NEW QUESTION 3
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid
B. Cisco Security Connector
C. Duo
D. Stealthwatch
E. AMP for Endpoints

Answer: AE

NEW QUESTION 4
What are three main areas of the Cisco Security Portfolio? (Choose three )

A. Roaming Security
B. Advanced Threat
C. Cloud Security
D. loT Security
E. Voice & Collaboration
F. Firewalls

Answer: BCD

NEW QUESTION 5
Which two loT environment layers are protected by ISE? (Choose two )

A. Access Points
B. Endpoints
C. Internet/Cloud
D. Control Layer
E. Things

Answer: AC

NEW QUESTION 6
Which feature of StealthWatch aggregates and normalizes NetFlow data?

A. Netflow analytics
B. Advanced malware protection
C. Forensic investigation
D. FlowCollector

Answer: A

NEW QUESTION 7
What is an attribute of Cisco Talos?

A. Real-time threat information
B. 3rd party applications integrated through comprehensive APIs
C. Blocks threats in real time
D. Detection of threats communicated within 48 hours of occurrence

Answer: 
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A

NEW QUESTION 8
What are two solutions Cisco offers for web security? (Choose two.)

A. CRES
B. NGFW
C. Cloudlock
D. AMP for Web Security
E. Cognitive Intelligence

Answer: DE

NEW QUESTION 9
What is used to reduce attack surfaces?

A. Remediation
B. Access
C. Segmentation
D. Device trust

Answer: A

NEW QUESTION 10
What are two common customer obstacles? (Choose two.)

A. Limited resources
B. Lack of solution integration
C. Security system blackouts
D. Compliance regulations
E. High turnover of IT professionals

Answer: CD

NEW QUESTION 10
Which Cisco NGIPS capability provides control over users, applications. devices, threats, and provides insights to network vulnerabilities?

A. global threat intelligence
B. advanced threat protection and rapid remediation
C. contextual awareness
D. security automation

Answer: B

NEW QUESTION 14
How do AMP's device trajectory capabilities help address customers' breach remediation issues?

A. It tracks file behavior across the network to see which devices it enters and exits
B. It analyzes the data from suspicious files to provide a new level of threat intelligence
C. It searches for potential threats based on identified activities and behaviors
D. It determines the scope and cause of an outbreak and tracks suspicious files

Answer: A

NEW QUESTION 19
What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics
C. Threat Defense
D. Malware Protection
E. NGFW
F. Intrusion Analytics

Answer: AC

NEW QUESTION 22
What are the main features of Umbrella for Cloud-Delivered Security?

A. Protects users against DDOS attacks
B. Blocks malware, C2 callbacks & phishing over any port/protocol
C. Runs suspicious cloud applications in a sandbox environment
D. Handles 130B+ DNS requests daily with 99% uptime

Answer: D
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NEW QUESTION 25
What are two ways that Cisco helps customers secure loT deployments? (Choose two.)

A. network analysis
B. secure remote access
C. segmentation & visibility
D. cross-architecture automation
E. limited access points

Answer: CE

NEW QUESTION 29
In which two ways has digitization transformed today's security threat landscape'? (Choose two.)

A. Decreasing 3rd party applications
B. Expanding complexity
C. Growing ecosystem
D. Decreasing endpoint ecosystem
E. Increasing access points

Answer: AB

NEW QUESTION 30
What are the competing IT and Operation Technology (OT) priorities that make securing loT difficult?

A. Hackers vs safety
B. Malfunctions v
C. output
D. Security vs availability
E. Innovation v
F. manufacturing

Answer: A

NEW QUESTION 33
What do customers receive when implementing TrustSec?

A. SL decryption enabling secure communications on and off company networks
B. Context-aware access enhancing the forensic capabilities available to their IT team
C. Device profiling and onboarding, enabling businesses to control company role policies across all network services 1
D. Dynamic role-based access control that enables them to enforce business role policies across all network services

Answer: D

NEW QUESTION 37
What are three key benefits of Cisco NGFW? (Choose three.)

A. Reduces throughput
B. Prepares defenses
C. Reduces complexity
D. Identifies anomalous traffic
E. Detects and remediates threats faster
F. Increases traffic latency

Answer: BCE

NEW QUESTION 38
Which two attack vectors are protected by Web Security? (Choose two.)

A. Data Center
B. Email
C. Voicemail
D. Cloud
E. Web

Answer: AE

NEW QUESTION 42
Which two features are part of Cisco Web security? (Choose two.)

A. intrusion prevention
B. user authentication
C. user identity tracking
D. URL filtering & dynamic content analysis
E. device profiling and onboarding
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Answer: AD

NEW QUESTION 46
Which two areas require secure access? (Choose two.)

A. Workforce
B. Workflow
C. Workspace
D. Worktable
E. Workloads

Answer: BE

NEW QUESTION 47
What is a key feature of Duo?

A. Provides SSL VPN
B. Authenticates user identity for remote access
C. Automates policy creation for IT staff
D. Supports pxGrid

Answer: A

NEW QUESTION 51
Which two loT environment layers are protected by AMP for Endpoints? (Choose two.)

A. Internet/Cloud
B. Control Layer
C. Data Center
D. Access Points
E. Things

Answer: BD

NEW QUESTION 56
Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly and easily?

A. Centralized policy management
B. Platform exchange grid
C. Context-aware access
D. Device profiling

Answer: C

NEW QUESTION 57
Which two products are involved in discovering, classifying, and verifying profiles? (Choose two.)

A. Cisco Security Connector
B. Identity Services Engine
C. Industrial Network Director
D. Duo
E. Advanced Malware Protection

Answer: AD

NEW QUESTION 59
Which two attack vectors are protected by Malware Protection? (Choose two.)

A. Voicemail
B. Email
C. Web
D. Mobile
E. Data Center

Answer: BD

NEW QUESTION 62
On average, how many days elapse before businesses discover that they have been hacked?

A. 70
B. 50
C. 10
D. 30

Answer: C
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NEW QUESTION 65
Which two security areas are part of Cisco's campus & branch solutions? (Choose two.)

A. Network Analytics
B. Mobile Access
C. Behavioral Indication of Compromise
D. Remote Access VPN
E. File Retrospection and Trajectory

Answer: CD

NEW QUESTION 69
......
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