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NEW QUESTION 1
DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.

Select and Place:

Threat Intelligence Clond

MNext-Generation Firewall

Advanced Endpoint
Protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Threat Intelligence Cloud

Next-Generatlon Firewall

Advanced Endpoint

Drag answer hiere

Drap answer here

Drag answer here

Gathers, analyzes, correlates, and
disseminates threats to and from the
network and endpoints locatsd within the

network,

Identifies and inspects all traffic to block
kmowm theeats.

Inspects processes and files to prevent
knowm and unknown exploits.

Identifies and inspects all traffic to block
known threats.

Gathers, analyzes, correlates, and
cisserminaies threats fo and from the
network and endpoints located within the
nEtwork

Inspects processes and files to prevent
known and unknown exploits.

Identifres and mspects all traffic to block
known threars,

Gathers, analyzes, correlates, and
disseminates threats to and from the
network and endpoints located within the
nebwork.

Inspects processes and files to prevent
known and unknown exploits.

Protectlon

NEW QUESTION 2
How many zones can an interface be assigned with a Palo Alto Networks firewall?

A. two

B. three

C. four

D. one
Answer: BC

Explanation:

Palo Alto Networks User-ID Agent Setup

Enable Secunty Log .
Server Log Monitor Frequency (sec) 15
Enable Session
Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (mn) 20
Enable User Identification Timeout
User [dentification Timeout (min) 45
Allow matching usemames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name 5. Which two configuration settings shown are not the default? (Choose two.)
A. Enable Security Log
B. Server Log Monitor Frequency (sec)
C. Enable Session
D. Enable Probing

NEW QUESTION 3
Which data-plane processor layer of the graphic shown provides uniform matching for spyware and vulnerability exploits on a Palo Alto Networks Firewall?
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DATAPLANE

SIGNATURE MATCHING

SECURITY PROCESSING

NETWORK PROCESSING

Data Interface

A. Signature Matching
B. Network Processing
C. Security Processing
D. Security Matching

Answer: A

NEW QUESTION 4
DRAG DROP

Match the Cyber-Attack Lifecycle stage to its correct description.

Select and Place:

stage where the attacker has
) ) mativation for atacking a network to
Reconnaissance Drag answier here deface web property
stage where the attacker scans for
. - network vulnerabilities and services
Installation Dirag answer here that can be exploited
stage where the attacker will explore
methods swch as a root kit 1o
Command and Control Drag answer here esiablish persistence
stage where the attacker has access lo
el a specific server so they can
Acto e Ojecive PR b
network
A. Mastered
B. Not Mastered
Answer: A
Explanation:
stage where the attacker scans for stage where the attacker has
network vulnerabilities and services motivation for attacking a network to
Reconnaissance that can be exploited deface web property
stage where the attacker will explore stage where the attacker scans for
methods such as a root kit to network vulnerabilities and senvices
Installation establish persistence that can be exploited
stage where the amacker lsas aceess 1o stage where the attacker will explore
a specific server so they can myethods such as a root kit to
Command and Control communicate and pass daia to and establish persistence
from infected devices within a
network
stage where the attacker has stage where the attacker has access 1o
motivation for attacking a network 1o a specific server so they can
Actonthe Objecte |6 w5 e et
network

NEW QUESTION 5

Which statement is true regarding a Best Practice Assessment?
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A. The BPA tool can be run only on firewalls

B. It provides a percentage of adoption for each assessment data

C. The assessment, guided by an experienced sales engineer, helps determine the areas of greatest risk where you should focus prevention activities
D. It provides a set of questionnaires that help uncover security risk prevention gaps across all areas of network and security architecture

Answer: B

NEW QUESTION 6

Name Type Application | Service URL Action | Profile
Category

1| peny Universal | Inside | Any Outside Any Google- Application-d | Any Deny | Mone
Google docs-base

2| Algwed- Universal | Inside | Any Outside Any snmpv3 Application-d | Any Allow Mone
Security Ssh
SEMV.. 55l

3 | Intrazone- | Intrazone | Any Any (intrazone) | Any Any Any Any Allow None
default

4 | Interzone- | Interzone | Any Ay Ay Any Any Any Ay Deny None
default

A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Answer: D
NEW QUESTION 7

When creating a Source NAT policy, which entry in the Translated Packet tab will display the options Dynamic IP and Port, Dynamic, Static IP, and None?
NAT Policy Rule

| Gemerat Packet '

A. Translation Type
B. Interface

C. Address Type

D. IP Address

Answer: A

NEW QUESTION 8
Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback

Answer: A

NEW QUESTION 9

What are two differences between an implicit dependency and an explicit dependency in App- ID? (Choose two.)
A. An implicit dependency does not require the dependent application to be added in the security policy

B. An implicit dependency requires the dependent application to be added in the security policy

C. An explicit dependency does not require the dependent application to be added in the security policy

D. An explicit dependency requires the dependent application to be added in the security policy

Answer: AD

NEW QUESTION 10
Which User-ID agent would be appropriate in a network with multiple WAN links, limited network bandwidth, and limited firewall management plane resources?
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A. Windows-based agent deployed on the internal network

B. PAN-OS integrated agent deployed on the internal network
C. Citrix terminal server deployed on the internal network

D. Windows-based agent deployed on each of the WAN Links

Answer: A

NEW QUESTION 10

Identify the correct order to configure the PAN-OS integrated USER-ID agent.

3. add the service account to monitor the server(s)

2. define the address of the servers to be monitored on the firewall

4. commit the configuration, and verify agent connection status

1. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent

A. 2-3-4-1
B. 1-4-3-2
C.3-1-24
D. 1-3-2-4

Answer: D

NEW QUESTION 11
Based on the security policy rules shown, ssh will be allowed on which port?

Source Destination
Hame Type Ione | Address | Ione Address | Application | Service URAL Action | Profile
Category

1| Demw Universal | Inside | Any Cutside Any Google- Application-d | Any Deny | None
Google docs-base

1| Allowed- Universal | Inside | Any Cutside Ay Snmpvd Application-d | Any Ao None
sefurity Sahy
S8V, 55l

3 | Intrazoné- | Intrazone | Any Any [intrazone) | Ary Any Arry Any Allow None
default

4 | interzone- | Interzone | Any Ay Army Ary Any Any Ay Deny | None
default

A. 80

B. 53

C.22

D. 23

Answer: C

NEW QUESTION 16
Which Palo Alto Networks firewall security platform provides network security for mobile endpoints by inspecting traffic deployed as internet gateways?

A. GlobalProtect
B. AutoFocus

C. Aperture

D. Panorama

Answer: CD

Explanation:
Multiple Static Default Routes

Firewall

aerat-route

44. Given the scenario, which two statements are correct regarding multiple static default routes? (Choose two.)
A. Path monitoring does not determine if route is useable

B. Route with highest metric is actively used

C. Path monitoring determines if route is useable

D. Route with lowest metric is actively used

NEW QUESTION 20
In the example security policy shown, which two websites would be blocked? (Choose two.)
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Name | Tags Zone | Address | Zone | Address | Application | Service | URL Action | Profile
Category
1 | Block- | outbound | Inside | Any Outside| Any Any any Social- Deny | None
Sites networking
A. LinkedIn
B. Facebook
C. YouTube
D. Amazon
Answer: AB

NEW QUESTION 25
Which two Palo Alto Networks security management tools provide a consolidated creation of policies, centralized management and centralized threat intelligence.
(Choose two.)

A. GlobalProtect
B. Panorama

C. Aperture

D. AutoFocus

Answer: BD

NEW QUESTION 26
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