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NEW QUESTION 1
An engineer must ensure that the new wireless LAN deployment can support seamless roaming between access points using a standard based on an amendment
to the 802.11 protocol. Which protocol must the engineer select?

A. 802.11i
B. 802.11ac
C. 802.11r
D. 802.11e

Answer: C

NEW QUESTION 2
Where must the APs be mounted when used in a high-density wireless network to provide 6 dB to 20 dB of attenuation to a cell?

A. in the aisle

B. under the seat
C. above the stage
D. under the stage

Answer: B

NEW QUESTION 3
Which two considerations must a network engineer have when planning for voice over wireless roaming? (Choose two.)

A. Full reauthentication introduces gaps in a voice conversation.

B. Roaming time increases when using 802.1x + Cisco Centralized Key Manegement.
C. Roaming occurs when the phone has seen at least four APs.

D. Roaming occurs when the phone has reached -80 dBs or below.

E. Roaming with only 802.1x authentication requires full reauthentication.

Answer: AE

NEW QUESTION 4
An engineer has performed a predictive site survey for high-speed data and voice in an indoor office. What is the recommended data rate with -67 dBm signal level
for optimal VoWLAN design?

A. 6 Mbps on 802.11 bgn
B. 24 Mbps on 802.11 bgn
C. 12 Mbps on 802.11 an
D. 24 Mbps on 802.11 an

Answer: B

NEW QUESTION 5
An engineer has configured guest anchoring for a newly created SSD however, the mobility tunnels are not up, and EPING is failing from the foreign WLC to the
anchor WLC. Which traffic flow must be allowed at the firewall to enable the communication?

A. UDP port 16666
B. IP protocol 97
C. UDP port 97

D. TCP port 97

Answer: A

NEW QUESTION 6
A customer is concerned about mesh backhaul link security. Which level of ecnryption does the backhaul link use?

A. hash
B. AES
C. WEP
D. 3DES

Answer: B

NEW QUESTION 7

An engineer must speed up the reauthentication delays that are being experienced on the wireless infrastructure by deploying a key-caching mechanism. Which
mechanism must be configured?

A. PEAP

B.FT

C. PMF

D. GTK-randomization

Answer: B
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NEW QUESTION 8
An engineer has successfully configured high availability and SSO using two Cisco 5508 Wireless LAN Controllers. The engineer can access the Active Primary
WLC, but the Secondary Standby WLC is not accessible. Which two methods allow access to the standby unit? (Choose two.)

A. via the console connection

B. SSH to the redundancy management interface of the primary WLC
C. SSH to the service port interface

D. SSH to the virtual interface of the secondary WLC

E. SSH to the management interface of the primary WLC

Answer: AC

NEW QUESTION 9
As part of a wireless site survey in a hospital, an engineer needs to identify potential Layer 1 interferers. In which two areas is the engineer most likely to find
sources of 2.4 GHz and 5 GHz RF noise? (Choose two.)

A. magnetic resonance imaging

B. kitchen

C. Gamma Knife radiation treatment
D. X-ray radiography

E. patient room

Answer: BE

NEW QUESTION 10
What is the recommended cell overlap when designing a wireless network for Cisco Hyperlocation?

A. 20%
B. 30%
C. 40%
D. 50%

Answer: A

NEW QUESTION 10
An engineer must create data-link redundancy for the company’s Cisco Wireless LAN Controller. The engineer has decided to configure LAG-based redundancy
instead of port-based redundancy. Which three features of LAG-based redundancy influenced this decision? (Choose three.)

A. Packets are always sent out on the same port they are received on.

B. All interface traffic passes as long as one port is up.

C. The same port has multiple untagged dynamics interfaces.

D. Interface connection to two separate nonstacked switches is available.
E. Full bandwidth of all links is available.

F. Ports are grouped into multiple LAGs.

Answer: ABF

NEW QUESTION 12
Which statement about AP failover priority for access points when configured with priority 1 or 4 is true?

A. When configured with priority 1, the access point is assigned with the highest priority level and it is marked as critica
B. This access point fails over before other access points with the lower priority when there is primary controller failure.
C. When configured with priority 4, the access point is assigned with the highest priority level and it is marked as critica
D. This access point fails over before other access points with the lower priority when there is primary controller failure.
E. When configured with priority 4, the access point is assigned with the lowest priority level and it is marked as lo

F. This access point fails over after other access points with the higher priority when there is primary controller failure.
G. When configured with priority 1, the access point is assigned with the medium priority level and it is marked as mediu
H. This access point fails over after other access points with the higher priority when there is primary controller failure.

Answer: B

NEW QUESTION 17

An engineer must ensure that the wireless network can accomplish fast secure roaming by way of caching keys on the access points. Which key caching
mechanism is enabled by default on a Cisco AireOS WLC?

A. SKC

B. OKC

C. 802.11r

D. CCKM

Answer: D

NEW QUESTION 20
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Refer to the exhibit. Which two statements about Cisco Prime Infrastructure are true? (Choose two.)

A. It presents the recommended number of APs for the selected coverage area based on the selections made.

B. Planning mode requires a special license in Cisco Prime Infrastructure.

C. It shows the map editor feature in Cisco Prime Infrastructure.

D. Controllers must be synchronized with Cisco Prime Infrastructure for planning mode to work.
E. It shows the planning mode feature in Cisco Prime Infrastructure.

Answer: DE

NEW QUESTION 21
Which three pieces of equipment are needed to conduct a fully measured wireless survey? (Choose three.)

A. PoE battery
B. spirit level
C. access point
D. tall tripod

E. goggles

F. ladder

Answer: ACD

NEW QUESTION 25

A customer has determined that aesthetics is a primary concern for their upcoming guest deployment. Which design consideration can be leveraged to address

this concern?

A. Paint the access point to cover the LED from being noticeable.

B. Use enclosures to hide the wireless infrastructure in the surrounding environment.
C. Use AIR-AP-BRACKET-1 to allow for greater mounting locations

D. Deploy environmentally friendly cabling components to blend into the environment.

Answer: D

NEW QUESTION 29

What causes the most signal attenuation, based on the wireless design tools?
A. cinder block wall

B. metal door

C. glass wall

D. office window

Answer: B

NEW QUESTION 32
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