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NEW QUESTION 1
What is a result of enabling Cisco FTD clustering?

A. For the dynamic routing feature, if the master unit fails, the newly elected master unit maintains all existing connections.
B. Integrated Routing and Bridging is supported on the master unit.

C. Site-to-site VPN functionality is limited to the master unit, and all VPN connections are dropped if the master unit fails.
D. All Firepower appliances can support Cisco FTD clustering.

Answer: C

NEW QUESTION 2
On the advanced tab under inline set properties, which allows interfaces to emulate a passive interface?

A. transparent inline mode
B. TAP mode

C. strict TCP enforcement
D. propagate link state

Answer: D

NEW QUESTION 3
What is the difference between inline and inline tap on Cisco Firepower?

A. Inline tap mode can send a copy of the traffic to another device.
B. Inline tap mode does full packet capture.

C. Inline mode cannot do SSL decryption.

D. Inline mode can drop malicious traffic.

Answer: D

NEW QUESTION 4
With Cisco Firepower Threat Defense software, which interface mode must be configured to passively receive traffic that passes through the appliance?

A. inline set
B. passive
C. routed
D. inline tap

Answer: B

NEW QUESTION 5
Which two deployment types support high availability? (Choose two.)

A. transparent

B. routed

C. clustered

D. intra-chassis multi-instance

E. virtual appliance in public cloud

Answer: AB

NEW QUESTION 6
Which two dynamic routing protocols are supported in Firepower Threat Defense without using FlexConfig? (Choose two.)

A. EIGRP

B. OSPF

C. static routing
D. IS-IS

E. BGP

Answer: CE

NEW QUESTION 7

Which policy rule is included in the deployment of a local DMZ during the initial deployment of a Cisco NGFW through the Cisco FMC GUI?
A. a default DMZ policy for which only a user can change the IP addresses.

B. deny ip any

C. no policy rule is included

D. permit ip any

Answer: C

NEW QUESTION 8
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What are two application layer preprocessors? (Choose two.)

A. CIFS
B. IMAP
C. SSL

D. DNP3
E. ICMP

Answer: BC

NEW QUESTION 9
Which two OSPF routing features are configured in Cisco FMC and propagated to Cisco FTD? (Choose two.)

A. OSPFv2 with IPv6 capabilities

B. virtual links

C. SHA authentication to OSPF packets

D. area boundary router type 1 LSA filtering
E. MD5 authentication to OSPF packets

Answer: BD

NEW QUESTION 10
What is the disadvantage of setting up a site-to-site VPN in a clustered-units environment?

A. VPN connections can be re-established only if the failed master unit recovers.

B. Smart License is required to maintain VPN connections simultaneously across all cluster units.
C. VPN connections must be re-established when a new master unit is elected.

D. Only established VPN connections are maintained when a new master unit is elected.

Answer: C

NEW QUESTION 10
Which Cisco Firepower rule action displays an HTTP warning page?

A. Monitor

B. Block

C. Interactive Block
D. Allow with Warning

Answer: C

NEW QUESTION 15

Which report template field format is available in Cisco FMC?
A. box lever chart

B. arrow chart

C. bar chart

D. benchmark chart

Answer: C

NEW QUESTION 17

Which group within Cisco does the Threat Response team use for threat analysis and research?
A. Cisco Deep Analytics

B. OpenDNS Group

C. Cisco Network Response

D. Cisco Talos

Answer: D

NEW QUESTION 19

Which CLI command is used to generate firewall debug messages on a Cisco Firepower?
A. system support firewall-engine-debug

B. system support ssl-debug

C. system support platform

D. system support dump-table

Answer: A

NEW QUESTION 24

Which command-line mode is supported from the Cisco Firepower Management Center CLI?

A. privileged
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B. user
C. configuration
D. admin

Answer: C

NEW QUESTION 28
Which command is typed at the CLI on the primary Cisco FTD unit to temporarily stop running high-availability?

A. configure high-availability resume
B. configure high-availability disable
C. system support network-options
D. configure high-availability suspend

Answer: B

NEW QUESTION 29
What is a functionality of port objects in Cisco FMC?

A. to mix transport protocols when setting both source and destination port conditions in a rule
B. to represent protocols other than TCP, UDP, and ICMP

C. to represent all protocols in the same way

D. to add any protocol other than TCP or UDP for source port conditions in access control rules.

Answer: B

NEW QUESTION 31
Within Cisco Firepower Management Center, where does a user add or modify widgets?

A. dashboard

B. reporting

C. context explorer
D. summary tool

Answer: A

NEW QUESTION 35

Which Cisco Advanced Malware Protection for Endpoints policy is used only for monitoring endpoint actively?
A. Windows domain controller

B. audit

C. triage

D. protection

Answer: B

NEW QUESTION 39
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