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NEW QUESTION 1

An administrator configures Azure AD Privileged Identity Management as shown in the following exhibit.

Assignment fype

+ Add member X Remove member

Exhange Administrator - Members

v - Access reviews

All

Search

[QSearcﬁ by members name

Member Email

Admml  Admml@M365x901434.onmicrosoft.com
Admin2  Admin2@M365x901434.onmicrosoft.com

ASSIGNMENT TYPE EXPIRATION

Permanent
Eligible

¥, Export (¥ Refresh

What should you do to meet the security requirements?

A. Change the Assignment Type for Admin2 to Permanent

B. From the Azure Active Directory admin center, assign the Exchange administrator role to Admin2
C. From the Azure Active Directory admin center, remove the Exchange administrator role to Adminl

D. Change the Assignment Type for Admin1l to Eligible

Answer: D

NEW QUESTION 2
HOTSPOT

You plan to configure an access review to meet the security requirements for the workload administrators. You create an access review policy and specify the

scope and a group.

Which other settings should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the frequency to:

One time W
Weekly
Monthly

To ensure that access is removed if an administrator fails to respond, configure the:

Upon completion settings
Advanced settings
Programs

Reviewers

W

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Set the frequency to:

One time v

Weekly
Monthly

To ensure that access is removed if an administrator fails to respond. confiZure the:

Upon completion settings
Advanced settings
Programs

Reviewers

v

NEW QUESTION 3

You need to recommend a solution to protect the sign-ins of Adminl and Admin2. What should you include in the recommendation?

A. a device compliance policy
B. an access review
C. a user risk policy
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D. a sign-in risk policy
Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-user-risk-policy

NEW QUESTION 4
HOTSPOT
You install Azure ATP sensors on domain controllers.

You add a member to the Domain Admins group. You view the timeline in Azure ATP and discover that information regarding the membership change is missing.

You need to meet the security requirements for Azure ATP reporting.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Palicy to edit: v

]Default Domain Controllers Policy
Default Domain Policy
A local policy on one domain controller

J

Audit setting to configure: v

1 Audit User Account Management

Audit Computer Account Management
' Audit Other Account Management Events |
J Audit Security Group Management

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-advanced-audit-policy

NEW QUESTION 5
You need to resolve the issue that targets the automated email messages to the IT team. Which tool should you run first?

A. Synchronization Service Manager
B. Azure AD Connect wizard

C. Synchronization Rules Editor

D. IdFix

Answer: B

Explanation:

References:
https://docs.microsoft.com/en-us/office365/enterprise/fix-problems-with-directory-synchronization
Case Study: 2 Litware, Inc Overview

Litware, Inc. is a financial company that has 1,000 users in its main office in Chicago and 100 users in
a branch office in San Francisco.

Existing Environment

Internal Network Infrastructure

The network contains a single domain forest. The forest functional level is Windows Server 2016. Users are subject to sign-in hour restrictions as defined in Active

Directory.

The network has the IP address range shown in the following table.
Location IP address range
Chicago office internal network 192.168.0.0/20
Chicago office perimeter network 172.16.0.0/24
Chicago office external network 131.107.83.0/28
San Francisco office internal network 192.168.16.0/20
San Francisco office perimeter network 172.16.16.0/24
San Francisco office external network 131.107.16,218/32

The offices connect by using Multiprotocol Label Switching (MPLS).
The following operating systems are used on the network:

*Windows Server 2016

*Windows 10 Enterprise

*Windows 8.1 Enterprise

The internal network contains the systems shown in the following table.
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Office Name Configuration
Chicago DC1 Domain controller
Chicago DC2 Damain controller
San Francisco DC3 Damain controller
Chicago Serverl SIEM-server

Litware uses a third-party email system.

Cloud Infrastructure

Litware recently purchased Microsoft 365 subscription licenses for all users.

Microsoft Azure Active Directory (Azure AD) Connect is installed and uses the default authentication settings. User accounts are not yet synced to Azure AD.
You have the Microsoft 365 users and groups shown in the following table.

Name Object type Description

Group 1 Security group A group for testing Azure and Microsoft 365 functionality
Userl User A test user who is a member of Groupl

User2 User A test user who is a member of Groupl

User3 User A test user who is a member of Groupl

Userd User An administrator

Guestl Guest user A guest user

Planned Changes

Litware plans to implement the following changes: Migrate the email system to Microsoft Exchange Online Implement Azure AD Privileged Identity Management
Security Requirements

Litware identities the following security requirements:

*Create a group named Group?2 that will include all the Azure AD user accounts. Group2 will be used to provide limited access to Windows Analytics

«Create a group named Group3 that will be used to apply Azure Information Protection policies to pilot users. Group3 must only contain user accounts

*Use Azure Advanced Threat Protection (ATP) to detect any security threats that target the forest

*Prevent users locked out of Active Directory from signing in to Azure AD and Active Directory

sImplement a permanent eligible assignment of the Compliance administrator role for Userl

Integrate Windows Defender and Windows Defender ATP on domain-joined servers

*Prevent access to Azure resources for the guest user accounts by default

*Ensure that all domain-joined computers are registered to Azure AD

Multi-factor authentication (MFA) Requirements

Security features of Microsoft Office 365 and Azure will be tested by using pilot Azure user accounts. You identify the following requirements for testing MFA.
Pilot users must use MFA unless they are signing in from the internal network of the Chicago office. MFA must NOT be used on the Chicago office internal
network.

If an authentication attempt is suspicious, MFA must be used, regardless of the user location Any disruption of legitimate authentication attempts must be
minimized

General Requirements

Litware want to minimize the deployment of additional servers and services in the Active Directory forest.

NEW QUESTION 6
You need to create Group2.
What are two possible ways to create the group?

A. an Office 365 group in the Microsoft 365 admin center

B. a mail-enabled security group in the Microsoft 365 admin center
C. a security group in the Microsoft 365 admin center

D. a distribution list in the Microsoft 365 admin center

E. a security group in the Azure AD admin center

Answer: CE

NEW QUESTION 7
Which IP address space should you include in the MFA configuration?

A. 131.107.83.0/28
B. 192.168.16.0/20
C.172.16.0.0/24
D. 192.168.0.0/20

Answer: B

NEW QUESTION 8

DRAG DROP

You need to configure threat detection for Active Directory. The solution must meet the security requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

Answer Area

Configure the Directory services setting in Azure

ATP

Download and mstall the ATA Gateway on
DC1, DC2, and DC3

'Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

Configure a site-to-site VPN

Create a workspace m Azure ATP

| Download and install the ATA Center on

Serverl

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create a workspace in Azure ATP

Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

Configure the Directory services setting in Azure

ATP

NEW QUESTION 9
HOTSPOT

Which users are members of ADGroupl and ADGroup2? To answer, select the appropriate options in the answer area.

NOTE: Each correct

ADGroupl:

selection is worth one point.

None

Userl and Userl only

User2 and User4 only

User3 and User4 only

Userl, User2, User3, and Userd

ADGroup2:

None

Userl and User2 only

User2 and User4 only

User3 and User4 only

Userl, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership#supported-values

NEW QUESTION 10

Which role should you assign to Userl?

A. Global administrator
B. User administrator
C. Privileged role administrator
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D. Security administrator
Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-give-access-to-pim

NEW QUESTION 10
HOTSPOT
Which policies apply to which devices? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

DevicePolicy1: |None

Devicel only

Devices only

Cevice2 and Device3 only
Devicel and Device3 only
Devicel. Devicel, and Device3

DevicePolicy2: |None

Deviced only

Device2 and Deviced only

Dewvice2, Dewvice3, and Device 4 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
DevicePolicy1: |nNone
Device 1 only
Deviced oniy

Device2 and Device3 only
Devicel and Device3 only
Devicel, Dewiced. and Dewvice3

DevicePolicy2: |None

|evicet onty

Device2 and Deviced only

Device2, Dewice3, and Dewice 4 only

NEW QUESTION 13

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User1 Compliance Manager Contributor
User2 Compliance Manager Assessor
User3 Compliance Manager Administrator
Userd Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend assigning the Compliance Manager Reader role to User5. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 15

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.
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Name Role
User1 Compliance Manager Contributor
User2 Compliance Manager Assessor
Users Comphance Manager Administrator
User4 Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend modifying the licenses assigned to User5. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Case Study: 4 Mix Questions

NEW QUESTION 16
HOTSPOT
You configure Microsoft Azure Active Directory (Azure AD) Connect as shown in the following exhibit.

Synchronized Directories
T Adahey com Adatien com ABQOL_9:71 4TINS
Synchronization Settings
SOURCE ANCHOR USER PRINCIPAL NAME
mS-D5-CoasivtencyGuid wserPrincipal™ ame
SYNC CRITERIA FILTER OBJECTS TO SYNCHRONIZE BY GROUH
AbmavaProvition Disabled
ﬁt?uid AD APP AND ATTRIBUTE FILTERING prv F o m ey o
Enabled
- ey :
II;“{BH’HI ORY EXTENSION ATTRIBUTE SYNC £y A NGE HYBRID DEPLOYMENT
. Disabled

Ei?:fdmul EBACK PASSWORD HASH SYNCHRONIZATION

; - Enabled
PASSWORD WRITERACK USER WRITEBACK
Dizabled Disabled
AUTO UPGRADE ; x

EXCHANGE MAIL PUBLIC FOLDERS

gQL SERVER NAME S atie
docallh i SOL SERVICE INSTANCE NAME

) JADSyec

Use the drop-down menus to select the answer choice that completes each statement based on the
information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you reset a password m Azure AD, the password will [answer choice]

be overwritten v
be synced to Active Dectory
be subject to the Active Directory password policy

If you join a computer to Azure AD, [answer choice],

an object will be provisioned in the Computers container v
an object will be provisioned in the RegisteredDevices container
the device object in Azure will be deleted during synchronization

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback

NEW QUESTION 19
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You have a Microsoft 365 Enterprise E5 subscription.
You use Windows Defender Advanced Threat Protection (Windows Defender ATP). You plan to use Microsoft Office 365 Attack simulator.
What is a prerequisite for running Attack simulator?

A. Enable multi-factor authentication (MFA)

B. Configure Advanced Threat Protection (ATP)

C. Create a Conditional Access App Control policy for accessing Office 365
D. Integrate Office 365 Threat Intelligence and Windows Defender ATP

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator

NEW QUESTION 22

You have a Microsoft 365 E5 subscription.

You implement Advanced Threat Protection (ATP) safe attachments policies for all users.

User reports that email messages containing attachments take longer than expected to be received. You need to reduce the amount of time it takes to receive
email messages that contain attachments. The solution must ensure that all attachments are scanned for malware. Attachments that have malware must be
blocked.

What should you do from ATP?

A. Set the action to Block

B. Add an exception

C. Add a condition

D. Set the action to Dynamic Delivery

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/dynamic-delivery-and-previewing

NEW QUESTION 25

Your company uses Microsoft Azure Advanced Threat Protection (ATP).

You enable the delayed deployment of updates for an Azure ATP sensor named Sensorl. How long after the Azure ATP cloud service is updated will Sensorl be
updated?

A. 7 days
B. 24 hours
C. 1 hour
D. 48 hours
E. 12 hours

Answer: B

Explanation:
Note: The delay period was 24 hours. In ATP release 2.62, the 24 hour delay period has been increased to 72 hours.

NEW QUESTION 30

DRAG DROP

You have a Microsoft 365 subscription. All users use Microsoft Exchange Online. Microsoft 365 is configured to use the default policy settings without any custom
rules. You manage message hygiene.

Where are suspicious email messages placed by default? To answer, drag the appropriate location to the correct message types. Each location may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Locations Answer Area
ATP quarantine X
Messages that contain word-filtered content .
Location
The Junk Emad folder of a user's mailbox Messages that are classified as phishing
Location

The Clutter folder a user’s mailbox

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Messages that contain word-filtered content Tha Ttk Encid folder: of & pear's b

Messages that are classified as phishing:
The Junk Email folder of a user's mailbox

NEW QUESTION 31

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information Protection.

You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients. The external recipients report that they cannot
open the email message.

You need to ensure that the external recipients can open protected email messages sent to them. Solution: You create a new label in the global policy and instruct
the user to resend the email message.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 34

HOTSPOT

Your company has a Microsoft 365 subscription, a Microsoft Azure subscription, and an Azure Active Directory (Azure AD) tenant named contoso.com.
The company has the offices shown in the following table.

Location IP address space | Public NAT segment
Montreal 10.10.0.0/16 190.15.1.0/24
Seattle 172.16.0.0/16 194.252.0/24
New York 192.168.0.0/16 198.35.3.0/24
The tenant contains the users shown in the following table.

Name Email address

Userl Userl (@contoso.com

User2 User? (@ contoso.com

You create the Microsoft Cloud App Security policy shown in the following exhibit.

Create Miters for the policy
Acl on:

Single activin:
Every actnvity that matches the flters

Repeated activiry:
Repeated activity by a single user

Mmimum repeated ac r:h'ines-.'

Within timeframe: [ Tjminutes

[ 1n a single app

[C] Count only unique target files or folders per user

© Edit and preview results

ACTIVITIES MATCHING ALL OF THE FOLLOWING

| 1P address [ v ][ Raw P address | [equats v
610605 o
OR |194.26.2.024 ()&
| Activity type [v] [ equats | w_J | Download file [v]
= []p—[v] (e []

|Appticajtion[(_'laud App S:cm-ir,-:i v

as |Actoromly | v |

(&)
Alerts

[1/] Create alert Use your organization’s default settings
Daily alert it $
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

In the Monreal office. if Userl downloads 40 files in 30 seconds. an O
alert will be created.

In the Seattle, if User2 downloads one file per second for two minutes, O
an alert will be created.

O (O [©&

In the New York office. if Userl downloads 40 files in 10 seconds. an D
alert will be created.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements Yes No

In the Monreal office, if Userl downloads 40 files in 30 seconds, an O C‘)
alert will be created.

In the Seattle, if User2 downloads one file per second for two minutes, O O
an alert will be created.

In the New York office, if Userl downloads 40 files in 10 seconds. an o O
alert will be created.

NEW QUESTION 39

HOTSPOT

You have a Microsoft 365 subscription.

You identify the following data loss prevention (DLP) requirements:

*Send notifications to users if they attempt to send attachments that contain EU social security numbers
*Prevent any email messages that contain credit card numbers from being sent outside your organization
*Block the external sharing of Microsoft OneDrive content that contains EU passport numbers

*Send administrators email alerts if any rule matches occur.

What is the minimum number of DLP policies and rules you must create to meet the requirements? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Policies: | Y
2
3
RlllE:S: 1 \/
2
2
4
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Policies: v

p—

LN ]

Rules:

= | =

NEW QUESTION 44

You have a Microsoft 365 subscription.

Some users access Microsoft SharePoint Online from unmanaged devices.

You need to prevent the users from downloading, printing, and synching files. What should you do?

A. Run the Set-SPODataConnectionSetting cmdlet and specify the AssignmentCollection parameter

B. From the SharePoint admin center, configure the Access control settings

C. From the Microsoft Azure portal, create an Azure Active Directory (Azure AD) Identity Protection sign-in risk policy
D. From the Microsoft Azure portal, create an Azure Active Directory (Azure AD) conditional access policy

Answer: B

NEW QUESTION 49

You have a Microsoft 365 subscription.

A user reports that changes were made to several files in Microsoft OneDrive.

You need to identify which files were modified by which users in the user's OneDrive. What should you do?

A. From the Azure Active Directory admin center, open the audit log
B. From the OneDrive admin center, select Device access

C. From Security & Compliance, perform an eDiscovery search

D. From Microsoft Cloud App Security, open the activity log

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/activity-filters

NEW QUESTION 52

HOTSPOT

You have a Microsoft 365 subscription.

You are creating a retention policy named Retention1 as shown in the following exhibit.

Decide 1if you want to retain contet, delete it, ot both

Do vou want to retain content? |

@ Ves, | want to retain it
For this long_.. ¥ “ 2 " years W

Retain the content based uni\\'hrn it was last modified v

Do vou want us to delete it after this time?
P Ve {::I No
() Ne, just delete content that's older than

MNeed more options?

() Use advanced retention settings

Back Mext I Cancel

You apply Retentionl to SharePoint sites and OneDrive accounts.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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If a user creates a file in a Microsoft SharePomt bbrary on January 1,2019, and modifies the fle every six
months, the file will be [answer choice]

L

retamed
deleted on Janary 1,2021
deleted on July 1,2021

If a user creates a file m Microsoft OneDrive on January 1,2019, modifies the file on March 1, 2019, and
deletes the file on May 1, 2019, the user [answer choice].

cannot recover the file

can recover the file untd Javary 1,2020
can recover the file untd March 1,2020
can recover the file untd May 1,2020

A. Mastered
B. Not Mastered

Answer: A
Explanation:

If a user creates a file n a Microsoft SharePoint Ebrary on January 1,2019, and modifies the file every sx
months, the file will be [answer choice]

deleted on Jauary 1,2021
deleted on July 1,2021

If a user creates a file m Microsoft OneDrive on Jamuary 1,.2019, modifies the file on Masch 1, 2019, and
deletes the fil= on May 1, 2019, the user [answer choice].

L

cannot recover the file

can recover the file until Javary 1,2020
can recover the file untd March 1,2020
can recover the file untdl May 1,2020

NEW QUESTION 54

DRAG DROP

You have a Microsoft 365 subscription.

A customer requests that you provide her with all documents that reference her by name. You need to provide the customer with a copy of the content.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actioas Answer Area

| Close the case.

' Regenerate a report.
View the results,
Export the results.

Create a Data Subject Request
(DSR) case,

Save the search,

| Download the results,

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/gdpr-dsr-office365

NEW QUESTION 55
HOTSPOT

You have a Microsoft 365 subscription. From the Security & Compliance admin center, you create the retention policies shown in the following table.
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Name Location

Policyl OneDrive accounts

Poleiy2 Exchange email, SharePoint sites,
OneDrive accounts, Office 365 groups

Policyl if configured as showing in the following exhibit.

Decide if you want to retain content, delete it. ot both

Do you want to retain content? (T

@ Yes I wanttoretainit (1)

For this long... V 1 vears V

() No, just delete content that's older than (7)

[Ty v

Delete the content based on |when it was created v ||

Need more options?

() Use advanced retention settings (1)

Back I MNext I Cancel

Policy2 is configured as shown in the following exhibit.

Decide if you want to retain contet, delete it. ot both

Do vou want to retain content? |

@ Yes, I wantto retainit (1)
For thas long... v 3 vears

Retan the content based onwhen it was created V

Do you want us to delete it after this time7

() Yes @ No
(_) No, just delete content that's older than (1)

[Tems v

Need more options?

() Use advanced retention settings (1)

Back Next I Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Answer Area Yes No

If a user creates a file in Microsoft OneDrive on January 1, 2018, users can access the file on O O
January 15, 2019

If a user deletes a Microsoft OneDiive file created on Janvary 1,2018, an administrator can O O
recover the file on April 15, 2019

If a user deletes a Microsoft OneDrive file created on January 1, 2018, an administrator can O O
recover the file on Aprl 15, 2022

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies?redirectSourcePath=%252fen-us%252farticle%252fOverview-of-retention-
policies-5e377752-700d-4870-9b6d-12bfc12d2423#the-principles-of-retention-or-what-takes-precedence
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NEW QUESTION 56
You have a Microsoft 365 subscription.
You need to enable auditing for all Microsoft Exchange Online users. What should you do?

A. From the Exchange admin center, create a journal rule

B. Run the Set-MailboxDatabase cmdlet

C. Run the Set-Mailbox cmdlet

D. From the Exchange admin center, create a mail flow message trace rule.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/enable-mailbox-auditing

NEW QUESTION 60

You have a Microsoft 365 subscription.

All computers run Windows 10 Enterprise and are managed by using Microsoft Intune. You plan to view only security-related Windows telemetry data.
You need to ensure that only Windows security data is sent to Microsoft. What should you create from the Intune admin center?

A. a device configuration profile that has device restrictions configured

B. a device configuration profile that has the Endpoint Protection settings configured
C. a device configuration policy that has the System Security settings configured

D. a device compliance policy that has the Device Health settings configured

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/device-restrictions-windows-10#reporting-and-telemetry

NEW QUESTION 63

You have a hybrid Microsoft 365 environment.

All computers run Windows 10 Enterprise and have Microsoft Office 365 ProPlus installed. All the

computers are joined to Active Directory.

You have a server named Serverl that runs Windows Server 2016. Serverl hosts the telemetry database. You need to prevent private details in the telemetry data
from being transmitted to Microsoft.

What should you do?

A. On Serverl, run readinessreportcreator.exe
B. Configure a registry on Serverl

C. Configure a registry on the computers

D. On the computers, run tdadm.exe

Answer: C

NEW QUESTION 65

Your company has a Microsoft 365 subscription that includes a user named User1.

You suspect that Userl sent email messages to a competitor detailing company secrets.

You need to recommend a solution to ensure that you can review any email messages sent by Userl to the competitor, including sent items that were deleted.
What should you include in the recommendation?

A. Enable In-Place Archiving for the mailbox of Userl

B. From the Security & Compliance, perform a content search of the mailbox of Userl
C. Place a Litigation Hold on the mailbox of Userl

D. Configure message delivery restrictions for the mailbox of Userl

Answer: C

NEW QUESTION 67

You have a Microsoft 365 subscription.

Yesterday, you created retention labels and published the labels to Microsoft Exchange Online mailboxes.

You need to ensure that the labels will be available for manual assignment as soon as possible. What should you do?

A. From the Security & Compliance admin center, create a label policy

B. From Exchange Online PowerShell, run Start-RetentionAutoTagLearning

C. From Exchange Online PowerShell, run Start-ManagedFolderAssistant

D. From the Security & Compliance admin center, create a data loss prevention (DLP) policy

Answer: C

NEW QUESTION 71

DRAG DROP

You have a Microsoft 365 subscription.

You have a site collection named SiteCollectionl that contains a site named Site2. Site2 contains a document library named Customers.

Customers contains a document named Litware.docx. You need to remove Litware.docx permanently.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

Answer Area

From PowerShell, un Remove-
SPOUserProfile

Delete Litware. docx from the Recycle
B of Sitel.

From PowerShell, mn Set-
SPOSite.

Delete Litware docx from the Recvele
B of SiteCollection] .

From Powershell, ron Remove-—
SPOU=er Ir} fo

Delete Litware docx from

Customers.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

'Delete Litware.docx from
Customers.

Delete Litware docx from the Recycle
Bin of Sitel.

Delete Litware.docx from the Recycle
Bin of SiteCollection].

NEW QUESTION 72
HOTSPOT
You have a Microsoft 365 E5 subscription.

Users and device objects are added and removed daily. Users in the sales department frequently

change their device.
You need to create three following groups:

Group

Requirement

Sales

All the devices of users where the Department attributes is set to

T

All the devices where the Department attribute is set to Sales

Company

3| All the devices where the deviceOwnership attribute is set to

The solution must minimize administrative effort.

What is the minimum number of groups you should create for each type of membership? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Groups that have assigned membership:

v

Ly =D

Groups that have dynamic membership:

W=

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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References:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/users-groups-roles/groups-dynamic-membership.md

NEW QUESTION 73
HOTSPOT
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member EMuhi-t‘anur authentication
{(MFA) status

User] Groupl | Disabled

User2 Group], Group? | Enabled

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:

*Assignments: Include Groupl, Exclude Group2

*Conditions: Sign in risk of Low and above

*Access: Allow access, Require password change

You need to identify how the policy affects Userl and User2.

What occurs when Userl and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Must change their password: v

Userl only

User2 only

Both Userl and User2
Neither User1 not User2

Prompted for MFA: v

User1 only

UserZ only

Both User1 and User2
Meither User1 not User2

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Must change their password: v
User1 only
User2 only
Both User1 and User2

Meither Userl not User2

Prompted for MFA: v

User1 only

UserZ only

Both User1 and User2
Neither User1 not User2

NEW QUESTION 76

Your network contains an on-premises Active Directory domain. The domain contains servers that run

Windows Server and have advanced auditing enabled.

The security logs of the servers are collected by using a third-party SIEM solution.

You purchase a Microsoft 365 subscription and plan to deploy Azure Advanced Threat Protection (ATP) by using standalone sensors.
You need to ensure that you can detect when sensitive groups are modified and when malicious services are created.

What should you do?

A. Configure auditing in the Office 365 Security & Compliance center.

B. Turn off Delayed updates for the Azure ATP sensors.

C. Modify the Domain synchronizer candidate’s settings on the Azure ATP sensors.
D. Integrate SIEM and Azure ATP.

Answer: C

Explanation:
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References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step5

NEW QUESTION 78
You have a Microsoft 365 subscription that uses a default domain name of fabrikam.com. You create a safe links policy, as shown in the following exhibit.

Safe links policy for your organization

Settings that apply to content across Office 365
When users click a blocked URL, they're redirected 1o a web page that explains why the URL is blocked
Block the following URLs

V4 -

Enter a valid URL

o

* phishing.*.*
malware.*com
* contoso.com

Settings that apply to content except email
These settings don't apply to email messages. If you want to apply them for email, create
a safe links policy for email receipients.

Use safe links in:

[\ office 356 PraPlus, Office for i0S and Android
[\/lOffice Online of above applications

For the locations selected above:
V| Do not track when users click safe links:
Do not let users click through safe links to original URL:

Which URL can a user safely access from Microsoft Word Online?

A. fabrikam.phishing.fabrikam.com
B. malware.fabrikam.com

C. fabrikam.contoso.com

D. www.malware.fabrikam.com

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-a-custom-blocked-urls-list- wtih-atp

NEW QUESTION 80

You have a Microsoft 365 subscription.

You have a Microsoft SharePoint Online site named Sitel. The files in Sitel are protected by using Microsoft Azure Information Protection.

From the Security & Compliance admin center, you create a label that designates personal data. You need to auto-apply the new label to all the content in Sitel.
What should you do first?

A. From PowerShell, run Set-ManagedContentSettings.

B. From PowerShell, run Set-ComplianceTag.

C. From the Security & Compliance admin center, create a Data Subject Request (DSR).
D. Remove Azure Information Protection from the Sitel files.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/apply-labels-to-personal-data-in- office-365

NEW QUESTION 82
You have a Microsoft 365 subscription.
You need to be notified by email whenever an administrator starts an eDiscovery search. What should you do from the Security & Compliance admin center?

A. From Search & investigation, create a guided search.

B. From Events, create an event.

C. From Alerts, create an alert policy.

D. From Search & Investigation, create an eDiscovery case.

Answer: C
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Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION 86
You have a Microsoft 365 subscription.
All users are assigned a Microsoft 365 E5 license. How long will auditing data be retained?

A. 30 days
B. 90 days
C. 365 days
D. 5 years

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 90

You have a Microsoft 365 subscription.

You create a retention policy and apply the policy to Exchange Online mailboxes.

You need to ensure that the retention policy tags can be assigned to mailbox items as soon as possible.
What should you do?

A. From Exchange Online PowerShell, run Start-RetentionAutoTaglLearning

B. From Exchange Online PowerShell, run Start-ManagedFolderAssistant

C. From the Security & Compliance admin center, create a data loss prevention (DLP) policy
D. From the Security & Compliance admin center, create a label policy

Answer: D
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/labels

NEW QUESTION 91
HOTSPOT

You have a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. OneDrive stores files that are shared with

external users. The files are configured as shown in the following table.

Name Applied label
File1 Label1
FileZ Labell, Label2
File3 Label2

You create a data loss prevention (DLP) policy that applies to the content stored in OneDrive accounts. The policy contains the following three rules:

*Rulel:

*Conditions: Label 1, Detect content that's shared with people outside my organization
*Actions: Restrict access to the content for external users

*User notifications: Notify the user who last modified the content

*User overrides: On

*Priority: 0

*Rule2:

*Conditions: Label 1 or Label2

*Actions: Restrict access to the content

*Priority: 1

*Rule3:

*Conditions: Label2, Detect content that's shared with people outside my organization
*Actions: Restrict access to the content for external users

*User notifications: Notify the user who last modified the content

*User overrides: On

*Priority: 2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

External users can access Filel

The users in contoso.com can access File2,

External users can access File3
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

External users can access File1.

The users in contoso.com can access File2. | l

External users can access File3,

NEW QUESTION 96

Several users in your Microsoft 365 subscription report that they received an email message without the attachment. You need to review the attachments that were
removed from the messages. Which two tools can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. the Exchange admin center
B. the Azure ATP admin center
C. Microsoft Azure Security Center

D. the Security & Compliance admin center

E. Outlook on the web
Answer: AD

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/manage-quarantined-messages- and-files

NEW QUESTION 99
DRAG DROP
You have a Microsoft 365 E5 subscription.

All computers run Windows 10 and are onboarded to Windows Defender Advanced Threat Protection (Windows Defender ATP).

You create a Windows Defender machine group named MachineGroupl.
You need to enable delegation for the security settings of the computers in MachineGroupl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

From Windows Defender Security Center, create a role

From Windows Defender Security Center, configure the

permissions for MachineGroupi

Froam the Arure ponal, create an RBALC rofe.

From the Microsoft Apure portal, create an Azure Active

Directory (Azure AD) group

From Azure Cloud Shell, run the Add-MsolRoletenber
crmdbet

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions

[ From Windows Defender Security Center, create a role. |

®
©

Answer Arca

Answer Area

O

permissions for MachineGroup 1.

From Windows Defender Security Center, configure the

From Windows Defender Secunty Center, configune the
permissions for MachineGroup

IFmrn the Azure ponal, create an RBAC role.

Directory (Azure AD) group.

From the Microsoft Apure portal, create an Azure Active

From the Microsoft Azure portal, create an Azure Active
Derectory (Azure ALY group:

From Azure Cloud Shell, run the Add-HsolRoleMesber
cmdlet

From the Azure portal, create an RBAC role
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NEW QUESTION 103
You have a hybrid Microsoft Exchange Server organization. All users have Microsoft 365 E5 licenses. You plan to implement an Advanced Threat Protection (ATP)
anti-phishing policy. You need to enable mailbox intelligence for all users. What should you do first?

A. Configure attribute filtering in Microsoft Azure Active Directory Connect (Azure AD Connect).

B. Purchase the ATP add-on.

C. Select Directory extension attribute sync in Microsoft Azure Active Directory Connect {Azure AD Connect).
D. Migrate the on-premises mailboxes to Exchange Online.

Answer: B

NEW QUESTION 107

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the Security event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 112
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