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NEW QUESTION 1
A Linux administrator is testing a new web application on a local laptop and consistently shows the following 403 errors in the laptop’s logs”

Lype=AVC mag=suditc(lZe552035:37232) ravcidenied [read] for pid=24%4]1 com=nginx
nme="/nome/ugerl” /fdev/sdal inc=Z scontext=unconfined u:system r:httpd t:=0
tcontext=3y3etm u:okbject_rihttpd =sy3_content:ad

The web server starts properly, but an error is generated in the audit log. Which of the following settings should be enabled to prevent this audit message?

A. httpd_can_network_connect = 1
B. httpd_enable_scripting = 1

C. httpd_enable_homedirs = 1

D. httpd_enable_cgi=1

Answer: A

NEW QUESTION 2

A systems administration team has decided to their systems as immutable instances. They keep the desired state of each of their systems in version control and
apply automation whenever they provision a new instance. If there is an issue with one of their servers, instead of troubleshooting the issue they terminate the
instance and rebuild it using automation.

Which of the following is this an example of?

A. Inventory

B. Orchestration

C. Infrastructure as code
D. Agentless deployment

Answer: C

NEW QUESTION 3

A junior systems is configuring localization option environment variables. The administrator is given a checklist of tasks with the following requirements:
View current settings of the LC_ALL environment variable only. Modify the LANG environment variable to US English Unicode.

Given this scenario, which of the following should be performed to meet these requirements? (Choose two.)

A. echo $LC_ALL

B. locale

C.cat $LC_ALL

D. export LANG =en_US.UTF-8
E. export $LANG = en_US.UTF
F. stty

Answer: BD

NEW QUESTION 4

An administrator needs to create a shared directory in which all users are able, write, and execute its content but none of the regular users are able to delete any
content.

Which of the following permissions should be applied to this shared directory?

A. rWXrwxrwt
B. rwxrwxrws
C. rwxXrwxrwx
D. rwxrwxrw*

Answer: C

NEW QUESTION 5
A Linux systems administrator installed a new web server, which failed while attempting to start. The administrator suspects that SELinux is causing an issue and
wants to temporarily put the system into permissive mode. Which of the following would allow the administrator to accomplish this?

A. echo SELINUX=PERMISSIVE >> /etc/sysconfig/selinux
B. setenforce 0

C. sestatus O

D. chcon httpd_sys_content_t /var/

Answer: B

NEW QUESTION 6

The development team has automated their software build process so each time a change is submitted to the source code repository, a new software build is
compiled. They are requesting that the Linux operations team look into automating the deployment of the software build into the test environment. Which of the
following is the benefit to the development team for implementing deployment automation?

A. To ensure the build commits are also deployed to the test environment

B. To enable notifications when builds are deployed to the test environment

C. To ensure software builds in test are not accidentally deployed to production

D. To streamline the deployment process for deploying builds into test environments

Answer: D
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NEW QUESTION 7

A systems administrator wants to know the current status of a series of dd jobs that were started in the background three hours ago.

Which of the following commands will achieve this task?
A. sudo killall -HUP dd

B. sudo killall dd

C. sudo killall -TERM dd

D. sudo killall -USR1 dd

Answer: D

NEW QUESTION 8

A system administrator has set up third-party log aggregation agents across several cloud instances. The systems administrator wants to create a dashboard of

failed SSH attempts and the usernames used.
Which of the following files should be watched by the agents?

A. /var/log/audit/audit.log
B. /var/log/kern.log
C. /var/log/monitor
D. /etc/rsyslog.conf

Answer: D

NEW QUESTION 9
Which of the following BEST describes the purpose of the X11 system?

A. X11 provides graphical display capabilities
B. X11 provides command line capabilities
C. X11 provides networking capabilities

D. X11 provides telephony capabilities.

Answer: A

NEW QUESTION 10
Which of the following commands would show the default printer on a Linux system?

A. lpr

B. Ipq
C. Ipstat

D. Ispci

Answer: B

NEW QUESTION 10

Which of the following statements BEST represents what the term “agentless” means regarding orchestration?
A. Installation of a tool is not required on the remote system to perform orchestration tasks
B. It facilitates version control when using infrastructure as code during orchestration

C. It automatically removes malware from the remote system during orchestration

D. A tool can only be accessed remotely to perform orchestration tasks

Answer: A

NEW QUESTION 11

Which of the following is modified to reconfigure the boot environment?

A. grub-mkconfig

B. grub.cfg

C. update-grub

D. grub2-mkconfig

Answer: C

NEW QUESTION 13

A networked has been crashing intermittently. A Linux administrator would like to write a shell script that will attempt to ping the server and email an alert if the

server fails to respond. The script will later be scheduled via cron job.
Which of the following scripts would BEST accomplish this task?
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A
SERVER=/r102_ 168.1.50'"
RESULT="ping -C 2 SSERVER'
i { 'SRESULT j; then
echo “Server is down”™ mail -5 “Server down” adxi:@emall_ﬂddress.:cm
fi
B
SERVER="10zZ.168.1.50"
bing -c 2 §3ERVER >/dev/null 2>/dev/null
if [ 5§52 -ge 1 ]J; then
acho “Server is down”™ mail -3 “Server down”™ &d:::%email_address.ccx
fi
C
SERVER="18Z.168.1.50"
RESULT="ping -c 2 SSERVER >/ /dev/null Z>/dev/null’
while SRESOLT !'= 1 ]:
do
echo “"Server is down"™ mail -2 “Server down” adminfemail address.com
done
D
SERVER="192.168.1. 50"
ping —-c 2 S5ERVER »/dev/null Z>/ctmp/fail.log
if =f /tmp/faii/log 1:; then
echo "Server is down”™ mail -= “Server down” admin@email address.com
3
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D

NEW QUESTION 14
Which of the following is the purpose of the vmlinux file on a Linux system?

A. To prevent a Linux kernel panic

B. To start a Linux virtual machine

C. To provide the executable kernel for the system
D. To enable resource access to the network

Answer: C

NEW QUESTION 16

A systems administrator has finished building a new feature for the monitoring software in a separate Git branch.
Which of the following is the BEST method for adding the new feature to the software’s master branch?

A. Merge the changes from the feature branch to the master branch.

B. Save the changes to the master branch automatically with each Git commit.

C. Clone the feature branch into the master branch.

D. Pull the changes from the feature branch into the master branch.

Answer: A

NEW QUESTION 17
A Linux administrator must identify a user with high disk usage. The administrator runs the # du —s /home/* command and gets the following output:
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43 /home/Userl
Z701 /home/UserZ
13308% /home/User3
3611 /home/Userd

Based on the output, User3 has the largest amount of disk space used. To clean up the file space, the administrator needs to find out more information about the
specific files that are using the most disk space.
Which of the following commands will accomplish this task?

A. df —k /home/User/files.txt

B. du —a /home/User3/*

C. du —sh /home/User/

D. find . —name /home/User3 -print

Answer: C
NEW QUESTION 21

A junior Linux administrator is optimizing a system in which an application needs to take priority O when running the process. The administrator runs the ps
command and receives the following output:

PID EPID TTY Time CMD
gd481 2 pt=s/17  1&:40:00 app
9854 0O pts/17  1&:40:00 ps

Given this scenario, which of the following steps will address this issue?

A. Issue the command ronice —n 0 —p 8481
B. Issue the command renice —p 8481
C. Issue the command renice —p 0 ~n 8481
D. Issue the command renice —n 8481

Answer: D

NEW QUESTION 25
A systems administrator needs to retrieve specific fields from a csv file. Which of the following tools would accomplish this task?

A. awk
B. sort
C. print
D. echo

Answer: A

NEW QUESTION 26

A junior systems administrator is creating a cron job. The cron job requirements are as follows: Run the hello.sh script every hour (24 times in one day).
Run it on Monday only.

Given this scenario, which of the following crontab options should be configured to meet these requirements?

A. 0 ** 1 hello.sh
B. 0 24 ** Monday hello.sh
C. 24 *** Monday hello.sh
D. 1 *** 0 hello.sh

Answer: C

NEW QUESTION 27
A company wants to ensure that all newly created files can be modified only by their owners and that all new directory content can be changed only by the creator
of the directory. Which of the following commands will help achieve this task?

A. umask 0022
B. umask 0012
C.chmod —R 0644 /
D. chmod —R 0755 /

Answer: A

NEW QUESTION 29

Which of the following BEST describes running on a Linux system?

A. Containers only need the namespaces functionally to run on a Linux system available since kernel 2.6.
B. Containers need a hypervisor to run a Linux syste

C. Cgroups namespaces are functionalities used for the kernel but not for running containers.
D. Containers only need the cgroups functionality for running on a Linux syste
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E. Namespaces is not a Linux kernel functionality needed for creating and managing containers.
F. Containers use the cgroups and namespaces functionalities to isolate processes and assign hardware resources to each of those isolated processes.

Answer: D

NEW QUESTION 31
Which of the following will provide a list of all flash, external, internal, and SSD drives?

A. Ispci
B. Ismod
C. Isblk
D. Isusb

Answer: C

NEW QUESTION 32

A Linux administrator has configured a Linux system to be used as a router. The administrator confirms that two network adapters are properly installed and
functioning correctly. In addition, the output of the iptables —L command appears to contain a complete firewall configuration.

Which of the following commands does the administrator need to issue for the router to be fully functional?

A. echo “1" > /proc/sys/net/ipv4/ip_forward

B. echo “0” > /proc/sys/net/ipv4/tcp_abort_on_overflow
C. echo “0” > /proc/sys/net/ipv4/max_connections

D. echo “1” > /proc/sys/net/ipv4/ip_default_ttl

Answer: A

NEW QUESTION 36
A Linux server has multiple IPs. A Linux administrator needs to verify if the HTTP server port is bound to the correct IP.
Which of the following commands would BEST accomplish this task?

A. route

B. host

C. nslookup
D. netstat
E.ip

Answer: D

NEW QUESTION 38
A systems administrator needs to install a new piece of hardware that requires a new driver. The driver should be manually installed. Which of the following
describes the order of commands required to obtain module information, install the module, and check the log for any errors during module installation?

A. Ismod, modprobe, modinfo
B. modinfo, insmod, modprobe
C. modinfo, insmod, dmesg

D. Ismod, insmod, dmesg

Answer: A

NEW QUESTION 40

A junior system administrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with installing the Apache web
server on the Linux server and resolving the issue that prevented the junior administrator from running Apache.

INSTRUCTIONS

Install Apache and start the service. Verify that the Apache service is running with the defaults. Typing “help” in the terminal will show a list of relevant commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. CentOS Command Prompt
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[root@centos7]

A. Mastered
B. Not Mastered

Answer: A

Explanation:

[root@tecmint ~1#

[root@tecmint “1# yum install httpd

Loaded plugins: fastestmirror, refresh-packagekit
etting up Install Process

Loading mirror speeds from cached hostfile

= hase: centos.excellmedia.net

= epel: epel.scopesky.iq

# extras: centos.excellmedia.net

# updates:. centos-hn.viettelidc.com.vn

tesolving Dependencies

here are unfinished transactions remaining. You might consider runming yum-comp
lete-transaction first to finish them.

[root@tecmint ~]#
[root@tecmint ~]# systemctl start httpd
[root@tecmint ~]#
[root@tecmint ~]# systemctl enable httpd
Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to /usr/lib/systemd/system/htt
[root@tecmint ~]#
[root@tecmint ~]# systemctl status httpd
e httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled; vendor preset: disabled)
Active: active (rumning) since Tue 2017-86-27 06:51:35 EDT; 14s ago
Docs: man:httpd(8)
man:apachectl(8)
Main PID: 17981 (httpd)
Status: "Total requests: 8; Current requests/sec: 0; Current traffic: @ B/sec”
CGroup: /system.slice/httpd.service
17981 /usr/sbin/httpd -DFOREGROUND
—17982 /usr/sbin/httpd -DFOREGROUND
—17983 /usr/sbin/httpd -DFOREGROUND
—17984 /usr/sbin/httpd -DFOREGROUND
—17985 /usr/sbin/httpd -DFOREGROUND
—17986 /usr/sbin/httpd -DFOREGROUND

Jun 27 06:51:35 tecmint systemd[1]: Starting The Apache HTTP Server...

Jun 27 06:51:35 tecmint httpd[17981]: AHOG558: httpd: Could not reliably determine the server's fully qualifi
Jun 27 06:51:35 tecmint systemd[1]: Started The Apache HTTP Server.

[root@tecmint ~]# ||

NEW QUESTION 42
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A Linux administrator wants to obtain a list of files and subdirectories in the /etc directory that contain the word “services”. Once the files and subdirectories are
discovered, they should be listed alphabetically in the /var/tmp/foundservices file. Which of the following shell scripts will accomplish this task?

A. #/bin/bashfind /etc —name services | sort > /var/tmp/foundservices
B. #/bin/bashlocate /etc —sort —name services > /var/tmp/foundservices
C. #/bin/bashfind —name services —sort </var/tmp/foundservices

D. #/bin/bashfind /etc —name services —sort > /var/tmp/foundservices

Answer: B
NEW QUESTION 47

An administrator needs to mount the shared NFS file system testhost:/testvolume to mount point /mnt/testvol and make the mount persistent after reboot.
Which of the following BEST demonstrates the commands necessary to accomplish this task?

A & mkdir -p /mnt/testvol

¢ echo “testhost:/teatvolums /mnt/testvol nf=s defaults 0 Q% >> /fetc/f=tab

ot

5 $ mkdir /mnt/testvo
¢ mount testhost:/testvolume /mnt/testbol
C. z
$¢ mkdir testhost:/testvolume at /mnt/testvol
$ mount -a
D. g
$ mkdir /mnt/testvo
$¢ echo “testhost:/testvolume /mnt/testvol” >> /mnt/mnttab
# mount -a
Answer: C

NEW QUESTION 51
A user attempts to use the mount -a command but gets the following error: mount: mount point /mnt/test does not exist
Which of the following commands best describes the action the Linux administrator should take NEXT?

A. mount —a /mnt/test
B. mkdir —p /mnt/test
C. mdadm —p /mnt/test
D. mkfs /mnt/test

E. touch /mnt/test

Answer: B

NEW QUESTION 52
An administrator needs to see the type of CPU that a server is running. Which of the following files contains this information?

A. /proc/cpuinfo

B. /etc/devices/info.conf
C. /dev/proc/cpu

D. /sys/dev/cpuinfo

Answer: A

NEW QUESTION 56

A systems administrator suspects a process with a PID of 2864 is consuming resources at an alarming rate. The administrator uses the command renice -n -5
-p2864, but it does not solve the issue. Which of the

following commands should the administrator execute to correct the issue?

A. nice -n 5 -p 2864
B. nice -n -5 -p 2864
C. renice -n 10 -p 2864
D. renice -n -10 -p 2864

Answer: D

NEW QUESTION 59
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Which of the following are Linux desktop managers? (Choose two.)

A. KDE

B. GNOME
C. GUI

D. VNC

E. X11

F. SPICE

Answer: AB

NEW QUESTION 63
An administrator is analyzing a Linux server which was recently hacked.
Which of the following will the administrator use to find all unsuccessful login attempts?

A. nsswitch
B. faillock

C. pam_tally2
D. passwd

Answer: C

NEW QUESTION 65

A member of the production group issues the following command:

echo "Monday through Friday" > /production_docs/days

The command fails to execute, so the user obtains the following output: drwxr--r-- root production 0 Jun 16 2018 production
-rw-r--r-- production production 4096 Jun 14 2018 days

Which of the following commands should the user execute to BEST fix the issue?

A. chmod g+w production to change the permissions of the days file

B. chgrp root production_docs/days to change the group ownership of the production_docs/ days file
C. chmod g+S production to set the GUID on the production_docs directory

D. chown production to change the ownership of the production_docs directory

Answer: D

NEW QUESTION 69
A Linux administrator opens a ticket to have an external hard drive mounted. As a security policy, external storage kernel modules are disabled.
Which of the following is the BEST command for adding the proper kernel module to enable external storage modules?

A. rmmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
B. modinfo /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
C. depmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
D. insmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko

Answer: D

NEW QUESTION 72
A junior Linux administrator needs to access production servers using a secure SSH protocol. Which of the following files should contain the public key to gain
remote access to the server?

A. ~/ssh/authorized-keys
B. /etc/authorized_keys
C. /etc/sshd/ssh.conf

D. ~/.ssh/authorized_keys

Answer: D

NEW QUESTION 77
A systems administrator has received reports of intermittent network connectivity to a particular website. Which of the following is the BEST command to use to
characterize the location and type of failure over the course of several minutes?

A. mtr www.comptia.org

B. tracert www.comptia.org
C. ping www.comptia.org
D. netstat www.comptia.org

Answer: B

NEW QUESTION 81

A Linux storage administrator wants to create a logical volume group. Which of the following commands is required to start the process?
A. pvcreate

B. vgcreate

C. Ivcreate
D. mkfs.xfs
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Answer: B

NEW QUESTION 86
A junior administrator needs to unload an older video kernel module. Which of the following commands would BEST accomplish this task?

A. modprobe
B. insmod
C. rmmod
D. chmod

Answer: A

NEW QUESTION 91
Which of the following is the template for the grub.cfg file?

A. /etc/default/grub
B. /etc/grub2.cfg
C. /etc/sysctl.conf
D. /boot/efi

Answer: A

NEW QUESTION 93
A systems administrator is configuring options on a newly installed Linux VM that will be deployed to the Pacific time zone. Which of the following sets of
commands should the administrator execute to accurately configure the correct time settings?

A. cd /etcln —s /usr/share/zoneinfo/US/Pacific localtime

B. cd /usr/localln —s /usr/share/zoneinfo/US/Pacific zoneinfo

C. cd /etc/localln —s /usr/share/zoneinfo/US/Pacific localtime

D. cd /usr/share/localln —s /usr/share/zoneinfo/US/Pacific localectl

Answer: A

NEW QUESTION 94

A Linux systems administrator needs to copy the contents of a directory named “working” on the local working system to a folder /var/www/html on a server
named “corporate-web”.

Which of the following commands will allow the administrator to copy all the contents to the web server?

A. scp —r working/* webuser@corporate-web:/var/www/html
B. tar working/* webuser@corporate-web:/var/www/html

C. cp —r working/* webuser@corporate-web:/var/www/html
D. mv working webuser@corporate-web:/var/www/html

Answer: A

NEW QUESTION 95

A junior administrator of a physical server receives log messages indicating the out-of-memory killer has been active. All memory slots are in use on the
motherboard, but additional disk space is available. Space has been allocated for a swap file.

Which of the following should the administrator use to reduce the output of memory messages?

A. free : swapoff / swapfile ; swapon -a

B. mkswap /swapfile; swapon —a

C. fallocate —I 2G /swapfile && swapon —a

D. echo “1” > /proc/meninfo ; swapon / swapfile

Answer: A

NEW QUESTION 98
A systems administrator observes high latency values when reaching a remote web server. Which of the following commands will help determine and isolate
issues on the network side?

A. mtr

B. dig

C. netstat
D. route

Answer: A

NEW QUESTION 103
All users are reporting that they cannot connect to the SFTP server. The administrator runs a scan:
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starting nmap 4.11 at 2018-06-1c EST
not shown: 1456 closed ports

PORT STATE SERVICE
53/tcp open dns
80/tcp open http
957/tcp  open unknown

MAC Address 08:00:00:00:00:00 ( computer systems )
nmap finished = 1 ip address ( 1 host up ) scanned in 1.497 seconds
You have mail in /var/spool/mail/root

Which of the following would allow the administrator to fix the problem?

A. Allow SFTP connections on port 22 using /etc/sysconfig/iptables.

B. Allow SFTP connections on port 20 and 21 using /etc/sysconfig/iptables.
C. Allow SFTP connections on port 25 using /etc/sysconfig/iptables.

D. Allow SFTP connections on port 1456 using /etc/sysconfig/iptables.

Answer: A

NEW QUESTION 104
Two specific users need access to a directory owned by root where backups are located. Which of the following commands would BEST ensure the specified
users can access the backup files?

A. umask
B. chcon
C. chmod
D. setfacl

Answer: D

NEW QUESTION 108
The lead Linux has added a disk, /dev/sdd, to a VM that is running out of disk space. Place the following steps in the correct order from first (1) to last (4) to add
the disk to the existing LVM.

lvextend -L +10GB

wereate /dev/sdd
/dev/mapper/vgdata-data :

resize2fs /dev/mapper/vgdata-
data

vgextend vgdata /dev/sdd

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

pvcreate /dev/sdd

vgextend vgdata /dev/sdd

lvextend -L +10GB
/dev/mapper/vgdata-data

resize2fs /dev/mapper/vgdata

data

lvextend -L +10GB S aTeate /dav/add
/dev/mapper/vgdata-data ' 2ale ev/sdc

resize2fs /dev/mapper/vgdata
/ /mapj /vg vgextend vgdata /dev/sdd

data

NEW QUESTION 110
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