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NEW QUESTION 1
A Linux administrator needs to switch from text mode to GUI. Which of the following runlevels will start the GUI by default?

A. Runlevel 3
B. Runlevel 4
C. Runlevel 5
D. Runlevel 6

Answer: C

NEW QUESTION 2
A Linux administrator is testing connectivity to a remote host on a shared terminal. The administrator wants to allow other users to access the terminal while the
command is executing.
Which of the following commands should the administrator use?

A. bg ping remotehost
B. fg ping remotehost
C. ping remotehost < results
D. ping remotehost &

Answer: C

NEW QUESTION 3
A systems administrator needs to append output of ls –lha /opt command to the contents of a test.txt file. Which of the following commands will accomplish this?

A. ls –lha /opt > test.txt
B. ls –lha /opt < test.txt
C. ls –lha /opt >> test.txt
D. ls –lha /opt << test.txt

Answer: C

NEW QUESTION 4
A systems administrator must clean up all application files in the directory /var/log/app. However, the company’s security policy requires the files to be kept on the
backup server for one year. The Linux server has only the tar and bzip2 packages installed.
Which of the following commands will package and compress the files?

A. tar –zcvf applicationfiles.tar.bz2 /var/log/app/*
B. tar –jcvf applicationfiles.tar.bz2 /var/log/app/*
C. tar –cvf applicationfiles.tar.bz2 /var/log/app/*
D. tar –xvf applicationfiles.tar.bz2 /var/log/app/*

Answer: C

NEW QUESTION 5
A Linux administrator needs the “tech” account to have the option to run elevated commands as root. Which of the following commands would BEST meet this
goal?

A. $ su – tech –c “/bin/bash”
B. # usermod –aG wheel tech
C. # sudo –I tech
D. # groupadd –u tech –g root

Answer: C

NEW QUESTION 6
As a Systems Administrator, to reduce disk space, you were tasked to create a shell script that does the following:
Add relevant content to /tmp/script.sh, so that it finds and compresses rotated files in /var/log without recursion.
INSTRUCTIONS
Fill the blanks to build a script that performs the actual compression of rotated log files.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 7
The development team has automated their software build process so each time a change is submitted to the source code repository, a new software build is
compiled. They are requesting that the Linux operations team look into automating the deployment of the software build into the test environment. Which of the
following is the benefit to the development team for implementing deployment automation?

A. To ensure the build commits are also deployed to the test environment
B. To enable notifications when builds are deployed to the test environment
C. To ensure software builds in test are not accidentally deployed to production
D. To streamline the deployment process for deploying builds into test environments

Answer: D

NEW QUESTION 8
Which of the following configuration management tools is considered agentless?

A. Ouppet
B. Salt
C. Ansible
D. Chef

Answer: C

NEW QUESTION 9
Ann, a junior Linux administrator, needs to copy software from her local machine to assist in developing a software application on a remote machine with the IP
address 192.168.3.22. The file needs to be placed on the /tmp directory. After downloading the RPM to the local machine, which of the following commands would
be BEST to use to copy the software?

A. scp ~/software.rpm USER@192.168.3.22:/tmp
B. scp ~/software.rpm USER@192.168.3.22: /tmp
C. wget USER@192.168.3.22:/tmp -f ~/software.rpm
D. scp USER@192.168.3.22 ~/software.rpm :/tmp

Answer: C

NEW QUESTION 10
Which of the following commands would show the default printer on a Linux system?

A. lpr
B. lpq
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C. lpstat
D. lspci

Answer: B

NEW QUESTION 10
Which of the following statements BEST represents what the term “agentless” means regarding orchestration?

A. Installation of a tool is not required on the remote system to perform orchestration tasks
B. It facilitates version control when using infrastructure as code during orchestration
C. It automatically removes malware from the remote system during orchestration
D. A tool can only be accessed remotely to perform orchestration tasks

Answer: A

NEW QUESTION 14
A junior Linux administrator is optimizing a system in which an application needs to take priority 0 when running the process. The administrator runs the ps
command and receives the following output:

Given this scenario, which of the following steps will address this issue?

A. Issue the command ronice –n 0 –p 8481
B. Issue the command renice –p 8481
C. Issue the command renice –p 0 ~n 8481
D. Issue the command renice –n 8481

Answer: D

NEW QUESTION 15
Which of the following BEST describes running on a Linux system?

A. Containers only need the namespaces functionally to run on a Linux system available since kernel 2.6.
B. Containers need a hypervisor to run a Linux syste
C. Cgroups namespaces are functionalities used for the kernel but not for running containers.
D. Containers only need the cgroups functionality for running on a Linux syste
E. Namespaces is not a Linux kernel functionality needed for creating and managing containers.
F. Containers use the cgroups and namespaces functionalities to isolate processes and assign hardware resources to each of those isolated processes.

Answer: D

NEW QUESTION 19
A Linux administrator is using a public cloud provider to host servers for a company’s website. Using the
provider’s tools, the administrator wrote a JSON file to define how to deploy the servers. Which of the following techniques did the administrator use?

A. Infrastructure as code
B. Build automation
C. Platform as a service
D. Automated configuration

Answer: B

NEW QUESTION 22
An operator finds a user is having issues with opening certain files.
Which of the following commands would allow the security administrator to list and check the SELinux context?

A. ls –D
B. ls –a
C. ls –Z
D. ls -1

Answer: C

NEW QUESTION 27
A junior system administrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with installing the Apache web
server on the Linux server and resolving the issue that prevented the junior administrator from running Apache.
INSTRUCTIONS
Install Apache and start the service. Verify that the Apache service is running with the defaults. Typing “help” in the terminal will show a list of relevant commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. CentOS Command Prompt
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 29
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After starting a long-running script, a systems administrator needs to verify the frequency of what is filling up the /var partition and kill it because it is consuming too
much space.
Which of the following is the correct sequence given only a terminal is available?

A. 1. CTRL-C2. bg3. watch df /var4. CTRL-C5. fg6. CTRL-Z
B. 1. CTRL-C2. fg3. watch df /var4. CTRL-Z5. bg6. CTRL-Z
C. 1. CTRL-Z2. bg3. watch df /var4. CTRL-C5. fg6. CTRL-C
D. 1. CTRL-Z2. bg3. watch df /var4. CTRL-Z5. fg6. CTRL-C

Answer: D

NEW QUESTION 34
Find the file named core and remove it from the system. INSTRUCTIONS
Type “help” to display a list of available commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 37
A Linux systems administrator needs to provision multiple web servers into separate regional datacenters. The systems architect has instructed the administrator
to define the server infrastructure using a specific tool that consumes a text-based file.
Which of the following is the BEST reason to do this?

A. To document the infrastructure so it can be included in the system security plan
B. To ensure the administrator follows the planning phase of the system development life cycle
C. To define the infrastructure so it can be provisioned consistently with minimal manual tasks
D. To validate user requirements have been met within each regional datacenter for compliance

Answer: B

NEW QUESTION 41
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A Linux system is running normally when the systems administrator receives an alert that one application spawned many processes. The application is consuming
a lot of memory, and it will soon cause the machine to become unresponsive. Which of the following commands will stop each application process?

A. kill ‘pidof application’
B. killall application
C. kill -9 ‘ps –aux | grep application’
D. pkill -9 application

Answer: B

NEW QUESTION 44
Ann, a junior systems administrator, is required to add a line to the /etc/yum.conf file. However, she receives the following error message when she tries to add the
line:

Ann performs some diagnostics to attempt to find the root cause:

Which of the following commands should Ann execute to write content to /etc/yum?

A. chmod 755 /etc/yum.conf
B. setfacl –m m:rw /etc/yum.conf
C. chattr –I /etc/yum.conf
D. setenforce 0

Answer: A

NEW QUESTION 47
An administrator receives a warning about a file system filling up, and then identifies a large file located at /tmp/largelogfile. The administrator deletes the file, but
no space is recovered on the file system.
Which of the following commands would BEST assists the administrator in identifying the problem?

A. lsof | grep largelogfile
B. pkill /tmp/largelogfile
C. pgrep largelogfile
D. ps –ef | grep largelogfile

Answer: A

NEW QUESTION 50
While creating a file on a volume, the Linux administrator receives the following message: No space left on device. Running the df –m command, the administrator
notes there is still 50% of usage left. Which of the following is the NEXT step the administrator should take to analyze the issue without losing data?

A. Run the df –i command and notice the inode exhaustion
B. Run the df –h command and notice the space exhaustion
C. Run the df –B command and notice the block size
D. Run the df –k command and notice the storage exhaustion

Answer: A

NEW QUESTION 54
An administrator notices that a long-running script, /home/user/script.sh, is taking up a large number of system resources. The administrator does not know the
script’s function. Which of the following commands should the administrator use to minimize the script’s impact on system resources?

A. renice
B. kill
C. bg
D. nohup

Answer: A
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NEW QUESTION 55
A Linux storage administrator wants to create a logical volume group. Which of the following commands is required to start the process?

A. pvcreate
B. vgcreate
C. lvcreate
D. mkfs.xfs

Answer: B

NEW QUESTION 60
A Linux systems administrator needs to copy the contents of a directory named “working” on the local working system to a folder /var/www/html on a server
named “corporate-web”.
Which of the following commands will allow the administrator to copy all the contents to the web server?

A. scp –r working/* webuser@corporate-web:/var/www/html
B. tar working/* webuser@corporate-web:/var/www/html
C. cp –r working/* webuser@corporate-web:/var/www/html
D. mv working webuser@corporate-web:/var/www/html

Answer: A

NEW QUESTION 65
A junior administrator is migrating a virtual machine from a Type 1 hypervisor to a Type 2 hypervisor. To ensure portability, which of the following formats should
the administrator export from the Type 1 hypervisor to ensure compatibility?

A. OWASP
B. VDI
C. VMDK
D. OVA

Answer: D

NEW QUESTION 69
A systems administrator observes high latency values when reaching a remote web server. Which of the following commands will help determine and isolate
issues on the network side?

A. mtr
B. dig
C. netstat
D. route

Answer: A

NEW QUESTION 72
Joe, a user, is unable to log in to the server and contracts the systems administrator to look into the issue. The administrator examines the /etc/passwd file and
discovers the following entry:
joe:x:505:505::/home/joe:/bin/false
Which of the following commands should the administrator execute to resolve the problem?

A. usermod –s /bin/bash joe
B. passwd –u joe
C. useradd –s /bin/bash joe
D. chage –E -1 joe

Answer: B

NEW QUESTION 76
A junior Linux administrator is updating local name resolution to support IPv6. The administrator issues the command cat /etc/hosts and receives the following
output: 127.1.1.1 localhost
Which of the following actions should the administrator perform to accomplish this task?

A. Modify the /etc/hosts file, and add the ipv6 localhost entry to the file.
B. Modify the /etc/hosts file, and add the ::1 localhost entry to the file.
C. Modify the /etc/hosts file, and add the ipv4 localhost entry to the file.
D. Modify the /etc/hosts file, and add the 0.0.0.0 localhost entry to the file.

Answer: D

NEW QUESTION 78
......
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