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NEW QUESTION 1
DRAG DROP
Match the Identity and Access Management (IAM) security control with the appropriate definition.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 2
Which technique changes protocols at random during a session?

A. use of non-standard ports
B. port hopping
C. hiding within SSL encryption
D. tunneling within commonly used services

Answer: B

NEW QUESTION 3
Which key component is used to configure a static route?

A. router ID
B. enable setting
C. routing protocol
D. next hop IP address

Answer: D

NEW QUESTION 4
Which network analysis tool can be used to record packet captures?

A. Smart IP Scanner
B. Wireshark
C. Angry IP Scanner
D. Netman

Answer: B

NEW QUESTION 5
Which Palo Alto Networks tool is used to prevent endpoint systems from running malware executables such as viruses, trojans, and rootkits?

A. Expedition
B. Cortex XDR
C. AutoFocus
D. App-ID

Answer: B

NEW QUESTION 6
What does SIEM stand for?

A. Security Infosec and Event Management
B. Security Information and Event Management
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C. Standard Installation and Event Media
D. Secure Infrastructure and Event Monitoring

Answer: B

NEW QUESTION 7
DRAG DROP
Match the IoT connectivity description with the technology.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 8
Which TCP/IP sub-protocol operates at the Layer7 of the OSI model?

A. UDP
B. MAC
C. SNMP
D. NFS

Answer: C

NEW QUESTION 9
Anthem server breaches disclosed Personally Identifiable Information (PII) from a number of its servers. The infiltration by hackers was attributed to which type of
vulnerability?

A. an intranet-accessed contractor’s system that was compromised
B. exploitation of an unpatched security vulnerability
C. access by using a third-party vendor’s password
D. a phishing scheme that captured a database administrator’s password

Answer: D

NEW QUESTION 10
What are two key characteristics of a Type 1 hypervisor? (Choose two.)

A. is hardened against cyber attacks
B. runs without any vulnerability issues
C. runs within an operating system
D. allows multiple, virtual (or guest) operating systems to run concurrently on a single physical host computer

Answer: CD

NEW QUESTION 10
Which Palo Alto subscription service identifies unknown malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis
in a scalable, virtual environment?

A. DNS Security
B. URL Filtering
C. WildFire
D. Threat Prevention

Answer: C

NEW QUESTION 11
Which pillar of Prisma Cloud application security addresses ensuring that your cloud resources and SaaS applications are correctly configured?
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A. visibility, governance, and compliance
B. network protection
C. dynamic computing
D. compute security

Answer: A

NEW QUESTION 16
In the attached network diagram, which device is the switch?

A. A
B. B
C. C
D. D

Answer: D

NEW QUESTION 20
SecOps consists of interfaces, visibility, technology, and which other three elements?
(Choose three.)

A. People
B. Accessibility
C. Processes
D. Understanding
E. Business

Answer: ACE

NEW QUESTION 24
What does Palo Alto Networks Cortex XDR do first when an endpoint is asked to run an executable?

A. run a static analysis
B. check its execution policy
C. send the executable to WildFire
D. run a dynamic analysis

Answer: B

NEW QUESTION 27
What is the key to “taking down” a botnet?

A. prevent bots from communicating with the C2
B. install openvas software on endpoints
C. use LDAP as a directory service
D. block Docker engine software on endpoints

Answer: A

NEW QUESTION 31
How does Prisma SaaS provide protection for Sanctioned SaaS applications?

A. Prisma SaaS connects to an organizations internal print and file sharing services to provide protection and sharing visibility
B. Prisma SaaS does not provide protection for Sanctioned SaaS applications because they are secure
C. Prisma access uses Uniform Resource Locator (URL) Web categorization to provide protection and sharing visibility
D. Prisma SaaS connects directly to sanctioned external service providers SaaS application service to provide protection and sharing visibility

Answer: D

NEW QUESTION 32
......
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