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NEW QUESTION 1
- (Exam Topic 1)

You are evaluating the components of the migration to Azure that require you to provision an Azure Storage account.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements
You must provision an Azure Storage account for the
5QL Server database migration.

You must provision an Azure Storage account for the
Web site content storage,

You must provision an Azure Storage account for the
Database metric monitoring.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements
You must provision an Azure Storage account for the

SQL Server database migration,

You must provision an Azure Storage account for the
Web site content storage.

You must provision an Azure Storage account for the
Database metric monitoring.

NEW QUESTION 2
- (Exam Topic 1)

Yes
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No
O

O
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To meet the authentication requirements of Fabrikam, what should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Minimum number of Azure AD tenants:

Minimum number of custom domains to add:

Minimum number of conditional access policies to create:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: 2
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The network contains two Active Directory forests named corp.fabrikam.com and rd.fabrikam.com. There are no trust relationships between the forests.
Box 2: 1

Box 3: 1

Scenario:

Users on the on-premises network must be able to authenticate to corp.fabrikam.com if an Internet link fails.

Administrators must be able authenticate to the Azure portal by using their corp.fabrikam.com credentials. All administrative access to the Azure portal must be
secured by using multi-factor authentication.

Note:

Users must always authenticate by using their corp.fabrikam.com UPN identity.

The network contains two Active Directory forests named corp.fabrikam.com and rd.fabrikam.com. There are no trust relationships between the forests.
Corp.fabrikam.com is a production forest that contains identities used for internal user and computer authentication.

Rd.fabrikam.com is used by the research and development (R&D) department only.

NEW QUESTION 3
- (Exam Topic 2)
You need to recommend a solution for protecting the content of the payment processing system. What should you include in the recommendation?

A. Transparent Data Encryption (TDE)

B. Azure Storage Service Encryption

C. Always Encrypted with randomized encryption
D. Always Encrypted with deterministic encryption

Answer: D

NEW QUESTION 4

- (Exam Topic 2)

You need to recommend a solution for configuring the Azure Multi-Factor Authentication (MFA) settings. What should you include in the recommendation? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Azure AD license: | ¥
Free
| Basic
{ Premium P1
| Premium P2

Access control for the sign-in risk policy: v

'Allow access and require multi-factor authentication
'Block access and require multi-factor authentication
Allow accoess and require Azure MEA rogistration

Block access

Access control for the multi-factor v

authentication registration policy: |Allow access and require multi-factor authentication
| Biock access and require multi-factor authentication
{Nluwnccns:l and require Azura MEA registration

Block access

A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-sign-in-risk-policy https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/howto-mfa-policy

NEW QUESTION 5

- (Exam Topic 3)

You are building an application that will run in a virtual machine (VM). The application will use Azure Managed Identity.

The application uses Azure Key Vault, Azure SQL Database, and Azure Cosmos DB. You need to ensure the application can use secure credentials to access
these services.

Which authentication method should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader® 100% Valid and Newest Version AZ-304 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/AZ-304-dumps.html (268 Q&AS)

Functionality Authorization method

Azure Key Vault v
Hash-based message authentication code (HMAC)
Azure Managed Identity

Role-Based Access Controls (RBAC)

HTTPS encryption

Azure SQAL b

Hash-based message authentication code (HMAC)
Azure Managed Identity
Role-Based Access Controls (RBAC)

HTTPS encryption

Cosmos DB v
Hash-based message authentication code (HMAC)
Azure Managed |dentity

Role-Based Access Controls (RBAC)

HTTPS encryption

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Note: Managed identities for Azure resources is the new name for the service formerly known as Managed
Service Identity (MSI). Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

NEW QUESTION 6

- (Exam Topic 3)

You have an on-premises network to which you deploy a virtual appliance.

You plan to deploy several Azure virtual machines and connect the on-premises network to Azure by using a Site-to-Site connection.
All network traffic that will be directed from the Azure virtual machines to a specific subnet must flow through the virtual appliance.
You need to recommend solutions to manage network traffic.

Which two options should you recommend? Each correct answer presents a complete solution.

A. Configure Azure Traffic Manager.
B. Implement an Azure virtual network.
C. Implement Azure ExpressRoute.

D. Configure a routing table.

Answer: CD

Explanation:

Connectivity can be from an any-to-any (IP VPN) network, a point-to-point Ethernet network, or a virtual cross-connection through a connectivity provider at a co-
location facility. ExpressRoute connections do not go over the public Internet. This allows ExpressRoute connections to offer more reliability, faster speeds, lower
latencies, and higher security than typical connections over the Internet.

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-forced-tunneling-rm https://docs.microsoft.com/en-us/azure/expressroute/expressroute-
introduction

NEW QUESTION 7

- (Exam Topic 3)

You are developing a sales application that will contain several Azure cloud services and will handle different components of a transaction. Different cloud services
will process customer orders, billing, payment, inventory, and shipping.

You need to recommend a solution to enable the cloud services to asynchronously communicate transaction information by using REST messages.

What should you include in the recommendation?

A. Azure Service Bus

B. Azure Blob storage

C. Azure Notification Hubs

D. Azure Application Gateway

Answer: A

Explanation:

Service Bus is a transactional message broker and ensures transactional integrity for all internal operations against its message stores. All transfers of messages
inside of Service Bus, such as moving messages to a dead-letter queue or automatic forwarding of messages between entities, are transactional.

Reference:

https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-transactions
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NEW QUESTION 8

- (Exam Topic 3)

You have an on-premises Hyper-V cluster. The cluster contains Hyper-V hosts that run Windows Server 2016 Datacenter. The hosts are licensed under a
Microsoft Enterprise Agreement that has Software Assurance.

The Hyper-V cluster hosts 3 virtual machines that run Windows Server 2012 R2. Each virtual machine runs a different workload. The workloads have predictable
consumption patterns.

You plan to replace the virtual machines with Azure virtual machines that run Windows Server 2016. The virtual machines will be sized according to the
consumption pattern of each workload.

You need to recommend a solution to minimize the compute costs of the Azure virtual machines.

Which two recommendations should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Purchase Azure Reserved Virtual Machine Instances for the Azure virtual machines
B. Create a virtual machine scale set that uses autoscaling

C. Configure a spending limit in the Azure account center

D. Create a lab in Azure DevTest Labs and place the Azure virtual machines in the lab
E. Activate Azure Hybrid Benefit for the Azure virtual machines

Answer: AE

Explanation:
Reference:
https://azure.microsoft.com/en-us/pricing/reserved-vm-instances/ https://docs.microsoft.com/en-us/azure/virtual-machines/windows/hybrid-use-benefit-licensing

NEW QUESTION 9

- (Exam Topic 3)

You are designing a large Azure environment that will contain many subscriptions. You plan to use Azure Policy as part of a governance solution.
To which three scopes can you assign Azure Policy definitions? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. management groups

B. subscriptions

C. Azure Active Directory (Azure AD) tenants

D. resource groups

E. Azure Active Directory (Azure AD) administrative units
F. compute resources

Answer: ABD

Explanation:

Azure Policy evaluates resources in Azure by comparing the properties of those resources to business rules. Once your business rules have been formed, the
policy definition or initiative is assigned to any scope of resources that Azure supports, such as management groups, subscriptions, resource groups, or individual
resources.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION 10

- (Exam Topic 3)

You are planning to deploy an application named Appl that will run in containers on Azure Kubernetes Service (AKS) clusters. The AKS clusters will be distributed
across four Azure regions.

You need to recommend a storage solution for Appl. Updated container images must be replicated automatically to all the AKS clusters.

Which storage solution should you recommend?

A. Premium SKU Azure Container Registry
B. Azure Content Delivery Network (CDN)

C. geo redundant storage (GRS) accounts
D. Azure Cache for Redis

Answer: A

Explanation:

Enable geo-replication for container images.

Best practice: Store your container images in Azure Container Registry and geo-replicate the registry to each AKS region.

To deploy and run your applications in AKS, you need a way to store and pull the container images. Container Registry integrates with AKS, so it can securely
store your container images or Helm charts. Container Registry supports multimaster geo-replication to automatically replicate your images to Azure regions
around the world.

Geo-replication is a feature of Premium SKU container registries. Note:

When you use Container Registry geo-replication to pull images from the same region, the results are: Faster: You pull images from high-speed, low-latency
network connections within the same Azure region.

More reliable: If a region is unavailable, your AKS cluster pulls the images from an available container registry.

Cheaper: There's no network egress charge between datacenters. Reference:
https://docs.microsoft.com/en-us/azure/aks/operator-best-practices-multi-region

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant.

You plan to provide users with access to shared files by using Azure Storage. The users will be provided with different levels of access to various Azure file shares
based on their user account or their group membership.

You need to recommend which additional Azure services must be used to support the planned deployment. What should you include in the recommendation?
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A. an Azure AD enterprise application

B. Azure Information Protection

C. an Azure AD Domain Services (Azure AD DS) instance

D. an Azure Front Door instance
Answer: C

Explanation:

Azure Filessupports identity-based authentication over Server Message Block (SMB) throughtwo types of Domain Services: on-premises Active Directory Domain

Services (AD DS) and Azure Active Directory Domain Services (Azure AD DS).

Reference:

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-directory-domain-service

NEW QUESTION 14
- (Exam Topic 3)

Your company has users who work remotely from laptops.
You plan to move some of the applications accessed by the remote users to Azure virtual machines. The users will access the applications in Azure by using a

point-to-site VPN connection. You will use certificates generated from an on-premises-based certification authority (CA).
You need to recommend which certificates are required for the deployment.

What should you include in the recommendation? To answer, drag the appropriate certificates to the correct targets. Each certificate may be used once, more than

once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Certificates

Answer Area

A root CA certificate that
has the private key

A root CA certificate that
has the public key

A user certificate that has
the private key

A user certificate that has
the public key

Trusted Root Certification Authorities

certificate store on each laptop: Certificate
The users’ Personal store on each Certificate
laptop:

The Azure VPN gateway: Certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Certificates

A root CA certificate that |
has the private key |
:Tﬂ. root CA certificate that |
_has the public key |

Answer Area

Trusted Root Certification Authnritieq- A root CA certificate that I
certificate store on each laptop: i has the public key |

The users' Personal store on each A user certificate that has |
laptop: the private key |

' A user certificate that has |

‘the private key
A user certificate that has

NEW QUESTION 15
- (Exam Topic 3)

A company named Contoso, Ltd- has an Azure Active Directory {Azure AD) tenant that uses the Basic license.
You plan to deploy two applications to Azure. The applications have the requirements shown in the following table.

The Azure VPN gateway:

A root CA certificate that
has the public key

Application name

Requirement

Users must authenticate by using a personal
Customer Microsoft account and multi-factor
authenication

Reporting

Users must authenticate by using either
Contoso credentials or a personal Microsoft
account. You must be able to manage the
accounts from Azure AD.

Which authentication strategy should you recommend for each application? To answer, drag the appropriate authentication strategies to the correct applications.
Each authentication strategy may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
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Authentication Strategies Answer Area
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gporing:  Authentication strategy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Azure AD V2.0 endpoint

Microsoft identity platform is an evolution of the Azure Active Directory (Azure AD) developer platform. It allows developers to build applications that sign in all
Microsoft identities and get tokens to call Microsoft APls, such as Microsoft Graph, or APIs that developers have built. The Microsoft identity platform consists of:
OAuth 2.0 and OpenID Connect standard-compliant authentication service that enables developers to authenticate any Microsoft identity, including:

Work or school accounts (provisioned through Azure AD)

Personal Microsoft accounts (such as Skype, Xbox, and Outlook.com) Social or local accounts (via Azure AD B2C)

Box 2: Azure AD B2C tenant

Azure Active Directory B2C provides business-to-customer identity as a service. Your customers use their preferred social, enterprise, or local account identities to
get single sign-on access to your applications and APIs.

Azure Active Directory B2C (Azure AD B2C) integrates directly with Azure Multi-Factor Authentication so that you can add a second layer of security to sign-up and
sign-in experiences in your applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-reference-mfa https://docs.microsoft.com/en-us/azure/active-
directory/develop/v2-overview

NEW QUESTION 16

- (Exam Topic 3)

You need to recommend a solution to deploy containers that run an application. The application has two tiers.

Each tier is implemented as a separate Docker Linux-based image. The solution must meet the following requirements:

> The front-end tier must be accessible by using a public IP address on port 80.

> The backend tier must be accessible by using port 8080 from the front-end tier only.
> Both containers must be able to access the same Azure file share.

> If a container fails, the application must restart automatically.

> Costs must be minimized.
What should you recommend using to host the application?

A. Azure Kubernetes Service (AKS)
B. Azure Service Fabric
C. Azure Container instances

Answer: C

Explanation:

Azure Container Instances enables a layered approach to orchestration, providing all of the scheduling and management capabilities required to run a single
container, while allowing orchestrator platforms to manage multi-container tasks on top of it.

Because the underlying infrastructure for container instances is managed by Azure, an orchestrator platform does not need to concern itself with finding an
appropriate host machine on which to run a single container.

Azure Container Instances can schedule both Windows and Linux containers with the same API. Orchestration of container instances exclusively

Because they start quickly and bill by the second, an environment based exclusively on Azure Container Instances offers the fastest way to get started and to deal
with highly variable workloads.

Reference:

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-overview https://docs.microsoft.com/en-us/azure/container-instances/container-
instances-orchestrator-relationship

NEW QUESTION 21
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