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NEW QUESTION 1
Company ABC is using an Ethernet virtual circuit as its provider’s DCI solution. A goal is to reduce the
time to detect the link failure. Which protocol accomplishes this goal?

A. UDLD
B. Spanning tree bridge assurance
C. Link aggregation group
D. Ethernet OAM

Answer: D

NEW QUESTION 2
What are two benefits of following a structured hierarchical and modular design? (Choose two.)

A. Each component can be designed independently for its role.
B. Each component can be managed independently based on its role.
C. Each component can be funded by different organizations based on its role.
D. Each component can support multiple roles based on the requirements.
E. Each component can provide redundancy for applications and services.

Answer: AB

NEW QUESTION 3
DRAG DROP
Drag and drop the design characteristics of GET VPN from the left to the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
A, C, D

NEW QUESTION 4
Refer to the exhibit.
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This new OSPF network has four areas, but the hub-and-spoke area experiences frequent flapping. In
order to fix this design failure, which two mechanisms can you use to isolate the data center area from the hub-and-spoke area without losing Ip connectivity?
(Choose two)

A. Use OSPF distribute-list filtering on router A
B. Deploy a prefix summarization on router D
C. Make the data center area a NSSA
D. Make the data center area totally stub
E. Convert the data center area to EIGRP protocol

Answer: BD

NEW QUESTION 5
When you design a network that uses IPsec, where can you reduce MTU to avoid network
fragmentation?

A. on both ends of the TCP connection
B. on the side closest to the client
C. on the side closest to the server
D. in the WAN

Answer: A

NEW QUESTION 6
What is a design application of control plane policing?

A. CPP protects the control plane from reconnaissance and or denial-of-service attacks
B. CPP protects the forwarding plane by rate –limiting excessive routing protocol traffic
C. CPP protects the forwarding plane by allowing legitimate traffic and dropping excessive traffic
D. CPP drop malformed packet that are sent to the CPU

Answer: A

NEW QUESTION 7
In which two ways is a network design improved by including IP Event Dampening? (Choose two)

A. Provides sub-second convergence
B. Quickly detects network failures
C. Prevent routing loops
D. Improves network stability
E. Reduces processing load

Answer: DE
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NEW QUESTION 8
Which two functions are performed at the core layer of the three-layer hierarchical network design model? (Choose two).

A. Fault isolation
B. Qos classification and marking boundary
C. Fast transport
D. Reliability
E. Load balancing

Answer: CD

NEW QUESTION 9
Which option is a benefit of using N-Port Virtualization?

A. reduces the amount of domain IDs that are used in the fabric
B. does not need to create zoning
C. reduces latency when using local switching on Fibre Channel ports
D. allows trunking to the upstream switch
E. does not need to configure the upstream switches

Answer: A

NEW QUESTION 10
A network designer wants to improve a company network design due to multiple network crashes.
Which technology would allow for the restore of a network connection without informing the Layer 3 protocol?

A. Bidirectional Forwarding Detection
B. automatic protection switching
C. UDLD
D. Ethernet OAM

Answer: B

NEW QUESTION 10
Refer to the exhibit,

Which two design considerations should be implemented on the pseudowire between N-PE and U-
PE routers for a loop-free hierarchical VPLS service? (Choose two)

A. Disable split horizon towards the U-PE router.
B. Disable MAC learning on the U-PE router.
C. Enable split horizon towards the N-PE routers.
D. Disable MAC learning on the U-PE routers.
E. Disable MAC learning on the U-PE routers.
F. Enable split horizon towards the U-PE routers.
G. Disable split horizon toward the N-PE routers.

Answer: AC

NEW QUESTION 12
A company would like to distribute a virtual machine (VM) hosting cluster between three data centers with the capability to move VMs between sites. The
connectivity between data centers is IP only and the new design should use the existing WAN. Which Layer 2 tunneling technology do you recommend?

A. AToM
B. L2TPv3
C. OTV
D. VPLS

Answer: C
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NEW QUESTION 13
At which two networks points is route summarization supported? (Choose two)

A. At EIGRP AS boundaries
B. At EIGRP interface boundaries
C. At OSPF virtual-link boundaries
D. At EIGRP are boundaries
E. At OSPF area boundaries
F. At EIGRP stub interface boundaries

Answer: BE

NEW QUESTION 16
The enterprise customer ABC Corp will deploy a centralized unified communications application to
provide voice, and instant messaging to their branch offices. Some of the branch offices are located in remote locations and are connected via a 1.5 Mb/s Layer 3
VPN connection. Which two ways are the most cost-effective to ensure that this new application is implemented properly? (Choose two)

A. Use a low bitrate codec such as G 711
B. Set voice activity detection to avoid sending packets when the conversations is silent
C. Enable VRF-Lite on the CE router to create a separate voice VRF
D. Set LFI on the WAN connections to interleave the small voice packets with the large data packets
E. Set WAN optimization on the CE router to compress the voice packets for improved bandwidth utilization and performance
F. Use a low bitrate codec such as G 729

Answer: BF

NEW QUESTION 18
You are solving a design failure on a massive Hadoop cluster network that has an application with TCP incast behavior (also known as TCP Throughput collapse)
affecting its many-to-one communications with packet loss at the last-hop network device. Which metric must be measured to ensure that the network provides the
best performance for this application?

A. Availability
B. Bandwidth utilization
C. Jitter values
D. Buffer utilization

Answer: D

NEW QUESTION 21
A BGP route reflector in the network is talking longer than expected to converge during network
changes. Troubleshooting has shown that the router cannot handle all the TCP acknowledgements during route updates. Which action can be performed to tune
device performance?

A. Increase the size of the large buffers
B. Decrease the size of the small buffers
C. Increase the keepalive timers for each BGP neighbor
D. Increase the size of the hold queue

Answer: D

NEW QUESTION 25
A switched network is being designed to support a manufacturing factory. Due to cost constraints,
fiber-based connectivity is not an option. Which design allows for a stable network when there is a risk of interference from the manufacturing hardware in use on
the factory floor?

A. Design the network to include UDLD to detect unidirectional links and take them out of service.
B. Design the network to include Ether Channel bundles to prevent a single-link failure from taking down a switch interconnection point.
C. Design the network to include loop guard to prevent a loop in the switched network when a link has too much interference.
D. Design the network to include Backbone Fast on all devices to accelerate failure convergence times.

Answer: B

NEW QUESTION 26
Refer to the exhibit.
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You are designing MPLS-TE for this network. The links form Perth to Sydney and from Perth to Adelaide share the same optical fiber in one given segment. Which
feature should you implement to eliminate the risk that a backup tunnel is installed over the same optical fiber as the primary one?

A. Shared Risk Link Groups
B. MPLS-TE Path Protection
C. MPLS-TE auto-tunnel backup
D. MPLS-TE Link protection

Answer: A

NEW QUESTION 30
You work as a network designer for a company that is replacing their Frame Relay WAN with an MPLS
VPN service, where the PE-to-CE routing protocol is BGP. The company has 3000 routes in their distribution routers, and they would like to advertise their access
routers through the MPLS network. Their service provider, however, only supports 1000 prefixes per VRF. Which two design solutions can be applied to ensure
that your access routers will be able to reach all devices in your network? (Choose two.)

A. Configure the distribution routers to send a default route to the MPLS network
B. Configure null routes and aggregate routes for the prefixes in your network on the distribution routers
C. Summarize the routes on MPLS WAN interfaces of the distribution routers
D. Use prefix lists on the distribution routers to control which routes are sent to MPLS network
E. Configure the access routers to send a default route to the MPLS network

Answer: AC

NEW QUESTION 34
You are designing an IPv4 any source multicast redundancy solution. Which technology ensures the
quickest RP convergence?

A. Bootstrap router
B. MSDP anycast RP
C. Auto-RP
D. Embedded RP

Answer: B

NEW QUESTION 38
Which two options are design considerations when introducing FCoE into an existing network? (Choose two)

A. The FCoE QoS markings may overlap with call signaling QoS markings
B. Optical cabling is needed to transmit FCoE traffic between a server and its directly connected Ethernet switch
C. The existing network must support a MTU of 3280 bytes
D. Twinaxial cabling can be used to transmit FCoE traffic between a server and its directly connected Ethernet switch, if it is less than 10 meters
E. All the servers in the data center must be retrofitted with converged Network Adapters

Answer: AE

NEW QUESTION 40
Which three network management requirements are common practices in network design? (Choose
three)

A. Ensure that all network devices have their clocks synchronized.
B. Collect SNMP poll information for future regression analysis.
C. Capture both ingress and egress flow-based packets, while avoiding duplication of flows.
D. Look at average counters instead of instantaneous counters for inconsistent and bursty KPIs, such as CPU utilization and interface utilization.
E. Validate data plane health, and application and services availability, with synthetic traffic.

Answer: ABD
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NEW QUESTION 43
Which option describes a design benefit of root guard?

A. It prevents switch loops caused by unidirectional point-to-point link condition on Rapid PVST+ and MST.
B. It prevents switch loops by detecting on one-way communications on the physical port.
C. It allows small, unmanaged switches to be plugged into ports of access switches without the risk of switch loops.
D. It makes the port go immediately into the forwarding state after being connected.
E. It prevents switched traffic from traversing suboptimal paths on the network.
F. It does not generate a spanning-tree topology change upon connecting and disconnecting a station on a port.

Answer: E

NEW QUESTION 47
You are asked to design an RSVP-TEL LSP protection solution for a large service provider network
.Which traffic protection mechanism is highly scalable and ensure that multiple LPS always terminate at the same merge point?

A. Shared explicit protection.
B. Detour LSPs.
C. 1:N protection.
D. 1:1 protection.

Answer: C

NEW QUESTION 49
Refer to the exhibit.

Which routing solution is the most scalable to connect the branches to the HQ and to connect the
branches together over the internet using DMVPN?

A. EIGRP
B. EIGRP with the branch routers setup as stubs
C. OSPF with each branch router as an ABR
D. IS-IS L2 in all locations
E. OSPF Area 0 in all locations

Answer: B

NEW QUESTION 50
You must make IGP redesign recommendations for a client that has old equipment, with low CPU power and memory, that they do not have budget replace. They
are very concerned about CPU load on routers. They are using IS-IS as the IGP in a single l1 area and all routers are connected to each other with point-to-point
links. Which method do you recommend to reduce or limit CPU overhead caused by IS-IS?

A. Use mesh groups to limit flooding of LSAs
B. Implement wide style metrics for IS-IS on all routers
C. Select a router to act as a pseudowire to limit topology synchronization
D. Divide the router into multiple areas and implement address summarization

Answer: A

NEW QUESTION 53
An enterprise customer A with provider-independent address space is dual-homed to two ISP. Which
two options , when combined, allow for customer A to efficiently achieve out-bond traffic load- balancing? ( Choose two)

A. Advertise Customer A subnets with a shorter AS path prepend to one of the ISPs than to the other
B. Advertise Customer A subnets with different MED values to the two ISPs
C. Accept a default route from both ISPs
D. Make the CE connected to both ISPs route reflector
E. Accept the routes originated on both ISPs and their direct peers
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Answer: CE

NEW QUESTION 57
DRAG DROP
Drag and drop the NETCONF layers on the left onto their appropriate description on the left.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 61
DRAG DROP
Drag the fast Reroute mechanism on the left and drop it onto the corresponding routing protocol on the right

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
A, D, E

NEW QUESTION 62
A DMVPN network is being deployed for 10 branch sites to connect to the central headquarters over the Internet. Each branch site connects to the internet via a
1.5 Mb/s ADSL line, and the headquarters connects to the Internet over a 100Mb/s circuit limited to 20 Mb/s by the service provider. Which QoS mechanism if any,
do you recommend at the headquarters location?

A. Rate-limiting the 100 Mb/s circuit to 20 Mb/s
B. Applying hierarchical QoS with parent policy for the overall circuit and child policy for the spokes
C. Traffic shaping the 100 Mb/s circuit to 20 Mb/s
D. QoS is not required in this instance due to maximum traffic being received by the branches being 15 Mb/s

Answer: B
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NEW QUESTION 67
Refer to the exhibit.

Company A is running a single-area OSPF, and Company B is running RIP as the IGP with no overlapping IP address spaces. Company A has just acquired
Company B and both networks must be merged. Which three design components are recommended to guarantee connectivity and redundancy between the two
networks? (Choose three.)

A. Enable mutual redistribution between OSPF and RIP on one border router.
B. Enable mutual redistribution between OSPF and RIP on Router A and Router B using route tags.
C. Increase the administrative distance to 130 for the OSPF external prefixes on Router A and Router B.
D. Implement an ACL on Router A and Router B to prevent OSPF external routes from being installed in the OSPF database.
E. Filter external routes on Router A and Router B based on route tags.

Answer: BCE

NEW QUESTION 71
Which network topology is characterized by a link fate-sharing situation?
A)

B)
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C)

D)

A. Exhibit A
B. Exhibit B
C. Exhibit C
D. Exhibit D
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Answer: B

NEW QUESTION 73
Which two functions are performed at the distribution layer of the three-layer hierarchical network design model? (Choose two).

A. Fault isolation
B. QoS classification and marking boundary
C. Fast transport
D. Reliability
E. Load balancing

Answer: AE

NEW QUESTION 75
Which three options are IS-IS design considerations when connecting two Layer 3 switches directly using a 10 GBASE-T cabling and formatting an IS-IS neighbor
adjacency?

A. The default IS-IS network type is point-to-point so a DIS is not elected
B. A DIS is elected between the IS-IS neighbors and the elected DIS is pre-empted if router with a higher system ID is connected
C. The area, levels, and interface MTU parameters must match, and system MTU must be unique for two IS-IS routers to become adjacent
D. Faster IS-IS hello and dead timers increase bandwidth and CPU use, and may cause instability
E. The IS-IS hello and dead timers should be tuned to detect failures as quickly as possible
F. A DIS is elected between the IS-IS neighbors and the elected Dis is pre-empted if a router with a lower system ID is connected
G. The hello and dead timers must match for two IS-IS routers to become adjacent

Answer: CDF

NEW QUESTION 78
Which four resources does Cisco Cloud Center provision in an ACL environment? (Choose four)

A. VLAN Pool
B. Contracts
C. End point Group (EPG)
D. VRF
E. Subject/Filters
F. Application Network Profile (ANP)

Answer: BCEF

NEW QUESTION 83
How must queue sizes be designed to ensure that an application functions correctly?

A. The default queue sizes are good for any deployment
B. Each individual device queuing delay in chain must be less than or equal to the application required delay
C. The queuing delay on every device in chain must be exactly the same
D. The sum of the queuing delay of all devices in chain must be less than or equal to the application required delay

Answer: D

NEW QUESTION 85
Your customer asked you to redesign there is-IS network to reduce to a minimum the number of
adjacencies because the network has several routers running L1/L2 mode on the sme Ethernet segment. Which action do you recommend?

A. Define only one router on the segment to be DIS
B. Make the interface priority on the backup DIS lower than the primary DIS
C. Change half the routers to L1 routers and half to L2 routers
D. Change all routers to a single-level area

Answer: D

NEW QUESTION 87
In a design around fast convergence in case of a link failure, what is the justification for using a point-
to-point OSPF network type on the Ethernet links between leaf-and-spine switches on a data center fabric?

A. Link failure tears down neighbor relationships regardless of network type configured
B. Type 1 LSAs are not generated on a point-to-point network type
C. Adjacencies can be built faster without a DR/BDR on the segment
D. The fabric memory requirements are significantly smaller than with a DR/BDR on each leaf and spine segment
E. The point-to-point network type allows for NSF to be used in this design

Answer: C

NEW QUESTION 88
Which DCI technology utilizes a “flood and learn” technique to populate the Layer 2 forwarding
table?
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A. OTV
B. E-VPN
C. VPLS
D. LISP

Answer: A

NEW QUESTION 89
Which two IoT use cases require the low latency and high reliability that 5G networks provide?

A. Smart Home
B. Automotive
C. Health and Wellness
D. Smart Cities
E. Sports and Fitness

Answer: BC

NEW QUESTION 92
Which are two open-source SDN controllers? (Choose two)

A. Big Cloud Fabric
B. OpenContrail
C. Application Policy Infrastructure Controller
D. Virtual Application Networks SDN controller
E. OpenDaylight

Answer: BE

NEW QUESTION 95
For a redesign requirement of the service provider network, summarization was implemented at multiple locations for each summary range. Now some customers
of the service provider are complaining of higher latency and performance issues for a server hosted in the summarized are

A. Which design issues must be considered when creating the summarization?
B. Summarization adds CPU overhead on the routers sourcing the summarized advertisement.
C. Summarization prevents the visibility of the metric to the component subnets.
D. Summarization causes packet loss when RPF is enabled.
E. Summarization creates routing loops.

Answer: B

NEW QUESTION 100
Which two SAN designs appropriate to support large-scale SAN environments? (Choose two)

A. Edge-core-edge design
B. Fibre Channel forwarder
C. Split fabric design
D. Core-edge design
E. Dual fabric design

Answer: AD

NEW QUESTION 104
Which feature must be part of the network design to wait a predetermined amount of time before
notifying the routing protocol of a change in the path in the network?

A. Transmit delay
B. Throttle timer
C. SPF hold time
D. Interface dampening

Answer: B

NEW QUESTION 108
A network engineering team is in the process of designing a lab network for a customer demonstration. The design engineer wants to show that the resiliency of
the MPLS traffic Engineering Fast Reroute solution has the same failover/failback times as a traditional SONET/SDH network (around 50MSEC). In order to
address both link failure and node failure within the lab typology network, which type of the MPLS TE tunnels must be considered for this demonstration?

A. TE backup tunnel
B. Next-hop (NHop) tunnel
C. FRR Backup tunnel
D. next-next-hop (NNHop) tunnel

Answer: D

NEW QUESTION 110
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In an Ethernet link containing five routers with OSPF network interface type configured as broadcast, how many OSPF adjacencies are established on this
Ethernet link?

A. 7
B. 5
C. 10
D. 20
E. 6

Answer: A

NEW QUESTION 112
DRAG DROP

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 114
DRAG DROP
Refer to the exhibit.

Company ACME is adding a Cisco TelePresence system for real-time collaboration and wants to ensure the highest user experience. Drag and drop the
necessary QoS mechanisms from the left to the right in any order. Not all options will be used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 119
DRAG DROP
Drag and drop the technology details or features support on the left into the corresponding Layer 2 multipath technologies on the right. Not all options will be used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 123
......
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