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NEW QUESTION 1
Name two ways of viewing the ITAlog

A. Log into the vault locally and navigate to the Server folder under the PrivateArk install location.
B. Log into the PVWA and go to the Reports tab.
C. Access the System Safe from the PrivateArk client.
D. Go to the Thirdpary log directory on the CPM

Answer: AC

NEW QUESTION 2
A customer wants to store PSM recordings for 100 days and estimates they will have 10 Windows sessions per day for 100 minutes each.
What is the minimum storage required for the Vault and PAReplicate for the PSM recordings?

A. 25 GB Most Voted
B. 250 GB
C. 500 GB
D. 5 GB

Answer: B

NEW QUESTION 3
A customer has three data centers distributed globally and wants highly-available PSM connections in each segmented zone. In addition, the customer needs a
highly-available PSM connection for the CyberArk Admins.
What will best satisfy this customer's needs?

A. one PSM per zone with a load balancer and two PSMs for Admins with a load balancer
B. six PSMs in the mam data center with a load balancer and one PSM for Admins
C. two PSMs per zone with a load balancer and two PSMs for Admins with a dedicated load balancer
D. three PSMs per zone with CyberArk built-in load balancing

Answer: C

NEW QUESTION 4
A stand alone Vault server requires DNS services to operate properly.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 5
Which parameter must be provided when registering a primary Vault in Azure, but not in Amazon Web Services?

A. /RecPub
B. /AdminPass
C. /MasterPass
D. /RDPGateway

Answer: D

NEW QUESTION 6
You are designing the number of PVWAs a customer must deploy. The customer has three data centers with a distributed Vault in each, requires high availability,
and wants to use all Vaults at all times.
How many PVWAs does the customer need?

A. six or more
B. four
C. two or less
D. three

Answer: A

NEW QUESTION 7
By default, the vault secure protocol uses which IP port and protocol.

A. TCP/1858
B. TCP/443
C. UDP/1858
D. TCP/80

Answer: A

Explanation: 
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Reference: http://docplayer.net/53689072-The-cyberark-digital-vault-built-for-security.html

NEW QUESTION 8
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA_Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
Most Voted
B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to
(WINDEMEA)|(WINDEMEAADMIN).
C. In the CYBRWINDAD platform, under UI&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Answer: A

NEW QUESTION 9
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted
B. LDAP authentication Most Voted
C. RADIUS authentication Most Voted
D. Windows authentication
E. SAML authentication
F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 10
This value needs to be added to the PVWA configuration file:
Assuming all CyberArk PVWA servers were installed using default paths/folders, which configuration file should you locate and edit to accomplish this?

A. c:\inetpub\wwwroot\passwordvault\web.config
B. c:\inetpub\wwwroot\passwordvault\services\web.config
C. c:\cyberark\password vault web access\env\web.config
D. c:\program files\cyberark\password vault web access\web.config

Answer: A

NEW QUESTION 10
The primary purpose of the CPM is Password Management.

A. TRUE
B. FALSE

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (7)

NEW QUESTION 13
Your customer wants to store the Safes Data on Vault Drive D instead of Drive C. Which file should you edit?

A. TSparm.ini Most Voted
B. Vault.ini
C. DBparm.ini
D. user.ini

Answer: A

NEW QUESTION 16
In order to retrieve data from the vault a user MUST use an interface provided by CyberArk.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 21
As Vault Admin, you have been asked to enable your organization's CyberArk users to authenticate using LDAP.
In addition to Audit Users, which permission do you need to complete this task?

A. Add Network Areas
B. Manage Directory Mapping
C. Add/Update Users
D. Activate Users
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Answer: B

NEW QUESTION 24
DRAG DROP
Arrange the steps to failover to the DR CPM in the correct sequence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 28
How should you configure PSM for SSH to support load balancing?

A. by using a network load balancer Most Voted
B. in PVWA > Options > PSM for SSH Proxy > Servers
C. in PVWA > Options > PSM for SSH Proxy > Servers > VIP
D. by editing sshd.config on the all the PSM for SSH servers

Answer: C

NEW QUESTION 33
You need to add a new PSM server to an existing CyberArk environment. What is the best way to determine the sizing of this server?

A. Review the “Recommended Server Specifications” for PSMs in the CyberArk Documents websit
B. Most Voted
C. Use the specifications of any existing PSM and request a server of the same size.
D. Use the CyberArk Support Knowledgebase, search for “PSM Sizing” and locate the Knowledgebase article related to sizing.
E. Refer to the Microsoft Windows website, determine the minimum specifications required for the Operating System you are installing, and then add 4 Gb of RAM
and 20 GB of disk.

Answer: C

NEW QUESTION 34
Which keys are required to be present in order to start the PrivateArk Server Service? Select all that apply.

A. Server Key
B. Recovery Public Key
C. Recovery Private Key
D. Safe Key

Answer: A

Explanation: 
Reference: https://www.reddit.com/r/CyberARk/comments/8s96n8/certificat_problem_with_my_vault/
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NEW QUESTION 39
A vault admin received an email notification that a password verification process has failed Which service sent the message?

A. The PrivateArk Server Service on the Vault.
B. The CyberArk Password Manager service on the Components Server.
C. The CyberArk Event Notification Engine Service on the Vault
D. The CyberArk Privileged Session Manager service on the Vault.

Answer: C

NEW QUESTION 43
If a transparent user matches two different directory mappings, how does the system determine which user template to use?

A. The system will use the template for the mapping listed first.
B. The system will use the template for the mapping listed last.
C. The system will grant all of the vault authorizations from the two templates.
D. The system will grant only the vault authorizations that are listed in both templates

Answer: A

NEW QUESTION 48
Which SMTP address can be set on the Notification Settings page to re-invoke the ENE setup wizard after the initial Vault installation?

A. 255.255.255.255
B. 8.8.8.8
C. 192.168.1.1
D. 1.1.1.1

Answer: D

NEW QUESTION 53
Which of the following protocols need to be installed on a standalone vault server? Check all that apply.

A. Client for Microsoft Networks
B. QoS Packet Scheduler
C. File and Printer Sharing for Microsoft Networks
D. Internet Protocol version 4 (TCP/IPv4)
E. NIC Teaming Driver, if applicable

Answer: ABCD

NEW QUESTION 56
Which browser is supported for PSM Web Connectors developed using the CyberArk Plugin Generator Utility (PGU)?

A. Internet Explorer
B. Google Chrome
C. Opera
D. Firefox

Answer: B

NEW QUESTION 60
When integrating a Vault with HSM, which file is uploaded to the HSM device?

A. server.key
B. recpub.key
C. recprv.key
D. mdbase.dat

Answer: A

NEW QUESTION 65
Which parameter must be identical for both the Identity Provider (IdP) and the PVWA?

A. IdP “EntityID” and “PartnerIdentityProvider Name” in PVWA saml.config file
B. IdP “User name” and “SingleSignOnServiceUrl” in PVWA saml.config file
C. IdP “Audience” and “ServiceProviderName” in the PVWA saml.config file
D. IdP “Secure hash algorithm” and “Certificate” in the PVWA saml.config file

Answer: C

NEW QUESTION 69
In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVWA_Hardening.ps1 perform when run? (Choose two.)

A. performs IIS hardening
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B. configures all group policy settings
C. renames the local Administrator Account
D. configures Windows Firewall
E. imports the CyberArk INF configuration

Answer: AD

NEW QUESTION 73
What is required before the first CPM can be installed?

A. The environment must have at least one Vault and one PVWA installed.
B. The Vault environment must have at least one account stored in a safe.
C. Custom platforms must be downloaded from the CyberArk Marketplace.
D. The PSM component must be installed and proper functionality validated.

Answer: A

NEW QUESTION 76
Which service must be set to Automatic (delayed start) after the Vault is installed and configured?

A. Windows Time service
B. PrivateArk Database
C. Windows Update service
D. PrivateArk Server

Answer: A

NEW QUESTION 79
You want to add an additional maintenance user on the PSM for SSH. How can you accomplish this if InstallCyberarkSSHD is set to Integrated?

A. Create a local user and add it to the PSMMaintenance Group.
B. Create a local user called proxymng.
C. Create a local user and add it to group configured for the parameter AllowGroups in the/etc/sshd_config file
D. Create a local user, called psmpmng.

Answer: C

NEW QUESTION 83
What authentication methods can be implemented to enforce Two-Factor Authentication (2FA) for users authenticating to CyberArk using both the PVWA (through
the browser) and the PrivateArk Client?

A. LDAP and RADIUS Most Voted
B. CyberArk and RADIUS
C. SAML and Cyber Ark
D. SAML and RADIUS

Answer: A

NEW QUESTION 85
The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 89
For redundancy, you want to add a secondary RADIUS server. What must you do to accomplish this?

A. Add to the application settings of the PVWA web.config file.
B. In the PVWA vault.ini file, list each RADIUS server host address in the "Addresses" attribute separated by commas.
C. Open the DBParm.ini on the Vault serve
D. Add the second RADIUS server configuration settings after the first one, separated by a comm
E. Most Voted
F. In the PVWA web.config file, add the location element at the end of the config fil
G. Set the path value to "Default Web Site/PasswordVault/api/auth/pkipn/logon".

Answer: C

NEW QUESTION 93
When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

A. 5 - number of primary and satellite Vaults can be specified during installation
B. 3 - all primary
C. 6 - 1 primary and 5 satellite
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D. 10 - 2 primary and 8 satellite

Answer: C

NEW QUESTION 94
What are the operating system prerequisites for installing CPM? Select all that apply.

A. NET 3.51 Framework Feature
B. Web Services Role
C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (11)

NEW QUESTION 99
What is the name of the account used to establish the initial RDP session from the end user client machine to the PSM server?

A. PSMConnect
B. PSMAdminConnect
C. PSM
D. The credentials the end user retrieved from the vault

Answer: A

NEW QUESTION 104
In order to avoid conflicts with the hardening process, third party applications like Antivirus and Backup Agents should be installed on the Vault server before
installing the Vault.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 107
Which components support load balancing? (Choose two.)

A. CPM
B. PVWA
C. PSM
D. PTA
E. EPV

Answer: BC

NEW QUESTION 108
There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.
Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.
B. The ImmediateInterval setting for the platform is incorrect and must be greater than orequal to 1.
C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.
D. The HeadStartInterval setting for the platform is incorrect and must be set to 0.

Answer: AD

NEW QUESTION 109
......
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