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NEW QUESTION 1
You and your project team have identified the project risks and now are analyzing the probability and impact of the risks. What type of analysis of the risks provides
a quick and high-level review of each identified risk event?

A. Quantitative risk analysis
B. Qualitative risk analysis
C. Seven risk responses
D. A risk probability-impact matrix

Answer: B

Explanation: 
 Qualitative risk analysis is a high-level, fast review of the risk event. Qualitative risk analysis qualifies the risk events for additional analysis.

NEW QUESTION 2
Which of the following statements is true about residual risks?

A. It is the probabilistic risk after implementing all security measures.
B. It can be considered as an indicator of threats coupled with vulnerability.
C. It is a weakness or lack of safeguard that can be exploited by a threat.
D. It is the probabilistic risk before implementing all security measures.

Answer: A

Explanation: 
 The residual risk is the risk or danger of an action or an event, a method or a (technical) process that still conceives these dangers even if all theoretically possible
safety measures would be applied. The formula to calculate residual risk is (inherent risk) x (control risk) where inherent risk is (threats vulnerability). Answer B is
incorrect. In information security, security risks are considered as an indicator of threats coupled with vulnerability. In other words, security risk is a probabilistic
function of a given threat agent exercising a particular vulnerability and the impact of that risk on the organization. Security risks can be mitigated by reviewing and
taking responsible actions based on possible risks. Answer C is incorrect. Vulnerability is a weakness or lack of safeguard that can be exploited by a threat, thus
causing harm to the information systems or networks. It can exist in hardware , operating systems, firmware, applications, and configuration files. Vulnerability has
been variously defined in the current context as follows: 1.A security weakness in a Target of Evaluation due to failures in analysis, design, implementation, or
operation and such. 2.Weakness in an information system or components (e.g. system security procedures, hardware design, or internal controls that could be
exploited to produce an information-related misfortune.) 3.The existence of a weakness, design, or implementation error that can lead to an unexpected,
undesirable event compromising the security of the system, network, application, or protocol involved.

NEW QUESTION 3
Joseph works as a Software Developer for WebTech Inc. He wants to protect the algorithms and the techniques of programming that he uses in developing an
application. Which of the following laws are used to protect a part of software?

A. Code Security law
B. Patent laws
C. Trademark laws
D. Copyright laws

Answer: B

Explanation: 
 Patent laws are used to protect the duplication of software. Software patents cover the algorithms and techniques that are used in creating the software. It does
not cover the entire program of the software. Patents give the author the right to make and sell his product. The time of the patent of a product is limited though,
i.e., the author of the product has the right to use the patent for only a specific length of time. Answer D is incorrect. Copyright laws protect original works or
creations of authorship including literary, dramatic, musical, artistic, and certain other intellectual works.

NEW QUESTION 4
Which of the following is an example of over-the-air (OTA) provisioning in digital rights management?

A. Use of shared secrets to initiate or rebuild trust.
B. Use of software to meet the deployment goals.
C. Use of concealment to avoid tampering attacks.
D. Use of device properties for unique identification.

Answer: A

Explanation: 
 Over- the- air provisioning is a mechanism to deploy MIDlet suites over a network. It is a method of distributing MIDlet suites. MIDlet suite providers install their
MIDlet suites on Web servers and provide a hypertext link for downloading. A user can use this link to download the MIDlet suite either through the Internet
microbrowser or through WAP on his device. Over-the-air provisioning is required for end-to-end encryption or other security purposes in order to deliver
copyrighted software to a mobile device. For example, use of shared secrets to initiate or rebuild trust. Answer D and C are incorrect. The use of device properties
for unique identification and the use of concealment to avoid tampering attacks are the security challenges in digital rights management (DRM). Answer B is
incorrect. The use of software and hardware to meet the deployment goals is a distracter.

NEW QUESTION 5
Which of the following access control models are used in the commercial sector? Each correct answer represents a complete solution. Choose two.

A. Biba model
B. Clark-Biba model
C. Clark-Wilson model
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D. Bell-LaPadula model

Answer: AC

Explanation: 

The Biba and Clark-Wilson access control models are used in the commercial sector. The Biba model is a formal state transition system of computer security
policy that describes a set of access control rules designed to ensure data integrity. Data and subjects are grouped into ordered levels of integrity. The model is
designed so that subjects may not corrupt data in a level ranked higher than the subject, or be corrupted by data from a lower level than the subject. The Clark-
Wilson security model provides a foundation for specifying and analyzing an integrity policy for a computing system. Answer D is incorrect. The Bell-LaPadula
access control model is mainly used in military systems. Answer B is incorrect. There is no such access control model as Clark-Biba.

NEW QUESTION 6
Which of the following types of redundancy prevents attacks in which an attacker can get physical control of a machine, insert unauthorized software, and alter
data?

A. Data redundancy
B. Hardware redundancy
C. Process redundancy
D. Application redundancy

Answer: C

Explanation: 
 Process redundancy permits software to run simultaneously on multiple geographically distributed locations, with voting on results. It prevents attacks in which an
attacker can get physical control of a machine, insert unauthorized software, and alter data.

NEW QUESTION 7
Which of the following cryptographic system services ensures that information will not be disclosed to any unauthorized person on a local network?

A. Authentication
B. Integrity
C. Non-repudiation
D. Confidentiality

Answer: D

Explanation: 
 The confidentiality service of a cryptographic system ensures that information will not be disclosed to any unauthorized person on a local network.

NEW QUESTION 8
You work as a project manager for BlueWell Inc. You are working on a project and the management wants a rapid and cost-effective means for establishing
priorities for planning risk responses in your project. Which risk management process can satisfy management's objective for your project?

A. Qualitative risk analysis
B. Historical information
C. Rolling wave planning
D. Quantitative analysis

Answer: A

Explanation: 
 Qualitative risk analysis is the best answer as it is a fast and low-cost approach to analyze the risk impact and its effect. It can promote certain risks onto risk
response planning. Qualitative Risk Analysis uses the likelihood and impact of the identified risks in a fast and cost-effective manner. Qualitative Risk Analysis
establishes a basis for a focused quantitative analysis or Risk Response Plan by evaluating the precedence of risks with a concern to impact on the project's
scope, cost, schedule, and quality objectives. The qualitative risk analysis is conducted at any point in a project life cycle. The primary goal of qualitative risk
analysis is to determine proportion of effect and theoretical response. The inputs to the Qualitative Risk Analysis process are: Organizational process assets
Project Scope Statement Risk Management Plan Risk Register Answer B is incorrect. Historical information can be helpful in the qualitative risk analysis, but it is
not the best answer for the question as historical information is not always available (consider new projects). Answer D is incorrect. Quantitative risk analysis is in-
depth and often requires a schedule and budget for the analysis. Answer C is incorrect. Rolling wave planning is not a valid answer for risk analysis processes.

NEW QUESTION 9
Which of the following methods determines the principle name of the current user and returns the jav a.security.Principal object in the HttpServletRequest
interface?

A. getUserPrincipal()
B. isUserInRole()
C. getRemoteUser()
D. getCallerPrincipal()

Answer: A

Explanation: 
 The getUserPrincipal() method determines the principle name of the current user and returns the java.security.Principal object. The java.security.Principal object
contains the remote user name. The value of the getUserPrincipal() method returns null if no user is authenticated. Answer C is incorrect. The getRemoteUser()
method returns the user name that is used for the client authentication. The value of the getRemoteUser() method returns null if no user is authenticated. Answer B
is incorrect. The isUserInRole() method determines whether the remote user is granted a specified user role. The value of the isUserInRole() method returns true if
the remote user is granted the specified user role;
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otherwise it returns false. Answer D is incorrect. The getCallerPrincipal() method is used to identify a caller using a java.security.Principal object. It is not used in
the HttpServletRequest interface.

NEW QUESTION 10
What are the various activities performed in the planning phase of the Software Assurance Acquisition process? Each correct answer represents a complete
solution. Choose all that apply.

A. Develop software requirements.
B. Implement change control procedures.
C. Develop evaluation criteria and evaluation plan.
D. Create acquisition strategy.

Answer: ACD

Explanation: 
 The various activities performed in the planning phase of the Software Assurance Acquisition process are as follows: Determine software product or service
requirements. Identify associated risks. Develop software requirements. Create acquisition strategy. Develop evaluation criteria and evaluation plan. Define
development and use of SwA due diligence questionnaires. Answer B is incorrect. This activity is performed in the monitoring and acceptance phase of the
Software Assurance acquisition process.

NEW QUESTION 10
John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com. In order to do so, he performs
the following steps of the pre-attack phase successfully: Information gathering Determination of network range Identification of active systems Location of open
ports and applications Now, which of the following tasks should he perform next?

A. Perform OS fingerprinting on the We-are-secure network.
B. Map the network of We-are-secure Inc.
C. Install a backdoor to log in remotely on the We-are-secure server.
D. Fingerprint the services running on the we-are-secure network.

Answer: A

Explanation: 
 John will perform OS fingerprinting on the We-are-secure network. Fingerprinting is the easiest way to detect the Operating System (OS) of a remote system. OS
detection is important because, after knowing the target system's OS, it becomes easier to hack into the system. The comparison of data packets that are sent by
the target system is done by fingerprinting. The analysis of data packets gives the attacker a hint as to which operating system is being used by the remote
system. There are two types of fingerprinting techniques as follows: 1.Active fingerprinting 2.Passive fingerprinting In active fingerprinting ICMP messages are sent
to the target system and the response message of the target system shows which OS is being used by the remote system. In passive fingerprinting the number of
hops reveals the OS of the remote system. Answer D and B are incorrect. John should perform OS fingerprinting first, after which it will be easy to identify which
services are running on the network since there are many services that run only on a specific operating system. After performing OS fingerprinting, John should
perform networking mapping. Answer C is incorrect. This is a pre-attack phase, and only after gathering all relevant knowledge of a network should John install a
backdoor.

NEW QUESTION 14
Which of the following roles is also known as the accreditor?

A. Data owner
B. Chief Risk Officer
C. Chief Information Officer
D. Designated Approving Authority

Answer: D

Explanation: 
 Designated Approving Authority (DAA) is also known as the accreditor. Answer A is incorrect. The data owner (information owner) is usually a member of
management, in charge of a specific business unit, and is ultimately responsible for the protection and use of a specific subset of information. Answer B is
incorrect. A Chief Risk Officer (CRO) is also known as Chief Risk Management Officer (CRMO). The Chief Risk Officer or Chief Risk Management Officer of a
corporation is the executive accountable for
enabling the efficient and effective governance of significant risks, and related opportunities, to a business and its various segments. Risks are commonly
categorized as strategic, reputational, operational, financial, or compliance-related. CRO's are accountable to the Executive Committee and The Board for enabling
the business to balance risk and reward. In more complex organizations, they are generally responsible for coordinating the organization's Enterprise Risk
Management (ERM) approach. Answer C is incorrect. The Chief Information Officer (CIO), or Information Technology (IT) director, is a job title commonly given to
the most senior executive in an enterprise responsible for the information technology and computer systems that support enterprise goals. The CIO plays the role
of a leader and reports to the chief executive officer, chief operations officer, or chief financial officer. In military organizations, they report to the commanding
officer.

NEW QUESTION 19
DRAG DROP
Drop the appropriate value to complete the formula.

A. Mastered
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B. Not Mastered

Answer: A

Explanation: 
A Single Loss Expectancy (SLE) is the value in dollar ($) that is assigned to a single event. The SLE can be calculated by the following formula: SLE = Asset Value
($) X Exposure Factor (EF) The Exposure Factor (EF) represents the % of assets loss caused by a threat. The EF is required to calculate the Single Loss
Expectancy (SLE). The Annualized Loss Expectancy (ALE) can be calculated by multiplying the Single Loss Expectancy (SLE) with the Annualized Rate of
Occurrence (ARO). Annualized Loss Expectancy (ALE) = Single Loss Expectancy (SLE) X Annualized Rate of Occurrence (ARO) Annualized Rate of Occurrence
(ARO) is a number that represents the estimated frequency in which a threat is expected to occur. It is calculated based upon the probability of the event occurring
and the number of employees that could make that event occur.

NEW QUESTION 21
Which of the following governance bodies directs and coordinates implementations of the information security program?

A. Chief Information Security Officer
B. Information Security Steering Committee
C. Business Unit Manager
D. Senior Management

Answer: A

Explanation: 
 Chief Information Security Officer directs and coordinates implementations of the information security program. The governance roles and responsibilities are
mentioned below in the table:

NEW QUESTION 25
Which of the following coding practices are helpful in simplifying code? Each correct answer represents a complete solution. Choose all that apply.

A. Programmers should use multiple small and simple functions rather than a single complex function.
B. Software should avoid ambiguities and hidden assumptions, recursions, and GoTo statement
C. Programmers should implement high-consequence functions in minimum required lines of code and follow proper coding standards.
D. Processes should have multiple entry and exit points.

Answer: ABC

Explanation: 
 The various coding practices that are helpful in simplifying the code are as follows: Programmers should implement high-consequence functions in minimum
required lines of code and follow the proper coding standards. Software should implement the functions that are defined in the software specification. Software
should avoid ambiguities and hidden assumptions, recursion, and GoTo statements. Programmers should use multiple small and simple functions rather than a
complex function. The processes should have only one entry point and minimum exit points. Interdependencies should be minimum so that a process module or
component can be disabled when it is not needed, or replaced when it is found insecure or a better alternative is available, without disturbing the software
operations. Programmers should use object-oriented techniques to keep the code simple and small. Some of the object-oriented techniques are object inheritance,
encapsulation, and polymorphism. Answer D is incorrect. Processes should have only one entry point and the minimum number of exit points.

NEW QUESTION 26
Which of the following NIST Special Publication documents provides a guideline on network security testing?

A. NIST SP 800-42
B. NIST SP 800-53A
C. NIST SP 800-60
D. NIST SP 800-53
E. NIST SP 800-37
F. NIST SP 800-59

Answer: A

Explanation: 
 NIST SP 800-42 provides a guideline on network security testing. Answer E, D, B, F, and C are incorrect. NIST has developed a suite of documents for
conducting Certification & Accreditation (C&A). These documents are as follows: NIST Special Publication 800-37: This document is a guide for the security
certification and accreditation of Federal Information Systems. NIST Special Publication 800-53: This document provides a guideline for security controls for
Federal Information Systems. NIST Special Publication 800-53A. This document consists of techniques and procedures for verifying the effectiveness of security
controls in Federal Information System. NIST Special Publication 800-59: This document is a guideline for identifying an information system as a National Security
System. NIST Special Publication 800-60: This document is a guide for mapping types of information and information systems to security objectives and risk
levels.
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NEW QUESTION 30
What component of the change management system is responsible for evaluating, testing, and documenting changes created to the project scope?

A. Project Management Information System
B. Integrated Change Control
C. Configuration Management System
D. Scope Verification

Answer: C

Explanation: 
 The change management system is comprised of several components that guide the change request through the process. When a change request is made that
will affect the project scope. The Configuration Management System evaluates the change request and documents the features and functions of the change on the
project scope.

NEW QUESTION 34
You work as a project manager for BlueWell Inc. You with your team are using a method or a (technical) process that conceives the risks even if all theoretically
possible safety measures would be applied. One of your team member wants to know that what is a
residual risk. What will you reply to your team member?

A. It is a risk that remains because no risk response is taken.
B. It is a risk that can not be addressed by a risk response.
C. It is a risk that will remain no matter what type of risk response is offered.
D. It is a risk that remains after planned risk responses are taken.

Answer: D

Explanation: 
 Residual risks are generally smaller risks that remain in the project after larger risks have been addressed. The residual risk is the risk or danger of an action or an
event, a method or a (technical) process that still conceives these dangers even if all theoretically possible safety measures would be applied. The formula to
calculate residual risk is (inherent risk) x (control risk) where inherent risk is (threats vulnerability). Answer B is incorrect. This is not a valid statement about
residual risks. Answer C is incorrect. This is not a valid statement about residual risks. Answer A is incorrect. This is not a valid statement about residual risks.

NEW QUESTION 38
The NIST Information Security and Privacy Advisory Board (ISPAB) paper "Perspectives on Cloud Computing and Standards" specifies potential advantages and
disdvantages of virtualization. Which of the following disadvantages does it include? Each correct answer represents a complete solution. Choose all that apply.

A. It increases capabilities for fault tolerant computing using rollback and snapshot features.
B. It increases intrusion detection through introspection.
C. It initiates the risk that malicious software is targeting the VM environment.
D. It increases overall security risk shared resources.
E. It creates the possibility that remote attestation may not work.
F. It involves new protection mechanisms for preventing VM escape, VM detection, and VM-VM interference.
G. It increases configuration effort because of complexity and composite system.

Answer: CDEFG

Explanation: 
 The potential security disadvantages of virtualization are as follows: It increases configuration effort because of complexity and composite system. It initiates the
problem of how to prevent overlap while mapping VM storage onto host files. It introduces the problem of virtualizing the TPM. It creates the possibility that remote
attestation may not work. It initiates the problem of detecting VM covert channels. It involves new protection mechanisms for preventing VM escape, VM detection,
and VM-VM interference. It initiates the possibility of virtual networking configuration errors. It initiates the risk that malicious software is targeting the VM
environment.
It increases overall security risk shared resources, such as networks, clipboards, clocks, printers, desktop management, and folders. Answer A and B are incorrect.
These are not the disadvantages of virtualization, as described in the NIST Information Security and Privacy Advisory Board (ISPAB) paper "Perspectives on
Cloud Computing and Standards".

NEW QUESTION 43
Which of the following is designed to detect unwanted attempts at accessing, manipulating, and disabling of computer systems through the Internet?

A. DAS
B. IPsec
C. IDS
D. ACL

Answer: C

Explanation: 
 An Intrusion detection system (IDS) is software and/or hardware designed to detect unwanted attempts at accessing, manipulating, and/or disabling of computer
systems, mainly through a network, such as the Internet. These attempts may take the form of attacks, as examples, by crackers, malware and/or disgruntled
employees. An IDS cannot directly detect attacks within properly encrypted traffic. An intrusion detection system is used to detect several types of malicious
behaviors that can compromise the security and trust of a computer system. This includes network attacks against vulnerable services, data driven attacks on
applications, host based attacks such as privilege escalation, unauthorized logins and access to sensitive files, and malware (viruses, trojan horses, and worms).
Answer D is incorrect. Access Control List (ACL) is the most commonly used object in Cisco IOS. It filters packets or network traffic by controlling whether routed
packets are forwarded or blocked at the router's interfaces. According to the criteria specified within the access lists, router determines whether the packets to be
forwarded or dropped. Access control list criteria could be the source or destination address of the traffic or other information. The types of Cisco ACLs are
Standard IP, Extended IP, IPX, Appletalk, etc. Answer B is incorrect. Internet Protocol Security (IPSec) is a method of securing data. It secures traffic by using
encryption and digital signing. It enhances the security of data as if an IPSec packet is captured, its contents cannot be read. IPSec also provides sender
verification that ensures the certainty of the datagram's origin to the receiver. Answer A is incorrect. Direct-attached storage (DAS) is a digital storage system that
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is directly attached to a server or workstation, without using a storage network.

NEW QUESTION 47
Which of the following life cycle modeling activities establishes service relationships and message exchange paths?

A. Service-oriented logical design modeling
B. Service-oriented conceptual architecture modeling
C. Service-oriented discovery and analysis modeling
D. Service-oriented business integration modeling

Answer: A

Explanation: 
 The service-oriented logical design modeling establishes service relationships and message exchange paths. It also addresses service visibility and crafts service
logical compositions.

NEW QUESTION 50
Which of the following DoD directives is referred to as the Defense Automation Resources Management Manual?

A. DoD 8910.1
B. DoD 7950.1-M
C. DoDD 8000.1
D. DoD 5200.22-M
E. DoD 5200.1-R

Answer: B

Explanation: 
 The various DoD directives are as follows:
DoD 5200.1-R: This DoD directive refers to the 'Information Security Program Regulation'. DoD 5200.22-M: This DoD directive refers the 'National Industrial
Security Program Operating Manual'. DoD 7950.1-M: This DoD directive refers to the 'Defense Automation Resources Management Manual'. DoDD 8000.1: This
DoD directive refers to the 'Defense Information Management (IM) Program'. DoD 8910.1: This DoD directive refers to the 'Management and Control of Information
Requirements'.

NEW QUESTION 55
FIPS 199 defines the three levels of potential impact on organizations. Which of the following potential impact levels shows limited adverse effects on
organizational operations, organizational assets, or individuals?

A. Moderate
B. Low
C. Medium
D. High

Answer: B

Explanation: 
 The potential impact is called low if the loss of confidentiality, integrity, or availability is expected to have a limited adverse effect on organizational operations,
organizational assets, or individuals. Answer C is incorrect. Such a type of potential impact level does not exist Answer A is incorrect. The potential impact is
known to be moderate if the loss of confidentiality, integrity, or availability is expected to have a serious adverse effect on organizational operations, organizational
assets, or individuals. Answer D is incorrect. The potential impact is called high if the loss of confidentiality, integrity, or availability is expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

NEW QUESTION 57
Which of the following DITSCAP C&A phases takes place between the signing of the initial version of the SSAA and the formal accreditation of the system?

A. Phase 4
B. Phase 3
C. Phase 1
D. Phase 2

Answer: D

Explanation: 
 The Phase 2 of DITSCAP C&A is known as Verification. The goal of this phase is to obtain a fully integrated system for certification testing and accreditation. This
phase takes place between the signing of the initial version of the SSAA and the formal accreditation of the system. This phase verifies security requirements
during system development. Answer C, B, and A are incorrect. These phases do not take place between the signing of the initial version of the SSAA and the
formal accreditation of the system.

NEW QUESTION 60
Which of the following processes culminates in an agreement between key players that a system in its current configuration and operation provides adequate
protection controls?

A. Information Assurance (IA)
B. Information systems security engineering (ISSE)
C. Certification and accreditation (C&A)
D. Risk Management

Answer: 
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C

Explanation: 
 Certification and accreditation (C&A) is a set of processes that culminate in an agreement between key players that a system in its current configuration and
operation provides adequate protection controls. Certification and Accreditation (C&A or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. The C&A process is used extensively in the U.S.
Federal Government. Some C&A processes include FISMA, NIACAP, DIACAP, and DCID 6/3. Certification is a comprehensive assessment of the management,
operational, and technical security controls in an information system, made in support of security accreditation, to determine the extent to which the controls are
implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system. Accreditation
is the official management decision given by a senior agency official to authorize operation of an information system and to explicitly accept the risk to agency
operations (including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an agreed-upon set of security
controls. Answer D is incorrect. Risk management is a set of processes that ensures a risk-based approach is used to determine adequate, cost- effective security
for a system. Answer A is incorrect. Information assurance (IA) is the process of organizing and monitoring information-related risks. It ensures that only the
approved users have access to the approved information at the approved time. IA practitioners seek to protect and defend information and information systems by
ensuring confidentiality, integrity, authentication, availability, and non-repudiation. These objectives are applicable whether the information is in storage,
processing, or transit, and whether threatened by an attack. Answer B is incorrect. ISSE is a set of processes and solutions used during all phases of a system's
life cycle to meet the system's information protection needs.

NEW QUESTION 64
Microsoft software security expert Michael Howard defines some heuristics for determining code review in "A Process for Performing Security Code Reviews".
Which of the following heuristics increase the application's attack surface? Each correct answer represents a complete solution. Choose all that apply.

A. Code written in C/C++/assembly language
B. Code listening on a globally accessible network interface
C. Code that changes frequently
D. Anonymously accessible code
E. Code that runs by default
F. Code that runs in elevated context

Answer: BDEF

Explanation: 
 Microsoft software security expert Michael Howard defines the following heuristics for determining code review in "A Process for Performing Security Code
Reviews": Old code: Newer code provides better understanding of software security and has lesser number of vulnerabilities. Older code must be checked deeply.
Code that runs by default: It must have high quality, and must be checked deeply than code that does not execute by default. Code that runs by default increases
the application's attack surface. Code that runs in elevated context: It must have higher quality. Code that runs in elevated privileges must be checked deeply and
increases the application's attack surface. Anonymously accessible code: It must be checked deeply than code that only authorized users and administrators can
access, and it increases the application's attack surface. Code listening on a globally accessible network interface: It must be checked deeply for security
vulnerabilities and increases the application's attack surface. Code written in C/C++/assembly language: It is prone to security vulnerabilities, for example, buffer
overruns. Code with a history of security vulnerabilities: It includes additional vulnerabilities except concerted efforts that are required for removing them. Code that
handles sensitive data: It must be checked deeply to ensure that data is protected from unintentional disclosure. Complex code: It includes undiscovered errors
because it is more difficult to analyze complex code manually and programmatically. Code that changes frequently: It has more security vulnerabilities than code
that does not change frequently.

NEW QUESTION 66
Which of the following ensures that a party to a dispute cannot deny the authenticity of their signature on a document or the sending of a message that they
originated?

A. Confidentiality
B. OS fingerprinting
C. Reconnaissance
D. Non-repudiation

Answer: D

Explanation: 
 Non-repudiation is a term that refers to the ability to ensure that a party to a dispute cannot deny the authenticity of their signature on a document or the sending
of a message that they originated. Non-repudiation is the concept of ensuring that a party in a dispute cannot refuse to acknowledge, or refute the validity of a
statement or contract. As a service, it provides proof of the integrity and origin of data. Although this concept can be applied to any transmission, including
television and radio, by far the most common application is in the verification and trust of signatures. Answer A is incorrect. Confidentiality is a mechanism that
ensures that only the intended and authorized recipients are able to read data. The data is so encrypted that even if an unauthorized user gets access to it, he will
not get any meaning out of it. Answer C is incorrect. Reconnaissance is a term that refers to information gathering behaviors that aim to profile the organization,
employees, network, and systems before an attack is performed efficiently. It is the first step in the process of intrusion and involves unauthorized discovery and
mapping of systems, services, or vulnerabilities. These discovery and mapping techniques are commonly known as scanning and enumeration. Common tools,
commands, and utilities used for scanning and enumeration include ping, telnet, nslookup, rpcinfo, File Explorer, finger, etc. Reconnaissance activities take place
before performing a malicious attack. These activities are used to increase the probability of successful operation against the target, and to increase the probability
of hiding the attacker's identity. Answer B is incorrect. OS fingerprinting is a process in which an external host sends special traffic on the external network
interface of a computer to determine the computer's operating system. It is one of the primary steps taken by hackers in preparing an attack.

NEW QUESTION 71
You are the project manager of the NNN project for your company. You and the project team are working together to plan the risk responses for the project. You
feel that the team has successfully completed the risk response planning and now you must initiate what risk process it is. Which of the following risk processes is
repeated after the plan risk responses to determine if the overall project risk has been satisfactorily decreased?

A. Quantitative risk analysis
B. Risk identification
C. Risk response implementation
D. Qualitative risk analysis

Answer: A
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Explanation: 
 The quantitative risk analysis process is repeated after the plan risk responses to determine if the overall project risk has been satisfactorily decreased. Answer D
is incorrect. Qualitative risk analysis is not repeated after the plan risk response process. Answer B is incorrect. Risk identification is an ongoing process that
happens throughout the project. Answer C is incorrect. Risk response implementation is not a project management process.

NEW QUESTION 76
Which of the following is a variant with regard to Configuration Management?

A. A CI that has the same name as another CI but shares no relationship.
B. A CI that particularly refers to a software version.
C. A CI that has the same essential functionality as another CI but a bit different in some small manner.
D. A CI that particularly refers to a hardware specification.

Answer: C

Explanation: 
 A CI that has the same essential functionality as another CI but a bit different in some small manner, and therefore, might be required to be analyzed along with its
generic group. A Configuration item (CI) is an IT asset or a combination of IT assets that may depend and have relationships with other IT processes. A CI will
have attributes which may be hierarchical and relationships that will be assigned by the configuration manager in the CM database. The Configuration Item (CI)
attributes are as follows:
* 1.Technical: It is data that describes the CI's capabilities which include software version and model numbers, hardware and manufacturer specifications, and
other technical details like networking speeds, and data storage size. Keyboards, mice and cables are considered consumables.
* 2.Ownership: It is part of financial asset management, ownership attributes, warranty, location, and responsible person for the CI.
* 3.Relationship: It is the relationship among hardware items, software, and users. Answer B, D, and A are incorrect. These are incorrect definitions of a variant
with regard to Configuration Management.

NEW QUESTION 79
The Phase 4 of DITSCAP C&A is known as Post Accreditation. This phase starts after the system has been accredited in Phase 3. What are the process activities
of this phase? Each correct answer represents a complete solution. Choose all that apply.

A. Security operations
B. Maintenance of the SSAA
C. Compliance validation
D. Change management
E. System operations
F. Continue to review and refine the SSAA

Answer: ABCDE

Explanation: 
 The Phase 4 of DITSCAP C&A is known as Post Accreditation. This phase starts after the system has been accredited in the Phase 3. The goal of this phase is to
continue to operate and manage the system and to ensure that it will maintain an acceptable level of residual risk. The process activities of this phase are as
follows: System operations Security operations Maintenance of the SSAA Change management Compliance validation Answer F is incorrect. It is a Phase 3
activity.

NEW QUESTION 81
Which of the following types of signatures is used in an Intrusion Detection System to trigger on attacks that attempt to reduce the level of a resource or system, or
to cause it to crash?

A. Access
B. Benign
C. DoS
D. Reconnaissance

Answer: C

Explanation: 
 Following are the basic categories of signatures: Informational (benign): These types of signatures trigger on normal network activity. For example: ICMP echo
requests The opening or closing of TCP or UDP connections Reconnaissance: These types of signatures trigger on attacks that uncover resources and hosts that
are reachable, as well as any possible vulnerabilities that they might contain. For example: Reconnaissance attacks include ping sweeps DNS queries Port
scanning Access: These types of signatures trigger on access attacks, which include unauthorized access, unauthorized escalation of privileges, and access to
protected or sensitive data. For example:
Back Orifice A Unicode attack against the Microsoft IIS NetBus DoS: These types of signatures trigger on attacks that attempt to reduce the level of a resource or
system, or to cause it to crash. For example: TCP SYN floods The Ping of Death Smurf Fraggle Trinoo Tribe Flood Network

NEW QUESTION 86
You work as the senior project manager in SoftTech Inc. You are working on a software project using configuration management. Through configuration
management you are decomposing the verification system into identifiable, understandable, manageable, traceable units that are known as Configuration Items
(CIs). According to you, which of the following processes is known as the decomposition process of a verification system into Configuration Items?

A. Configuration status accounting
B. Configuration identification
C. Configuration auditing
D. Configuration control

Answer: B

Explanation: 
 Configuration identification is known as the decomposition process of a verification system into Configuration Items. Configuration identification is the process of
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identifying the attributes that define every aspect of a configuration item. A configuration item is a product (hardware and/or software) that has an end-user
purpose. These attributes are recorded in configuration documentation and baselined. Baselining an attribute forces formal configuration change control processes
to be effected in the event that these attributes are changed. Answer D is incorrect. Configuration control is a procedure of the Configuration management.
Configuration control is a set of processes and approval stages required to change a configuration item's attributes and to re-baseline them. It supports the change
of the functional and physical attributes of software at various points in time, and performs systematic control of changes to the identified attributes. Configuration
control is a means of ensuring that system changes are approved before being implemented. Only the proposed and approved changes are implemented, and the
implementation is complete and accurate. Answer A is incorrect. The configuration status accounting procedure is the ability to record and report on the
configuration baselines associated with each configuration item at any moment of time. It supports the functional and physical attributes of software at various
points in time, and performs systematic control of accounting to the identified attributes for the purpose of maintaining software integrity and traceability throughout
the software development life cycle. Answer C is incorrect. Configuration auditing is the quality assurance element of configuration management. It is occupied in
the process of periodic checks to establish the consistency
and completeness of accounting information and to validate that all configuration management policies are being followed. Configuration audits are broken into
functional and physical configuration audits. They occur either at delivery or at the moment of effecting the change. A functional configuration audit ensures that
functional and performance attributes of a configuration item are achieved, while a physical configuration audit ensures that a configuration item is installed in
accordance with the requirements of its detailed design documentation.

NEW QUESTION 90
You have a storage media with some data and you make efforts to remove this data. After performing this, you analyze that the data remains present on the
media. Which of the following refers to the above mentioned condition?

A. Object reuse
B. Degaussing
C. Residual
D. Data remanence

Answer: D

Explanation: 
 Data remanence refers to the data that remains even after the efforts have been made for removing or erasing the data. This event occurs because of data being
left intact by an insignificant file deletion operation, by storage media reformatting, or through physical properties of the storage medium. Data remanence can
make unintentional disclosure of sensitive information possible. So, it is required that the storage media is released into an uncontrolled environment. Answer C
and B are incorrect. These are the made-up disasters. Answer A is incorrect. Object reuse refers to reassigning some other object of a storage media that has one
or more objects.

NEW QUESTION 95
Which of the following models uses a directed graph to specify the rights that a subject can transfer to an object or that a subject can take from another subject?

A. Take-Grant Protection Model
B. Biba Integrity Model
C. Bell-LaPadula Model
D. Access Matrix

Answer: A

Explanation: 
 The take-grant protection model is a formal model used in the field of computer security to establish or disprove the safety of a given computer system that follows
specific rules. It shows that for specific systems the question of safety is decidable in linear time, which is in general undecidable. The model represents a system
as directed graph, where vertices are either subjects or objects. The edges between them are labeled and the label indicates the rights that the source of the edge
has over the destination. Two rights occur in every instance of the model: take and grant. They play a special role in the graph rewriting rules describing admissible
changes of the graph. Answer D is incorrect. The access matrix is a straightforward approach that provides access rights to subjects for objects. Answer C is
incorrect. The Bell-LaPadula model deals only with the confidentiality of classified material. It does not address integrity or availability. Answer B is incorrect. The
integrity model was developed as an analog to the Bell-LaPadula confidentiality model and then became more sophisticated to address additional integrity
requirements.

NEW QUESTION 97
Which of the following attacks causes software to fail and prevents the intended users from accessing software?

A. Enabling attack
B. Reconnaissance attack
C. Sabotage attack
D. Disclosure attack

Answer: C

Explanation: 
 A sabotage attack is an attack that causes software to fail. It also prevents the intended users from accessing software. A sabotage attack is referred to as a
denial of service (DoS) or compromise of availability. Answer B is incorrect. The reconnaissance attack enables an attacker to collect information about software
and operating environment. Answer D is incorrect. The disclosure attack exposes the revealed data to an attacker. Answer A is incorrect. The enabling attack
delivers an easy path for other attacks.

NEW QUESTION 102
A security policy is an overall general statement produced by senior management that dictates what role security plays within the organization. Which of the
following are required to be addressed in a well designed policy? Each correct answer represents a part of the solution. Choose all that apply.

A. What is being secured?
B. Where is the vulnerability, threat, or risk?
C. Who is expected to exploit the vulnerability?
D. Who is expected to comply with the policy?
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Answer: ABD

Explanation: 
 A security policy is an overall general statement produced by senior management (or a selected policy board or committee) that dictates what role security plays
within the organization. A well designed policy addresses the following: What is being secured? - Typically an asset. Who is expected to comply with the policy? -
Typically employees. Where is the vulnerability, threat, or risk? - Typically an issue of integrity or responsibility.

NEW QUESTION 103
You work as a Network Auditor for Net Perfect Inc. The company has a Windows-based network. While auditing the company's network, you are facing problems
in searching the faults and other entities that belong to it. Which of the following risks may occur due to the existence of these problems?

A. Residual risk
B. Secondary risk
C. Detection risk
D. Inherent risk

Answer: C

Explanation: 
 Detection risks are the risks that an auditor will not be able to find what they are looking to detect. Hence, it becomes tedious to report negative results when
material conditions (faults) actually exist. Detection risk includes two types of risk: Sampling risk: This risk occurs when an auditor falsely accepts or erroneously
rejects an audit sample. Nonsampling risk: This risk occurs when an auditor fails to detect a condition because of not applying the appropriate procedure or using
procedures inconsistent with the audit objectives (detection faults). Answer A is incorrect. Residual risk is the risk or danger of an
action or an event, a method or a (technical) process that, although being abreast with science, still conceives these dangers, even if all theoretically possible
safety measures would be applied (scientifically conceivable measures). The formula to calculate residual risk is (inherent risk) x (control risk) where inherent risk
is (threats vulnerability). In the economic context, residual means "the quantity left over at the end of a process; a remainder". Answer D is incorrect. Inherent risk,
in auditing, is the risk that the account or section being audited is materially misstated without considering internal controls due to error or fraud. The assessment
of inherent risk depends on the professional judgment of the auditor, and it is done after assessing the business environment of the entity being audited. Answer B
is incorrect. A secondary risk is a risk that arises as a straight consequence of implementing a risk response. The secondary risk is an outcome of dealing with the
original risk. Secondary risks are not as rigorous or important as primary risks, but can turn out to be so if not estimated and planned properly.

NEW QUESTION 106
According to U.S. Department of Defense (DoD) Instruction 8500.2, there are eight Information Assurance (IA) areas, and the controls are referred to as IA
controls. Which of the following are among the eight areas of IA defined by DoD? Each correct answer represents a complete solution. Choose all that apply.

A. VI Vulnerability and Incident Management
B. Information systems acquisition, development, and maintenance
C. DC Security Design & Configuration
D. EC Enclave and Computing Environment

Answer: ACD

Explanation: 
 According to U.S. Department of Defense (DoD) Instruction 8500.2, there are eight Information Assurance (IA) areas, and the controls are referred to as IA
controls. Following are the various U.S. Department of Defense information security standards: DC Security Design & Configuration IA Identification and
Authentication EC Enclave and Computing Environment EB Enclave Boundary Defense PE Physical and Environmental PR Personnel CO Continuity VI
Vulnerability and Incident Management Answer B is incorrect. Business continuity management is an International information security standard.

NEW QUESTION 109
The LeGrand Vulnerability-Oriented Risk Management method is based on vulnerability analysis and consists of four principle steps. Which of the following
processes does the risk assessment step include? Each correct answer represents a part of the solution. Choose all that apply.

A. Remediation of a particular vulnerability
B. Cost-benefit examination of countermeasures
C. Identification of vulnerabilities
D. Assessment of attacks

Answer: BCD

Explanation: 
 Risk assessment includes identification of vulnerabilities, assessment of losses caused by threats materialized, cost-benefit examination of countermeasures, and
assessment of attacks. Answer A is incorrect. This process is included in the vulnerability management.

NEW QUESTION 111
A Web-based credit card company had collected financial and personal details of Mark before issuing him a credit card. The company has now provided Mark's
financial and personal details to another company. Which of the following Internet laws has the credit card issuing company violated?

A. Trademark law
B. Security law
C. Privacy law
D. Copyright law

Answer: C

Explanation: 
 The credit card issuing company has violated the Privacy law. According to the Internet Privacy law, a company cannot provide their customer's financial and
personal details to other companies. Answer A is incorrect. Trademark laws facilitate the protection of trademarks around the world. Answer B is incorrect. There is
no law such as Security law. Answer D is incorrect. The Copyright law protects original works or creations of authorship including literary, dramatic, musical,
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artistic, and certain other intellectual works.

NEW QUESTION 115
Which of the following is a name, symbol, or slogan with which a product is identified?

A. Trademark
B. Copyright
C. Trade secret
D. Patent

Answer: A

Explanation: 
 A trademark is a name, symbol, or slogan with which a product is identified. Its uniqueness makes the product noticeable among the same type of products. For
example, Pentium and Athlon are brand names of the CPUs that are manufactured by Intel and AMD, respectively. The trademark law protects a company's
trademark by making it illegal for other companies to use it without taking prior permission of the trademark owner. A trademark is registered so that others cannot
use identical or similar marks. Answer C is incorrect. A trade secret is a formula, practice, process, design, instrument, pattern, or compilation of information which
is not generally known. It helps a business to obtain an economic advantage over its competitors or customers. In some jurisdictions, such secrets are referred to
as confidential information or classified information. Answer B is incorrect. A copyright is a form of intellectual property, which secures to its holder the exclusive
right to produce copies of his or her works of original expression, such as a literary work, movie,
musical work or sound recording, painting, photograph, computer program, or industrial design, for a defined, yet extendable, period of time. It does not cover
ideas or facts. Copyright laws protect intellectual property from misuse by other individuals. Answer D is incorrect. A patent is a set of exclusive rights granted to
anyone who invents any new and useful machine, process, composition of matter, etc. A patent enables the inventor to legally enforce his right to exclude others
from using his invention.

NEW QUESTION 116
Which of the following methods offers a number of modeling practices and disciplines that contribute to a successful service-oriented life cycle management and
modeling?

A. Service-oriented modeling framework (SOMF)
B. Service-oriented architecture (SOA)
C. Sherwood Applied Business Security Architecture (SABSA)
D. Service-oriented modeling and architecture (SOMA)

Answer: A

Explanation: 
 The service-oriented modeling framework (SOMF) has been proposed by author Michael Bell as a service-oriented modeling language for software development
that employs disciplines and a holistic language to provide strategic solutions to enterprise problems. The service-oriented modeling framework (SOMF) is a
service-oriented development life cycle methodology. It offers a number of modeling practices and disciplines that contribute to a successful service-oriented life
cycle management and modeling. The service-oriented modeling framework illustrates the major elements that identify the "what to do" aspects of a service
development scheme. Answer B is incorrect. The service-oriented architecture (SOA) is a flexible set of design principles used during the phases of systems
development and integration. Answer D is incorrect. The service- oriented modeling and architecture (SOMA) includes an analysis and design method that extends
traditional object-oriented and component-based analysis and design methods to include concerns relevant to and supporting SOAnswer C is incorrect. SABSA
(Sherwood Applied Business Security Architecture) is a framework and methodology for Enterprise Security Architecture and Service Management. It is a model
and a methodology for developing risk-driven enterprise information security architectures and for delivering security infrastructure solutions that support critical
business initiatives.

NEW QUESTION 118
Della works as a security engineer for BlueWell Inc. She wants to establish configuration management and control procedures that will document proposed or
actual changes to the information system. Which of the following phases of NIST SP 800-37 C&A methodology will define the above task?

A. Initiation
B. Security Certification
C. Continuous Monitoring
D. Security Accreditation

Answer: C

Explanation: 
 The various phases of NIST SP 800-37 C&A are as follows:
Phase 1: Initiation- This phase includes preparation, notification and resource identification. It performs the security plan analysis, update, and acceptance. Phase
2: Security Certification- The Security certification phase evaluates the controls and documentation. Phase 3: Security Accreditation- The security accreditation
phase examines the residual risk for acceptability, and prepares the final security accreditation package. Phase 4: Continuous Monitoring-This phase monitors the
configuration management and control, ongoing security control verification, and status reporting and documentation.

NEW QUESTION 122
CORRECT TEXT
Fill in the blank with an appropriate phrase. models address specifications, requirements, design, verification and validation, and maintenance activities. 

A. Life cycle

Answer: A

Explanation: 
 A life cycle model helps to provide an insight into the development process and emphasizes on the relationships among the different activities in this process. This
model describes a structured approach to the development and adjustment process involved in producing and maintaining systems. The life cycle model
addresses specifications, design, requirements, verification and validation, and maintenance activities.
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NEW QUESTION 127
Which of the following individuals inspects whether the security policies, standards, guidelines, and procedures are efficiently performed in accordance with the
company's stated security objectives?

A. Information system security professional
B. Data owner
C. Senior management
D. Information system auditor

Answer: D

Explanation: 
 An information system auditor is an individual who inspects whether the security policies, standards, guidelines, and procedures are efficiently performed in
accordance with the company's stated security objectives. He is responsible for reporting the senior management about the value of security controls by
performing regular and independent audits. Answer B is incorrect. A data owner determines the sensitivity or classification levels of datAnswer A is incorrect. An
informational systems security professional is an individual who designs, implements, manages, and reviews the security policies, standards, guidelines, and
procedures of the organization. He is responsible to implement and maintain security by the senior-level management. Answer C is incorrect. A senior
management assigns overall responsibilities to other individuals.

NEW QUESTION 128
Which of the following statements best describes the difference between the role of a data owner and the role of a data custodian?

A. The custodian makes the initial information classification assignments, and the operations manager implements the scheme.
B. The data owner implements the information classification scheme after the initial assignment by the custodian.
C. The custodian implements the information classification scheme after the initial assignment by the operations manager.
D. The data custodian implements the information classification scheme after the initial assignment by the data owner.

Answer: D

Explanation: 
 The data owner is responsible for ensuring that the appropriate security controls are in place, for assigning the initial classification to the data to be protected, for
approving access requests from other parts of the organization, and for periodically reviewing the data classifications and access rights. Data owners are primarily
responsible for determining the data's sensitivity or classification levels, whereas the data custodian has the responsibility for backup, retention, and recovery of
data. The data owner delegates these responsibilities to the custodian. Answer B, A, and C are incorrect. These are not the valid answers.

NEW QUESTION 129
Penetration testing (also called pen testing) is the practice of testing a computer system, network, or Web application to find vulnerabilities that an attacker could
exploit. Which of the following areas can be exploited in a penetration test? Each correct answer represents a complete solution. Choose all that apply.

A. Kernel flaws
B. Information system architectures
C. Race conditions
D. File and directory permissions
E. Buffer overflows
F. Trojan horses
G. Social engineering

Answer: ACDEFG

Explanation: 
 Penetration testing (also called pen testing) is the practice of testing a computer system, network, or Web application to find vulnerabilities that an attacker could
exploit. Following are the areas that can be exploited in a penetration test: Kernel flaws: Kernel flaws refer to the exploitation of kernel code flaws in the operating
system. Buffer overflows: Buffer overflows refer to the exploitation of a software failure to properly check for the length of input data. This overflow can cause
malicious behavior on the system. Race conditions: A race condition is a situation in which an attacker can gain access to a system as a privileged user. File and
directory permissions: In this area, an attacker exploits weak permissions restrictions to gain unauthorized access of documents. Trojan horses: These are
malicious programs that can exploit an information system by attaching themselves in valid programs and files. Social engineering: In this technique, an attacker
uses his social skills and persuasion to acquire valuable information that can be used to conduct an attack against a system.

NEW QUESTION 133
Which of the following types of activities can be audited for security? Each correct answer represents a complete solution. Choose three.

A. File and object access
B. Data downloading from the Internet
C. Printer access
D. Network logons and logoffs

Answer: ACD

Explanation: 
 The following types of activities can be audited: Network logons and logoffs File access Printer access Remote access service Application usage Network
services Auditing is used to track user accounts for file and object access, logon attempts, system shutdown, etc. This enhances the security of the network.
Before enabling security auditing, the type of event to be audited should be specified in the audit policy. Auditing is an essential component to maintain the security
of deployed systems. Security auditing depends on the criticality of the environment and on the company's security policy. The security system should be reviewed
periodically. Answer B is incorrect. Data downloading from the Internet cannot be audited.

NEW QUESTION 138
The Project Risk Management knowledge area focuses on which of the following processes? Each correct answer represents a complete solution. Choose all that
apply.
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A. Risk Monitoring and Control
B. Risk Management Planning
C. Quantitative Risk Analysis
D. Potential Risk Monitoring

Answer: ABC

Explanation: 
 The Project Risk Management knowledge area focuses on the following processes: Risk Management Planning Risk Identification Qualitative Risk Analysis
Quantitative Risk Analysis Risk Response Planning Risk Monitoring and Control Answer D is incorrect. There is no such process in the Project Risk Management
knowledge area.

NEW QUESTION 141
Which of the following security controls works as the totality of protection mechanisms within a computer system, including hardware, firmware, and software, the
combination of which is responsible for enforcing a security policy?

A. Common data security architecture (CDSA)
B. Application program interface (API)
C. Trusted computing base (TCB)
D. Internet Protocol Security (IPSec)

Answer: C

Explanation: 
 Trusted computing base (TCB) refers to hardware, software, controls, and processes that cause a computer system or network to be devoid of malicious software
or hardware. Maintaining the trusted computing base (TCB) is essential for security policy to be implemented successfully. Answer D is incorrect. Internet Protocol
Security (IPSec) is a standard-based protocol that provides the highest level of VPN security. IPSec can encrypt virtually everything above the networking layer. It
is used for VPN connections that use the L2TP protocol. It secures both data and password. IPSec cannot be used with Point-to- Point Tunneling Protocol (PPTP).
Answer A is incorrect. The Common data security architecture (CDSA) is a set of layered security services and cryptographic framework. It deals with the
communications and data security problems in the emerging Internet and intranet application space. It presents an infrastructure for building cross-platform,
interoperable, security-enabled applications for client-server environments. Answer B is incorrect. An application programming interface (API) is an interface
implemented by a software program which enables it to interact with other software. It facilitates interaction between different software programs similar to the way
the user interface facilitates interaction between humans and computers. An API is implemented by applications, libraries, and operating systems to determine
their vocabularies and calling conventions, and is used to access their services. It may include specifications for routines, data structures, object classes, and
protocols used to communicate between the consumer and the implementer of the API.

NEW QUESTION 143
DRAG DROPDrag and drop the appropriate external constructs in front of their respective functions.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
There are two types of compositional constructs: 1.External constructs: The various types of external constructs are as follows: Cascading: In this type of external
construct, one system gains the input from the output of another system. Feedback: In this type of external construct, one system provides the input to another
system, which in turn feeds back to the input of the first system. Hookup: In this type of external construct, one system communicates with another system as well
as with external entities. 2.Internal constructs: The internal constructs include intersection, union, and difference.

NEW QUESTION 148
Software Development Life Cycle (SDLC) is a logical process used by programmers to develop software. Which of the following SDLC phases meets the audit
objectives defined below: System and data are validated. System meets all user requirements. System meets all control requirements.

A. Evaluation and acceptance
B. Programming and training
C. Definition
D. Initiation

Answer: A

Explanation: 
 It is the evaluation and acceptance phase of the SDLC, which meets the following audit objectives: System and data are validated. System meets all user
requirements. System meets all control requirements Answer D is incorrect. During the initiation phase, the need for a system is expressed and the purpose of the
system is documented. Answer C is incorrect. During the definition phase, users' needs are defined and the needs are translated into requirements statements that
incorporate appropriate controls. Answer B is incorrect. During the programming and training phase, the software and other components of the system are faithfully
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incorporated into the design specifications. Proper documentation and training are provided in this phase.

NEW QUESTION 149
Which of the following are included in Technical Controls? Each correct answer represents a complete solution. Choose all that apply.

A. Identification and authentication methods
B. Configuration of the infrastructure
C. Password and resource management
D. Implementing and maintaining access control mechanisms
E. Security devices
F. Conducting security-awareness training

Answer: ABCDE

Explanation: 
 Technical Controls are also known as Logical Controls. These controls include the following: Implementing and maintaining access control mechanisms Password
and resource management Identification and authentication methods Security devices Configuration of the infrastructure Answer F is incorrect. It is a part of
Administrative Controls.

NEW QUESTION 153
The build environment of secure coding consists of some tools that actively support secure specification, design, and implementation. Which of the following
features do these tools have? Each correct answer represents a complete solution. Choose all that apply.

A. They decrease the exploitable flaws and weaknesses.
B. They reduce and restrain the propagation, extent, and damage that have occurred by insecure software behavior.
C. They decrease the attack surface.
D. They employ software security constraints, protections, and service
E. They decrease the level of type checking and program analysis.

Answer: ABCD

Explanation: 
 The tools that produce secure software have the following features: They decrease the exploitable flaws and weaknesses. They decrease the attack surface. They
employ software security constraints, protections, and services. They reduce and restrain the propagation, extent, and damage that are caused by the behavior of
insecure software. Answer E is incorrect. This feature is not required for these tools.

NEW QUESTION 154
What project management plan is most likely to direct the quantitative risk analysis process for a project in a matrix environment?

A. Risk analysis plan
B. Staffing management plan
C. Risk management plan
D. Human resource management plan

Answer: C

Explanation: 
 The risk management plan defines how risks will be identified, analyzed, responded to, and then monitored and controlled regardless of the structure of the
organization. Answer D is incorrect. The human resources management plan does define how risks will be analyzed. Answer B is incorrect. The staffing
management plan does define how risks will be analyzed. Answer A is incorrect. The risk analysis plan does define how risks will be analyzed.

NEW QUESTION 158
Which of the following techniques is used when a system performs the penetration testing with the objective of accessing unauthorized information residing inside
a computer?

A. Biometrician
B. Van Eck Phreaking
C. Port scanning
D. Phreaking

Answer: C

Explanation: 
 Port scanning identifies open doors to a computer. Hackers and crackers use this technique to obtain unauthorized information.
Port scanning is the first basic step to get the details of open ports on the target system. Port scanning is used to find a hackable server with a hole or vulnerability.
A port is a medium of communication between two computers. Every service on a host is identified by a unique 16-bit number called a port. A port scanner is a
piece of software designed to search a network host for open ports. This is often used by administrators to check the security of their networks and by hackers to
identify running services on a host with the view to compromising it. Port scanning is used to find the open ports, so that it is possible to search exploits related to
that service and application. Answer D is incorrect. Phreaking is a process used to crack the phone system. The main aim of phreaking is to avoid paying for long-
distance calls. As telephone networks have become computerized, phreaking has become closely linked with computer hacking. This is sometimes called the H/P
culture (with H standing for Hacking and P standing for Phreaking). Answer A is incorrect. It is defined as a system using a physical attribute for authenticating.
Only authorized users are provided access to network or application. Answer B is incorrect. It is described as a form of eavesdropping in which special equipments
are used to pick up the telecommunication signals or data within a computer device.

NEW QUESTION 159
You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the district they will need to be able to work from an
alternate location. However, budget is an issue. Which of the following is most appropriate for this client?
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A. Cold site
B. Off site
C. Warm site
D. Hot site

Answer: A

Explanation: 
 A cold site provides an office space, and in some cases basic equipment. However, you will need to restore your data to that equipment in order to use it. This is a
much less expensive solution than the hot site. Answer D is incorrect. A hot site has equipment installed, configured and ready to use. This may make disaster
recovery much faster, but will also be more expensive. And a school district can afford to be down for several hours before resuming IT operations, so the less
expensive option is more
appropriate. Answer C is incorrect. A warm site is between a hot and cold site. It has some equipment ready and connectivity ready. However, it is still significantly
more expensive than a cold site, and not necessary for this scenario. Answer B is incorrect. Off site is not any type of backup site terminology.

NEW QUESTION 162
DIACAP applies to the acquisition, operation, and sustainment of any DoD system that collects, stores, transmits, or processes unclassified or classified
information since December 1997. What phases are identified by DIACAP? Each correct answer represents a complete solution. Choose all that apply.

A. System Definition
B. Validation
C. Identification
D. Accreditation
E. Verification
F. Re-Accreditation

Answer: ABEF

Explanation: 
 The Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) is a process defined by the United States Department of
Defense (DoD) for managing risk. DIACAP replaced the former process, known as DITSCAP (Department of Defense Information Technology Security
Certification and Accreditation Process), in 2006. DoD Instruction (DoDI) 8510.01 establishes a standard DoD-wide process with a set of activities, general tasks,
and a management structure to certify and accredit an Automated Information System (AIS) that will maintain the Information Assurance (IA) posture of the
Defense Information Infrastructure (DII) throughout the system's life cycle. DIACAP applies to the acquisition, operation, and sustainment of any DoD system that
collects, stores, transmits, or processes unclassified or classified information since December 1997. It identifies four phases: * 1.System Definition 2.Verification
3.Validation 4.Re-Accreditation

NEW QUESTION 165
Which of the following plans is designed to protect critical business processes from natural or man-made failures or disasters and the resultant loss of capital due
to the unavailability of normal business processes?

A. Contingency plan
B. Business continuity plan
C. Crisis communication plan
D. Disaster recovery plan

Answer: B

Explanation: 
 The business continuity plan is designed to protect critical business processes from natural or man-made failures or disasters and the resultant loss of capital due
to the unavailability of normal business processes. Business Continuity Planning (BCP) is the creation and validation of a practiced logistical plan for how an
organization will recover and restore partially or completely interrupted critical (urgent) functions within a predetermined time after a disaster or extended
disruption. The logistical plan is called a business continuity plan. Answer C is incorrect. The crisis communication plan can be broadly defined as the plan for the
exchange of information before, during, or after a crisis event. It is considered as a sub-specialty of the public relations profession that is designed to protect and
defend an individual, company, or organization facing a public challenge to its reputation. The aim of crisis communication plan is to assist organizations to achieve
continuity of critical business processes and information flows under crisis, disaster or event driven circumstances. Answer A is incorrect. A contingency plan is a
plan devised for a specific situation when things could go wrong. Contingency plans are often devised by governments or businesses who want to be prepared for
anything that could happen. Contingency plans include specific strategies and actions to deal with specific variances to assumptions resulting in a particular
problem, emergency, or state of affairs. They also include a monitoring process and "triggers" for initiating planned actions. They are required to help governments,
businesses, or individuals to recover from serious incidents in the minimum time with minimum cost and disruption. Answer D is incorrect. A disaster recovery plan
should contain data, hardware, and software that can be critical for a business. It should also include the plan for sudden loss such as hard disc crash. The
business should use backup and data recovery utilities to limit the loss of data.

NEW QUESTION 168
What are the subordinate tasks of the Implement and Validate Assigned IA Control phase in the DIACAP process? Each correct answer represents a complete
solution. Choose all that apply.

A. Conduct validation activities.
B. Execute and update IA implementation plan.
C. Combine validation results in DIACAP scorecard.
D. Conduct activities related to the disposition of the system data and objects.

Answer: ABC

Explanation: 
 The Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) is a process defined by the United States Department of
Defense (DoD) for managing risk. The subordinate tasks of the Implement and Validate Assigned IA Control phase in the DIACAP process are as follows: Execute
and update IA implementation plan. Conduct validation activities. Combine validation results in the DIACAP scorecard. Answer D is incorrect. The activities related
to the disposition of the system data and objects are conducted in the fifth phase of the DIACAP process. The fifth phase of the DIACAP process is known as
Decommission System.
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NEW QUESTION 171
Adrian is the project manager of the NHP Project. In her project there are several work packages that deal with electrical wiring. Rather than to manage the risk
internally she has decided to hire a vendor to complete all work packages that deal with the electrical wiring. By removing the risk internally to a licensed electrician
Adrian feels more comfortable with project team being safe. What type of risk response has Adrian used in this example?

A. Acceptance
B. Avoidance
C. Mitigation
D. Transference

Answer: D

Explanation: 
 This is an example of transference. When the risk is transferred to a third party, usually for a fee, it creates a contractual-relationship for the third party to manage
the risk on behalf of the performing organization. Risk response planning is a method of developing options to decrease the amount of threats and make the most
of opportunities. The risk response should be aligned with the consequence of the risk and cost- effectiveness. This planning documents the processes for
managing risk events. It addresses the owners and their responsibilities, risk identification, results from qualification and quantification processes, budgets and
times for responses, and contingency plans. The various risk response planning techniques are as follows: Risk acceptance: It indicates that the project team has
decided not to change the project management plan to deal with a risk, or is unable to identify any other suitable response strategy. Risk avoidance: It is a
technique for a threat, which creates changes to the project management plan that are meant to either eliminate the risk or to protect the project objectives from
this impact. Risk mitigation: It is a list of specific actions being taken to deal with specific risks associated with the threats and seeks to reduce the probability of
occurrence or impact of risk below an acceptable threshold. Risk transference: It is used to shift the impact of a threat to a third party, together with the ownership
of the response.

NEW QUESTION 176
Which of the following access control models uses a predefined set of access privileges for an object of a system?

A. Role-Based Access Control
B. Discretionary Access Control
C. Policy Access Control
D. Mandatory Access Control

Answer: D

Explanation: 
 Mandatory Access Control (MAC) is a model that uses a predefined set of access privileges for an object of the system. Access to an object is restricted on the
basis of the sensitivity of the object and granted through authorization. Sensitivity of an object is defined by the label assigned to it. For example, if a user receives
a copy of an object that is marked as "secret", he cannot grant permission to other users to see this object unless they have the appropriate permission. Answer B
is incorrect. DAC is an access control model. In this model, the data owner has the right to decide who can access the datAnswer A is incorrect. Role-based
access control (RBAC) is an access control model. In this model, a user can access resources according to his role in the organization. For example, a backup
administrator is responsible for taking backups of important data. Therefore, he is only authorized to access this data for backing it up. However, sometimes users
with different roles need to access the same resources. This situation can also be handled using the RBAC model. Answer B is incorrect. There is no such access
control model as Policy Access Control.

NEW QUESTION 179
Which of the following authentication methods is used to access public areas of a Web site?

A. Anonymous authentication
B. Biometrics authentication
C. Mutual authentication
D. Multi-factor authentication

Answer: A

Explanation: 
 Anonymous authentication is an authentication method used for Internet communication. It provides limited access to specific public folders and directory
information or public areas of a Web site. It is supported by all clients and is used to access unsecured content in public folders. An administrator must create a
user account in IIS to enable the user to connect anonymously. Answer D is incorrect. Multi-factor authentication involves a combination of multiple methods of
authentication. For example, an authentication method that uses smart cards as well as usernames and passwords can be referred to as multi-factor
authentication. Answer B is incorrect. Mutual authentication is a process in which a client process and server are required to prove their identities to each other
before performing any application function. The client and server identities can be verified through a trusted third party and use shared secrets as in the case of
Kerberos v5.
The MS-CHAP v2 and EAP-TLS authentication methods support mutual authentication. Answer B is incorrect. Biometrics authentication uses physical
characteristics, such as fingerprints, scars, retinal patterns, and other forms of biophysical qualities to identify a user.

NEW QUESTION 184
You are responsible for network and information security at a large hospital. It is a significant concern that any change to any patient record can be easily traced
back to the person who made that change. What is this called?

A. Availability
B. Confidentiality
C. Non repudiation
D. Data Protection

Answer: C

Explanation: 
 Non repudiation refers to mechanisms that prevent a party from falsely denying involvement in some data transaction.
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NEW QUESTION 187
Which of the following SDLC phases consists of the given security controls: Misuse Case Modeling Security Design and Architecture Review Threat and Risk
Modeling Security Requirements and Test Cases Generation?

A. Deployment
B. Requirements Gathering
C. Maintenance
D. Design

Answer: D

Explanation: 
 The various security controls in the SDLC design phase are as follows: Misuse Case Modeling: It is important that the inverse of the misuse cases be modeled to
understand and address the security aspects of the software. The requirements traceability matrix can be used to track the misuse cases to the functionality of the
software. Security Design and Architecture Review: This control can be introduced when the teams are engaged in the "functional" design and architecture review
of the software. Threat and Risk Modeling: Threat modeling determines the attack surface of the software by examining its functionality for trust boundaries, data
flow, entry points, and exit points. Risk modeling is performed by ranking the threats as they pertain to the users organization's business objectives, compliance
and regulatory requirements and security exposures. Security Requirements and Test Cases Generation: All the above three security controls, i.e.,
Misuse Case Modeling, Security Design and Architecture Review, and Threat and Risk Modeling are used to produce the security requirements.

NEW QUESTION 191
Which of the following are the levels of public or commercial data classification system? Each correct answer represents a complete solution. Choose all that
apply.

A. Sensitive
B. Private
C. Unclassified
D. Confidential
E. Secret
F. Public

Answer: ABDF

Explanation: 
 The public or commercial data classification is also built upon a four-level model, which are as follows: Public Sensitive Private Confidential Each level (top to
bottom) represents an increasing level of sensitivity. The public level is similar to unclassified level military classification system. This level of data should not cause
any damage if disclosed. Sensitive is a higher level of classification than public level data. This level of data requires a greater level of protection to maintain
confidentiality. The Private level of data is intended for company use only. Disclosure of this level of data can damage the company. The Confidential level of data
is considered very sensitive and is intended for internal use only. Disclosure of this level of data can cause serious damage to the company. Answer C and E are
incorrect. Unclassified and secret are the levels of military data classification.

NEW QUESTION 193
An attacker exploits actual code of an application and uses a security hole to carry out an attack before the application vendor knows about the vulnerability. Which
of the following types of attack is this?

A. Replay
B. Zero-day
C. Man-in-the-middle
D. Denial-of-Service

Answer: B

Explanation: 
 A zero-day attack, also known as zero-hour attack, is a computer threat that tries to exploit computer application vulnerabilities which are unknown to others,
undisclosed to the software vendor, or for which no security fix is available. Zero-day exploits (actual code that can use a security hole to carry out an attack) are
used or shared by attackers before the software vendor knows about the vulnerability. User awareness training is the most effective technique to mitigate such
attacks. Answer A is incorrect. A replay attack is a type of attack in which attackers capture packets containing passwords or digital signatures whenever packets
pass between two hosts on a network. In an attempt to obtain an authenticated connection, the attackers then resend the captured packet to the system. In this
type of attack, the attacker does not know the actual password, but can simply replay the captured packet. Answer B is incorrect. Man-in-the-middle attacks occur
when an attacker successfully inserts an intermediary software or program between two communicating hosts. The intermediary software or program allows
attackers to listen to and modify the communication packets passing between the two hosts. The software intercepts the communication packets and then sends
the information to the receiving host. The receiving host responds to the software, presuming it to be the legitimate client. Answer D is incorrect. A Denial-of-
Service (DoS) attack is mounted with the objective of causing a negative impact on the performance of a computer or network. It is also known as network
saturation attack or bandwidth consumption attack. Attackers perform DoS attacks by sending a large number of protocol packets to a network.

NEW QUESTION 196
You work as a Security Manager for Tech Perfect Inc. The company has a Windows based network. It is required to determine compatibility of the systems with
custom applications. Which of the following techniques will you use to accomplish the task?

A. Safe software storage
B. Antivirus management
C. Backup control
D. Software testing

Answer: D

Explanation: 
 In order to accomplish the task, you should use the software testing technique. By using this technique you can determine compatibility of systems with custom
applications or you can identify other unforeseen interactions. You can also use the software testing technique while you are upgrading software. Answer B is
incorrect. You can use the antivirus management to save the systems from viruses, unexpected software interactions, and the subversion of security controls.
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Answer A is incorrect. You can use the safe software storage technique to ensure that the software and backup copies have not been modified without
authorization. Answer B is incorrect. You can use the backup control to perform back up of software and data.

NEW QUESTION 197
System Authorization is the risk management process. System Authorization Plan (SAP) is a comprehensive and uniform approach to the System Authorization
Process. What are the different phases of System Authorization Plan? Each correct answer represents a part of the solution. Choose all that apply.

A. Post-certification
B. Post-Authorization
C. Authorization
D. Pre-certification
E. Certification

Answer: BCDE

Explanation: 
 The creation of System Authorization Plan (SAP) is mandated by System Authorization. System Authorization Plan (SAP) is a comprehensive and uniform
approach to the System Authorization Process. It consists of four phases: Phase 1 - Pre-certification Phase 2 - Certification Phase 3 - Authorization Phase 4 - Post-
Authorization

NEW QUESTION 201
In which of the following DIACAP phases is residual risk analyzed?

A. Phase 1
B. Phase 5
C. Phase 2
D. Phase 4
E. Phase 3

Answer: D

Explanation: 
 The Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) is a process defined by the United States Department of
Defense (DoD) for managing risk. The Certification Determination and Accreditation phase is the third phase in the DIACAP process. Its subordinate tasks are as
follows: Analyze residual risk. Issue certification determination. Make accreditation decision. Answer A is incorrect. Phase 1 is known as Initiate and Plan IA
C&Answer B is incorrect. Phase 2 is used to implement and validate assigned IA controls. Answer E is incorrect. Phase 3 is used to make certification
determination and accreditation decisions. Answer B is incorrect. Phase 5 is known as decommission system and is used to conduct activities related to the
disposition of the system data and objects.

NEW QUESTION 204
At which of the following levels of robustness in DRM must the security functions be immune to widely available tools and specialized tools and resistant to
professional tools?

A. Level 2
B. Level 4
C. Level 1
D. Level 3

Answer: C

Explanation: 
 At Level 1 of robustness in DRM, the security functions must be immune to widely available tools and specialized tools and resistant to professional tools.

NEW QUESTION 206
Which of the following security models characterizes the rights of each subject with respect to every object in the computer system?

A. Clark-Wilson model
B. Bell-LaPadula model
C. Biba model
D. Access matrix

Answer: D

Explanation: 
 The access matrix or access control matrix is an abstract, formal security model of protection state in computer systems that characterizes the rights of each
subject with respect to every object in the system. It was first introduced by Butler W. Lampson in 1971. According to the access matrix model, the protection state
of a computer system can be abstracted as a set of objects 'O', that is the set of entities that needs to be protected (e.g. processes, files, memory pages) and a set
of subjects 'S' that consists of all active entities (e.g. users, processes). Further there exists a set of rights 'R' of the form r(s,o), where s S, o O and r(s,o) R. A right
thereby specifies the kind of access a subject is allowed to process with regard to an object. Answer B is incorrect. The Bell-La Padula Model is a state machine
model used for enforcing access control in government and military applications. The model is a formal state transition model of computer security policy that
describes a set of access control rules which use security labels on objects and clearances for subjects. Security labels range from the most sensitive (e.g.,"Top
Secret"), down to the least sensitive (e.g., "Unclassified" or "Public"). The Bell-La Padula model focuses on data confidentiality and controlled access to classified
information, in contrast to the Biba Integrity Model which describes rules for the protection of data integrity. Answer A is incorrect. The Clark-Wilson model provides
a foundation for specifying and analyzing an integrity policy for a computing system. The model is primarily concerned with formalizing the notion of information
integrity. Information integrity is maintained by preventing corruption of data items in a system due to either error or malicious intent. The model's enforcement and
certification rules define data items and processes that provide the basis for an integrity policy. The core of the model is based on the notion of a transaction.
Answer B is incorrect. The Biba model is a formal state transition system of computer security policy that describes a set of access control rules designed to
ensure data integrity. Data and subjects are grouped into ordered levels of integrity. The model is designed so that subjects may not corrupt data in a level ranked
higher than the subject, or be corrupted by data from a lower level than the subject.
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NEW QUESTION 209
Which of the following phases of the DITSCAP C&A process is used to define the C&A level of effort, to identify the main C&A roles and responsibilities, and to
create an agreement on the method for implementing the security requirements?

A. Phase 1
B. Phase 4
C. Phase 2
D. Phase 3

Answer: A

Explanation: 
 The Phase 1 of the DITSCAP C&A process is known as Definition Phase. The goal of this phase is to define the C&A level of effort, identify the main C&A roles
and responsibilities, and create an agreement on the method for implementing the security requirements. Answer B is incorrect. The Phase 2 of the DITSCAP C&A
process is known as Verification. Answer D is incorrect. The Phase 3 of the DITSCAP C&A process is known as Validation. Answer B is incorrect. The Phase 4 of
the DITSCAP C&A process is known as Post Accreditation.

NEW QUESTION 210
Which of the following policies can explain how the company interacts with partners, the company's goals and mission, and a general reporting structure in
different situations?

A. Informative
B. Advisory
C. Selective
D. Regulatory

Answer: A

Explanation: 
 An informative policy informs employees about certain topics. It is not an enforceable policy, but rather one to teach individuals about specific issues relevant to
the company. The informative policy can explain how the company interacts with partners, the company's goals and mission, and a general reporting structure in
different situations. Answer D is incorrect. A regulatory policy ensures that an organization follows the standards set by specific industry regulations. This type of
policy is very detailed and specific to a type of industry. The regulatory policy is used in financial institutions, health care facilities, public utilities, and other
government-regulated industries, e.g., TRAI. Answer B is incorrect. An advisory policy strongly advises employees regarding which types of behaviors and
activities should and should not take place within the organization. It also outlines possible ramifications if employees do not comply with the established behaviors
and activities. The advisory policy can be used to describe how to handle medical information, handle financial transactions, and process confidential information.
Answer B is incorrect. It is not a valid type of policy.

NEW QUESTION 213
The Data and Analysis Center for Software (DACS) specifies three general principles for software assurance which work as a framework in order to categorize
various secure design principles. Which of the following principles and practices does the General Principle 1 include? Each correct answer represents a complete
solution. Choose two.

A. Principle of separation of privileges, duties, and roles
B. Assume environment data is not trustworthy
C. Simplify the design
D. Principle of least privilege

Answer: AD

Explanation: 
 General Principle 1- Minimize the number of high-consequence targets includes the following principles and practices:
Principle of least privilege Principle of separation of privileges, duties, and roles Principle of separation of domains Answer B is incorrect. Assume environment
data is not trustworthy principle is included in the General Principle 2. Answer B is incorrect. Simplify the design principle is included in the General Principle 3.

NEW QUESTION 215
Billy is the project manager of the HAR Project and is in month six of the project. The project is scheduled to last for 18 months. Management asks Billy how often
the project team is participating in risk reassessment in this project. What should Billy tell management if he's following the best practices for risk management?

A. Project risk management happens at every milestone.
B. Project risk management has been concluded with the project planning.
C. Project risk management is scheduled for every month in the 18-month project.
D. At every status meeting the project team project risk management is an agenda item.

Answer: D

Explanation: 
Risk management is an ongoing project activity. It should be an agenda item at every project status meeting. Answer A is incorrect. Milestones are good times to
do reviews, but risk management should happen frequently. Answer B is incorrect. This answer would only be correct if the project has a status meeting just once
per month in the project. Answer B is incorrect. Risk management happens throughout the project as does project planning.

NEW QUESTION 219
Which of the following tiers addresses risks from an information system perspective?

A. Tier 0
B. Tier 3
C. Tier 2
D. Tier 1
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Answer: B

Explanation: 
 The information system level is the tier 3. It addresses risks from an information system perspective, and is guided by the risk decisions at tiers 1 and 2. Risk
decisions at tiers 1 and 2 impact the ultimate selection and deployment of requisite safeguards. This also has an impact on the countermeasures at the information
system level. The RMF primarily operates at tier3 but it can also have interactions at tiers 1 and 2. Answer A is incorrect. It is an invalid Tier description. Answer D
is incorrect. The Organization Level is the Tier 1, and it addresses risks from an organizational perspective. Answer B is incorrect. The mission and business
process level is the Tier 2, and it addresses risks from the mission and business process perspective.

NEW QUESTION 223
Digital rights management (DRM) consists of compliance and robustness rules. Which of the following features does the robustness rule have? Each correct
answer represents a complete solution. Choose three.

A. It specifies the various levels of robustness that are needed for asset security.
B. It specifies minimum techniques for asset security.
C. It specifies the behaviors of the DRM implementation and applications accessing the implementation.
D. It contains assets, such as device key, content key, algorithm, and profiling data.

Answer: ABD

Explanation: 
 The DRM (digital rights management) technology includes the following rules: 1.Compliance rule: This rule specifies the behaviors of the DRM implementation,
and applications that are accessing the implementation. The compliance rule specifies the following elements: Definition of specific license rights Device
requirements Revocation of license path or penalties when the implementation is not robust enough or noncompliant 2.Robustness rule: This rule has the following
features: It specifies the various levels of robustness that are needed for asset security. It contains assets, such as device key, content key, algorithm, and profiling
data. It specifies minimum techniques for asset security.

NEW QUESTION 226
Which of the following terms related to risk management represents the estimated frequency at which a threat is expected to occur?

A. Single Loss Expectancy (SLE)
B. Annualized Rate of Occurrence (ARO)
C. Safeguard
D. Exposure Factor (EF)

Answer: B

Explanation: 
 The Annualized Rate of Occurrence (ARO) is a number that represents the estimated frequency at which a threat is expected to occur. It is calculated based upon
the probability of the event occurring and the number of employees that could make that event occur. Answer D is incorrect. The Exposure Factor (EF) represents
the % of assets loss caused by a threat. The EF is required to calculate the Single Loss Expectancy (SLE).
Answer A is incorrect. The Single Loss Expectancy (SLE) is the value in dollars that is assigned to a single event. SLE = Asset Value ($) X Exposure Factor (EF)
Answer B is incorrect. Safeguard acts as a countermeasure for reducing the risk associated with a specific threat or a group of threats.

NEW QUESTION 227
Which of the following methods can be helpful to eliminate social engineering threat? Each correct answer represents a complete solution. Choose three.

A. Password policies
B. Data classification
C. Data encryption
D. Vulnerability assessments

Answer: ABD

Explanation: 
 The following methods can be helpful to eliminate social engineering threat: Password policies Vulnerability assessments Data classification Password policy
should specify that how the password can be shared. Company should implement periodic penetration and vulnerability assessments. These assessments usually
consist of using known hacker tools and common hacker techniques to breach a network security. Social engineering should also be used for an accurate
assessment. Since social engineers use the knowledge of others to attain information, it is essential to have a data classification model in place that all employees
know and follow. Data classification assigns level of sensitivity of company information. Each classification level specifies that who can view and edit data, and how
it can be shared.

NEW QUESTION 229
Which of the following ISO standards provides guidelines for accreditation of an organization that is concerned with certification and registration related to ISMS?

A. ISO 27006
B. ISO 27005
C. ISO 27003
D. ISO 27004

Answer: A

Explanation: 
 ISO 27006 is an information security standard developed by the International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC). It is entitled as "Information technology - Security techniques - Requirements for bodies providing audit and certification of information security
management systems". The ISO 27006 standard provides guidelines for accreditation of an organization which is concerned with certification and registration
related to ISMS. The ISO 27006 standard contains the following elements: Scope Normative references Terms and definitions Principles General requirements
Structural requirements Resource requirements Information requirements Process requirements Management system requirements for certification bodies
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Information security risk communication Information security risk monitoring and review Annex A. Defining the scope of process Annex B. Asset valuation and
impact assessment Annex C. Examples of typical threats Annex D. Vulnerabilities and vulnerability assessment methods Annex E. Information security risk
assessment (ISRA) approaches Answer B is incorrect. The ISO 27003 standard provides guidelines for implementing an ISMS (Information Security Management
System). Answer D is incorrect. The ISO 27004 standard provides guidelines on specifications and use of measurement techniques for the assessment of the
effectiveness of an implemented information security management system and controls. Answer B is incorrect. The ISO 27005 standard provides guidelines for
information security risk management.

NEW QUESTION 231
Continuous Monitoring is the fourth phase of the security certification and accreditation process. What activities are performed in the Continuous Monitoring
process? Each correct answer represents a complete solution. Choose all that apply.

A. Security accreditation decision
B. Security control monitoring and impact analyses of changes to the information system
C. Security accreditation documentation
D. Configuration management and control
E. Status reporting and documentation

Answer: BDE

Explanation: 
 Continuous Monitoring is the fourth phase of the security certification and accreditation process. The Continuous Monitoring process consists of the following three
main activities: Configuration management and control Security control monitoring and impact analyses of changes to the information system Status reporting and
documentation The objective of these tasks is to observe and evaluate the information system security controls during the system life cycle. These tasks determine
whether the changes that have occurred will negatively impact the system security. Answer A and C are incorrect. Security accreditation decision and security
accreditation documentation are the two tasks of the security accreditation phase.

NEW QUESTION 232
Which of the following are the principle duties performed by the BIOS during POST (power- on-self-test)? Each correct answer represents a part of the solution.
Choose all that apply.

A. It provides a user interface for system's configuration.
B. It identifies, organizes, and selects boot devices.
C. It delegates control to other BIOS, if it is required.
D. It discovers size and verifies system memory.
E. It verifies the integrity of the BIOS code itself.
F. It interrupts the execution of all running programs.

Answer: ABCDE

Explanation: 
 The principle duties performed by the BIOS during POST (power-on-self- test) are as follows: It verifies the integrity of the BIOS code itself. It discovers size and
verifies system memory. It discovers, initializes, and catalogs all system hardware. It delegates control to other BIOS if it is required. It provides a user interface for
system's configuration. It identifies, organizes, and selects boot devices. It executes the bootstrap program. Answer F is incorrect. The BIOS does not interrupt the
execution of all running programs.

NEW QUESTION 233
Fill in the blank with an appropriate phrase. is used to provide security mechanisms for the storage, processing, and transfer of data.

A. Data classification

Answer: A

Explanation: 
 Data classification is used to protect the data based on its sensitivity, secrecy, and confidentiality. It provides security mechanisms for storage, processing, and
transfer of data. Data classification also helps to verify the effort, funds, and resources allocated to save the data, and controls access to it.

NEW QUESTION 234
DRAG DROP
Auditing is used to track user accounts for file and object access, logon attempts, system shutdown, and many more vulnerabilities to enhance the security of the
network. It encompasses a wide variety of activities. Place the different auditing activities in front of their descriptions.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Auditing encompasses a wide variety of activities as follows: Logging: It is the activity of recording information to a log file or database about events or
occurrences. Log Analysis: It is a systematic form of monitoring where the logged information is analyzed in detail. It is done to find out the trends and patterns as
well as abnormal, unauthorized, illegal, and policy-violating activities. Intrusion Detection: It is a process to detect unwanted system access by monitoring both
recorded information and real time events. Alarm Triggers: These are the notifications that are sent to an administrator whenever a specific event occurs.
Monitoring: It is the activity of manually or programmatically reviewing logged information.

NEW QUESTION 239
John works as a security manager for SoftTech Inc. He is working with his team on the disaster recovery management plan. One of his team members has a doubt
related to the most cost effective DRP testing plan. According to you, which of the following disaster recovery testing plans is the most cost-effective and efficient
way to identify areas of
overlap in the plan before conducting more demanding training exercises?

A. Full-scale exercise
B. Walk-through drill
C. Structured walk-through test
D. Evacuation drill

Answer: C

Explanation: 
 The structured walk-through test is also known as the table-top exercise. In structured walk-through test, the team members walkthrough the plan to identify and
correct weaknesses and how they will respond to the emergency scenarios by stepping in the course of the plan. It is the most effective and competent way to
identify the areas of overlap in the plan before conducting more challenging training exercises. Answer A is incorrect. In full-scale exercise, the critical systems run
at an alternate site. Answer B is incorrect. The emergency management group and response teams actually perform their emergency response functions by
walking through the test, without actually initiating recovery procedures. But it is not much cost effective. Answer D is incorrect. It is a test performed when
personnel walks through the evacuation route to a designated area where procedures for accounting for the personnel are tested.

NEW QUESTION 244
"Enhancing the Development Life Cycle to Produce Secure Software" summarizes the tools and practices that are helpful in producing secure software. What are
these tools and practices? Each correct answer represents a complete solution. Choose three.

A. Leverage attack patterns
B. Compiler security checking and enforcement
C. Tools to detect memory violations
D. Safe software libraries
E. Code for reuse and maintainability

Answer: BCD

Explanation: 
 The tools and practices that are helpful in producing secure software are summarized in the report "Enhancing the Development Life Cycle to Produce Secure
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Software". The tools and practices are as follows: Compiler security checking and enforcement Safe software libraries Runtime error checking and safety
enforcement Tools to detect memory violations Code obfuscation Answer A and E are incorrect. These are secure coding principles and practices of defensive
coding.

NEW QUESTION 245
Which of the following models manages the software development process if the developers are limited to go back only one stage to rework?

A. Waterfall model
B. Spiral model
C. RAD model
D. Prototyping model

Answer: A

Explanation: 
 In the waterfall model, software development can be managed if the developers are limited to go back only one stage to rework. If this limitation is not imposed
mainly on a large project with several team members, then any developer can be working on any phase at any time, and the required rework might be
accomplished several times. Answer B is incorrect. The spiral model is a software development process combining elements of both design and prototyping-in-
stages, in an effort to combine advantages of top-down and bottom-up concepts. The basic principles of the spiral model are as follows: The focus is on risk
assessment and minimizing project risks by breaking a project into
smaller segments and providing more ease-of- change during the development process, as well as providing the opportunity to evaluate risks and weigh
consideration of project continuation throughout the life cycle. Each cycle involves a progression through the same sequence of steps, for each portion of the
product and for each of its levels of elaboration, from an overall concept-of-operation document down to the coding of each individual program. Each trip around
the spiral traverses the following four basic quadrants: Determine objectives, alternatives, and constraints of the iteration. Evaluate alternatives, and identify and
resolve risks. Develop and verify deliverables from the iteration. Plan the next iteration.
Begin each cycle with an identification of stakeholders and their win conditions, and end each cycle with review and commitment. Answer D is incorrect. The
Prototyping model is a systems development method (SDM). In this model, a prototype is created, tested, and then reworked as necessary until an adequate
prototype is finally achieved from which the complete system or product can now be developed. Answer B is incorrect. Rapid Application Development (RAD)
refers to a type of software development methodology that uses minimal planning in favor of rapid prototyping.

NEW QUESTION 249
Which of the following intrusion detection systems (IDS) monitors network traffic and compares it against an established baseline?

A. File-based
B. Network-based
C. Anomaly-based
D. Signature-based

Answer: C

Explanation: 
 The anomaly-based intrusion detection system (IDS) monitors network traffic and compares it against an established baseline. This type of IDS monitors traffic
and system activity for unusual behavior based on statistics. In order to identify a malicious activity, it learns normal behavior from the baseline. The anomaly-
based intrusion detection is also known as behavior-based or statistical-based intrusion detection. Answer D is incorrect. Signature-based IDS uses a database
with signatures to identify possible attacks and malicious activity. Answer B is incorrect. A network-based IDS can be a dedicated hardware appliance, or an
application running on a computer, attached to the network. It monitors all traffic in a network or traffic coming through an entry-point such as an Internet
connection. Answer A is incorrect. There is no such intrusion detection system (IDS) that is file-based.

NEW QUESTION 254
Gary is the project manager for his project. He and the project team have completed the qualitative risk analysis process and are about to enter the quantitative
risk analysis process when Mary, the project sponsor, wants to know what quantitative risk analysis will review. Which of the following statements best defines
what quantitative risk analysis will review?

A. The quantitative risk analysis process will analyze the effect of risk events that may substantially impact the project's competing demands.
B. The quantitative risk analysis reviews the results of risk identification and prepares the project for risk response management.
C. The quantitative risk analysis seeks to determine the true cost of each identified risk event and the probability of each risk event to determine the risk exposure.
D. The quantitative risk analysis process will review risk events for their probability and impact on the project objectives.

Answer: A

Explanation: 
 Once the risk events have passed through qualitative risk analysis, then the risk events must be reviewed to determine the effect of the risks on the project's
competing demands. Answer D is incorrect. While the quantitative risk analysis process will review the risk events for probability and impact, this statement does
not answer the question as completely as answer option Answer B is incorrect. The quantitative risk analysis process does not review every risk identified - only
the risks which require further analysis. Answer B is incorrect. Quantitative risk analysis process does not begin the risk response process. Its goal is to determine
the effect of certain risk events on the project's competing demands.

NEW QUESTION 259
Which of the following phases of NIST SP 800-37 C&A methodology examines the residual risk for acceptability, and prepares the final security accreditation
package?

A. Security Accreditation
B. Initiation
C. Continuous Monitoring
D. Security Certification

Answer: A

Explanation: 
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 The various phases of NIST SP 800-37 C&A are as follows: Phase 1: Initiation- This phase includes preparation, notification and resource identification. It
performs the security plan analysis, update, and acceptance. Phase 2: Security Certification- The Security certification phase evaluates the controls and
documentation. Phase 3: Security Accreditation- The security accreditation phase examines the residual risk for acceptability, and prepares the final security
accreditation package. Phase 4: Continuous Monitoring-This phase monitors the configuration management and control, ongoing security control verification, and
status reporting and documentation.

NEW QUESTION 260
You work as a system engineer for BlueWell Inc. You want to verify that the build meets its
data requirements, and correctly generates each expected display and report. Which of the following tests will help you to perform the above task?

A. Performance test
B. Functional test
C. Reliability test
D. Regression test

Answer: B

Explanation: 
 The various types of internal tests performed on builds are as follows: Regression tests: It is also known as the verification testing. These tests are developed to
confirm that capabilities in earlier builds continue to work correctly in the subsequent builds. Functional test: These tests emphasizes on verifying that the build
meets its functional and data requirements and correctly generates each expected display and report. Performance tests: These tests are used to identify the
performance thresholds of each build. Reliability tests: These tests are used to identify the reliability thresholds of each build.

NEW QUESTION 264
Which of the following processes identifies the threats that can impact the business continuity of operations?

A. Function analysis
B. Risk analysis
C. Business impact analysis
D. Requirement analysis

Answer: C

Explanation: 
 A business impact analysis (BIA) is a crisis management and business impact analysis technique that identifies those threats that can impact the business
continuity of operations. Such threats can be either natural or man-made. The BIA team should have a clear understanding of the organization, key business
processes, and IT resources for assessing the risks associated with continuity. In the BIA team, there should be senior management, IT personnel, and end users
to identify all resources that are to be used during normal operations. Answer B is incorrect. Risk analysis is the science of risks and their probability and
evaluation in a business or a process. It is an important factor in security enhancement and prevention in a system. Risk analysis should be performed as part of
the risk management process for each project. The outcome of the risk analysis would be the creation or review of the risk register to identify and quantify risk
elements to the project and their potential impact. Answer A is incorrect. The functional analysis process is used for converting system requirements into a
comprehensive function standard. Verification is the result of the functional analysis process, in which the fundamentals of a system level functional architecture
are defined adequately to allow for synthesis in the design phase. The functional analysis breaks down the higher-level functions into the lower level functions.
Answer D is incorrect. Requirements analysis encompasses the tasks that go into determining the needs or conditions to meet for a new or altered product, taking
account of the possibly conflicting requirements of the various stakeholders.

NEW QUESTION 268
An authentication method uses smart cards as well as usernames and passwords for authentication. Which of the following authentication methods is being
referred to?

A. Anonymous
B. Mutual
C. Multi-factor
D. Biometrics

Answer: C

Explanation: 
 Multi-factor authentication involves a combination of multiple methods of authentication. For example, an authentication method that uses smart cards as well as
usernames and passwords can be referred to as multi-factor authentication. Answer B is incorrect. Mutual authentication is a process in which a client process and
server are required to prove their identities to each other before performing any application function. The client and server identities can be verified through a
trusted third party and use shared secrets as in the case of Kerberos v5. The MS-CHAP v2 and EAP-TLS authentication methods support mutual authentication.
Answer A is incorrect. Anonymous authentication is an authentication method used for Internet communication. It provides limited access to specific public folders
and directory information. It is supported by all clients and is used to access unsecured content in public folders. An administrator must create a user account in IIS
to enable the user to connect anonymously. Answer D is incorrect. Biometrics authentication uses physical characteristics, such as fingerprints, scars, retinal
patterns, and other forms of biophysical qualities to identify a user.

NEW QUESTION 271
Which of the following plans is documented and organized for emergency response, backup operations, and recovery maintained by an activity as part of its
security program that will ensure the availability of critical resources and facilitates the continuity of operations in an emergency situation?

A. Continuity Of Operations Plan
B. Business Continuity Plan
C. Contingency Plan
D. Disaster Recovery Plan

Answer: C

Explanation: 
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 Contingency plan is prepared and documented for emergency response, backup operations, and recovery maintained by an activity as the element of its security
program that will ensure the availability of critical resources and facilitates the continuity of operations in an emergency situation. A contingency plan is a plan
devised for a specific situation when things could go wrong. Contingency plans are often devised by governments or businesses who want to be prepared for
anything that could happen. Contingency plans include specific strategies and actions to deal with specific variances to assumptions resulting in a particular
problem, emergency, or state of affairs. They also include a monitoring process and "triggers" for initiating planned actions. They are required to help governments,
businesses, or individuals to recover from serious incidents in the minimum time with minimum cost and disruption.
Answer D is incorrect. A disaster recovery plan should contain data, hardware, and software that can be critical for a business. It should also include the plan for
sudden loss such as hard disc crash. The business should use backup and data recovery utilities to limit the loss of datAnswer A is incorrect. The Continuity Of
Operation Plan (COOP) refers to the preparations and institutions maintained by the United States government, providing survival of federal government
operations in the case of catastrophic events. It provides procedures and capabilities to sustain an organization's essential. COOP is the procedure documented to
ensure persistent critical operations throughout any period where normal operations are unattainable. Answer B is incorrect. Business Continuity Planning (BCP) is
the creation and validation of a practiced logistical plan for how an organization will recover and restore partially or completely interrupted critical (urgent) functions
within a predetermined time after a disaster or extended disruption. The logistical plan is called a business continuity plan.

NEW QUESTION 276
......
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