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NEW QUESTION 1
A contractor stores security policies, system configuration files, and audit logs in a centralized file repository for later review. According to CMMC terminology, the
file repository is being used to:

A. protect CUI.
B. transmit CUL.
C. store CUL.

D. generate CUI

Answer: C

NEW QUESTION 2
An Assessment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice is only being completed
guarterly. During the interviews, the team members say they perform the practice monthly but only document quarterly. Is this sufficient to pass the practice?

A. No, the work is not being done as stated.

B. Yes, the practice is being done as documented.

C. No, all three assessment methods must be met to pass.
D. Ye

E. the interview process is enough to pass a practice.

Answer: A

NEW QUESTION 3
For the purpose of determining scope, what needs to be included as part of the assessment but would NOT receive a CMMC certification unless an enterprise
assessment is conducted?

A. ESP

B. People

C. Test equipment

D. Government property

Answer: A

NEW QUESTION 4
For CMMC Assessments, during Phase 1 of the CMMC Assessment Process, which are responsible for identifying potential conflicts of information?

A. C3PAO and OSC

B. OSC and CMMC-AB

C. CMMC-AB and C3PAO

D. Lead Assessor and Assessment Team Members

Answer: D

NEW QUESTION 5
Companies that knowingly defraud the government by not being in compliance with cybersecurity regulations are at risk of being held liable for:

A. The contract value plus a penalty as stated in the Cyber Claims Act
B. The contract value plus a penalty as stated in the False Claims Act
C. Three times the contract value plus a penalty as stated in the Cyber Claims Act
D. Three times the contract value plus a penalty as stated in the False Claims Act

Answer: D

NEW QUESTION 6

Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2

B. Levels 1 and 3

C.Levels2and 3

D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 7

What is the BEST description of the purpose of FAR clause 52 204-21?

A. It directs all covered contractors to install the cyber security systems listed in that clause.

B. It describes all of the safeguards that contractors must take to secure covered contractor IS.
C. It describes the minimum standard of care that contractors must take to secure covered contractor IS.

D. It directs covered contractors to obtain CMMC Certification at the level equal to the lowest requirement of their contracts.

Answer: C
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NEW QUESTION 8
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)

B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)

C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (1A)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (1A)

Answer: C

NEW QUESTION 9
Which standard and regulation requirements are the CMMC Model 2.0 based on?

A. NIST SP 800-171 and NIST SP 800-172

B. DFARS, FIPS 100, and NIST SP 800-171

C. DFARS, NIST, and Carnegie Mellon University

D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A

NEW QUESTION 10
According to the Configuration Management (CM) domain, which principle is the basis for defining essential system capabilities?

A. Least privilege

B. Essential concern
C. Least functionality
D. Separation of duties

Answer: C

NEW QUESTION 10
Contractor scoping requirements for a CMMC Level 2 Assessment to document the asset in an inventory, in the SSP and on the network diagram apply to:

A. GUI Assets.

B. CUI and Security Protection Asset categories.

C. all asset categories except for the Out-of-scope Assets.
D. Contractor Risk Managed Assets and Specialized Assets.

Answer: B

NEW QUESTION 11

A contractor provides services and data to the DoD. The transactions that occur to handle FCI take place over the contractor's business network, but the work is
performed on contractor-owned systems, which must be configured based on government requirements and are used to support a contract. What type of
Specialized Asset are these systems?

A. loT

B. Restricted IS

C. Test equipment

D. Government property

Answer: B

NEW QUESTION 13
What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.

B. Conduct interviews to test process implementation knowledge.

C. Determine the one-to-one relationship between a practice and an assessment object.

D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D

NEW QUESTION 16

When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:
A. have a security clearance.

B. be a senior person in the company.

C. demonstrate expertise on the CMMC requirements.

D. provide clarity and understanding of their practice activities.

Answer: D

NEW QUESTION 20

While conducting a CMMC Assessment, a Lead Assessor is given documentation attesting to Level 1 identification and authentication practices by the OSC. The
Lead Assessor asks the CCP to review the documentation to determine if identification and authentication controls are met. Which documentation BEST satisfies
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the requirements of IA.L1-3.5.1: Identify system users. processes acting on behalf of users, and devices?

A. Procedures for implementing access control lists

B. List of unauthorized users that identifies their identities and roles

C. User names associated with system accounts assigned to those individuals
D. Physical access policy that state

E. "All non-employees must wear a special visitor pass or be escorted.”

Answer: C

NEW QUESTION 24
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?

A. Expert

B. Advanced

C. Optimizing

D. Continuously Improved

Answer: B

NEW QUESTION 28
Which code or clause requires that a contractor is meeting the basic safeguarding requirements for FCI during a Level 1 Self-Assessment?

A. FAR 52.204-21
B. 22CFR 120-130
C. DFARS 252.204-7011
D. DFARS 252.204-7021

Answer: A

NEW QUESTION 31
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Gathering evidence

B. Review of the OSC's SSP

C. Overview of the assessment process

D. Examination of the artifacts for sufficiency

Answer: C

NEW QUESTION 32
The Advanced Level in CMMC will contain Access Control {AC) practices from:

A. Level 1.

B. Level 3.

C. Levels 1 and 2.
D. Levels 1,2, and 3.

Answer: C

NEW QUESTION 33
SC.L2-3 13.14: Control and monitor the use of VoIP technologies is marked as NOT APPLICABLE for an OSC's assessment. How does this affect the assessment
scope?

A. Any existing telephone system is in scope even if it is not using VolP technology.

B. An error has been made and the Lead Assessor should be contacted to correct the error.

C. VolIP technology is within scope, and it uses FIPS-validated encryption, so it does not need to be assessed.

D. VolIP technology is not used within scope boundary, so no assessment procedures are specified for this practice.

Answer: D

NEW QUESTION 37
An assessor is in Phase 3 of the CMMC Assessment Process. The assessor has delivered the final findings, submitted the assessment results package, and
provided feedback to the C3PAO and CMMC-AB. What must the assessor still do?

A. Determine level recommendation

B. Archive all assessment artifacts

C. Determine final practice pass/fail results

D. Archive or dispose of any assessment artifacts

Answer: D

NEW QUESTION 40
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?
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A. Performed in groups for more efficient use of resources

B. Recorded for inclusion in the Final Recommended Findings report

C. Confidential and non-attributable so interviewees can speak without fear of reprisal

D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 42
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people, processes, and technology that will be
applied to the contract who are requesting a CMMC Level assessment?

A. Host Unit

B. Branch Office

C. Coordinating Unit

D. Supporting Organization/Units

Answer: A

NEW QUESTION 43

The facilities manager for a company has procured a Wi-Fi enabled, mobile application- controlled thermostat for the server room, citing concerns over the inability
to remotely gauge and control the temperature of the room. Because the thermostat is connected to the company's FCI network, should it be assessed as part of
the CMMC Level 1 Self- Assessment Scope?

A. No, because itis OT

B. No, because it is an loT device

C.Ye

D. because it is a restricted IS

E. Yes, because it is government property

Answer: C

NEW QUESTION 46
A C3PAO Assessment Plan document captures the names of the interviewees, the facilities that will utilized, along with estimated costs and schedule of the
assessment. What part of the assessment plan is this?

A. Identify resources and schedule.

B. Select Assessment Team members.

C. Identify and manage assessment risks.

D. Select and develop the evidence collection approach.

Answer: A

NEW QUESTION 51
Which are guiding principles in the CMMC Code of Professional Conduct?

A. Objectivity, information integrity, and higher accountability

B. Objectivity, information integrity, and proper use of methods

C. Proper use of methods, higher accountability, and objectivity

D. Proper use of methods, higher accountability, and information integrity

Answer: A

NEW QUESTION 54

An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting Assessment Objects for AC.L1-3.1.1:
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) to determine
the adequacy of evidence provided by the OSC. Which Assessment Method does this activity fall under?

A. Test

B. Observe
C. Examine
D. Interview

Answer: C

NEW QUESTION 58

Which regulation allows for whistleblowers to sue on behalf of the federal government?
A. NISTSP 800-53

B. NISTSP 800-171

C. False Claims Act

D. Code of Professional Conduct

Answer: C

NEW QUESTION 61
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Which phase of the CMMC Assessment Process includes the task to identify, obtain inventory, and verify evidence?

A. Phase 1: Plan and Prepare Assessment

B. Phase 2: Conduct Assessment

C. Phase 3: Report Recommended Assessment Results

D. Phase 4: Remediation of Outstanding Assessment Issues

Answer: B

NEW QUESTION 63
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD

B. When the document is considered secret

C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 68
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.

B. Collect and examine evidence.

C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 73
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Glossary

B. CMMC Appendices

C. CMMC Assessment Process

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 74
The director of sales, in a meeting, stated that the sales team received feedback on some emails that were sent, stating that the emails were not marked correctly.
Which training should the director of sales refer the sales team to regarding information as to how to mark emails?

A. FBI CUI Introduction to Marking

B. NARA CUI Introduction to Marking

C. C3PAO CUI Introduction to Marking

D. CMMC-AB CUI Introduction to Marking

Answer: B

NEW QUESTION 76
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed MUST be the person who:

A. funds that practice.

B. audits that practice.

C. supports, audits, and performs that practice.

D. implements, performs, or supports that practice.

Answer: D

NEW QUESTION 78

When a conflict of interest is unavoidable, a CCP should NOT:
A. Inform their organization

B. Take action to minimize its impact

C. Disclose it to affected stakeholders

D. Conceal it from the Assessment Team lead

Answer: D

NEW QUESTION 83

Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)
B. Media Protection (MP)
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C. Asset Management (AM)
D. Configuration Management (CM)

Answer: D

NEW QUESTION 86
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels

Answer: B

NEW QUESTION 88
What is the LAST step when developing an assessment plan for an OSC?

A. Verify the readiness to conduct the assessment.

B. Perform certification assessment readiness review.

C. Update the assessment plan and schedule as needed
D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 92

Prior to initiating an OSC's CMMC Assessment, the Lead Assessor briefed the team on the most important requirements of the assessment. The assessor also
insisted that the same results of the findings summary, practice ratings, and Level recommendations must be submitted to the C3PAO for initial processes and
review. After several weeks of assessment, the C3PAO completes the internal review, the recommended results are then submitted through the C3PAO for final
quality review and rating approval. Which document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements

B. DFARS 52.204-21 assessment reporting requirements

C. NISTSP 800-171 Revision 2 assessment reporting requirements
D. DFARS clause 252.204-7012 assessment reporting requirements

Answer: A

NEW QUESTION 93

During a Level 2 Assessment, an OSC provides documentation that attests that they utilize multifactor authentication on nonlocal remote maintenance sessions.
The OSC feels that they have met the controls for the Level 2 certification. What additional measures should the OSC perform to fully meet the maintenance
requirement?

A. Connections for nonlocal maintenance sessions should be terminated when maintenance is complete.

B. Connections for nonlocal maintenance sessions should be unlimited to ensure maintenance is performed properly

C. The nonlocal maintenance personnel complain that restrictions slow down their response time and should be removed.

D. The maintenance policy states multifactor authentication must have at least two factors applied for nonlocal maintenance sessions.

Answer: A

NEW QUESTION 95

During an assessment, the Lead Assessor reviews the evidence for each CMMC in-scope practice that has been reviewed, verified, rated, and discussed with the
OSC during the daily reviews. The Assessment Team records the final recommended MET or NOT MET rating and prepares to present the results to the
assessment participants during the final review with the OSC and sponsor. As a part of this presentation, which document MUST include the attendee list,
time/date, location/meeting link, results from all discussed topics, including any resulting actions, and due dates from the OSC or Assessment Team?

A. Final log report

B. Final CMMC report

C. Final and recorded OSC CMMC report
D. Final and recorded Daily Checkpoint log

Answer: D

NEW QUESTION 99

A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have to inform the DoD?
A. 24 hours

B. 48 hours

C. 72 hours

D. 96 hours

Answer: C

NEW QUESTION 100
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Which document specifies the CMMC Level 1 practices that correspond to basic safeguarding requirements?

A. NIST SP 800-171

B. NIST SP 800-171b

C. 48 CFR 52.204-21

D. DFARS 252.204-7012

Answer: C

NEW QUESTION 103
A test or demonstration is being performed for the Assessment Team during an assessment. Which environment MUST the OSC perform this test or
demonstration?

A. Client

B. Production

C. Development
D. Demonstration

Answer: B

NEW QUESTION 105
An Assessment Team is conducting interviews with team members about their roles and responsibilities. The team member responsible for maintaining the
antivirus program knows that it was deployed but has very little knowledge on how it works. Is this adequate for the practice?

A. Yes, the antivirus program is available, so it is sufficient.

B. Yes, antivirus programs are automated to run independently.

C. No, the team member must know how the antivirus program is deployed and maintained.

D. No, the team member's interview answers about deployment and maintenance are insufficient.

Answer: C

NEW QUESTION 107

The Lead Assessor interviews a network security specialist of an OSC. The incident monitoring report for the month shows that no security incidents were reported
from OSC's external SOC service provider. This is provided as evidence for RA.L2-3.11.2: Scan for vulnerabilities in organizational systems and applications
periodically and when new vulnerabilities affecting those systems and applications are identified. Based on this information, the Lead Assessor should conclude
that the evidence is:

A. inadequate because it is irrelevant to the practice.

B. adequate because it fits well for expected artifacts.

C. adequate because no security incidents were reported.

D. inadequate because the OSC's service provider should be interviewed.

Answer: A

NEW QUESTION 109
A Level 2 Assessment was conducted for an OSC, and the results are ready to be submitted. Prior to uploading the assessment results, what step MUST the
C3PAO complete?

A. Pay an assessment submission fee.

B. Complete an internal review of the results.

C. Notify the CMMC-AB that submission is forthcoming.

D. Coordinate a final briefing between the Lead Assessor and the OSC.

Answer: B

NEW QUESTION 114
What is the MINIMUM required marking for a document containing CUI?

A. "CUI" must be placed in the header and footer of the document

B. "WCUI" must be placed in the header and footer of the document

C. Portion marks must be placed on all sections, parts, paragraphs, et

D. known to contain CUI

E. A cover page must be placed to obscure content with the acronym "CUI" prominently placed

Answer: A

NEW QUESTION 116

A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this process is being used to:
A. manage FCI.

B. process FCI.

C. transmit FCI.

D. generate FCI

Answer: C
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NEW QUESTION 118
While developing an assessment plan for an OSC. it is discovered that the certified assessor will be interviewing a former college roommate. What is the MOST
correct action to take?

A. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.

B. Inform the OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted team member.

C. Inform the OSC and the C3PAO of the possible conflict of interest but since it has been an acceptable amount of time since college, no conflict of interest exists,
and continue as planned.

D. Inform the OSC and the C3PAO of the possible conflict of interest, document the conflict and mitigation actions in the assessment plan, and if the mitigation
actions are acceptable, continue with the assessment.

Answer: D

NEW QUESTION 119
An OSC receives an email with "CUI//SP-PRVCY//FED Only" in the body of the message Which organization's website should the OSC go to identify what this
marking means?

A. NARA

B. CMMC-AB

C. DoD Contractors FAQ page

D. DoD 239.7601 Definitions page

Answer: A

NEW QUESTION 124
According to DFARS clause 252.204-7012, who is responsible for determining that Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent

B. The contractor who generated the information

C. The DoD agency for whom the contractor is performing the work
D. The military personnel assigned to the contractor for that purpose

Answer: C

NEW QUESTION 127
Which NIST SP defines the Assessment Procedure leveraged by the CMMC?

A. NIST SP 800-53
B. NISTSP800-53a
C. NIST SP 800-171
D. NISTSP800-171a

Answer: D

NEW QUESTION 132
Which statement BEST describes an assessor's evidence gathering activities?

A. Use interviews for assessing a Level 2 practice.

B. Test all practices or objectives for a Level 2 practice

C. Test certain assessment objectives to determine findings.

D. Use examinations, interviews, and tests to gather sufficient evidence.

Answer: D

NEW QUESTION 137
At which CMMC Level do the Security Assessment (CA) practices begin?

A. Level 1
B. Level 2
C. Level 3
D. Level 4

Answer: B

NEW QUESTION 140

How are the Final Recommended Assessment Findings BEST presented?

A. Using the CMMC Findings Brief template

B. Using a C3PAO-provided template that is preferred by the OSC

C. Using a C3PAO-branded version of the CMMC Findings Brief template

D. Using the proprietary template created by the Lead Assessor after approval from theC3PAO

Answer: A

NEW QUESTION 142
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