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NEW QUESTION 1
Which two third-party tools can an administrator use to deploy FortiClient? (Choose two.)

A. Microsoft Windows Installer
B. Microsoft SCCM
C. Microsoft Active Directory GPO
D. QR code generator

Answer: BC

NEW QUESTION 2
Refer to the exhibit.

Based on the settings shown in the exhibit which statement about FortiClient behavior is true?

A. FortiClient quarantines infected files and reviews later, after scanning them.
B. FortiClient blocks and deletes infected files after scanning them.
C. FortiClient scans infected files when the user copies files to the Resources folder
D. FortiClient copies infected files to the Resources folder without scanning them.

Answer: A

NEW QUESTION 3
Which two are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)

A. Separate host servers manage each site.
B. Licenses are shared among sites
C. The fabric connector must use an IP address to connect to FortiClient EMS.
D. It provides granular access and segmentation.

Answer: CD

NEW QUESTION 4
Which two statements about ZTNA destinations are true? (Choose two.)
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A. FottiClient ZTNA destinations use an existing VPN tunnel to create a secure connection.
B. FortiClient ZTNA destinations provides access through TCP forwarding.
C. FortiClient ZTNA destinations do not support a wildcard FQDN.
D. FortiClient ZTNA destination encryption is disabled by default.
E. FortiCIient ZTNA destination authentication is enabled by default.

Answer: CD

NEW QUESTION 5
In a ForliSandbox integration, what does the remediation option do?

A. Deny access to a tile when it sees no results
B. Alert and notify only
C. Exclude specified files
D. Wait for FortiSandbox results before allowing files

Answer: B

NEW QUESTION 6
Which security fabric component sends a notification to quarantine an endpoint after IOC detection in the automation process?

A. FortiAnalyzer
B. FortiClient
C. ForbClient EMS
D. Forti Gate

Answer: D

NEW QUESTION 7
Refer to the exhibit.

Based on the FortiClient logs shown in the exhibit which application is blocked by the application firewall?

A. Twitter
B. Facebook
C. Internet Explorer
D. Firefox

Answer: D

NEW QUESTION 8
Which three types of antivirus scans are available on FortiClient? (Choose three )

A. Proxy scan
B. Full scan
C. Custom scan
D. Flow scan
E. Quick scan

Answer: BCE

NEW QUESTION 9
Refer to the exhibit.
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An administrator has restored the modified XML configuration file to FortiClient and sees the error shown in the exhibit.
Based on the XML settings shown in the exhibit, what must the administrator do to resolve the issue with the XML configuration file?

A. The administrator must resolve the XML syntax error.
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B. The administrator must use a password to decrypt the file
C. The administrator must change the file size
D. The administrator must save the file as FortiClient-config conf.

Answer: A

NEW QUESTION 10
Refer to the exhibit.

Based on the settings shown in the exhibit, which action will FortiClient take when users try to access www facebook com?

A. FortiClient will allow access to Facebook.
B. FortiClient will block access to Facebook and its subdomains.
C. FortiClient will monitor only the user's web access to the Facebook website
D. FortiClient will prompt a warning message to want the user before they can access the Facebook website

Answer: B
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NEW QUESTION 10
Which component or device shares device status information through ZTNA telemetry?

A. FortiClient
B. FortiGate
C. FortiGate Access Proxy
D. FortiClient EMS

Answer: A

NEW QUESTION 13
A FortiClient EMS administrator is implementing additional security on FortiClient for compliance checks. Which tags can the administrator configure to detect
endpoints based on vulnerability severity levels? (Choose one answer)

A. Outbreak alert tags
B. Classification tags
C. Fabric tags
D. Security posture tags

Answer: D

NEW QUESTION 17
Exhibit.

Refer to the exhibits, which show the Zero Trust Tag Monitor and the FortiClient GUI status.
Remote-Client is tagged as Remote-User* on the FortiClient EMS Zero Trust Tag Monitor. What must an administrator do to show the tag on the FortiClient GUI?

A. Change the FortiClient EMS shared settings to enable tag visibility.
B. Change the endpoint alerts configuration to enable tag visibility.
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C. Update tagging rule logic to enable tag visibility.
D. Change the FortiClient system settings to enable lag visibility.

Answer: B

NEW QUESTION 20
Exhibit.

Based on the logs shown in the exhibit, why did FortiClient EMS tail to install FortiClient on the endpoint?

A. The FortiClient antivirus service is not running.
B. The Windows installer service is not running.
C. The remote registry service is not running.
D. The task scheduler service is not running.

Answer: D

NEW QUESTION 24
Refer to the exhibit, which shows FortiClient EMS deployment, profiles.

When an administrator creates a deployment profile on FortiClient EMS. which statement about the deployment profile is true?

A. Deployment-2 will upgrade FortiClient on both the AD group and workgroup.
B. Deployment-1 will install FortiClient on new AO group endpoints.
C. Deployment-2 will install FortiClient on both the AD group and workgroup.
D. Deployment-1 will upgrade FortiClient only on the workgroup.

Answer: A

NEW QUESTION 27
Which Fortinet solution can you integrate FortiClient with to use the single sign-on mobility agent (SSOMA) feature? (Choose one answer)

A. FortiAuthenticator
B. FortiSASE
C. FortiPAM
D. FortiNAC

Answer: A

NEW QUESTION 32
Exhibit.
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Based on the FortiClient logs shown in the exhibit, which endpoint profile policy is currently applied lo the ForliClient endpoint from the EMS server?

A. Fortinet-Training
B. Default configuration policy c
C. Compliance rules default
D. Default

Answer: A

NEW QUESTION 33
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that only Windows 10 is running.
B. The endpoint must satisfy that only AV software is installed and running.
C. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
D. The endpoint must satisfy that only Windows Server 2012 R2 is running.

Answer: CD
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NEW QUESTION 38
Which statement about FortiClient comprehensive endpoint protection is true?

A. It helps to safeguard systems from email spam
B. It helps to safeguard systems from data loss.
C. It helps to safeguard systems from DDoS.
D. lt helps to safeguard systems from advanced security threats, such as malware.

Answer: D

NEW QUESTION 41
Which two statements are true about the ZTNA rule? (Choose two.)

A. It applies security profiles to protect traffic
B. It applies SNAT to protect traffic.
C. It defines the access proxy.
D. It enforces access control.

Answer: AD

NEW QUESTION 45
Which statement about FortiClient enterprise management server is true?

A. It provides centralized management of FortiGate devices.
B. lt provides centralized management of multiple endpoints running FortiClient software.
C. It provides centralized management of FortiClient Android endpoints only.
D. It provides centralized management of Chromebooks running real-time protection

Answer: B

NEW QUESTION 48
Which two statements apply to FortiClient forensics analysis? (Choose two answers)

A. FortiClient sends an alert notification when malicious activity is triggered.
B. The administrator must request analysis for the desired endpoint.
C. The endpoint is quarantined until forensics is completed.
D. Forensics analysis features must be enabled in the system settings profile.

Answer: BD

NEW QUESTION 52
ZTNA Network Topology
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Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.
An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint information, however Remote-Client is not
showing up in the endpoint record list.
What is the cause of this issue?

A. Remote-Client has not initiated a connection to the ZTNA access proxy.
B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.
C. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.
D. Remote-Client failed the client certificate authentication.

Answer: D

NEW QUESTION 56
An administrator needs to connect FortiClient EMS as a fabric connector to FortiGate What is the prerequisite to get FortiClient EMS lo connect to FortiGate
successfully?

A. Import and verify the FortiClient EMS tool CA certificate on FortiGate.
B. Revoke and update the FortiClient client certificate on EMS.
C. Import and verify the FortiClient client certificate on FortiGate.
D. Revoke and update the FortiClient EMS root CA.

Answer: A

NEW QUESTION 59
Which two VPNtypes can a FortiClientendpoint user inmate from the Windows command prompt? (Choose two)

A. L2TP
B. PPTP
C. IPSec
D. SSL VPN

Answer: CD
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NEW QUESTION 63
An administrator has lost web access to the FortiClient EMS console, and the web page to access to the console is timing out.
How can the administrator gather information to investigate the issue? (Choose one answer)

A. Use the CLI diagnostic tool on the EMS server.
B. Download the webserver logs from the PostgreSQL server.
C. Use the diagnostic logs option from the FortiClient EMS GUI.
D. Download the log generator from the support site and run it on the EMS server.

Answer: A

NEW QUESTION 64
Refer to the exhibit.

Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?

A. Endpoints will be quarantined through EMS
B. Endpoints will be banned on FortiGate
C. An email notification will be sent for compromised endpoints
D. Endpoints will be quarantined through FortiSwitch

Answer: A

NEW QUESTION 69
Refer to the exhibit.
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Why is the user not able to access bbc.com? (Choose one answer)

A. The URL is blocked by the web filter endpoint profile.
B. The endpoint cannot resolve the URL FQDN.
C. FortiGuard servers are not reachable from the endpoint.
D. The application firewall is blocking Google Chrome.

Answer: C

NEW QUESTION 72
What is the function of the quick scan option on FortiClient?

A. It scans programs and drivers that are currently running, for threats
B. It performs a full system scan including all files, executable file
C. DLLs, and drivers for throats.
D. It allows users to select a specific file folder on their local hard disk drive (HDD), to scan for threats.
E. It scans executable file
F. DLLs, and drivers that are currently running, for threats.

Answer: B

NEW QUESTION 73
Which security attribute is verified during the SSL connection negotiation between FortiClient and FortiClient EMS to mitigate man-in-the-middle (MITM) attacks?
(Choose one answer)

A. serial number (SN)
B. common name (CN)
C. location (L)
D. organization (O)

Answer: B

NEW QUESTION 78
......
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