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NEW QUESTION 1
Refer to the exhibit.

RADIUS Server configuration
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On FortiGate, a RADIUS server is configured to forward authentication requests to FortiAuthenticator, which acts as a RADIUS proxy. FortiAuthenticator then
relays these authentication requests to a remote Windows AD server using LDAP.
While testing authentication using the CLI command diagnose test authserver. the administrator observed that authentication succeeded with PAP but failed when

using MS- CHAFV2.

Which two solutions can the administrator implement to enable MS-CHAPv2 authentication? (Choose two.)

A. Change the FortiGate authentication method to CHAP instead of MS-CHAPV2.
B. Enable Windows Active Directory domain authentication on FortiAuthenticator.
C. Enable RADIUS attribute filtering on FortiAuthenticator.
D. Configure FortiAuthenticator to use RADIUS instead of LDAP as the back-end authentication server

Answer: AD

NEW QUESTION 2

You are configuring FortiAuthenticator to integrate with FSSO for user identification. To enable FortiAuthenticator to extract user information from syslog messages

and inject it into FSSO, you have configured syslog matching rules.
What is the role of syslog matching rules in the process of injecting user information into FSSO?

A. To automatically update user group memberships in FSSO based on syslog events
B. To enforce user authentication policies based on syslog message contents
C. To define how syslog messages are parsed and extract user information, such as usernames and IP addresses

D. To filter and block irrelevant syslog messages from being processed by the FortiAuthenticator

Answer: C

NEW QUESTION 3
Refer to the exhibit.
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WTP profile configuration

config wireless-controller wtp-profile
edic *S231F"
config placform
set type 231F
nd
set handoff-rssi 30
set handoff-sta-thresh 30
set ap-counctry US
config radio-1l
set band 802.11n-2G
set wids-profile
set vap-all manual
Set vaps "StudencoOl”
set channel "1%" "¢g* "11*
end
config radio-2
set band 802.11ac-56G
set channel-bonding 40MHZ

Sét darrp eénable
set arrp-profile "arrp-default®
set vap-all manual
set vaps "StudentOl®
set channel "36" "44% "52°"
vd
config radio-3
set mode disabled
nd

a
=

L

end

"default-wids-apscan-enabled”

set wids-profile "default-wids-apscan-enabled"

Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area. The first AP has 32 clients associated with the 5 GHz radios and 22 clients
associated with the 2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.
A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength. The second AP measures the

new client at -43 dBm signal strength.
If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?

A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

B. The first AP 5 GHz interface because it has a stronger signal.

C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
D. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

Answer: C

NEW QUESTION 4

When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?
A. Traffic is sent to an access VLAN.

B. Traffic is assigned to the native VLAN.

C. Traffic is sent as untagged traffic.
D. Traffic is sent to an allowed VLAN.
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Answer: A

NEW QUESTION 5
Refer to the exhibit.

Network Topology
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Firewall policy settings
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Review the exhibits to analyze the network topology, SSID settings, and firewall policies.

FortiGate is configured to use an external captive portal for authentication to grant access to a wireless network. During testing, it was found that users attempting
to connect to the SSID cannot access the captive portal login page.

What configuration change should be made to resolve this issue to allow users to access the captive portal?

A. Change the SSID security mode to WPA2-Enterprise for authentication.

B. Disable HTTPS redirection for the captive portal authentication page.

C. Exclude FortiAuthenticator and Windows AD address objects from filtering.

D. A firewall policy allowing Guest SSID traffic to reach FortiAuthenticator and Windows AD.

Answer: D

NEW QUESTION 6
What is the expected behavior when enabling auto TX power control on a FortiAP interface?

A. FortiGate monitors the signal strength of nearby AP interfaces and adjusts its own transmit power every 30 seconds to match the signal strength of the adjacent
AP

B. FortiGate measures the signal strength of nearby FortiAP interfaces every 30 seconds and adjusts their transmit power to ensure they remain detectable at -70

dBm.

C. FortiGate periodically measures the signal strength of the weakest associated client and adjusts the AP radio power to align with the detected signal strength of
that client.

D. The AP periodically evaluates the signal strength of its own transmission from the client perspective and adjusts its power to ensure the signal is detected at -70
dBm.

Answer: C

NEW QUESTION 7
FortiGate has been added to FortiAlOps for management.

3 »
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Which step must be performed on FortiAlOps to add a FortiSwitch device connected to the recently added FortiGate?
A. Add the FortiSwitch device by submitting its serial number.

B. FortiAlOps requires that the FortiSwitch IP address is submitted.

C. FortiSwitch is added automatically.

D. Configure the FortiSwitch IP address, user ID, and password

Answer: C

NEW QUESTION 8
Refer to the exhibits.
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A set of SSID profiles has been configured on FortiManager, and an AP profile has been assigned to a group of AP managed by FortiGate. However, none of the
designated SSIDs are being broadcast by these APs.
Which configuration change is required to make the APs broadcast these SSIDs as intended?

A. Adjust the AP profile to ensure all SSIDs are configured in a supported mode, either bridge or tunnel, but not a mix of both.
B. Change the AP profile to use a platform that supports the configured mix of SSIDs.

C. Choose Manual in the SSIDs setting and select the SSIDs to broadcast.

D. Set the Transmit Power Mode to Auto.

Answer: C
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NEW QUESTION 9
Refer to the exhibits.
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FortiGate VLAN AP settings

config system interface
edit "APs"
set vdom "root"
set ip 10.10.100.2549 255.255.255.0
set allowaccess ping
set alias "AP Management®
set device-identification enable
set role lan
set snmp-index 118
set i1p-managed-by-fortiipam disable
set interface "fortilink"
set vlanid 100
next
end

DHCP configuration

config system dhcp server
edic 7
set dns-service default
set default-~gateway 10.10.100.254
set netmask 255.255.255.0
set interface "APa"
config ip-range
edic 1
set start-ip 10.10.100.1
set end-ip 10.10.100.253
nextc
end
next
end
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FortiSwitch port1 VLAN AP assignment
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A FortiSwitch is successfully managed by a FortiGate. FortiAP is connected to portl of the managed FortiSwitch. On FortiGate, the VLAN AP is configured to
detect and manage FortiAP, along with a DHCP server for the VLAN AP. Additionally, the VLAN AP is assigned to portl of FortiSwitch. However. FortiGate is
unable to detect or manage FortiAP.

Which FortiGate misconfiguration is preventing the detection of FortiAP?

A. Security Fabric is disabled in the administrative access options of the VLAN.
B. The FortiAP firmware is incompatible with the FortiGate firmware version.
C. The VLAN is not tagged correctly on the FortiSwitch uplink port.

D. The CAPWAP ports (UDP 5246 and 5247) are not open on FortiGate.

Answer: A

NEW QUESTION 10
Which VLAN is used by FortiGate to place devices that fail to match any configured NAC policies? CRSPAN

A. NAC

B. segment

C. Quarantine
D. Onboarding

Answer: D

NEW QUESTION 10
In a Windows environment using AD machine authentication, how does FortiAuthenticator ensure that a previously authenticated device is maintaining its network
access once the device resumes operating after sleep or hibernation?

A. It temporarily assigns the device to a guest VLAN until full reauthentication is completed.
B. It sends a wake-on-LAN packet to trigger reauthentication.

C. It uses machine authentication based on the device IP address.

D. It caches the MAC address of authenticated devices for a configurable period of time.

Answer: D

NEW QUESTION 11

Connectivity tests are being performed on a newly configured VLAN. The VLAN is configured on a FortiSwitch device that is managed by FortiGate. During testing,
it is observed that devices within the VLAN can successfully ping FortiGate. and FortiGate can also ping these devices.

Inter-VLAN communication is working as expected. However, devices within the same VLAN are unable to communicate with each other.

What could be causing this issue?

A. Access VLAN is enabled on the VLAN.

B. The FortiSwitch MAC address table is missing entries.
C. The FortiGate ARP table is missing entries.

D. The native VLAN configured on the ports is incorrect.

Answer: A

NEW QUESTION 16

A FortiSwitch is not appearing in the FortiGate management interface after being connected via FortiLink. What could be a first troubleshooting step?
A. Ensure that the FortiGate security policies allow traffic from the FortiSwitch.

B. Manually assign a static IP to the FortiSwitch.

C. Verify that FortiGate device DHCP server is assigning an IP to the FortiSwitch.

D. Ensure the FortiSwitch has internet access.

Answer: C
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NEW QUESTION 18
Which statement about generating a certificate signing request (CSR) for a CER certificate is true?

A. Inaccurate or missing fields in the CSR will prevent the CA from validating the request, leading to the rejection of the certificate and possible delays in the
deployment process.

B. If key fields like the common name (CN) and organization (O) are incorrect, the certification authority (CA) will still issue the certificate, but it may not be trusted
by certain applications or systems that rely on accurate field information for validation.

C. CSR fields are primarily used for internal recordkeeping by the requesting organization, and only the public key in the CSR must be accurate for successful
certificate signing.

D. The fields in the CSR are primarily for documentation purposes; any missing or incorrect information will be automatically corrected by the CA during the signing
process.

Answer: A

NEW QUESTION 21
Refer to the exhibits.

SSL-VPN settings

SSL-VPN Settings

Connection Settings ©

Enable SSL-VPN L &
Listen on Interface(s) = port2 x
+
Listen on Port 10443 *
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Server Certificate &% vpn v

Redirect HTTP to SSLVPN O
Restrict Access Limit access to specific hosts
idle Logout L
Inactive For 300 - Seconds
Require Client Certificate €
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Real-Time debug output

FortiGate $ diagnose debug application fnbamd -1
Debug messages will be on for 30 minutes.

FortiGate 2 diagnose debug enable

FortiGate # [2341] handle_reg-Rcvd auth_cert req id=1288058918, len=1104, opt=0
[948)  cert auth ctx init-req id=1288058918, opt=0

[103] _ cert _chg st- "Init’

[140]) fnbamd cert_ locad certs_from req-1 cert(s) in req.

[99] _ _cert_chg_st- 'Init' -> 'Chain-Build'

[683] _ cert_build chain-req_id=12880589518

[200] fnbamd chain build-Chain discovery, opt Oxl17, cur total 1

[216] fnbamd chain build-Following depth 0

[271] fnbamd_chain_build-Extend chain by system trust store. (no luck)
[283] fnbamd_chain_build-Extend chain by remote CA cache. (no luck)
[99] _ cert chg _st- °'Chain-Build' =-> 'CA-Query’

[777] __cert_ca_query-req 1d=1288058918

[769]) fnbamd need CA_ query-Do CA query?0

[793] _ cert _ca_query do_next-req i1d=1288058918

[99] _ _cert_chg_st- 'CA-Query' =-> 'Validation'

[804] _ cert verify-req 1d=12880589518

[805) _ cert verify-Chain is not complete.

[200) fnbamd chain_build-Chain discovery, opt O0x7, cur total 1

[216] fnbamd chain_build-Following depth 0

[271) fnbamd chain_build-Extend chain by system trust store. (no luck)
[283] fnbamd chain build-Extend chain by remote CA cache. (no luck)

Real-Time debug output

[39€]) fnbamd cert_verify-Chain number:1

[410] fnbamd cert verify-Following cert chain depth 0

[67€] fnbamd cert check group list-checking group with name 'SSLVPN'

[450] _ check_add peer-check 'student'

[460] _ quick_check_peer-CA does not match.

[458] _ check add peer-'student' check ret:bad

(193] _ get_default ocsp ctx-def ocsp ctx=(nil), no_ocsp_query=0, ocsp_enabled=0
[841) _ cert_verify do_next-reqg id=1288058918

[99] _ cert_chg st~ 'Validation' -> 'Done’

[BBé] __cﬂrt_dana—raq_id=1238053513

[1652] fnbamd auth session_done-Session done, i1d=1288058918

[931] _ fnbamd cert_auth_run-Exit, req 1d=1288058518

[1689] create_auth cert session-fnbamd cert_ auth_init returns 0, 1d=128805895186
[1608] auth_cert success-id=1288058918

[1031] fnbamd cert_auth_copy_cert_status-req id=1288058918

[833] fnbamd cert check matched groups-checking group with name 'SSLVPN'

[9503] fnbamd cert_check matched groups-not matched

[1070) fnbamd cert_auth_copy_cert_status-Leaf cert status is unchecked.

[1087] fnbamd cert_ auth_copy cert_ status-Issuer of cert depth 0 is not deteced in CMDB.
[1158] fnbamd cert_auth_copy cert_status-Cert st 2040, req id=1288058918

[217] fnbamd comm send result-Sending result 0 (nid 672) for req 1288058918, len=2144
[1553] destroy auth cert session-id=1288058918

[1004] £nbamd cert_ auth uninit-req id=1288058918

Which include debug output and SSL VPN configuration details.

An SSL VPN has been configured on FortiGate. To enhance security, the administrator enabled Required Client Certificate in the SSL VPN settings. However,
when a user attempts to connect, authentication fails.

Which configuration change is needed to fix the issue and allow the user to connect?

A. Enable Redirect HTTP to SSL-VPN on the SSL VPN configuration page.
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B. Import the CA that signed the SSL VPN Server Certificate to FortiGate.
C. Set the user certificate as the Server Certificate on the SSL VPN configuration page.
D. Import the CA that signed the user certificate to FortiGate.

Answer: D

NEW QUESTION 23

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and authorizes them. However, the APs

remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them.

What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

B. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.

C. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.
D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Answer: B

NEW QUESTION 28
Refer to the exhibits.

FortiAuthenticator

Interface Status

Interface: portl

Status: o

IP Address / Netmask

|Pwd: 10:0.1.150/255 255 255.0

|Pwé:

Admin access:

& S5H (TCP/22)

HTTPS (TCP/443)
€0 CUI(TCP/443)
& REST API [/api/)
& Fabric (Yapi/v1/fabric/)
B SNMP (UDP/141)
& HTTP(TCP/BO)

Services: &) HTTPS (TCP/443)
7 Legacy Self-service Portal (/login/)
) Captive Portals (/guests, /portal)
& SAML IdP [/saml-idp)
& SAML 5P 550 (/saml-sp, /login/sami-auth)
& Kerberos 550 (/login/kerb-auth)
& SCEP [fapp/eertfscep)
0 CRL Downloads [fapp/cert/crl)
B CMP [fapp/eert/emp2/)
”h' & FortiToken Maobile API (fapi/v1/pushauthresp, fapi/v1/transfertoken)
i OAuth Service (fapi/vl/oauth, /api/vl/pushpoll, /guests. /portal)
& HTTP (TCP/80)
&) SCEP [fapp/cert/scep)
& CRL Downloads [fapp/cert/cr)
® CMP [fapp/eert/cmpZ/)
B SAML IdP metadata (/saml-idp)
& Kerberos S50 (flogin/kerb-auth)
i RADIUS Accounting Monitor (UDP/1646)
& RADIUS Auth (UDP/1B12)
P RADIUS Accounting 550 (UDP/1B13)
B RADSEC (TCP/2083)
B TACACS+ Auth (TCP/49)
£ LDAPTCPIIRS)
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FortiAuthenticator SS0O Methods

Edit Fortinet Single Sign-0On Methods

Maximum concurrent user sessions: 0 Fine-grained control

& Windows event log polling (e.g. domain controllers/Exchange servers) Confegrare Events
& DNS lookup to get IP from workstation name
® Directly use domain DMS suffix in lookup
& Reverse DNS lookup to get workstation name from P
® Do one more DMS lookup to get full list of IPs after reverse lookup of workstation name
B Include account name ending with $ (usually compuler account]
» FortiNAC 550 FortiNAC sources
& RADIUS Accounting S50 clients
i Syslog 550 Syslog sources
¥ Allow TLS encryption
P FortiClient 550 Maobility Agent Service
P Hierarchical F550 tiering
B DC/TS Agent Clients

FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting S50 Client

Name [RADwUS-$50 |
Cliert name/IP 100110
Secrel sssssans

Description
SSO user type External @
Local users @

# Remolte users o WirddowsAD (100 1100 ~

& Strip ol prehx or suthx from username i any
»

Use 3 different attribute to search for Lhe user in the remole LDAP server (instead of the usermmame attribute specihed in the remote LDAP server
seltings)

P Use the prefix or suffix supplied in the username a3 the domain (instead of the domain specihed in the remote LDAP server settings)

RADIUS Attributes

Lsérmame atinbute Ukprr-Maand Pr—— 8 -
Client IPv4 attnibute br ared-1P-Addr o Brgmae Defagit
Client IPvH attribute Framed-IPvé- Adkdios Eioarse Cefput

User group attribute Fortiet-Croup- Name  Ie——— O af acit

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.

Answer: A

NEW QUESTION 29
You've configured the FortiLink interface, and the DHCP server is enabled by default.
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config system dhcp server
edit 1
set ntp-service local
set default-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1
set start-ip 169.254.1.2
set end-ip 169.254.1.254
next
end
set vci-match enable
set vci-string "FortiSwitch" "FortiExtender"
next
end

The resulting DHCP server settings are shown in the exhibit. What is the role of the vci-string setting in this configuration?
A. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices.

B. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname.

C. To connect, devices must match the VCI string; otherwise, they will not receive an IP address.

D. To reserve IP addresses for FortiSwitch and FortiExtender devices.

Answer: C

NEW QUESTION 32
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