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NEW QUESTION 1
An organization's sales representative is tasked with entering FCI data into various fields within a spreadsheet on a company-issued laptop. This laptop is an FCI
Asset being used to:

A. process and transmit FCI.
B. process and organize FCI.
C. store, process, and transmit FCI.
D. store, process, and organize FCI.

Answer: C

NEW QUESTION 2
After completing a Level 2 Assessment, a C3PAO is preparing to upload the Assessment Results Package to Enterprise Mission Assurance Support Service.
Which document MUST be included as part of the final assessment results package?

A. Final Report

B. Certification rating

C. Summary-level findings
D. All Daily Checkpoint logs

Answer: A

NEW QUESTION 3
When assessing SI.L2-3.14.6: Monitor communications for attack, the CCA interviews the person responsible for the intrusion detection system and examines
relevant policies and procedures for monitoring organizational systems. What would be a possible next step the CCA could conduct to gather sufficient evidence?

A. Conduct a penetration test

B. Interview the intrusion detection system's supplier.

C. Upload known malicious code and observe the system response.

D. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion detection and prevention systems.

Answer: D

NEW QUESTION 4
During the assessment process, who is the final interpretation authority for recommended findings?

A. C3PAO

B. CMMC-AB

C. OSC sponsor

D. Assessment Team Members

Answer: A

NEW QUESTION 5
In the CMMC Model, how many practices are included in Level 1?

A. 15 practices
B. 17 practices
C. 72 practices
D. 110 practices

Answer: B

NEW QUESTION 6
The practices in CMMC Level 2 consist of the security requirements specified in:

A. NIST SP 800-53

B. NIST SP 800-171

C. 48 CFR 52.204-21

D. DFARS 252.204-7012

Answer: B

NEW QUESTION 7

Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)

B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)

C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (I1A)

D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (1A)

Answer: C
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NEW QUESTION 8
Which standard and regulation requirements are the CMMC Model 2.0 based on?

A. NIST SP 800-171 and NIST SP 800-172

B. DFARS, FIPS 100, and NIST SP 800-171

C. DFARS, NIST, and Carnegie Mellon University

D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A

NEW QUESTION 9
In scoping a CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP employee considered?

A. In scope

B. Out of scope

C. OSC point of contact

D. Assessment Team Member

Answer: A

NEW QUESTION 10
When scoping the organizational system, the scope of applicability for the cybersecurity CUI practices applies to the components of:

A. federal systems that process, store, or transmit CUI.

B. nonfederal systems that process, store, or transmit CUI.
C. federal systems that process, store, or transmit CU

D. or that provide protection for the system components.
E. nonfederal systems that process, store, or transmit CU
F. or that provide protection for the system components.

Answer: D

NEW QUESTION 10
What is DFARS clause 252.204-7012 required for?

A. All DoD solicitations and contracts

B. Solicitations and contracts that use FAR part 12 procedures

C. Procurements solely for the acquisition of commercial off-the-shelf

D. Commercial off-the-shelf sold in the marketplace without modifications

Answer: A

NEW QUESTION 13
What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.

B. Conduct interviews to test process implementation knowledge.

C. Determine the one-to-one relationship between a practice and an assessment object.

D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D

NEW QUESTION 16

When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:
A. have a security clearance.

B. be a senior person in the company.

C. demonstrate expertise on the CMMC requirements.

D. provide clarity and understanding of their practice activities.

Answer: D

NEW QUESTION 17

As defined in the CMMC-AB Code of Professional Conduct, what term describes any contract between two legal entities?
A. Union

B. Accord

C. Alliance

D. Agreement

Answer: D

NEW QUESTION 18
Which statement BEST describes the requirements for a C3PAQ?
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A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements.

B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements.

C. AC3PAO must be accredited by DoD before being able to conduct assessments.

D. A C3PAO must be authorized by CMMC-AB before being able to conduct assessments.

Answer: D

NEW QUESTION 20
During a Level 2 Assessment, the OSC has provided an inventory list of all hardware. The list includes servers, workstations, and network devices. Why should
this evidence be sufficient for making a scoring determination for AC.L2-3.1.19: Encrypt CUI on mobile devices and mobile computing platforms?

A. The inventory list does not specify mobile devices.

B. The interviewee attested to encrypting all data at rest.

C. The inventory list does not include Bring Your Own Devices.

D. The DoD has accepted an alternative safeguarding measure for mobile devices.

Answer: A

NEW QUESTION 24
Which statement BEST describes the key references a Lead Assessor should refer to and use the:

A. DoD adequate security checklist for covered defense information.

B. CMMC Model Overview as it provides assessment methods and objects.

C. safeguarding requirements from FAR Clause 52.204-21 for a Level 2 Assessment.

D. published CMMC Assessment Guide practice descriptions for the desired certification level.

Answer: D

NEW QUESTION 25
In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print physical copies of digital FCI.
What technical control can be used to limit multi-function device (MFD) access to only the systems authorized to access the MFD?

A. Virtual LAN restrictions

B. Single administrative account

C. Documentation showing MFD configuration

D. Access lists only known to the IT administrator

Answer: A

NEW QUESTION 30
Who is responsible for ensuring that subcontractors have a valid CMMC Certification?

A. CMMC-AB

B. OUSD A&S

C. DoD agency or client
D. Contractor organization

Answer: D

NEW QUESTION 34
Who is responsible for identifying and verifying Assessment Team Member qualifications?

A. C3PAO

B. CMMC-AB

C. Lead Assessor

D. CMMC Marketplace

Answer: C

NEW QUESTION 39
Which assessment method compares actual-specified conditions with expected behavior?

A. Test

B. Examine
C. Compile
D. Interview

Answer: A

NEW QUESTION 43

An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting Assessment Objects for AC.L1-3.1.1:
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) to determine

the adequacy of evidence provided by the OSC. Which Assessment Method does this activity fall under?

A. Test
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B. Observe
C. Examine
D. Interview

Answer: C

NEW QUESTION 48
Validation of findings is an iterative process usually performed during the Daily Checkpoints throughout the entire assessment process. As a validation activity, why
are the preliminary findings important?

A. It allows the OSC to comment and provide additional evidence.

B. It determines whether the OSC will be rated MET or NOT MET on their assessment.

C. It confirms that the Assessment Team's findings are right and cannot be changed.

D. It corroborates the Assessment Team's understanding of the CMMC practices and controls.

Answer: A

NEW QUESTION 49
Which entity requires that organizations handling FCI or CUI be assessed to determine a required Level of cybersecurity maturity?

A. DoD
B. CISA
C. NIST
D. CMMC-AB

Answer: A

NEW QUESTION 52
The results package for a Level 2 Assessment is being submitted. What MUST a Final Report. CMMC Assessment Results include?

A. Affirmation for each practice or control

B. Documented rationale for each failed practice

C. Suggested improvements for each failed practice

D. Gaps or deltas due to any reciprocity model are recorded as met

Answer: B

NEW QUESTION 56
Two network administrators are working together to determine a network configuration in preparation for CMMC. The administrators find that they disagree on a
couple of small items. Which solution is the BEST way to ensure compliance with CMMC?

A. Consult with the CEO of the company.

B. Consult the CMMC Assessment Guides and NIST SP 800-171.

C. Go with the network administrator's ideas with the least stringent controls.
D. Go with the network administrator's ideas with the most stringent controls.

Answer: B

NEW QUESTION 57
An assessor needs to get the most accurate answers from an OSC's team members. What is the BEST method to ensure that the OSC's team members are able
to describe team member responsibilities?

A. Interview groups of people to get collective answers.

B. Understand that testing is more important that interviews.

C. Ensure confidentiality and non-attribution of team members.

D. Let team members know the questions prior to the assessment.

Answer: C

NEW QUESTION 59
Two assessors cannot agree if a certain practice should be rated as MET or NOT MET. Who should they consult to determine the final interpretation?

A. C3PAO

B. CMMC-AB

C. Lead Assessor

D. Quality Assurance Assessor

Answer: C

NEW QUESTION 61

Which training is a CCl authorized to deliver through an approved CMMC LTP?
A. CMMC-AB approved training

B. DoD DFARS and CMMC-AB approved training
C. NARA CuUI training and CMMC-AB approved training
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D. DoD DFARS, NARA CUI, and CMMC-AB approved training

Answer: A

NEW QUESTION 64
The director of sales, in a meeting, stated that the sales team received feedback on some emails that were sent, stating that the emails were not marked correctly.
Which training should the director of sales refer the sales team to regarding information as to how to mark emails?

A. FBI CUI Introduction to Marking

B. NARA CUI Introduction to Marking

C. C3PAO CUI Introduction to Marking

D. CMMC-AB CUI Introduction to Marking

Answer: B

NEW QUESTION 66
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed MUST be the person who:

A. funds that practice.

B. audits that practice.

C. supports, audits, and performs that practice.

D. implements, performs, or supports that practice.

Answer: D

NEW QUESTION 67
What is objectivity as it applies to activities with the CMMC-AB?

A. Ensuring full disclosure

B. Reporting results of CMMC services completely

C. Avoiding the appearance of or actual, conflicts of interest

D. Demonstrating integrity in the use of materials as described in policy

Answer: C

NEW QUESTION 71
Which document is the BEST source for descriptions of each practice or process contained within the various CMMC domains?

A. CMMC Glossary

B. CMMC Appendices

C. CMMC Assessment Process

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 75
While conducting a CMMC Level 2 Assessment, the Lead Assessor determines that the OSC has badge readers, pin code pads, and keys for various access
points as well as documentation to demonstrate meeting the practice. Which CMMC practice has the OSC MET?

A. PE.L1-3.10.5: Control and manage physical access devices

B. MP.L2-3.8.5: Mark media with necessary CUI markings and distribution limitations

C. S1.L2-3.14.3: Monitor system security alerts and advisories and take action in response

D. PS.L2-3.9.2: Ensure that organizational systems containing CUI are protected duringand after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 76
A CCP is on their first assessment for CMMC Level 2 with an Assessment Team and is reviewing the CMMC Assessment Process to understand their
responsibilities. Which method gathers information from the subject matter experts to facilitate understanding and achieve clarification?

A. Test

B. Examine

C. Interview

D. Assessment

Answer: C

NEW QUESTION 78
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels
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Answer: B

NEW QUESTION 80
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. Have a security clearance

B. Be a senior person in the company

C. Demonstrate expertise on the CMMC requirements

D. Provide clarity and understanding of their practice activities

Answer: D

NEW QUESTION 83
What is the LAST step when developing an assessment plan for an OSC?

A. Verify the readiness to conduct the assessment.

B. Perform certification assessment readiness review.

C. Update the assessment plan and schedule as needed
D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 88

When assessing Sl.L1-3.14.2: Provide protection from malicious code at appropriate locations within organizational information systems, evidence shows that all of
the OSC's workstations and servers have antivirus software installed for malicious code protection. A centralized console for the antivirus software management is
in place and records show that all devices have received the most updated antivirus patterns. What is the BEST determination that the Lead Assessor should
reach regarding the evidence?

A. It is sufficient, and the audit finding can be rated as MET.

B. It is insufficient, and the audit finding can be rated NOT MET.

C. ltis sufficient, and the Lead Assessor should seek more evidence.
D. It is insufficient, and the Lead Assessor should seek more evidence.

Answer: A

NEW QUESTION 89
Which assessment method describes the process of reviewing, inspecting, observing, studying, or analyzing assessment objects (i.e., specification, mechanisms,
activities)?

A. Test

B. Assess
C. Examine
D. Interview

Answer: C

NEW QUESTION 92
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A."In the SS

B. within the asset inventory, and in the network diagranY’
C. "Within the hardware inventory, data (low diagram, and in the network diagram"

D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS

F. within the base inventory, and in the proposal response

Answer: A

NEW QUESTION 93
The Advanced Level in CMMC will contain Access Control (AC) practices from:

A. Level 1

B. Level 3

C. Levels1and?2

D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 98

A CMMC Assessment Team arrives at an OSC to begin a CMMC Level 2 Assessment. The team checks in at the front desk and lets the receptionist know that
they are here to conduct the assessment. The receptionist is aware that the team is arriving today and points down a hallway where the conference room is. The
receptionist tells the Lead Assessor to wait in the conference room. as someone will be there shortly. The receptionist fails to check for credentials and fails to
escort the team. The receptionist's actions are in direct violation of which CMMC practice?
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A. PE.L1-3.10.3: Escort visitors and monitor visitor activity

B. PE.L1-3.10.5: Control and manage physical access devices

C. PS.L2-3.9.1; Screen individuals prior to authorizing access to organizational systems containing CUI

D. PS.L2-3 9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 99

During an assessment, the Lead Assessor reviews the evidence for each CMMC in-scope practice that has been reviewed, verified, rated, and discussed with the
OSC during the daily reviews. The Assessment Team records the final recommended MET or NOT MET rating and prepares to present the results to the
assessment participants during the final review with the OSC and sponsor. As a part of this presentation, which document MUST include the attendee list,
time/date, location/meeting link, results from all discussed topics, including any resulting actions, and due dates from the OSC or Assessment Team?

A. Final log report

B. Final CMMC report

C. Final and recorded OSC CMMC report
D. Final and recorded Daily Checkpoint log

Answer: D

NEW QUESTION 103
A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have to inform the DoD?

A. 24 hours
B. 48 hours
C. 72 hours
D. 96 hours

Answer: C

NEW QUESTION 107
A Lead Assessor is preparing to conduct a Readiness Review during Phase 1 of the Assessment Process. How much evidence MUST be gathered for each
practice?

A. A sufficient amount

B. At least 2 Assessment Objects

C. Evidence that is deemed adequate

D. Evidence to support at least 2 Assessment Methods

Answer: A

NEW QUESTION 112
A Level 2 Assessment was conducted for an OSC, and the results are ready to be submitted. Prior to uploading the assessment results, what step MUST the
C3PAO complete?

A. Pay an assessment submission fee.

B. Complete an internal review of the results.

C. Notify the CMMC-AB that submission is forthcoming.

D. Coordinate a final briefing between the Lead Assessor and the OSC.

Answer: B

NEW QUESTION 114
A Level 2 Assessment of an OSC is winding down and the final results are being prepared to present to the OSC. When should the final results be delivered to the
osc?

A. At the end of every day of the assessment

B. Daily and during a final separately scheduled review

C. Either at the final Daily Checkpoint, or during a separately scheduled findings and recommendation review
D. Either after approval from the C3PA

E. or during a separately scheduled final recommended findings review

Answer: C

NEW QUESTION 119

In accordance with NARA directives and Chapter 33 of Title 44 (Records Management Directive), which types of data MUST have policies and procedures for
disposal?

A. All recorded digital documents

B. All digital and recorded paper documents

C. All digital documents and recorded media

D. All recorded information, regardless of form or characteristics

Answer: D

NEW QUESTION 121
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An OSC has requested a C3PAO to conduct a Level 2 Assessment. The C3PAO has agreed, and the two organizations have collaborated to develop the
Assessment Plan. Who agrees to and signs off on the Assessment Plan?

A. OSC and Sponsor

B. OSC and CMMC-AB

C. Lead Assessor and C3PAO

D. C3PAO and Assessment Official

Answer: C

NEW QUESTION 125
A Lead Assessor is ensuring all actions have been completed to conclude a Level 2 Assessment. The final Assessment Results Package has been properly
reviewed and is ready to be uploaded. What other materials is the Lead Assessor responsible for maintaining and protecting?

A. Any additional notes and information from the Assessment

B. A final assessment plan, and a Quality Control report from C3PAO

C. A final assessment plan, and a letter from the Lead Assessor explaining the process

D. A final assessment plan, a letter from the Lead Assessor explaining the results, and a Quality Control report from C3PAO

Answer: A

NEW QUESTION 128
The IT manager is scoping the company's CMMC Level 1 Self-Assessment. The manager considers which servers, laptops. databases, and applications are used
to store, process, or transmit FCI. Which asset type is being considered by the IT manager?

A.ESP

B. People

C. Facilities
D. Technology

Answer: D

NEW QUESTION 132
Which document is the BEST source for determining the sources of evidence for a given practice?

A. NISTSP 800-53

B. NISTSP 800-53A

C. CMMC Assessment Scope
D. CMMC Assessment Guide

Answer: D

NEW QUESTION 134
An assessor has been working with an OSC's point of contact to plan and prepare for their upcoming assessment. What is one of the MOST important things to
remember when analyzing requirements for an assessment?

A. Scoping an assessment is easy and worry-free.

B. The initial plan cannot be changed once agreed upon.

C. There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-magnitude.
D. Assessors need to continuously review and update the requirements and plan for the assessment as information is gathered.

Answer: D

NEW QUESTION 139
According to DFARS clause 252.204-7012, who is responsible for determining that Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent

B. The contractor who generated the information

C. The DoD agency for whom the contractor is performing the work
D. The military personnel assigned to the contractor for that purpose

Answer: C

NEW QUESTION 144

A Lead Assessor and an OSC's Assessment Official have agreed to have the Assessment results presented during the final Daily Checkpoint of the OSC's CMMC
Level 2 Assessment. Which document MUST the Lead Assessor use to present assessment findings to the OSC?

A. CMMC POA&M Brief

B. CMMC Findings Brief

C. CMMC Assessment Tracker Tool

D. CMMC Recommended Findings template

Answer: B

NEW QUESTION 145
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In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract

B. The unit to which a CMMC Level is applied for each contract

C. The teams, services, and technologies that provide support to a Host Unit

D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 146

When executing a remediation review, the Lead Assessor should:
A. help OSC to complete planned remediation activities.

B. plan two consecutive remediation reviews for an OSC.
C. submit a delta assessment remediation package for C3PAQO's internal quality review.

D. validate that practices previously listed on the POA&M have been removed on an updated Risk Assessment.

Answer: C

NEW QUESTION 151

How are the Final Recommended Assessment Findings BEST presented?

A. Using the CMMC Findings Brief template

B. Using a C3PAO-provided template that is preferred by the OSC

C. Using a C3PAO-branded version of the CMMC Findings Brief template

D. Using the proprietary template created by the Lead Assessor after approval from theC3PAO

Answer: A

NEW QUESTION 156
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