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NEW QUESTION 1
Which step is necessary to ensure an organization is using the inline cloud analysis features in its Advanced Threat Prevention subscription?

A. Disable anti-spyware to avoid performance impacts and rely solely on external threat intelligence.
B. Enable SSL decryption in Security policies to inspect and analyze encrypted traffic for threats.
C. Update or create a new anti-spyware security profile and enable the appropriate local deep learning models.
D. Configure Advanced Threat Prevention profiles with default settings and only focus on high-risk traffic to avoid affecting network performance.

Answer: C

NEW QUESTION 2
Which set of practices should be implemented with Cloud Access Security Broker (CASB) to ensure robust data encryption and protect sensitive information in
SaaS applications?

A. Do not enable encryption for data-at-rest to improve performance.
B. Use default encryption keys provided by the SaaS provider.
C. Perform annual encryption key rotations.
D. Enable encryption for data-at-rest and in transit, regularly update encryption keys, and use strong encryption algorithms.

Answer: D

NEW QUESTION 3
How can a firewall administrator block a list of 300 unique URLs in the most time- efficient manner?

A. Use application filters to block the App-IDs.
B. Use application groups to block the App-IDs.
C. Import the list into a custom URL category.
D. Block multiple predefined URL categories.

Answer: C

NEW QUESTION 4
Which offering can be managed in both Panorama and Strata Cloud Manager (SCM)?

A. Autonomous Digital Experience Manager (ADEM)
B. VM-Series Next-Generation Firewall (NGFW)
C. Prisma SD-WAN
D. SaaS Security

Answer: B

NEW QUESTION 5
After a firewall is associated with Strata Cloud Manager (SCM), which two additional actions are required to enable management of the firewall from SCM?
(Choose two.)

A. Deploy a service connection for each branch site and connect with SCM.
B. Configure NTP and DNS servers for the firewall.
C. Configure a Security policy allowing ??stratacloudmanager.paloaltonetworks.com?? for all users.
D. Install a device certificate.

Answer: BD

NEW QUESTION 6
A network administrator obtains Palo Alto Networks Advanced Threat Prevention and Advanced DNS Security subscriptions for edge NGFWs and is setting up
security profiles. Which step should be included in the initial configuration of the Advanced DNS Security service?

A. Create a decryption policy rule to decrypt DNS-over-TLS / port 853 traffic.
B. Create overrides for all company owned FQDNs.
C. Configure DNS Security signature policy settings to sinkhole malicious DNS queries.
D. Enable Advanced Threat Prevention with default settings and only focus on high-risk traffic.

Answer: C

NEW QUESTION 7
Which AI-powered solution provides unified management and operations for NGFWs and Prisma Access?

A. Strata Cloud Manager (SCM)
B. Autonomous Digital Experience Manager (ADEM)
C. Prisma Access Browser
D. Panorama

Answer: A
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NEW QUESTION 8
What is a necessary step for creation of a custom Prisma Access report on Strata Cloud Manager (SCM)?

A. Open a support ticket.
B. Set up Cloud Identity Engine.
C. Generate a PDF summary report.
D. Configure a dashboard.

Answer: D

NEW QUESTION 9
Which GlobalProtect configuration is recommended for granular security enforcement of remote user device posture?

A. Configuring host information profile (HIP) checks for all mobile users
B. Configuring a rule that blocks the ability of users to disable GlobalProtect while accessing internal applications
C. Implementing multi-factor authentication (MFA) for all users attempting to access internal applications
D. Applying log at session end to all GlobalProtect Security policies

Answer: A

NEW QUESTION 10
Which component of NGFW is supported in active/passive design but not in
active/active design?

A. Single floating IP address
B. Using a DHCP client
C. Route-based redundancy
D. Configuring ARP load-sharing on Layer 3

Answer: A

NEW QUESTION 10
During a security incident investigation, which Security profile will have logs of attempted confidential data exfiltration?

A. File Blocking Profile
B. Enterprise DLP Profile
C. Vulnerability Protection Profile
D. WildFire Analysis Profile

Answer: B

NEW QUESTION 15
How do Cloud NGFW instances get created when using AWS centralized deployments?

A. Cloud NGFW is placed in a vWAN with a virtual hub.
B. They replace the internet gateway service.
C. Selected VPCs will have Cloud NGFW workloads added to them.
D. A security VPC will be created as transit gateways to push all traffic through the area.

Answer: C

NEW QUESTION 19
......
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