Welcome to download the Newest 2passeasy SC-200 dumps

@ 2 P QsseaQs lJ https://lwww.2passeasy.com/dumps/SC-200/ (197 New Questions)

Exam Questions SC-200

Microsoft Security Operations Analyst

https://lwww.2passeasy.com/dumps/SC-200/

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy SC-200 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-200/ (197 New Questions)

NEW QUESTION 1

HOTSPOT - (Topic 1)

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
1
2
3
Query element required to correlate data between v
tenants: extend
project
workspace
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
11
_2 i
3
Query element required to correlate data between ) 4
tenants: extend
project
~|workspace— |
|
NEW QUESTION 2
HOTSPOT - (Topic 1)
You need to create an advanced hunting query to investigate the executive team issue.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
v
CloudAppEvents
DeviceFileEvents
DeviceProcessEvents
| where TimeStamp > ago({2d)
| summarize activityCount = i W by FolderPath, FileName,
avg()
ActionType, AccountDisplayName |count()
sum()

| where activityCount > 5

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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______ ilw

1CloudAppEvents ;
DeviceFilekEvents
DeviceProcessEvents

| where TimeStamp > ago({2d)

| summarize activityCount = | W by FolderPath, FileName,
TN

ActionType, AccountDisplayName |[count() ]
sum()

| where activityCount > 5

NEW QUESTION 3
- (Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Office 365?

A. executive
B. marketing
C. security
D. sales

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb- and-teams? view=0365-worldwide

NEW QUESTION 4
- (Topic 1)
You need to complete the query for failed sign-ins to meet the technical requirements. Where can you find the column name to complete the where clause?

A. Security alerts in Azure Security Center

B. Activity log in Azure

C. Azure Advisor

D. the query windows of the Log Analytics workspace

Answer: D

NEW QUESTION 5
- (Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Endpoint?

A. executive
B. sales
C. marketing

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/microsoft- defender-atp-ios

NEW QUESTION 6

HOTSPOT - (Topic 2)

You need to implement Microsoft Defender for Cloud to meet the Microsoft Defender for Cloud requirements and the business requirements. What should you
include in the solution? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center
LA1

Windows security events to collect: v
All Events
Commaon
Minimal
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
_[_}e_[agﬁ workspace created by Azure Security Center
AT _ |
Windows security events to collect: v
JAIll Events_
(| Commorn. |
Minimal

NEW QUESTION 7

HOTSPOT - (Topic 2)

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use: v

A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center

LA1
Windows security events to collect: v
All Events
Common
Minimal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Defayt workspace created by Azure Security Center
LA |
Windows security events to collect: v
All Events
{Common '
Minimal

NEW QUESTION 8

- (Topic 2)

You need to modify the anomaly detection policy settings to meet the Microsoft Defender for Cloud Apps requirements and resolve the reported problem.
Which policy should you modify?

A. Activity from suspicious IP addresses
B. Risky sign-in

C. Activity from anonymous IP addresses
D. Impossible travel

Answer: D

NEW QUESTION 9

HOTSPOT - (Topic 2)

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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In the Cloud App Security portal: v

Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v

Add a data connector
Add a workbook
Configure the Logs settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In the Cloud App Security portal: v

|Add a security extension,

Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v
Add a data connector
Add a workbook

Configure the Logs settings

NEW QUESTION 10
- (Topic 2)
Which rule setting should you configure to meet the Microsoft Sentinel requirements?

A. From Set rule logic, turn off suppression.

B. From Analytic rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytic rule details, configure the severity.

Answer: C

NEW QUESTION 10
- (Topic 2)
You need to implement the Azure Information Protection requirements. What should you configure first?

A. Device health and compliance reports settings in Microsoft Defender Security Center
B. scanner clusters in Azure Information Protection from the Azure portal

C. content scan jobs in Azure Information Protection from the Azure portal

D. Advanced features from Settings in Microsoft Defender Security Center

Answer: D

Explanation:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/information- protection-in-windows-overview

NEW QUESTION 14
- (Topic 2)
You need to create the test rule to meet the Azure Sentinel requirements. What should you do when you create the rule?

A. From Set rule logic, turn off suppression.

B. From Analytics rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytics rule details, configure the severity.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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NEW QUESTION 18

HOTSPOT - (Topic 3)

You need to implement the query for Workbook1 and Webappl. The solution must meet the Microsoft Sentinel requirements. How should you configure the query?
To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Data source to query: l 1SON v f
A custom endpoint
A custom resource provider
ISON
On Webapp1: .
(CORS)
Enable Same Ongin Policy (SOP).
Enforee TLS 1.2
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Data source to query: l 1SON - f
A custom endpoint
A custom resource provider
On Webapp1:

Enable Same Ongin Policy (SOP).
Enforee TLS 1.2

NEW QUESTION 19
- (Topic 3)
You need to configure event monitoring for Serverl. The solution must meet the Microsoft Sentinel requirements. What should you create first?

A. a Microsoft Sentinel automation rule

B. a Microsoft Sentinel scheduled query rule
C. a Data Collection Rule (DCR)

D. an Azure Event Grid topic

Answer: C

NEW QUESTION 21

- (Topic 3)

You need to ensure that the Groupl members can meet the Microsoft Sentinel requirements.
Which role should you assign to Groupl1?

A. Microsoft Sentinel Automation Contributor
B. Logic App Contributor

C. Automation Operator

D. Microsoft Sentinel Playbook Operator

Answer: D

NEW QUESTION 25

HOTSPOT - (Topic 3)

You need to implement the Microsoft Sentinel NRT rule for monitoring the designated break glass account. The solution must meet the Microsoft Sentinel
requirements.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
SigninLogs
| li,!i i kind=inner = : w ('breakglass_account’)
lookup | extenal_table
unicn | materialized _view

on $left.UserPrincipalName == Sright.Searchkey
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

SigninLogs

I Licin kindsinner _ - by w ('breakglass_account')

- — | e o
[lookup extenal_table
union

materialized _view

on $left.UserPrincipalName == Sright.Searchkey

NEW QUESTION 29
- (Topic 3)
You need to implement the Defender for Cloud requirements. What should you configure for Server2?

A. the Microsoft Antimalware extension

B. an Azure resource lock

C. an Azure resource tag

D. the Azure Automanage machine configuration extension for Windows

Answer: D

NEW QUESTION 34

HOTSPOT - (Topic 3)

You need to implement the ASIM query for DNS requests. The solution must meet the Microsoft Sentinel requirements. How should you configure the query? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

ASIM parser: | E Eﬂi w I

_Im_Dns_InfobloxNIOS
imDns

Answer Area

Filter: A filtering pa

A filtering parémetcr
A pack parameter
The WHERE clause

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
ASIM parser: —
|
" T Dns_InfobloxNTOS
imDns
Filter: _A -

A filtering parameter
A pack parameter
The WHERE clause

NEW QUESTION 39

HOTSPOT - (Topic 3)

You need to monitor the password resets. The solution must meet the Microsoft Sentinel requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
In the identity environment, implement. | Azure AD Password Protection
Azure AD Password Protection
Microsoft Defender for Identity
Smart lockout
In Microsoft Sentinel, configure; l The Windows Security Events via AMA connector ‘,Er_r
A Microsoft security rule
The Windows Security Events via AMA connector
User and Entity Behavior Analytics (UEBA)
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

In the identity environment, implement:

Microsoft Defender for Identity
Smart lockout

In Microsoft Sentinel, configure; ] The Windows Security Events via AMA connector ‘{'r;f

LA Microsoft security rule
Thie Windows Security Events via AMA connector
User and Entity Behavior Analytics (UEBA)

NEW QUESTION 40

- (Topic 4)

You use Azure Sentinel.

You need to receive an immediate alert whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a livestream

B. Add a data connector
C. Create an analytics rule
D. Create a hunting query.
E. Create a bookmark.

Answer: BC

Explanation:

B: To add a data connector, you would use the Azure Sentinel data connectors feature to connect to your Azure subscription and to configure log data collection
for Azure Storage account key enumeration events.

C. After adding the data connector, you need to create an analytics rule to analyze the log data from the Azure storage connector, looking for the specific event of
Azure storage account keys enumeration. This rule will trigger an alert when it detects the specific event, allowing you to take immediate action.

NEW QUESTION 42

- (Topic 4)

Your company uses Azure Sentinel.

A new security analyst reports that she cannot assign and dismiss incidents in Azure Sentinel. You need to resolve the issue for the analyst. The solution must use
the principle of least privilege. Which role should you assign to the analyst?

A. Azure Sentinel Responder
B. Logic App Contributor

C. Azure Sentinel Contributor
D. Azure Sentinel Reader

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION 47

- (Topic 4)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.
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Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 51
DRAG DROP - (Topic 4)

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal activity.

You need to hide the alerts automatically in Security Center.

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.
Actions Answer area

Select Pricing & settings.

Select Security alerts.

Select IP as the entity type and specify
the |P address.

Ol
©O

Select Azure Resource as the entity
type and specify the |D.

Select Suppression rules, and then
select Create new suppression rule.

Select Security policy.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Actions Answer area

(i i j | W SRaES !
| Select Pricing & settings. | I Select Security policy. :
N ST . C S o TN W B e e )
: Select Security alerts. U | gt o msim o sl i

Select Suppression rules, and then

|
!
[ Select IP as the ;nﬁty_wﬁe_an-d ;P;C'I-f? v L select Create new suppression rule. |

thelPaddress. [o st i
| Select Azure Resource as the ;nt_ity 3 @ Select Azure Eesnurce as the entity @
type and specify the |D. |

type and specify the |D. I I |

e o o o o o o o s mE s o e m mm

e et el e T o e i i
| Select Suppression rules, and then !

| select Create new suppression rule. '

_— e m mm me Em mw s o Em e om om omm o o w

NEW QUESTION 53

HOTSPOT - (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named User1.
You are notified that the account of Userl is compromised.

You need to review the alerts triggered on the devices to which Userl signed in.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Devicelnfo

| where LoggedOnUsers contains "userl®
| distinct Dewviceld

| ¥ kind=inner AlertEvidence on Deviceld

extend

[project

| project Alertid

| join AlertInfo on Alertld
| ¥  Alertld, Timestamp, Title, Severity, Category

‘prﬂject

|summarize
ltake

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: join An inner join.

This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for Deviceld.
This query uses the Devicelnfo table to check if a potentially compromised user (<account- name>) has logged on to any devices and then lists the alerts that have
been triggered on those devices.

Devicelnfo

/IQuery for devices that the potentially compromised account has logged onto

| where LoggedOnUsers contains '<account-name>'

| distinct Deviceld

/ICrosscheck devices against alert records in AlertEvidence and Alertinfo tables

| join kind=inner AlertEvidence on Deviceld

| project Alertld

/IList all alerts on devices that user has logged on to

| join Alertinfo on Alertld

| project Alertld, Timestamp, Title, Severity, Category

Devicelnfo LoggedOnUsers AlertEvidence "project AlertID" Box 2: project

NEW QUESTION 56
HOTSPOT - (Topic 4)
You have the following SQL query.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

NEW QUESTION 61

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel. You detect a new threat by using a hunting query.

You need to ensure that Microsoft Sentinel automatically detects the threat. The solution must minimize administrative effort.
What should you do?

A. Create a playbook.

B. Create a watchlist.

C. Create an analytics rule.

D. Add the query to a workbook.

Answer: A

Explanation:

By creating an analytics rule, you can set up a query that will automatically run and alert you when the threat is detected, without having to manually run the query.
This will help minimize administrative effort, as you can set up the rule once and it will run on a schedule, alerting you when the threat is detected. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/analytics-create-rule

NEW QUESTION 65

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a livestream from a query. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 69

- (Topic 4)

You have a Microsoft Sentinel workspace named Workspacel and 200 custom Advanced Security Information Model (ASIM) parsers based on the DNS schema.
You need to make the 200 parsers available in Workspacel. The solution must minimize administrative effort. What should you do first?

A. Copy the parsers to the Azure Monitor Logs page.
B. Create a JSON file based on the DNS template.
C. Create an XML file based on the DNS template.
D. Create a YAML file based on the DNS template.

Answer: A

NEW QUESTION 70

- (Topic 4)

You have a Microsoft Sentinel workspace that has user and Entity Behavior Analytics (UEBA) enabled for Signin Logs.
You need to ensure that failed interactive sign-ins are detected. The solution must minimize administrative effort.
What should you use?

A. a scheduled alert query

B. a UEBA activity template

C. the Activity Log data connector
D. a hunting query

Answer: B

NEW QUESTION 74
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HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace that contains a custom workbook.

You need to query the number of daily security alerts. The solution must meet the following requirements:

« Identify alerts that occurred during the last 30 days.

« Display the results in a timechart.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

SecurityAlert

| where TimeGenerated »= apo(3ded)

l ¥ count() by ProviderName, ¥ (TimeGenerated, 1d)
lookup bin '
project make series
summarize range

| render timechart

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

SecuritvAlert

| where TimeGenerated >= ago(3dod)

| ¥ count() by Providerame, ¥ (TimeGenerated, 1d)
lookup I bin I '
project " make series
(summarize | range

[ " |
| render timechart

NEW QUESTION 78

HOTSPOT - (Topic 4)

You have an Azure subscription that has Azure Defender enabled for all supported resource types.

You create an Azure logic app hamed LAL.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.

View the window

You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Set the LA trigger to: v

When an Azure Security Center Recommendation is created or triggered
When an Azure Secunty Center Alert is created or inggered
When a response to an Azure Secunty Center alert is triggered

Trigger the execution of LA1 from v

Recommendations
Workflow automation

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Set the LA1 tiggerto: .~ | | v
'|When an Azure Security Center Recommendation is created or Iriggered
When an Azure Secunty Center Alert is created or triggered
When a response to an Azure SECI.II"II";' Center alert is I:riggered
Trigger the execution of LA1 from: v
(Recommendations _ _
(Workflow automation_

NEW QUESTION 82

HOTSPOT - (Topic 4)

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are
received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

“resources®: [

{

“type™: | W /automations",

Microsoft Automation
Microsoft Logic
Microsoft. Secunty
“apiVersion": "“2019-01-0l-preview"”,
“nama”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)}]”,
“properties®™: {
“description”: “[format(variables(‘description'), *{0}', parameters
(‘subscriptionId’)) ",
“igFnabled”: trua,
“actions”: [
{

“actionType”: “Logichpp”,

“logicAppResourceld”: “[rescurceld('ITEM2/workflows', parameters
(‘appName”) ) ]",

“uri”: "“[listCallbackURL (resourceld (parameters( ‘subscriptionld’),

i ¥ ' I J
parameters| "resourceGroupMamea’ ) , . W /workflows/triggers’,

Microsoft Automation
Microsoft. Logic
Microsoft. Secunty
parameters ( *appName’), '‘manual’), ‘2019-05-01").wvalusa]”
}
] r

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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“resources”: |

{

“type”: W /automations”,

Microsoft Automation
Microsoft. Logic

“apiVersion": “2019-01-0l-preview"”,
“"nama”: “[paramaters(‘name”)]"™,
“location": “[parameters(‘location’)]”.
“properties™: {
“description”: “[format(variables(‘description'), *{0}', parameters
(*subscriptionId’))]1”,
“igFnabled”: trua,
“actions”: [
{
“actionType”™: “LoglicApp™,
“logicAppResourceld”: “[rescurceld('ITEM2/workflows', parameters
{ ‘appName”) ) 1",
“uri”: "[listCallbackURL (rescourceld (parameters( ‘subscriptionId’).,

parameters ( ‘resourceGroupMNams’), * W /workflows/triggers’,

Microsoft Automation
Microsoft Logic,
Microsoft Secunty

parameters ( *appName’), '‘manual’), ‘2019-05-01").wvalusa]”
}
1,

NEW QUESTION 84

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a resource group named RG1. RG1. You need to configure just in time (JIT)
VM access for the virtual machines in RG1. The solution must meet the following

« Limit the maximum request time to two hours.

« Limit protocol access to Remote Desktop Protocol (RDP) only.

* Minimize administrative effort. What should you use?

A. Azure AD Privileged Identity Management (PIM)
B. Azure Policy

C. Azure Front Door

D. Azure Bastion

Answer: A

NEW QUESTION 87

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. You plan to create a hunting query from Microsoft Defender.
You need to create a custom tracked query that will be used to assess the threat status of the subscription.

From the Microsoft 365 Defender portal, which page should you use to create the query?

A. Policies & rules

B. Explorer

C. Threat analytics
D. Advanced Hunting

Answer: D

NEW QUESTION 88

- (Topic 4)

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses
C. Activity from infrequent country

D. Malware detection

Answer: C

Explanation:

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers alerts when activity is detected from a location
that was not recently or was never visited by any user in the organization. Activity from the same user in different locations within a time period that is shorter than
the expected travel time between the two locations. This can indicate a credential breach, however, it's also possible that the user's actual location is masked, for
example, by using a VPN.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 89
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DRAG DROP - (Topic 4)

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

* Enable and disable advanced features of Microsoft Defender for Cloud.

* Apply security recommendations to a resource. The solution must use the principle of least privilege.

Which Microsoft Defender for Cloud role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may
be used once, mote than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Rales Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

REsounte | MDY & g Ea I ! . . § + o - 5 Fiad i =1 LT it A
i : o Enable and disable advanced features of Microsoft Defender for Cloud: | Uity Agimin I

NEW QUESTION 90

- (Topic 4)

You have an Azure subscription named Subl and a Microsoft 365 subscription. Subl is linked to an Azure Active Directory (Azure AD) tenant named contoso.com.
You create an Azure Sentinel workspace named workspacel. In workspacel, you activate an Azure AD connector for contoso.com and an Office 365 connector
for the Microsoft 365 subscription.

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign- ins to contoso.com followed by anomalous Microsoft Office 365
activity.

Which two actions should you perform? Each correct answer present part of the solution

NOTE: Each correct selection is worth one point.

A. Create custom rule based on the Office 365 connector templates.

B. Create a Microsoft incident creation rule based on Microsoft Defender for Cloud.
C. Create a Microsoft Cloud App Security connector.

D. Create an Azure AD ldentity Protection connector.

Answer: AB

Explanation:

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity, you
should perform the following two actions:

? Create an Azure AD ldentity Protection connector. This will allow you to monitor

suspicious activities in your Azure AD tenant and detect malicious sign-ins.

? Create a custom rule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in the Microsoft 365
subscription. Reference: https://docs.microsoft.com/en-us/azure/sentinel/fusion-rules

NEW QUESTION 94

- (Topic 4)

You are investigating an incident in Azure Sentinel that contains more than 127 alerts. You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator. What should you do to provide the alerts to the administrator?

A. Create a Microsoft incident creation rule
B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

NEW QUESTION 95

HOTSPOT - (Topic 4)

You have an Azure subscription that contains an Microsoft Sentinel workspace.

You need to create a hunting query using Kusto Query Language (KQL) that meets the following requirements:

« Identifies an anomalous number of changes to the rules of a network security group (NSG) made by the same security principal

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-200 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-200/ (197 New Questions)

» Automatically associates the security principal with an Microsoft Sentinel entity
How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

AuditLogs
ArureActivty

AZureDiagnostics

fn~ ["Microsoft.Network/networkSecurityGroups/securityRules/write™)

# =s “Succeeded”

| make-series doount(Resourceld) default=0 on EventSubmissionTimestamp in range(ago(?d), now(), 1d) by Caller
| extend timestamp = todatetime(EventSubmissionTimestamp[@])

¥ AccountCustomfntity = Caller

| extend
| parse-where
| where

A. Mastered
B. Not Mastered

Answer: A
Explanation:
-

[Ty

JOTL " & . ) b
M ine~ Hicrosoft.Network/networkSecurityGroups /securityRules/urite
AzureDiagnostics ® == Succeddnd

make-series deount(Resourceld) default=0 on EventSubmissionTimestamp in range(ago(7d), now(), 1d) by Caller

L F g B ¥

| ewtend timestamp = todatetime(EventSubmissionTimestamp([0])

¥ AccountCustomEntity = Caller
e

il extend |
| parse-where
| where

NEW QUESTION 100

- (Topic 4)

You have an Azure subscription that has Azure Defender enabled for all supported resource types.

You need to configure the continuous export of high-severity alerts to enable their retrieval from a third-party security information and event management (SIEM)
solution.

To which service should you export the alerts?

A. Azure Cosmos DB
B. Azure Event Grid
C. Azure Event Hubs
D. Azure Data Lake

Answer: C

Explanation:
Reference: https://docsmicrosoftcom/en-us/azure/security-center/continuous-export?tabs=azure-portal

NEW QUESTION 103

HOTSPOT - (Topic 4)

You deploy Azure Sentinel.

You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative
effort.

Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Microsoft Teams: v

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom

Office 365
Security Events
Syslog

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft Teams: v

Custom _
Office 365
Securify Events

Syslog

Linux virtual machines in Azure: v

Custom

Office 365
Security 1Ew.rent::.
Syslog |

NEW QUESTION 108

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

You need to add threat indicators for all the IP addresses in a range of 171.23.3432- 171.2334.63. The solution must minimize administrative effort.
What should you do in the Microsoft 365 Defender portal?

A. Create an import file that contains the IP address of 171.23.34.32/27. Select Importand import the file.
B. Select Add indicator and set the IP address to 171.2334.32-171.23.34.63.

C. Select Add indicator and set the IP address to 171.23.34.32/27

D. Create an import file that contains the individual IP addresses in the rang

E. Selectimport and import the file.

Answer: D

Explanation:

This will add all the IP addresses in the range of 171.23.34.32/27 as threat indicators. This is the simplest and most efficient way to add all the IP addresses in the
range.

Reference: [1] https://docs.microsoft.com/en-us/windows/security/threat-

protection/microsoft-defender-atp/threat-intelligence-manage-indicators

NEW QUESTION 112

- (Topic 4)

Your company uses line-of-business apps that contain Microsoft Office VBA macros.

You plan to enable protection against downloading and running additional payloads from the Office VBA macros as additional child processes.
You need to identify which Office VBA macros might be affected.

Which two commands can you run to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.
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A. Add-MpPreference -AttackSurfaceReductionRules_Ids D4F340AB -401B -
4EFC -AADC -ADSF3CS50688A -AttackSurfaceReducticonRules Actions Enabled

B. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3CS50688A -AttackSurfaceReductionRules_Actions AuditMode

C. Add-MpPreference -AttackSurfaceReductionRules Ids D4FS40AB -401B -4EFC
-AADC -ADSF3C50688A -AttackSurfaceReducticnRules Actions AuditMode

D. set-MpPreference -AttackSurfaceReductionRules Ids D4FS40AB -401B -4EFC -
ARDC -ADSF3C50688A -AttackSurfaceReductionRules_Actions Enabled

A. Option A
B. Option B
C. Option C
D. Option D

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface- reduction

NEW QUESTION 115

DRAG DROP - (Topic 4)

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to detect failed sign-in authentications on

three devices named CFOLaptop, CEOLaptop, and COOLaptop.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Values Answer Area

| project LogonFailures=count ()

—— — — — = = —

| summarize LogonFailures=count()
by DeviceName, LogonType

| where ActionType == and
FailureReason

| where DeviceName in (“CFOLaptop,
“"CEOQOLaptep®, “COOLaptop™)

ActionType == “LogonFailed”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Values Answer Area

i . P e e T

= s = 4 ' | summarize LaganE‘ailures=ccuntH",
| projec agongailuressconniil | by DeviceName, LogonType I]|
o e e e e o e e oam em e |

N O Oa N N W W I W W M o W R

| summarize LogonFailures=count(}| || where DeviceMame in (“CFOLaptop,

by DeviceName, LogonType “CEOLaptop”, “COOQOLaptop™)

I'| where ActionType == Il | | where ActionType == and
iFailureReason Il | FailureReason

| where DeviceName in (“CFOLaptop, , ActionType == “LogonFailed”
"CEQLapteop", “COOLaptop™) |

ActionType == “LogonFailed” i

NEW QUESTION 119
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- (Topic 4)

You have a Microsoft Sentinel workspace.

You receive multiple alerts for failed sign in attempts to an account. You identify that the alerts are false positives.

You need to prevent additional failed sign-in alerts from being generated for the account. The solution must meet the following requirements.
« Ensure that failed sign-in alerts are generated for other accounts.

» Minimize administrative effort What should do?

A. Create an automation rule.

B. Create a watchlist.

C. Modify the analytics rule.

D. Add an activity template to the entity behavior.

Answer: A

Explanation:

An automation rule will allow you to specify which alerts should be suppressed, ensuring that failed sign-in alerts are generated for other accounts while
minimizing administrative effort. To create an automation rule, navigate to the Automation Rules page in the Microsoft Sentinel workspace and configure the rule
parameters to suppress the false positive alerts.

NEW QUESTION 122

- (Topic 4)

You have 50 Microsoft Sentinel workspaces.

You need to view all the incidents from all the workspaces on a single page in the Azure portal. The solution must minimize administrative effort.
Which page should you use in the Azure portal?

A. Microsoft Sentinel - Incidents
B. Microsoft Sentinel - Workbooks
C. Microsoft Sentinel

D. Log Analytics workspaces

Answer: D

NEW QUESTION 123

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Microsoft Sentinel bookmarks

B. Azure Automation runbooks

C. Microsoft Sentinel automation rules
D. Microsoft Sentinel playbooks

E. Azure Functions apps

Answer: CE

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats- playbook?tabs=LAC

NEW QUESTION 128
- (Topic 4)
You need to identify which mean time metrics to use to meet the Microsoft Sentinel requirements. Which workbook should you use?

A. Analytics Efficiency

B. Security Operations Efficiency
C. Event Analyzer

D. Investigation insights

Answer: C

NEW QUESTION 133

- (Topic 4)

You have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The logic app is triggered manually.
You deploy Azure Sentinel.

You need to use the existing logic app as a playbook in Azure Sentinel. What should you do first?

A. And a new scheduled query rule.

B. Add a data connector to Azure Sentinel.

C. Configure a custom Threat Intelligence connector in Azure Sentinel.
D. Modify the trigger in the logic app.

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/sentinel/playbook-triggers-actions https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 136
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- (Topic 4)
You have a Microsoft 365 E5 subscription that contains 100 Linux devices. The devices are onboarded to Microsoft Defender 365. You need to initiate the
collection of investigation packages from the devices by using the Microsoft 365 Defender portal. Which response action should you use?

A. Run antivirus scan

B. Initiate Automated Investigation
C. Collect investigation package
D. Initiate Live Response Session

Answer: D

NEW QUESTION 137

- (Topic 4)

You have an Azure subscription that use Microsoft Defender for Cloud and contains a user named User1.

You need to ensure that Userl can modify Microsoft Defender for Cloud security policies. The solution must use the principle of least privilege.
Which role should you assign to Userl?

A. Security operator
B. Security Admin
C. Owner

D. Contributor

Answer: B

NEW QUESTION 139

- (Topic 4)

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days. What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal
B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
C. Activity explorer in the Microsoft 365 compliance center
D. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal

Answer: C

Explanation:

Labeling activities are available in Activity explorer. For example:

Sensitivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications. It is captured at the time of occurrence in Azure Information protection add-ins.
Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification- activity-explorer-available-events?view=0365-worldwide

NEW QUESTION 142
HOTSPOT - (Topic 4)
You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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Secure Score Recommendabons status Resource health
I ] stﬂnp'ldlﬁtmfrnl 10 Totad £ I;m
056% (~30 of 45 points) P— 5 Heakty
Croral |}
46 complated 21T .
e recormnendatong "@ | Not appbcable
I — 12

Resource exemption (preview)

L Now you can exempl irrelevant resources so they do not affect your secure score. >

Leaden marne

Each security control below represents a security risk you should mitigate.

Addreis the redommendatons in each contral, foduing on the controli worth the most points.

To get the max seore. fix il recommendations for all resounces in 3 controd,

D Search recommendatasns

Controls

3 Reitract unauthorded netaork 300ess

3 Secufe management podts

2 Enable encryption at rest

»  Remedate seounty configurations

¥ Apply adaptree appbcation control

2 Apph Syitem upditer & Completed

2  Enable endpont protechon & Completed

7 Remedute vulnerabdities @ Completed

LA e >

Control status: 2 Selected Recommendation status: 2 Selected

Recommendabon matunty. All Resource type All Quick fix available: All

Contains exemptions: All

Polential soore Increase

> implement security best practices @ Completed +0% (0 points)

> Enable MEFA @& Completed

Reset Group by controls:

filtwers m On

Unhealthy resources Eesource Health

+9% (4 points) 2 of 2 resources e ————
+9% (4 points) 1 of 2 resources —
+9% (4 points) 2 of 2 resources —
+4% (2 points) 1 of 2 resources ——
+3% (2 points) 1 of 2 resources —
+0% (0 points) MNone
+0% (0 points) None
+0% (0 points) MNone
Mone
+0% (0 points) None P—
None

> Manage access and permissions @ Completed  +0% (0 points)

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)

Home > Policy

Palicy - Compliance

(= Overview

di Getiing stared

Creqall resouwros compiance 0

[ amsign pelicy 5+ Assign initistve () Rafresh
oo Type Compihancs 1Aahe Sewcch
Wicrosolt Azure . | All definition types  ~ | Al compliance stales

. iz Man-compliant mtaatnes L
i s Resowrcis by compliance stabe =t ;
0 B0 Compliant E
w  Bemediation 1 UU' .lé} & ; U sl
0= Bt
ol 0
Authoring B 1 - Hon-complisnt
B - Confisting
®  ALShAMmMENES
Non-compliand polices
Oefinitions 0 -
@ Exemptiong sual
Mame
Related Services

By Blusprings (preview
“s Besource Graph

e LUser prwacy

TL Scope Ty Compliance TJ Resource complance

No assignments to display within the given scope 4, Non-Complant Resowrces 7L Mon.comphant policies

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Yes No

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed

directly to the internet.

O O

O O

If you enable just-in-time network access controls on all virtual 5 5
machines, you will increase the secure score by four point.
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A. Mastered

B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access re) o
from either Any or Internet ranges. =}
Both virtual machines have management ports exposed o o)
directly to the internet. L
If you enable just-in-time network access controls on all virtual reY O

machines, you will increase the secure score by four point. -~

NEW QUESTION 143
DRAG DRORP - (Topic 4)
You have the resources shown in the following table.

Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
Server1 | A Linux server configured to send Common Event Format
(CEF)logs to CEF1
Server2 | A Linux server configured to send Syslog logs to CEF1

You need to prevent duplicate events from occurring in SW1.
What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not
at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Resources Answer Area
SW1 | -
From the Syslog configuration, remove the facilities
CEF1 that send CEF messages.
Server1] Fromthe Log Analytics agent, disable Syslog
synchronization.
Server2
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Resources Answer Area
| SW1 _ .
From the Syslog configuration, remove the facilities S
CEF1 | thatsend CEF messages. Deivert
Server] From the Log Analytics agent, disable Syslog ,;‘—E:é[;{
| " synchronization. i
Server2
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NEW QUESTION 146

- (Topic 4)

You have a Microsoft Sentinel workspace.

You have a query named Queryl as shown in the following exhibit.

# Mew Quary 1° !

You plan to create a custom parser named Parser 1. You need to use Queryl in Parserl. What should you do first?

A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the 'contains operator with the 'has operator.

Answer: A

Explanation:

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the “has” operator
should not be used in the query, and that it is unnecessary.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION 151

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 155

- (Topic 4)

You have a Microsoft Sentinel workspace that uses the Microsoft 365 Defender data connector.
From Microsoft Sentinel, you investigate a Microsoft 365 incident.

You need to update the incident to include an alert generated by Microsoft Defender for Cloud Apps.
What should you use?

A. the entity side panel of the Timeline card in Microsoft Sentinel

B. the investigation graph on the Incidents page of Microsoft Sentinel
C. the Timeline tab on the Incidents page of Microsoft Sentinel

D. the Alerts page in the Microsoft 365 Defender portal

Answer: A

NEW QUESTION 156

- (Topic 4)

You need to meet the Microsoft Sentinel requirements for Appl. What should you configure for Appl1?
A. an API connection

B. a trigger

C. an connector

D. authorization

Answer: B

NEW QUESTION 159
HOTSPOT - (Topic 4)
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You have four Azure subscriptions. One of the subscriptions contains a Microsoft Sentinel workspace.
You need to deploy Microsoft Sentinel data connectors to collect data from the subscriptions by using Azure Policy. The solution must ensure that the policy will
apply to new and existing resources in the subscriptions.
Which type of connectors should you provision, and what should you use to ensure that all the resources are monitored? To answer, select the appropriate options
in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Connector type:  piaanostic settings v
APl-basad

Diagnostic setlings
Log Analytics agent-based

A workbook
An analytics rule

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Connector type:  pisanastic settinas >

A remediati .
A remediation task

Awgrkbook™ — T T T
An anabytics rule

NEW QUESTION 164

HOTSPOT - (Topic 4)

You need to assign role-based access control (RBAQ roles to Groupl and Group2 to meet The Microsoft Defender for Cloud requirements and the business
requirements Which role should you assign to each group? To answer, select the appropriate options in the answer area NOTE Each correct selection is worth one
point.

Answer Area

Group!: | Secunty Admin 1
Contributor b
Orwnier

Secunty Admn

Security Assessment Contributor

Groupd Il Contnbutor 'ill

Crwner
Securty Admin
Secunty Assessment Contnbutor

"4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Group1: | Secunty Admin v |
Cantrbuton ]'F
Crarries

Security Assessment Contributor

Group: | Contributor ill

Owner
Security Admun
Security Assessment Contnibutor
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NEW QUESTION 168

HOTSPOT - (Topic 4)

You need to implement Microsoft Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 171

- (Topic 4)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 176

- (Topic 4)

You have five on-premises Linux servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. You need to use Defender for Cloud to protect the Linux servers.
What should you install on the servers first?

A. the Dependency agent

B. the Log Analytics agent

C. the Azure Connected Machine agent
D. the Guest Configuration extension

Answer: B

Explanation:

Defender for Cloud depends on the Log Analytics agent. Use the Log Analytics agent if you need to:

* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure

* Etc.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-
analytics-agent
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NEW QUESTION 177

- (Topic 4)

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:
» Unusual user accessed a key vault

* Log on from an unusual location

« Impossible travel activity Which severity should you use?

A. Informational
B. Low

C. Medium

D. High

Answer: C

NEW QUESTION 182
DRAG DROP - (Topic 4)
Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.
You have a Microsoft Sentinel workspace named Sentinell.
You need to enable User and Entity Behavior Analytics (UEBA) for Sentinell and collect security events from the AD DS domain.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Actions Answer Area

From Sentined1, coblect the AD DS security svents by using the Legacy

© O,

For the AD D5 domain, configure Windows Event Forwarding

For Sentingl 1. confiqure the Windows Forwarded Events connectos

To the AD D5 domain, deploy Microsolt Defender for Identity

For Sentinall, L}lhqule the Microsolt Defender for Identity connector,

For Sentinell, anable UEBA

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

i From Sentindl ], callect the AD S SECUTITY dverils by using the I,('uj.':r:.;

I | i

i
| Agent connecior i @ lo the AD D5 domain, deploy Microsaft Defender for Identity @
L I |

Far Sentinall. anable UERA i

. R A G A e . S o e o mm o ok

NEW QUESTION 186

HOTSPOT - (Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to identify all the interactive authentication attempts by the users in the finance department of your company.
How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

ldentityQueryEvents et
BehaviorAnalhytics

Identityinfo

| where Department == ‘Finance’

| project-rename cbijid = AccountObjectid

| Joanm Audtlogs * on jleft.cbjid == $right.AccountObjectld

AuditLogs
IdentityLogonEvents
Signinl.ogs

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-200 dumps

@ 2 P QsseaQs l':J https://lwww.2passeasy.com/dumps/SC-200/ (197 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
IdentityQueryEvents .
BehaviorAnalytics
Identityinfo

| IdentityQueryEvents

| where Department == 'Finance’

| project-rename objid = AccountObjectld

| join _ Auditlogs _
!
IdentityLogonEvents
SigninLogs

NEW QUESTION 191
DRAG DRORP - (Topic 4)
You are investigating an incident by using Microsoft 365 Defender.

¥  on jleft.objid == $right.AccountObjectId

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point
Values Answer Area

| project LogonFailures=count ()

| summarize LegonFailures=count ()
by DeviceMame, LogonType

| where ActionType == FailureReason

| where DeviceMame in (“CFOLaptep”™,
“CEOLaptop™, "“COOLaptop™)

ActionType == “LogonFailed”
ActionType == FailureReason
DevicaeEvents

DeviceLogonEvents

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Values Answer Area

S . S gy

| project LogonFailures=count() |

|| summarize LegonFailures=ceunt() |
| by DeviceName, LogonType |

L sees e www. meh . oM. PEW.__ SR SSE__ WSS S w. .. TEW.
— s S s s s s s

]
DevicaelLogonEvents |

L where ActionTypa == FailureReasonl
________________ |

— [ R R o R P PR ___ PR ___ PP
E_whnzn DeviceNamea in t“CFﬂLaptop".hl where DeviceName in {“CFOLaptup":ﬂand
"CEOLaptop”, “COOLaptep”) _ _ _ _ | "CEOLaptop”, “COOLaptop”) |
e 1 e
ActionType == "LogonFailed” | \hct;anType == FaillureReason
i il - W e i AN o BN
——————— e = —— =
ActionType == FailureReason [ (! summarize LogonFailures=count()
ST AT S s A AP —S T )| Loy JEebet gt Mt iz
R
DevicaEvents J

NEW QUESTION 192

DRAG DROP - (Topic 4)

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.
You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
directly to Azure Senti inel.

Configure the syslog daemon. Restart the syslog 1' @
daemon and the Log Analytics agent. _ @

©

Download and install the Log Analytics agent,

Set the Log Analytics agent to listen on port 25226
and forward the CEF messages to Azure Sentinel.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Ar&a
r __________ e i ol I
Deploy an OMS Gateway on the network. : Download and install the Log Analytics agent. !
I
'Set the syslog daemon to forward the events S R R T S |
Set the Log Analytics agent to listen on port 25226
l.‘nrecﬂ}r to Azure Sentinel. N M g P :

II Configure the syslog daemon. Restartthesyslog I\ L — - = — & & & & & o 0 o o - o - o=

I
\daemonandthe Log Analyticsagent | > Configure the syslog daemon. Restart the syslog | | @
—-—----—-—-—-—-—-—-—-—-i daemon and the Log Analytics agent. i

- . S S S S S S A S S S e s

Set the Log Analytics agent to listen on port 252261
and forward the CEF messages to Azure Sentinel |

il ——————————— S ———

b e

NEW QUESTION 195
DRAG DROP - (Topic 4)

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.
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You need to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systems if there is a documented active
exploit available.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Device Inventory, search for the CVE

Open the Threat Protection repor

From Threat & Vulnerability Management, select

Weaknesses, and search for the CVE @

From Advanced hunting, search for cveId inthe
DeviceTvmSoftwareInventoryVulnerabilitites

table

O

| Create the remediation request

| Select Security recommendations

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area
.— ———————————————————— T] 'r- """"""""""" 1
| From Device Inventory, search for the CVE ‘| 4 | From Threat & Vuinerability Management, select '

| '| | | Weaknesses, and search for the CVE .

| From Thieat & Vulnerability Management, select !
| Weaknesses, and search for the CVE B T N I R I e Teo e _

:me Advanced hunting, search for cveIdinthe [

iDevicETvmsnftw&reInventaryvulnarahilititegl ———————————————————————

NEW QUESTION 197
- (Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Purview. Your company has a project named Projectl.

You need to identify all the email messages that have the word Projectl in the subject line. The solution must search only the mailboxes of users that worked on
Projectl.
What should you do?

A. Create a records management disposition.
B. Perform a user data search.

C. Perform an audit search.

D. Perform a content search.

Answer: D

NEW QUESTION 202

- (Topic 4)

You have an Azure subscription that contains an Microsoft Sentinel workspace.

You need to create a playbook that will run automatically in response to an Microsoft Sentinel alert.

What should you create first?

A. a trigger in Azure Functions
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B. an Azure logic app
C. a hunting query in Microsoft Sentinel
D. an automation rule in Microsoft Sentinel

Answer: D

NEW QUESTION 204

DRAG DROP - (Topic 4)

You have 50 on-premises servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic
provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:

« Provide threat and vulnerability management.

* Support data collection rules.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actiand Ardandd Area
Faoem the [hata coentroiles pettings an the Aoure portsl oreade an Aruse Arc cads
nArCaley
il EFl - Eniies SAreers, install The Asure Mool Boent
Fromm Bhe Ad derver with Afure Aec ssthings in 1he Ahue ports, pensrate an
ralafatesn wcnpt
W P BITELET BEFVETL B w ADe T iare gt
e On-DFRTELES tEraeTL ir E " T

B. Not Mastered
Answer: A

Explanation:

To configure Defender for Cloud to support the on-premises servers, you should perform the following three actions in sequence:

? On the on-premises servers, install the Azure Connected Machine agent.

? On the on-premises servers, install the Log Analytics agent.

? From the Data controller settings in the Azure portal, create an Azure Arc data controller.

Once these steps are completed, the on-premises servers will be able to communicate with the Azure Defender for Cloud deployment and will be able to support
threat and vulnerability management as well as data collection rules.

Reference: https://docs.microsoft.com/en-us/azure/security-center/deploy-azure-security-center#on-premises-deployment

NEW QUESTION 208

HOTSPOT - (Topic 4)

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.

You need to configure storage for the workspace. The solution must meet the following requirements:

» Minimize costs for daily ingested data.

* Maximize the data retention period without incurring extra costs.

What should you do for each requirement? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.

Mirumize costs for daily ingested data i Jse a commitment tier » |
Apply a daily cap
Use the Pay-As-You-Go (PAYG) model
-
Maximize the data retention penod without

Incurting extra costs: | Set retention to 90 days ‘le
Set retention 1o 31 days

Set retention 10 90 days.

581 retention to 365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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'it&l.. Cap

mmmmmm]m:mmm "']
- g e - — — -— - |

mmm|mmmmdﬂ H
| Set_retention to 31 ;

NEW QUESTION 212
HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender for Endpoint.
You need to ensure that you can initiate remote shell connections to Windows servers by using the Microsoft 365 Defender portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 217

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.

You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:
* Minimize administrative effort

» Minimize the parsing required to read log data What should you configure?

A. REST API integration

B. a SysJog connector

C. a Log Analytics Data Collector API

D. a Common Event Format (CEF) connector

Answer: B

NEW QUESTION 220

- (Topic 4)

You receive a security bulletin about a potential attack that uses an image file.

You need to create an indicator of compromise (1oC) in Microsoft Defender for Endpoint to prevent the attack.
Which indicator type should you use?

A. a URL/domain indicator that has Action set to Alert only

B. a URL/domain indicator that has Action set to Alert and block
C. afile hash indicator that has Action set to Alert and block
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D. a certificate indicator that has Action set to Alert and block

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file ?view=0365-worldwide

NEW QUESTION 225
HOTSPOT - (Topic 4)

From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.

0

[vm1’]

=1
i)

New processes ob... @

nsights

I
D

O

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

If you hover over the virtual machine named vm1,
you can view [answer choice].

If you select [answer choice], you can navigate
to the bookmarks related to the incident.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

If you hover over the virtual machine named vm1,
you can view [answer choice].

If you select [answer choice], you can navigate
to the bookmarks related to the incident.
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NEW QUESTION 227

- (Topic 4)

You are configuring Microsoft Cloud App Security.

You have a custom threat detection policy based on the IP address ranges of your company’s United States-based offices.

You receive many alerts related to impossible travel and sign-ins from risky IP addresses. You determine that 99% of the alerts are legitimate sign-ins from your
corporate offices. You need to prevent alerts for legitimate sign-ins from known locations.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Override automatic data enrichment.

B. Add the IP addresses to the corporate address range category.

C. Increase the sensitivity level of the impossible travel anomaly detection policy.
D. Add the IP addresses to the other address range category and add a tag.

E. Create an activity policy that has an exclusion for the IP addresses.

Answer: AD

NEW QUESTION 231

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: From Azure Identity Protection, you configure the sign-in risk policy. Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 234

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated investigation quarantines a file across multiple
devices. You need to mark the file as safe and remove the file from quarantine on the devices. What should you use m the Microsoft 365 Defender portal?

A. From Threat tracker, review the queries.

B. From the History tab in the Action center, revert the actions.
C. From the investigation page, review the AIR processes.

D. From Quarantine from the Review page, modify the rules.

Answer: B

NEW QUESTION 235

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 237

- (Topic 4)

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Azure Security Center, enable workflow automation.

B. Create an Azure logic appthat has a manual trigger

C. Create an Azure logic app that has an Azure Security Center alert trigger.
D. Create an Azure logic appthat has an HTTP trigger.

E. From Azure Active Directory (Azure AD), add an app registration.
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Answer: AC

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure ?tabs=azure-security-center
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION 239

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
» The count and usage trend of AppDisplayName must be included

» The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Signinlogs

| where ResultType == @ and ApplisplayHass |=

| summarize count() by AppDisplayhase

| |||'l.'| I'l {

W ]

let
| ksoboup TrendlList = count() on TieeGenerated in range((TimeRange:start), (TimeRange:end], 4h) by AppDisplayhiame

i i
| top 1D by coumt_ dese
SigninLogs

| P Sy ¥ TrendList » count() on TimeGenerated in range((TimeRange:start), (TimeRange:end), 4h) by AppDisplaytiame

make_bag)

e - eapand

reriler
) on AppDisplayiiame

| top 10 by count_ dese

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Signinlogs
| where RezultType == @ and AppDisplayHame = ™"

| summarize count{) by Appli:plaviiaese

| ill""\- i
|
5
Bt =
| | lookup TrendList = count() on TiseGenerated in range(|TimeRange:start), (TimeRange:end), 4h) by AppDisplaylame
mwv-gxpand
| - "ok b i —

| top 18 by count_ desc

Signinlogs

| | makes-series * TrendList = count() on TimeGenerated in range((TimeRange:start), (TiscRange:end]), &4h) by AppDisplayhiase

make_bag{)
i - BUpand
rendes
) on AppDisplayhiame

| top 10 by count_ desc

NEW QUESTION 240

- (Topic 4)

You have an Azure Sentinel workspace.

You need to test a playbook manually in the Azure portal. From where can you run the test in Azure Sentinel?

A. Playbooks

B. Analytics

C. Threat intelligence
D. Incidents

Answer: D

Explanation:
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Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook#run-a-playbook-on-demand

NEW QUESTION 241
HOTSPOT - (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel and contains a user named Userl.
You need to ensure that Userl can enable User and Entity Behavior Analytics (UEBA) for entity behavior in Azure AD The solution must use The principle of least

privilege.

Which roles should you assign to Used? To answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth

Answer Area

Azure AD role I Sec

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 242
- (Topic 4)
A company uses Azure Sentinel.

one point.

urity administrator - ]
Global administrator
Identty Governance Administrator

Secunty administrator

Security operator

Azure role |__'_ull Aicrosoft Sentinel Contributor |
Microsoft Sentinel Automation Contributor

Microsolt Sentinel Contributor

Security Admin
Secunty Assessment Contnibutor

Azure AD role | Security administrator v]

Global administrator
1 ldentity Governance Administiato

'

g —

Azure role: | Microsoft Sentinel Contributor

L Microsoft Sentinel Automation Contributor

Secunty Assessment Contnbutor

You need to create an automated threat response. What should you use?

A. a data connector

B. a playbook

C. a workbook

D. a Microsoft incident creation rule

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 246
HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.
You need to create a hunting query that will return every email that contains an attachment named Document.pdf. The query must meet the following

requirements:

* Only show emails sent during the last hour.

 Optimize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp = ago(1h)

| where Timestamp < ago(1h)

| where Subject == “Document Attachment” and FileName == ™

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp > ago(1h)

| where Timestamp < ago(1h)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256
|| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp > ago(1h) 1|

R e e ]

==

| where Timestamp < ago(1h)

Document .pdf”

| where Subject == “Document Attachment” and FileName == “Document.pdf”

{ljoinDeyviceFileEvents on SHA256 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256

P S S (L I s iy O S L S iy s s

_—

| where Timestamp < ago(1h)

NEW QUESTION 251
- (Topic 4)

Your company uses Azure Sentinel to manage alerts from more than 10,000 IoT devices.

A security manager at the company reports that tracking security threats is increasingly difficult due to the large number of incidents.
You need to recommend a solution to provide a custom visualization to simplify the investigation of threats and to infer threats by using machine learning.

What should you include in the recommendation?

A. built-in queries
B. livestream
C. notebooks
D. bookmarks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 252

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a custom report that will visualise sign-in information over time.
What should you create first?

A. a workbook
B. a hunting query
C. a notebook
D. a playbook

Answer: A
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Explanation:

A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription.
Reference: https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview

NEW QUESTION 256

HOTSPOT - (Topic 4)

You have an Azure subscription that uses Azure Defender.

You plan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.

You need to create an Azure policy that will perform threat remediation automatically. What should you include in the solution? To answer, select the appropriate
options in the

answer area.
NOTE: Each correct selection is worth one point.

Sef available effects to
v

Append
DeploytiNotExists
EnforceRegoPalicy

To perform remediation use:

v

An Azure Automation runbook that has a webhook

An Azure Logic Apps app that has the trigger set to When an Azure Security Center Aler is created or tnggered
An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Sef available effects to
v

[Append . _
| DeploylfNotExists |

EnforceRegoPolicy

To perform remediation use:

An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

NEW QUESTION 261
HOTSPOT - (Topic 4)
You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is generated in swsl.

You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following requirements:
» Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Conligure the conneclor 1o use: | A managed identity x
A service pancipal
An Azure AD user account

Role to assign to the credentials; | Microsoft Sentinel Responde: v
Microsoft Sentinel Automation Contribotor

KMicrosolt Sentinel Reads

Microsolt Sentinel Responder

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Configure the connector to use: | A managed identity -
F = = = - .- =
i A managed identity
A TerVIcE pniniigal T T
An Arure AD user account

Role to assign to the credentials: | Microsoft Sentinel Responder b
Microsoft Sentinel Automation Contributor

Microsoft Sentinel Reader

Microsolt Sentinel Responder

|
[ T e i e -

NEW QUESTION 265

- (Topic 4)

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents
part of the solution. NOTE: Each correct selection is worth one point.

A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.
E. Create a new admin role.

F. Create a new device group that has a rank of 4.

Answer: ACD

Explanation:
https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints- environment/4-manage-access

NEW QUESTION 266
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