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NEW QUESTION 1
Which two files contain the Application Database on the Security Gateway?

A. api_db.C and api_custom_db.C
B. apcl_db.C and apd_custom_db.C
C. application_db.C and application_custom_db.C
D. appi_db.C and appi_custom_db.C

Answer: C

NEW QUESTION 2
You are using the identity Collector with identity Awareness in large environment. Users report that they cannot access resources on Internet You identify that the
traffic is matching the cleanup rule
Instead of the proper rule with Access Roles using the IDC How can you check if IDC is working?

A. pdp connections idc
B. ad query I debug on
C. pep debug idc on
D. pdp debug set IDP all

Answer: A

NEW QUESTION 3
An administrator receives reports about issues with log indexing and text searching regarding an existing Management Server. In trying to find a solution she wants
to check if the process responsible for this feature is running correctly. What is true about the related process?

A. cpd needs to be restarted manual to show in the list
B. fwm manaqes this database after initialization of the 1CA
C. solr is a child process of cpm
D. fwssd crashes can affect therefore not show in the list

Answer: C

NEW QUESTION 4
What tool would you run to diagnose logging and indexing?

A. run cpm_doctor.sh
B. cpstat mg -f log_server
C. run diagnostic view
D. run doctor-log.sh

Answer: D

NEW QUESTION 5
You need to run a kernel debug over a longer period of time as the problem occurs only once or twice a week. Therefore you need to add a timestamp to the
kernel debug and write the output to a file
but you cant afford to fill up all the remaining disk space and you only have 10 GB free for saving the debugs What is the correct syntax for this?

A. A fw ctl kdebug -T -f -m 10 -s 1000000 -o debugfilename
B. fw ctl debug -T -f-m 10 -s 1000000 -o debugfilename
C. fw ctl kdebug -T -f -m 10 -s 1000000 > debugfilename
D. fw ctl kdebug -T -m 10 -s 1000000 -o debugfilename

Answer: A

NEW QUESTION 6
What is the best way to resolve an issue caused by a frozen process?

A. Power off the machine
B. Restart the process
C. Reboot the machine
D. Kill the process

Answer: D

NEW QUESTION 7
You were asked by security team to debug Mobile Access VPN. What processes will you debug?

A. HTTPD and CPVND
B. IKED
C. VPND and IKED
D. SNX daemon

Answer: A
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NEW QUESTION 8
RAD is initiated when Application Control and URL Filtering blades are active on the Security Gateway. What is the purpose of the following RAD configuration file
$FWDIR/conf/rad_settings.C?

A. This file contains the location information for Application Control and/or URL Filtering entitlements
B. This file contains the information on how the Security Gateway reaches the Security Management Server's RAD service for Application Control and URL
Filtering
C. This file contains RAD proxy settings
D. This file contains all the host name settings for the online application detection engine

Answer: C

NEW QUESTION 9
If the cpsemd process of SmartEvent has crashed or is having trouble coming up, then it usually indicates that .

A. The SmartEvent core on the Solr indexer has been deleted
B. The loqqed in administrator does not have permissions to run SmartEvent
C. Postgres database is down
D. Cpd daemon is unable to connect to the log server

Answer: C

NEW QUESTION 10
What is the most efficient way to read an IKEv2 Debug?

A. IKEview
B. vi on the cti
C. notepad++
D. any xml editor

Answer: A

NEW QUESTION 10
When dealing with monolithic operating systems such as Gaia where are system calls initiated from to achieve a required system level function?

A. Kernel Mode
B. Slow Path
C. Medium Path
D. User Mode

Answer: A

NEW QUESTION 14
What components make up the Context Management Infrastructure?

A. CPMI and FW Loader
B. CPX and FWM
C. CPM and SOLR
D. CMI Loader and Pattern Matcher

Answer: D

NEW QUESTION 19
VPNs allow traffic to pass through the Internet securely by encrypting the traffic as it enters the VPN tunnel and decrypting the traffic as it exits. Which process is
responsible for Mobile VPN connections?

A. cvpnd
B. fwk
C. vpnd
D. vpnk

Answer: A

NEW QUESTION 21
What is the shorthand reference for a classification object?

A. classobj
B. CLOB
C. COBJ
D. class.obj

Answer: C

NEW QUESTION 26
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Which of the following inputs is suitable for debugging HTTPS inspection issues?

A. fw debug tls on TDERROR_ALL_ALL=5
B. fw ctl debug -m fw + conn drop cptls
C. vpn debug cptls on
D. fw diag debug tls enable

Answer: A

NEW QUESTION 29
How does Identity Collector connect to Windows Server?

A. ADQuery is needed for connection
B. LDAP connection
C. It uses a PDP demon to connect
D. via Windows API

Answer: D

NEW QUESTION 33
Where do you enable log indexing on the SMS?

A. SMS object under "Other"
B. SMS object under "Advanced"
C. SMS object under "Logs"
D. SMS object under "General Properties"

Answer: C

NEW QUESTION 38
Which of the following daemons is used for Threat Extraction?

A. extractd
B. tedex
C. tex
D. scrubd

Answer: A

NEW QUESTION 43
What information does the doctor-log script supply?

A. Logging error
B. Exceptions, Repair options
C. Current and daily average logging rate
D. Indexing status, Size
E. Logging rates, Logging Directories, List of troubleshooting tips
F. Repair option
G. Logging Rates, Logging Directories

Answer: B

NEW QUESTION 46
What is the benefit of fw ctl debug over fw ctl zdebug?

A. There is no difference Both are used for debugging kernel
B. You don't need timestamps
C. It allows you to debug multiple modules at the same time
D. You only need 1MB buffer

Answer: C

NEW QUESTION 47
Which of the following would NOT be a flag when debugging a unified policy?

A. tls
B. rulebase
C. clob
D. connection

Answer: A

NEW QUESTION 52
John has renewed his NPTX License but he gets an error (contract for Anti-Bot expired). He wants to check the subscription status on the CLI of the gateway, what
command can he use for this?
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A. fwm lie print
B. fw monitor license status
C. cpstat antimalware-f subscription status
D. show license status

Answer: D

NEW QUESTION 53
When URL category is not found in the kernel cache, what action will GW do?

A. RAD In user space will forward request to the cloud
B. GW will update kernel cache during next policy install
C. RAD in kernel space will forward request to the cloud
D. RAD forwards this request to CMI which is the brain of inspection

Answer: A

NEW QUESTION 58
The FileApp parser in the Content Awareness engine does not extract text from which of the following file types?

A. Microsoft Office Excel files
B. Microsoft Office PowerPoint files
C. Microsoft Office.docx files
D. PDFs

Answer: D

NEW QUESTION 63
You run cpwd_admin list on a Security Gateway and notice that the CPM process is not listed. Select the best answer.

A. The output is different between Gateway and Management Server.
B. CPM is not running and can??t be monitored by WatchDog.
C. If you want to monitor CPM, you have to manually add it to WatchDog.
D. CPM is not there because it has its own monitoring syste
E. Only lower processes are monitored by WatchDog.

Answer: A

NEW QUESTION 64
What is NOT a benefit of the ??fw ctl zdebug?? command?

A. Automatically allocate a 1MB buffer
B. Collect debug messages from the kernel
C. Cannot be used to debug additional modules
D. Clean the buffer

Answer: C

NEW QUESTION 69
What file contains the RAD proxy settings?

A. rad_control.C
B. rad_scheme.C
C. rad_services.C
D. rad_settings.C

Answer: D

NEW QUESTION 73
In some scenarios it is very helpful to use advanced Linux commands for troubleshooting purposes. Which command displays information about resource
utilization for running processes and shows additional information for core utilization and memory?

A. top
B. vmstat
C. cptop
D. mpstat

Answer: A

NEW QUESTION 77
URL Filtering is an essential part of Web Security in the Gateway. For the Security Gateway to perform a URL lookup when a client makes a URL request, where
is the sync- request forwarded from if a sync-request is required?

A. URLF Kernel Client
B. RAD User Space
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C. RAD Kernel Space
D. URLF Online Service

Answer: C

NEW QUESTION 82
For identity Awareness what is the PDP process?

A. Identity server
B. Captive Portal Service
C. User Auth Database
D. Log Sifter

Answer: A

NEW QUESTION 86
When a user space process or program suddenly crashes, what type of file is created for analysis

A. core dump
B. kernel_memory_dump dbg
C. core analyzer
D. coredebug

Answer: A

NEW QUESTION 90
What does CMI stand for in relation to the Access Control Policy?

A. Context Manipulation Interface
B. Context Management Infrastructure
C. Content Management Interface
D. Content Matching Infrastructure

Answer: B

NEW QUESTION 94
What component is NOT part of Unified policy manager?

A. Classifier
B. CMI
C. Handle
D. Observer

Answer: D

NEW QUESTION 95
What are the main components of Check Point??s Security Management architecture?

A. Management server, Log server, Gateway serve
B. Security server
C. Management server, management database, log server, automation server
D. Management serve
E. Security Gatewa
F. Multi-Domain Serve
G. SmartEvent Server
H. Management serve
I. Log Server, LDAP Server, Web Server

Answer: B

NEW QUESTION 100
When a User Mode process suddenly crashes, it may create a core dump file. Which of the following information is available in the core dump and may be used to
identify the root cause of the crash?

A. Program Counteri
B. Stack Pointerii
C. Memory management informationi
D. Other Processor and OS flags / information
E. iii and iv only
F. i and ii only
G. i, ii, iii and iv
H. Only lii

Answer: C

NEW QUESTION 104
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What is the function of the Core Dump Manager utility?

A. To determine which process is slowing down the system
B. To send crash information to an external analyzer
C. To limit the number of core dump files per process as well as the total amount of disk space used by core files
D. To generate a new core dump for analysis

Answer: C

NEW QUESTION 106
The packet processing infrastructure consists of 4 components. Which component contains the CLOB, the object that contains information about the packet that is
needed to make security decisions?

A. Manager
B. Classifiers
C. Handlers
D. Observers

Answer: B

NEW QUESTION 109
The Check Point Firewall Kernel is the core component of the Gaia operating system and an integral part of the traffic inspection process. There are two
procedures available for debugging the firewall kernel. Which procedure/command is used for troubleshooting packet drops and other kernel activities while using
minimal resources (1 MB buffer)?

A. fw ctl zdebug
B. fwk ell debug
C. fw debug ctl
D. fw ctl debug/kdebug

Answer: A

NEW QUESTION 110
You are seeing output from the previous kernel debug. What command should you use to avoid that?

A. fw ctl clean buffer = 0
B. fw ctl debug 0
C. fw ctl zdebug disable
D. fw ctl debug = 0

Answer: B

NEW QUESTION 115
SmartEvent utilizes the Log Server, Correlation Unit and SmartEvent Server to aggregate logs and identify security events. The three main processes that govern
these SmartEvent components are:

A. cpcu, cplog, cpse
B. eventiasv, eventiarp,eventiacu
C. cpsemd, cpsead, and DBSync
D. fwd, secu, sesrv

Answer: B

NEW QUESTION 118
What is the name of the VPN kernel process?

A. VPND
B. CVPND
C. FWK
D. VPNK

Answer: C

NEW QUESTION 123
VPN issues may result from misconfiguration communication failure, or incompatible default configurations between peers. Which basic command syntax needs to
be used for troubleshooting Site-toSite VPN Issues?

A. vpn truncon debug
B. cp debug truncon
C. fw debug truncon
D. vpn debug truncon

Answer: D

NEW QUESTION 124
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What is the kernel process for Content Awareness that collects the data from the contexts received from the CMI and decides if the file is matched by a data type?

A. cntawmod
B. cntmgr
C. dlpda
D. dlpu

Answer: A

NEW QUESTION 128
Which of the following is a component of the Context Management Infrastructure used to collect signatures in user space from multiple sources such as Application
Control and IPS. and compiles them together into unified Pattern Matchers?

A. Context Loader
B. PSL - Passive Signature Loader
C. cpas
D. CMI Loader

Answer: B

NEW QUESTION 131
You receive complains that Guest Users cannot login and use the Guest Network which is configured with Access Role of Guest Users. You need to verity the
Captive Portal configuration. Where can
you find the config file?

A. on the gateway at $NACPORTAL_ HOME/conf/httpd_ nac.conf
B. on the management at SCPNAC_ HOME/conf/httpd_ nac.conf
C. on the management at SNACPORTAL_ HOME/conf/httpd_ nac.conf
D. on the gateway at $CPNAC_ HOME/conf/httpd_ nac.conf

Answer: A

NEW QUESTION 136
How many packets are needed to establish IKEv1?

A. Only three packets for main mode
B. 8
C. 5
D. 6

Answer: D

NEW QUESTION 137
Your users have some issues connecting with Mobile Access VPN to your gateway. How can you debug the tunnel establishment?

A. run vpn debug truncon
B. in the file $VPNDIR/conf/httpd conf change the line Loglevel To LogLevel debug and run vpn restart
C. in the file SCVPNDIR/conf/httpd conf change the line Loglevel To LogLevel debug and run cvpnrestart
D. run fw ctl zdebug -m sslvpn all

Answer: C

NEW QUESTION 138
The two procedures available for debugging in the firewall kernel are

A. fw ctl zdebugi
B. fw ctl debug/kdebugChoose the correct statement explaining the differences in the two
C. (i) is used to debug only issues related to dropping of traffic, however (ii) can be used for any firewall issue including NATing, clustering etc.
D. (i) is used to debug the access control policy only, however (ii) can be used to debug a unified policy
E. (i) is used on a Security Gateway, whereas (ii) is used on a Security Management Server
F. (i) is used for general debugging, has a small buffer and is a quick way to set kernel debug flags to getan output via command line whereas (ii) is useful when
there is a need for detailed debugging and requires additional steps to set the buffer and get an output via command line

Answer: D

NEW QUESTION 141
......
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