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NEW QUESTION 1
Which two components are part of onboarding a secure web gateway (SWG) endpoint? (Choose two)

A. FortiSASE CA certificate

B. proxy auto-configuration (PAC) file
C. FortiSASE invitation code

D. FortiClient installer

Answer: AB

NEW QUESTION 2
Refer to the exhibit.

Profile configuration
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Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection? (Choose two.)

A. All infected files that FortiSandbox detects as malicious will be quarantined.

B. Only endpoints assigned with profile for Sandbox Detection will be processed by the sandbox feature.
C. All files detected on a LSE drive will be sent to FortiSandbox for analysis

D. All infected files will be sent to a on-premises FortiSandbox for inspection

Answer: AC

NEW QUESTION 3
When viewing the daily summary report generated by FortiSASE, the administrator notices that the report contains very little data.
What is a possible explanation for this almost empty report?

A. Log allowed traffic is set to Security Events for all policies.
B. There are no security profile groups applied to all policies.
C. The web filter security profile is not set to Monitor.

D. Digital experience monitoring is not configured.

Answer: A

NEW QUESTION 4
Refer to the exhibit.
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Security Logs

To allow access, which web tiller configuration must you change on FortiSASE?
A. FortiGuard category-based filter

B. content filter

C. URL Filter

D. inline cloud access security broker (CASB) headers

Answer: B

NEW QUESTION 5
Refer to the exhibit.
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FortiClient

FortiSASE

Internet

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE VPN tunnel and

redirect it to the endpoint physical Interface.

Which configuration must you apply to achieve this requirement?

A. Exempt the Google Maps FQDN from the endpoint system proxy settings.

B. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic

C. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.

D. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.

Answer: C

NEW QUESTION 6
Refer to the exhibits.
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WiMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE, while Wm7-Pro can no longer

access the internet

Given the exhibits, which reason explains the outage on Wm7-Pro?

A. The Win7-Pro device posture has changed.

B. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

C. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
D. Win-7 Pro has exceeded the total vulnerability detected threshold.
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Answer: A

NEW QUESTION 7

Which secure internet access (SIA) use case minimizes individual workstation or device setup, because you do not need to install FortiClient on endpoints or
configure explicit web proxy settings on web browser-based end points?

A. SIA for inline-CASB users

B. SIA for agentless remote users
C. SIA for SSLVPN remote users
D. SIA for site-based remote users

Answer: B

NEW QUESTION 8
Refer to the exhibits.

EDIT RULE SET

Name FortiSASE-Non-Compliant

Enabled O

When the following rules match

+ Create || £ € @ Dclcte

L] Types® Parameters ¢ Matching Criteria @

E] Windows @

O OSVersion B Windows Server 2019 At least one parameter must pass
8 Windows 10

AntiVirus AV Software is installed and running  All parameters must pass

Apply the following tag

TagName S FortiSASE-Compliant v

Antivirus is installed on a Windows 10 endpoint, but the windows application firewall is stopping it from running.
What will the endpoint security posture check be?

A. FortiClient will block the endpoint from getting access to the network.

B. FortiClient telemetry will be disconnected because of failed compliance.
C. FortiClient will tag the endpoint as FortiSASE-Non-Compliant.

D. FortiClient will prompt the user to enable antivirus.

Answer: C

NEW QUESTION 9
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO overrides any other previously configured user authentication.

B. SSO identity providers can be integrated using public and private access types.
C. SSO is recommended only for agent-based deployments.

D. SSO users can be imported into FortiSASE and added to user groups.
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Answer: A

NEW QUESTION 10
Which secure internet access (SIA) use case minimizes individual endpoint configuration?

A. Site-based remote user internet access
B. Agentless remote user internet access
C. SIA for SSL VPN remote users

D. SIA using ZTNA

Answer: B

NEW QUESTION 10
Which event log subtype captures FortiSASE SSL VPN user creation?

A. Endpoint Events

B. VPN Events

C. User Events

D. Administrator Events

Answer: C

NEW QUESTION 11
Which FortiSASE feature ensures least-privileged user access to corporate applications that are protected by an on-premises FortiGate?

A. Privileged access management (PAM)
B. role-based access control (RBAC)

C. Identity & access management (IAM)
D. zero trust network access (ZTNA)

Answer: D

NEW QUESTION 14
A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network. Which FortiSASE features would help the customer to
achieve this outcome?

A. SD-WAN and NGFW

B. SD-WAN and inline-CASB

C. zero trust network access (ZTNA) and next generation firewall (NGFW)
D. secure web gateway (SWG) and inline-CASB

Answer: D

NEW QUESTION 19
Which role does FortiSASE play in supporting zero trust network access (ZTNA) principles9

A. It offers hardware-based firewalls for network segmentation.

B. It integrates with software-defined network (SDN) solutions.

C. It can identify attributes on the endpoint for security posture check.
D. It enables VPN connections for remote employees.

Answer: C

NEW QUESTION 23
When viewing the daily summary report generated by FortiSASE. the administrator notices that the report contains very little data. What is a possible explanation
for this almost empty report?

A. Digital experience monitoring is not configured.

B. Log allowed traffic is set to Security Events for all policies.
C. The web filter security profile is not set to Monitor

D. There are no security profile group applied to all policies.

Answer: B

NEW QUESTION 27

Which two settings are automatically pushed from FortiSASE to FortiClient in a FortiSASE deployment with default settings? (Choose two.)
A. ZTNA tags

B. Real-time protection

C. SSL VPN profile

D. FortiSASE CA certificate

Answer: BC
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NEW QUESTION 30
Which FortiSASE feature ensures least-privileged user access to all applications?

A. secure web gateway (SWG)

B. SD-WAN

C. zero trust network access (ZTNA)
D. thin branch SASE extension

Answer: C

NEW QUESTION 33
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

A. It enforces multi-factor authentication (MFA) to validate remote users.

B. It secures traffic from endpoints to cloud applications.

C. It uses the identity & access management (IAM) portal to validate the identities of remote workers.
D. It offers zero trust network access (ZTNA) capabilities.

E. It enforces granular access policies based on user identities.

Answer: BDE

NEW QUESTION 36

An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users from accessing unapproved cloud

resources.
Which FortiSASE feature can you implement to achieve this requirement?

A. Web Filter with Inline-CASB

B. SSL deep inspection

C. Data loss prevention (DLP)

D. Application Control with Inline-CASB

Answer: A

NEW QUESTION 41

Which two statements describe a zero trust network access (ZTNA) private access use case? (Choose two.)
A. The security posture of the device is secure.

B. All FortiSASE user-based deployments are supported.

C. All TCP-based applications are supported.

D. Data center redundancy is offered.

Answer: AC

NEW QUESTION 46

During FortiSASE provisioning, how many security points of presence (POPs) need to be configured by the FortiSASE administrator?
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Answer: C

NEW QUESTION 47
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