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NEW QUESTION 1
The cloud administration team is reviewing an AWS deployment that was done using CloudFormation.

The deployment includes six FortiGate instances that required custom configuration changes after being deployed. The team notices that unwanted traffic is
reaching some of the FortiGate instances because the template is missing a security group.

To resolve this issue, the team decides to update the JSON template with the missing security group and then apply the updated template directly, without using a
change set.

What is the result of following this approach?

A. If new FortiGate instances are deployed later they will include the updated changes.

B. Some of the FortiGate instances may be deleted and replaced with new copies.

C. The update is applied, and the security group is added to all instances without interruption.
D. CloudFormation rejects the update and warns that a new full stack is required.

Answer: B

NEW QUESTION 2
Refer to the exhibit.

Troubleshooting command

azadmin@Azure:~$ az feature show --namespace Microsoft.Network --name EnableHighAvailabllityMode
{
"id": "/aubscriptions/21100b64- cade-19cc-800b-01 7ac43592ac/pravidara/Mic roscft Faaturas/providers/Microsaft. Netwark/featurea/EnablaHighAvailabilityModa”
"name"; "Microseft.Network/EnableHighAvailabiityMode",
"properties”; {
'state”; "Unregistered”
3

“type*: “Microsoft.Features/providers/features’

A managed security service provider (MSSP) administration team is trying to deploy a new HA cluster in Azure to filter traffic to and from a client that is also using

Azure. However, every deployment attempt fails, and only some of the resources are deployed successfully. While troubleshooting this issue, the team runs the
command shown in the exhibit.

What are the implications of the output of the command?

A. The team will not be able to deploy an A-P FortiGate HA cluster with Azure gateway load balancer.

B. The team will not be able to deploy an A-P FortiGate HA cluster with Azure load balancer.

C. The team will not be able to deploy an active-passive (A-P) FortiGate high availability (HA) cluster with SDN connector.
D. The team will not be able to deploy an active-active (A-A) FortiGate HA cluster with Azure load balancer.

Answer: D

NEW QUESTION 3
Refer to the exhibit.

Azure monitoring
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After analyzing the native monitoring tools available in Azure, an administrator decides to use the tool displayed in the exhibit.
Why would an administrator choose this tool?

A. To view details about Azure resources and their relationships across multiple regions.
B. To obtain, and later examine, traffic flow data with a visualization tool.

C. To help debug issues affecting virtual network gateways.

D. To compare the latency of an on-premises site with the latency of an Azure application.

Answer: D
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NEW QUESTION 4

You are using Ansible to modify the configuration of several FortiGate VMs.

What is the minimum number of files you need to creat, and in which file should you configure the target FortiGate IP addresses?
A. One playbook file for each target and the requiredtasks,and one inventory file.

B. One .yaml file with the targets IP addresses, and oneplaybook Tile with the tasks.

C. One inventory file for each target device, and one playbook file.

D. One text lite for all target devices, and one playbook file.

Answer: B

NEW QUESTION 5
Refer to the exhibit.

config system ha
set session-pickup enable
set session-pickup-connectionless enable

set 3se:

-
g

3ion-pickup-nat enable
et session-pickup-expectation enable

set override disable

conflg system standalone-cluster:

ecdit )
set peerip 10.0.1.x
set syncvd "root"™
next

end

You deployed an HA active-active load balance sandwich with two FortiGate VMs in Microsoft Azure.

After the deployment, you prefer to use FGSP to synchronize sessions, and allow asymmetric return traffic. In the environment, FortiGate port 1 and port 2 are
facing external and internal load balancers respectively.

What IP address must you use in the peerip configuration?

A. The opposite FortiGate port 2 IP address.

B. The public load balancer port 2 IP address.
C. The internal load balancer port 1 IP address.
D. The opposite FortiGate port 1 IP address.

Answer: D

NEW QUESTION 6
Exhibit.

[ec2 -user@ip-10-0-0-200 ~]§ sudo yum -y install unzip

Last metadata expiration check: 0:02:31 ago on Sun Jul 21 22:12:44 2024.
Package unzip-6.0-57.amzn2023.0.2.x86 64 is already installed,
Dapandancias rasclved.

Nothing to do,

Complete!

[ec2-user@ip=10~0-0-200 ~]§ unzip terraform §{TERRAFORM VER} linux amd64.zip
Archive: terraform 1.5.3 linux_amdé4.zip

inflating: terraform

[ec2 -usexr®ip-10-0-0-200 ~]1§ terraform wversion

-pash: terraform: ocommand not found

[ec2-usar@ip-10-0-0-200 ~]§

You are tasked with deploying FortiGate using Terraform. When you run the terraform version command during the Terraform installation, you get an error
message.
What could you do to resolve the command not found error?
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A. You must move the binary file to the bin directory.

B. You must reinstall Terraform.

C. You must change the directory location to the root directory.
D. You must assign correct permissions to the ec2-user.

Answer: A

NEW QUESTION 7

An administrator would like to use FortiCNP to keep track ofsensitive data files located in the Amazon Web Services (AWS) S3bucket and protect it from malware.

Which FortiCNP feature should the administrator use?

A. FortiCNP Threat Detection policies
B. FortiCNP Risk Management policies
C. FortiCNP Data Scan policies

D. FortiCNP Compliance policies

Answer: C

NEW QUESTION 8
Refer to the exhibit.

what=-if tool

Resource and property changes are indicated with
- Delete
+ Create

~ Modify

The deployment will update the following scope:

 Microsoft Network/virtualNetworka/ServerApps
-

- tags.Qwner: "ApsAdmins

-

properties.addressSpace.addressPrefixes:

Respurce ch&rgn?: : €O mﬁdify.

scope: /aubkscriptiona/./resourceGroups/DemoGroup

these symbols:

An administrator used the what-if tool to preview changes to an Azure Bicep file.
What will happen if the administrator decides to apply these changes in Azure?

A. Subnet 10.0.1.0/24 will replace subnet 10.0.2.0/24.

B. This deployment will fail and no changes will be applied.
C. A new subnet will be added to ServerApps.

D. The ServerApps VNet will be renamed.

Answer: A

NEW QUESTION 9

An administrator is relying on an Azure Bicep linter to find possible issues in Bicep files.
Which problem can the administrator expect to find?

A. The resources to be deployed exceed the quota for a region.

B. Some resources are missing dependsOn statements.
C. There are output statements that contain passwords.
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D. One or more modules are not using runtime values as parameters.

Answer: B

NEW QUESTION 10

An administrator is configuring a software-defined network (SDN) connector in FortiWeb to dynamically obtain information about existing objects in an Amazon

Elastic Kubernetes Service (EKS) cluster.
Which AWS policy should the administrator attach to a user to achieve this goal?

A. AmazonEKSConnectorServiceRolePolicy
B. AmazonEKSComputePolicy

C. AmazonEKSServicePolicy

D. AmazonEKSClusterPolicy

Answer: D

NEW QUESTION 10

You have deployed a FortiGate HA cluster in Azure using a gateway load balancer for traffic inspection. However, traffic is not being routed correctly through the

firewalls.
What can be the cause of the issue?

A. The FortiNet VMs have IP forwarding disabled, which is required for traffic inspection.
B. The health probes for the gateway load balancer are failing, which causes traffic to bypass the HA cluster.

C. The gateway load balancer is not associated with the correct network security group (NSG) rules, which allow traffic to pass through.

D. The protected VMs are in a different Azure subscription, which prevents the gateway load balancer from forwarding traffic.

Answer: B

NEW QUESTION 13
Exhibit.
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In which type of FortiCNP insights can an administrator examine the findings triggered by this policy?
A. Data

B. Threat

C. Risk

D. User activity

Answer: B

Explanation:

The policy shown is an AV Scan Policy that scans for malware during discovery and raises alerts when malicious targets are accessed. Findings from such policies

are categorized under Threat insights in FortiCNP, since they deal with detection of malware and malicious activity.

NEW QUESTION 18

An administrator decides to use the Use managed identity option on the FortiGate SDN connector with Microsoft Azure. However, the SDN connector is failing on

the connection. What must the administrator do to correct this issue?

Make sure to add the Client Secret on the FortiGate side of the configuration.
g- Make sure to add the Tenant ID on the FortiGate side of the configuration.
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) ) ) Make sure to set the type to system managed identity on FortiGate SDN connector
Eet{y,l@gg sure to enable the system-assigned managed identity on Azure.

Answer: C

NEW QUESTION 20
Refer to the exhibit.
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An administrator implements FortiWeb ingress controller to protect containerized web applications in an AWS Elastic Kubernetes Service (EKS) cluster.
What can you conclude about the topology shown in FortiView?

A. The FortiWeb VM gets the latest cluster information through an SDN connector.

B. This topology has two services and two ingress controllers deployed.

C. Both services will be load balanced among the two nodes and the four pods.

D. Adding a new service will update the FortiWeb configuration automatically.

A.

Answer: A

NEW QUESTION 21
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