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NEW QUESTION 1
On which search engines/web sites is the Safe Search feature supported in Harmony Endpoint?

A. Google, Bing, Yahoo! by default, and extra support for Baidu, Yandex, Lycos, and Excite if the Harmony Endpoint Management is deployed in Cloud
B. Google, Bing, and Yahoo!

C. Google and Bing if the Harmony Endpoint Management is On-Premises deployment

D. Google, Yahoo!, and OneSearch

Answer: B

NEW QUESTION 2
The Check Point Harmony Product Suite is a suite of security products that includes?

A. Quantum Spark

B. Harmony Mobile (On-Premises)

C. Quantum Endpoint (Cloud)

D. Harmony Endpoint (Cloud and On-Premises)

Answer: D

NEW QUESTION 3
Endpoint Security Clients are applications installed on company-owned desktop and laptop computers which include the following:

A. Endpoint security software Capabilities and a device agent which operates as a container for the Capabilities and communicates with the Endpoint Management
Server

B. GUI client that connects to the Endpoint Security Management Server to manage the policy and other configuration for Endpoints

C. Endpoint Security software Capabilities and a GUI client to manage policies for all capabilities

D. GUI client that connects to the local Endpoint Capability Software to manage the policy and all other configuration for that Endpoint only

Answer: A

NEW QUESTION 4
What information does the Endpoint Client provide end users?

A. Overview summary of all machines and their status.

B. Overview summary of the protections deployed on the machines and the status of each protection.
C. Overview summary of security breaches.

D. Overview summary of traffic logs.

Answer: B

NEW QUESTION 5
Where are the Endpoint Policy Servers located?

A. Between the Endpoint clients and the EPS
B. Between the Endpoint clients and the EMS
C. Between the Endpoint clients and the NMS
D. Between the Endpoint clients and the SMS

Answer: B

NEW QUESTION 6
You must make a decision of which FDE algorithm to be used by one of your clients who specializes in multimedia video editing. What algorithm will you choose?

A. The implementation of a Secure VPN with very strong encryption will make your data invisible in cases of live internet transmission.
B. In multimedia applications you do not need to implement any kind of Full Disk Encryptio

C. You can use software like 7Zip in order to encrypt your data.

D. Any kind of data is very important and the Full Disk Encryption technique must be used with the strongest secret key possibl

E. Your client has to use strong encryption like XTS- AES 256 bit.

F. Video processing is a high bandwidth application which utilizes a lot of HDD access tim

G. You have to use a FDE algorithm with small secret key like XTS-AES 128 bit.

Answer: C

NEW QUESTION 7

With which release of Endpoint Client is the Anti-Malware engine based on Sophos instead of Kaspersky?
A. Endpoint Client release E86.26 and higher for Cloud deployments

B. Endpoint Client release E84.40 and higher for all deployments

C. Endpoint Client release E83.20 and higher for Cloud deployments

D. Endpoint Client release E81.20 and higher for On-premises deployments

Answer: B
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NEW QUESTION 8
"Heartbeat" refers to what?

A. A periodic client connection to the server

B. A client connection that happens every 60 seconds
C. A server connection that happens every 5 minutes
D. A random server connection

Answer: A

NEW QUESTION 9

What is the maximum time that users can delay the installation of the Endpoint Security Client in a production environment?

A. 2 Hours

B. 30 minutes
C. 48 Hours
D. 8 Hours

Answer: C

NEW QUESTION 10
In the OVERVIEW Tab of the Harmony Endpoint portal, which Overview shows the Active Alerts?

A. The Policy Overview

B. The Computer Management view
C. The Operational Overview

D. The Security Overview

Answer: C

NEW QUESTION 10

What are the benefits of the Check Point Consolidated Cyber Security Architecture?
A. Consolidated network functions

B. Single policy

C. Decentralized management

D. Consolidated security functions

Answer: D

NEW QUESTION 14

If there are multiple EPS in an environment, what happens?

A. One Endpoint client automatically communicates with the server
B. Each Endpoint client automatically communicates with the EMS

C. Each Endpoint client does an analysis to find which EPS is "closest" and automatically communicateswith that server.

D. Each Endpoint client automatically communicates with the SMS

Answer: C

NEW QUESTION 17
What type of attack is Ransomware?

A. Where a victim encrypts files on a computer and demands payment for decryption key from an attacker.
B. Where an attacker encrypts files on a computer and demands payment for decryption key.

C. Ransomware is not an attack.

D. Where an attacker decrypts files on a computer and demands payment for encryption key.

Answer: B

NEW QUESTION 21

Before installing the Endpoint Security Management Server, it is necessary to consider this:
A. A Network Security Management Server must be installed.

B. A Network Security Management Server must NOT be installed on the same machine.
C. An Endpoint Security Gateway must be installed.

D. MS SQL Server must be available with full admin access.

Answer: B

NEW QUESTION 24

Harmony Endpoint offers Endpoint Security Client packages for which operating systems?

A. Unix, WinLinux and macOS
B. Windows, macOS and Linux operating systems
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C. macOS, iPadOS and Windows
D. Windows, AppleOS and Unix operating systems

Answer: B

NEW QUESTION 25

What does the Kerberos keytab file contain?

A. Pairs of authentication settings and un-authentication settings

B. Pairs of encryption and decryption keys

C. Pairs of Kerberos principals and encryption keys

D. Pairs of ktpass tools

Answer: C

NEW QUESTION 27

Before installing FDE on a client machine, what should administrators make sure of?
A. That system volumes include at least 32 MB of continuous space
B. That system volumes include at least 50 MB of continuous space
C. That system volumes include at least 36 MB of continuous space

D. That system volumes include at least 25 MB of continuous space

Answer: A

NEW QUESTION 28

In a Standalone installation, the EMS is installed on the same computer or a different one than the NMS?

A. Same

B. Half on one and half on another computer
C. Both

D. Different

Answer: A

NEW QUESTION 33

Which Endpoint capability ensures that protected computers comply with your organization's requirements and allows you to assign different security levels

according to the compliance state of the endpoint computer?
A. Compliance Check

B. Capsule Cloud Compliance

C. Forensics and Anti-Ransomware

D. Full Disk Encryption

Answer: A

NEW QUESTION 36
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