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NEW QUESTION 1

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Microsoft Sentinel data connectors support only Microsoft services
You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
tnggered.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes Mo

Microsoft Sentinel data connectors support only Microsoft services
You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is 109
triggered.

NEW QUESTION 2
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directory (Azure AD) is -

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a security information and event management (SIEM) system

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365- identity ?view=0365-worldwide

NEW QUESTION 3
What can you protect by using the information protection solution in the Microsoft 365 compliance center?

A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users
Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 4
What can you specify in Microsoft 365 sensitivity labels?

A. how long files must be preserved
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B. when to archive an email message
C. which watermark to add to files

D. where to store files

Answer: C

Explanation:

Reference:https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 5

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes
You can create custom roles in Azure Active Directory (Azure AD). o
Global administrator is a role in Azure Active Directory (Azure AD). O

An Azure Active Directory (Azure AD) user can be assigned only onerole. ©

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Azure AD supports custom roles.

Box 2: Yes

Global Administrator has access to all administrative features in Azure Active Directory. Box 3: No

NEW QUESTION 6

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Azure DDo5 Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.

resource groups.
virtual networks.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Azure DDo5 Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.

(EESM IO LD,
virtual networks. |
[

NEW QUESTION 7

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« 15 3 cloud-native security information and event management (SIEM) and security orchestration
Azure Advisor automated response (SOAR) solution used to provide a single solution for alert detection, threat
Azure Bastion visibility, proactive hunting, and threat response.
Azure Monitor
Azure Sentinel
A. Mastered

B. Not Mastered

Answer: A

Passing Certification Exams Made Easy

No

visit - https://www.surepassexam.com



\"/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

Explanation:
Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)
solution.

NEW QUESTION 8
Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune- managed devices from accessing corporate resources?

A. network security groups (NSGs)

B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

Answer: B

NEW QUESTION 9

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Microsoft Defender for identity can identify advanced threats from « signals.

Azure Active Directory (Azure AD)
Azure Al Connect
on-premises Active Directory Domain Services (AD DS}

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Microsoft Defender for Identity is a cloud-based security solution that leverages your on- premises Active Directory signals to identify, detect, and investigate
advanced threats, compromised identities, and malicious insider actions directed at your organization.

NEW QUESTION 10
What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information
C. enforcing device compliance

D. enforcing client app compliance

Answer: A

Explanation:

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time based on access and session policies.
Based on this definition, the best answer for your question is B. enable limited experiences, such as blocking download of sensitive information.
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept- conditional-access-session

NEW QUESTION 10

DRAG DROP

You are evaluating the compliance score in Microsoft Purview Compliance Manager. Match the compliance score action subcategories to the appropriate actions.
To answer, drag the appropriate action subcategory from the column on the left to its action on the right. Each action subcategory may be used once, more than
once, or not at all.

NOTE: Each correct match is worth one point.

Action Subcategories Answer Area

mlsguration changes in felponse 1o & Securty incicent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Action Subcategories Answer Area

| Cormective | | | Preventative

ncrypd data at mest
-

r
ek ¥
Detective ! Perform a system access audit
-

Ladii l bake confeguratom FARGES if fEponsE (0 & SEcunily ncidenl

NEW QUESTION 11
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 15
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 20

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
¥ou can use Advanced Audit in Microsoft 365 to view billing details. O O
¥You can use Advanced Audit in Microsoft 365 to view the contents of an email message. 0] O

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Outlook on the web to search for items in a mailbox.

O

O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No

Box 3: Yes

NEW QUESTION 23

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Sensitivity labels can be used to encrypt documents. @) @)
Sensitivity labels can add headers and footers to documents. O @)
Sensitivity labels can apply watermarks to emails. @) @]
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this

data.
Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.

Box 3: NO
https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-
markings

NEW QUESTION 26

HOTSPOT
Select the answer that correctly completes the sentence.
Angvwsr A
Mdscronclt Sentned prosides guack; insights ingo dita by uaing. A | -

Apyre Morton workbop Sermplates
Arure Resource Graph Erplones
playtaoke

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Angwes Rres

Ilinz0aofs benibimed prowices guach mdaghts into dats by viing ke | e

Ajpure Moawbor workodk lemplated
Anre Resourte Geaph Eaplores
il

NEW QUESTION 30

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

| I'|'|||| )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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gy
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| | Statements ' . Yes No:

[T

|

”' | Azure DDOS Protection Standard protects against man-in-the-middle (MITM) attacks. @ e
il YL
_|II Azure DDoS Protection Standard is enablec by default in an Azure subscription. i ‘I_E?_ :
LIFY ' AN
J.{',l-I Azure DDoS Protection Standard protects against protocol attacks. L] el
1Sl L 1 B

NEW QUESTION 33
HOTSPOT
Select the answer that correctly completes the sentence.

_ is a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint

Microsoft Defender for Identity
Microsoft Defender for Office 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security solution that leverages your on-
premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your

organization.

NEW QUESTION 34

Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 37

Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance- manager?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score- calculation?view=0365- worldwide

NEW QUESTION 42
DRAG DROP
Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Services Answer Area
Azure Bastion Provides Network Address Translation (NAT) services
AZure Firewall
Provides secure and seamiess Remote Deskiop
Network security group (NSG) connectivity to Azure virtual machines
Provides traffic filtéring that can be applied to specific
network interfaces on a virtual network
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 45
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D

NEW QUESTION 49
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365

Answer: B

Explanation:

Microsoft Secure Score for Devices

? Artikel

? 12.05.2022

? 3 Minuten Lesedauer Applies to:

? Microsoft Defender for Endpoint Plan 2

? Microsoft Defender Vulnerability Management

? Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).

Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.

Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

? Application

? Operating system

? Network

? Accounts

? Security controls

Select a category to go to the Security recommendations page and view the relevant recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security posture. Forwarded data is stored and processed
in the same location as your Microsoft Secure Score data.

Changes might take up to a few hours to reflect in the dashboard.

? In the navigation pane, go to Settings > Endpoints > General > Advanced features

? Scroll down to Microsoft Secure Score and toggle the setting to On.

? Select Save preferences. How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations which might
have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual

configuration status in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

? Compare collected configurations to the collected benchmarks to discover misconfigured assets

? Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

? Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

? Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 54

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?
A. Audit

B. Compliance Manager

C. Content Search

D. Alerts

Answer: C

Explanation:
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The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 57

DRAG DROP

Match the types of compliance score actions to the appropriate tasks.

To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.

NOTE: Each correct match is worth one point.
Compliance score action Argwer Area

Cofmectn & o % Anta b "
wLITCLARG Acthon Lise encrypbion 10 probect data it nest

Detective
AR -'--:!l-.-c{..- Mooy fystems 0O identily mmeguibntsés 1Nat meg it fepnesent Frikd

Preveniatne

A. Mastered
B. Not Mastered

Answer: A

Explanation:

N Lot 58 fnEryphion 10 protect data al rest

___________ - " Actvely monitod systems (0 identify mmegulantses RSt might represent risks

NEW QUESTION 58
HOTSPOT
Select the answer that correctly completes the sentence.

ACCess
object
You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

NEW QUESTION 63

HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish w between organizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed
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NEW QUESTION 66

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes Mo
Conditional access policies always enforce the use of multi-factor authentication (MFA). O o
Conditional access policies can be used to block access to an application based on the o O
location of the user.
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- £y &'
joined devices,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). 3 '_C'_I
Conditional access policies can be used to block access to an application based on the If"'.';ﬁml Q
location of the user. -
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- 9] :_ 1

joined devices.

NEW QUESTION 70

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Microsoft Secure Score in the Microsoft 365 security center can provide O Q
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft O Q
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you &, Q
points if you address the improvement action by using a third-party
application or software.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Text, letter
Description automatically generated

NEW QUESTION 73

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?
A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 77
Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for
Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
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B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center
Answer: C

Explanation:

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that protect our cloud services and the customer

data therein.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?view=0365- worldwide

NEW QUESTION 80
Which Microsoft Defender for Cloud metric displays the overall security health of an Azure subscription?

A. resource health

B. secure score

C. the status of recommendations
D. completed controls

Answer: B

NEW QUESTION 83
HOTSPOT
Select the answer that correctly completes the sentence.

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a
guest account.

managed identity.

service principal.
user account.

A. Mastered
B. Not Mastered
Answer: A

Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 86

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes
Control is a key privacy principle of Microsoft. O
Transparency is a key privacy principle of Microsoft. Q

Shared responsibility is a key privacy principle of Microsoft. ©

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes
Control is a key privacy principle of Microsoft. :_D“,
Transparency is a key privacy principle of Microsoft. KoY

Shared responsibility is a key privacy principle of Microsoft. ©

NEW QUESTION 90

No

No

IDI

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.
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NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 95
HOTSPOT
Select the answer that correctly completes the sentence.

enables collaboration with business partners from external

Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts USers appear as guest users in the directory.

Azure Active Directory (Azure AD) business-to-business (B2B)

Azure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
- enables collaboration with busingss partners from external
Active Directory Domain Services (AD D5) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory.

(AZuré Active Direclory (Azure AD) business-to-business (28] _ |
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

NEW QUESTION 98

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can add a resource lock to an Azure subscription. O &
You can add only one resource lock to an Azure resource. O O
You can delete a resource group containing resources that have resource locks. O o

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes NO

NO

YES - As an administrator, you can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or
modifying critical resources. The lock overrides any permissions the user might have.

NO - The most restrictive lock in the inheritance takes precedence.

NO - If you delete a resource group with a locked resource, the portal Ul will give you an error and no resources are deleted.
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock- resources?tabs=json

NEW QUESTION 99
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT

B. to provide secure connections to Azure virtual machines

C. to protect sensitive information hosted anywhere in the cloud

D. to provide pass-through authentication to on-premises applications

E. to prevent data leaks to noncompliant apps and limit access to regulated data
Answer: ACE

Explanation:
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Reference:
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

NEW QUESTION 104

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
~ 5 a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint
Microsaft Defender for ldentity
Microsoft Defender for Office 365

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

« 5 acloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats.

Microsoft Defender for Endpoint
\Microsoft Defender for Identity |
Microsoft Defender Tor Office 365

NEW QUESTION 107

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
In software as a service (Saas), applying service packs to applications is the O O
responsibility of the organization.
In infrastructure as a service (laas), managing the physical network is the (@ O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information O O

and data is the responsibility of the organization.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
In software as a service (Saas), applying service packs to applications is the O :__D_t
responsibility of the organization. B
In infrastructure as a service {laaS), managing the physical network is the ;_Q? O
responsibility of the cloud provider.
: . : : =

In all Azure cloud deployment types, managing the security of information 1O O

and data is the responsibility of the organization.

NEW QUESTION 111
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w canuse conditional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) | to control sessions in real time.
Azure Defender
Azure Sentinel
Microsoft Cloud App Security
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

« canuse conditional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) | o conlrol sessions in real time.
Azure Defender
Azure Sentinel

NEW QUESTION 112
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
| Microsoft Defendes for Cloud - li prowvades cloud workload protection for Azure and hybrid cloud resources

Arure Monitor
Microsoft clowd saounty benchmark
Microsaft Secure Score

Naciogoft Dedender for Clowd

* | prosces cloud workdosd protecton for Azure and hyted cloud nesournces.

Thrie Monfle — T T T
Microsoft cloud sacunty benchmark
Microsoft Secure Score

Mticrosoft Defender for Cloud ¥ | proseces Choud wordoad protecton for Azune and hybnd Cloud resources

Answer:

Microsolt Defender for Cloud

provedes Cioud workload protection for Azure and hybnid Choud resources.
TAzure Monffior — —  ~

Microsoft cloud secunty benchmark
Microsoft Sacure Score

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 114
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Defender for Cloud
B. Azure Blueprints

C. Microsoft Sentinel
D. Azure Policy

Answer: B

NEW QUESTION 118

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Afea
in the Microscit Purview compilance portal you can use { CLatoHmiEhe nsaostion ﬂ 1o remoywe feaiunes fnom IRe NQADon pang

Lomphance M HEEH
Policess
Settings

A. Mastered

B. Not Mastered
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Answer: A
Explanation:
Anvwer Area
I e ! i ’ e I-M.- i ...-.r-l-,-_llI B {":é-l.- ) i - - B -

NEW QUESTION 119
Which statement represents a Microsoft privacy principle?

A. Microsoft does not collect any customer data.

B. Microsoft uses hosted customer email and chat data for targeted advertising.
C. Microsoft manages privacy settings for its customers.

D. Microsoft respects the local privacy laws that are applicable to its customers.

Answer: C

NEW QUESTION 123
Which type of identity is created when you register an application with Active Directory (Azure AD)?

A. a user account

B. a user-assigned managed identity
C. a system-assigned managed identity
D. a service principal

Answer: D

Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

NEW QUESTION 125
HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

With Windows Hello for Business, a user's biometric data used for authentication
Is stored on an éxternal device,
is stored on a local device only,
i% stored in Azure Active Directory (Azure AD)
s replicated 1o all the devices designated Dy the uter

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, letter

Description automatically generated

Biometrics templates are stored locally on a device. Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for- business/hello-
overview

NEW QUESTION 126
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.

B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.

D. A policy initiative that includes multiple policies.

Answer: A

Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:

Compliance Manager helps simplify compliance and reduce risk by providing:

? Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

? Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

? Detailed step-by-step guidance on suggested improvement actions to help you
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comply with the standards and regulations that are most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation
details and audit results.

? A risk-based compliance score to help you understand your compliance posture by

measuring your progress in completing improvement actions.

NEW QUESTION 131
When you enable Azure AD Multi-Factor Authentication (MFA), how many factors are required for authentication?

00w
AR WDN P

Answer: B

NEW QUESTION 134
What is a characteristic of a sensitivity label in Microsoft 365?

A. persistent
B. encrypted
C. restricted to predefined categories

Answer: B

NEW QUESTION 136
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D
NEW QUESTION 140

HOTSPOT
Select the answer that correctly completes the sentence.

prosades angle Sign-on (350] capatilities 3cross mulisple sbentity prowders.

A domaan conrciher

Actrde Directory Domaan Services (AD D5)

Azure Active Diractony (Azure AD) Pralege ldentily Management (PIB)
Federation

A. Mastered
B. Not Mastered

Answer: A

Explanation:

provides single tign-on (550 capabiliiies aonoss muliple identily providers

A.domaincomtroller _ _ _ _ _ _ _

I| Actrve Derectory Domain Services (A0 DE) |
Azure Active Directory [Azure ADY) Privilage dentity Management (PIM)
Fiageranon

NEW QUESTION 142
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 144

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).
C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
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D. All users must authenticate by using passwordless sign-in.
E. All users must authenticate by using Windows Hello.

Answer: BC

Explanation:

Security defaults make it easy to protect your organization with the following preconfigured security settings:
? Requiring all users to register for Azure AD Multi-Factor Authentication.

? Requiring administrators to do multi-factor authentication.

? Blocking legacy authentication protocols.

? Requiring users to do multi-factor authentication when necessary.

? Protecting privileged activities like access to the Azure portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 149

You need to keep a copy of all files in a Microsoft SharePoint site for one year, even if users delete the files from the site. What should you apply to the site?

A. a data loss prevention (DLP) policy
B. a retention policy

C. an insider risk policy

D. a sensitivity label policy

Answer: B

NEW QUESTION 154

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each

correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 157
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 158

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Azure AD Connect can be used to implement hybnd identity. O )
Hybrid identity requires the implementation of two Microsoft 365 tenants. O Q
Hybrid identity refers to the synchronization of Active Directory Domain O O

Services (AD DS) and Azure Active Directory (Azure AD).

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
Azure AD Connect can be used to implement hybrid identity. :_Q-; O
Hybrid identity requires the implementation of two Microsoft 365 tenants. O 'L_ __r
Hybrid identity refers to the synchronization of Active Directory Domain '_r:)_i 5y

Services (AD DS) and Azure Active Directory (Azure AD).

NEW QUESTION 162
What do you use to provide real-time integration between Azure Sentinel and another
security source?

A. Azure AD Connect

B. a Log Analytics workspace
C. Azure Information Protection
D. a data connector

Answer: D

Explanation:

To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of connectors for Microsoft solutions,
including Microsoft 365 Defender solutions, and Microsoft 365 sources, including Office 365, Azure AD, Microsoft Defender for Identity, and Microsoft Cloud App

Security, etc.
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/overview

NEW QUESTION 163

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w» for an organization.
| continually’
monthly
on-demand
quarterly

NEW QUESTION 166
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo

Soltwane tokens ang an example of passwardless authantication
Windows Hello is an example of passwordless authentication.

FIDO2 secunty keys are an example of passwordless authenbication.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes

Software tokens are an example of passwordiess authentication
Windaws Hello is an example of passwordless authantication. o)

FIDO2 secunty keys are an example of passwordiess authentication. o |

NEW QUESTION 170
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