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NEW QUESTION 1
Refer to the exhibit, which displays a history log entry.

System Event Mail Event AntiVirus AntiSpam Encryption Log Search Task
BLust =\ Scarch < Export w 2024-04-09 10:21:39 -» Current
'+ 1 |71 » Records per page 100 » Goto line
L] Date Time Classiher Disposition .. From Header From ... To Subyect Policy ID
2024-04-10 095435287  Not Spam Acceot exduseriexe . extuserfexie..  userl@ntem  Meeting minutes 20-Age-24  O:1.0:SYSTEM

In the Policy ID column, why isthe last policy ID value SYSTEM?

A. The email was dropped by a system blacklist.

B. The email matched a system-level authentication policy.
C. Itis an inbound email.

D. The email did not match a recipient-based policy.

Answer: D

NEW QUESTION 2
Refer to the exhibit, which shows the output of an email transmission using a telnet session.

220 mx.internal.lab ESMTP Smtpd

EHLO 10.0.1.10

250-mx.internal.lab Hello [10.0.1.10]}
250-S1ZE 10485760

250-DSN

250-AUTH LOGIN PLAIN DIGEST-MDS CRAM-MDS
MAIL FROM: <extuserf@external.lab>

250 2.1.0 <extuserfexternal.lab>.. Sender ok
RCPT TO: <userl@internal.lab>

250 2.1.5 <userl@internal.lab>.. Recipient ok
DATA

354 Enter mail, end with "." on a line by itself
From: External User 1 <extuserf@external.lab>
To: Mail User 1 <userlf@internal.lab>

Date: 30 Jan 2024 12:24:54 +0100

Subject: Hello, World!

The guick brown fox jumped over the lazy dog.
250 Message accepted for delivery

QUIT

221 mx.internal.lab closing connection

S — — —

What are two correct observations about this SMTP session? (Choose two.)

A. The SMTP envelope addresses are different from the message header addresses.
B. The "Subject" is part of the message header.

C. The"220 m

D. internal, lab ESMTPSmtpd" message is part of the SMTP banner.

E. The "250Message accepted for delivery" message is part ofthe message body.

Answer: BC
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NEW QUESTION 3
Refer to the exhibits, which show a topology diagram (Topology) and a configurationelement (Access Control Rule.)

Protected Domain:
example.com

10.29.1.0/24
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Access Control Rule
Access Control Rule

Status O
Sender User Defined v

Recipient User Defined v

Source IP/Netmask v

0.0.0.0/0
Reverse DNS pattern .

Authentication status  Any v
TLS profile ~None-- v
Action Reject v

Comment

An administrator wants to configure an access receive rule to matchauthentication status on FML-1 for all outbound email from the example. co- domain.
Which two access receive rule settings must the administrator configure? (Choose two.)

A. The Sender IP/netmask must be set to 10.29.1.0/24.
B. A TLS profile must be configured and applied.

C. The Recipient pattern must be set to *@exampl

D. com.

E. The Authentication status must be set to Authenticated

Answer: CD

NEW QUESTION 4
Refer to the exhibit, which shows a topology diagram of two separate email domains.
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mx.examplel.org mx.exampleZ.com

Internet

p DNS server g
User A E User B
A@examplel.org Bl@example2Z.com

Which two statements correctly describe how an email message is delivered from User A to User B? (Choose two.)

A. mx.examplel.org will forward the email message to the MX record that has the lowest preference.
B. User B will retrieve the email message using either POP3 or IMAP.

C. User A??s MUA will perform a DNS MX record lookup to send the email message.

D. The DNS server will act as an intermediary MTA.

Answer: AB

NEW QUESTION 5
Refer to the exhibit which shows a command prompt output of a telnet command.

C:\> telnet mx example.com 25
200 FE200F3A15000009.example.com ESMTP Smtpd; Thu, 21 Jun 2021 17:06:43 -0400

Which configuration change must you make to prevent the banner from displaying the FortiMail serial number?

A. Change the host name

B. Add a protected domain

C. Configure a local domain name
D. Change the operation mode

Answer: A

NEW QUESTION 6
Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP Scan Rule 2) from a FortiMail device.

DLP Scan Rule 1

I

Mestape Scan Ryle

Scan Rule Exceptions
o o T
o bew. [ Total 3

1D Conditsan
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DLP Scan Rule 2

Message Scan Rube

hearme DL POt

Scan Rube Conditions
+ Bl ’ fotal 1

iD. Condition

SEfder ContaE Skt Eexamipie JOMT

Which two message types will trigger this DLP scan rule? (Choose two.)

A. An email that contains credit card numbers in the body, attachment, and subject will trigger this scan rule.
B. An email sent from sales@interna

C. lac will trigger this scan rule, even without matching any conditions.

D. An email message that contains credit card numbers in the body will trigger this scan rule.

E. An email message with a subject that contains the term ‘credit card" will trigger this scan rule.

Answer: CD

NEW QUESTION 7
An organization has different groups of users with different needs in email functionality, such as address book access, mobile device access, email retention
periods, and disk quotas. Which FortiMail feature specific to server mode can be used to accomplish this?

A. Access profiles

B. Domain-level service settings
C. Resource profiles.

D. Email group profiles

Answer: C

NEW QUESTION 8
Exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full FCP_FML_AD-7.4 dumps in VCE and PDF From SurePassExam
Ll SUI’E PaSS https://www.surepassexam.com/FCP_FML_AD-7.4-exam-dumps.html (53 New Questions)

Mail Server settings

& Local Host
Host name mx
Local domain name example.com
Default domain for authentication --None-- v

& SMTPService @

SMTP port 25
SMTPS port 465
SMTP over SSL/TLS €
SMTPUTF8 »

SMTP MSA service (D

SMTP MSA port o587
Authentication SMTP & SMTPS € SMTP over TLS €
MTA-STS service Disable v

Refer to the exhibit, which shows the mail server settings of a FortiMail device. What are two ways this FortiMail device will handle connections? (Choose two.)

A. FortiMail will support the STARTTLS extension.

B. FortiMail will drop any inbound plaintext SMTP connection.
C. FortiMail will accept SMTPS connections.

D. FortiMail will enforce SMTPS on all outbound sessions.

Answer: AC

NEW QUESTION 9

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to their protected domain. After searching the logs, the administrator identifies
that the DSNs werenotgenerated because of any outbound email sent from their organization.

Which FortiMail antispam technique can the administrator use to prevent this scenario?

A. FortiGuard IP Reputation

B. Spoofed header detection

C. Spam outbreak protection

D. Bounce address tag validation
Answer: D

NEW QUESTION 10
Exhibit.
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FortiMail IBE encryption
Enable IBE service «
IBE service name Example Secure Portal

Activabon is nequ red for account registration (

Account registrabon expiry ime ([davys) 30
Account inactivity expiry time (days) Y0
Account password reset expiry time (hours) 24
Encrypted email retention period (days 180

Allow secure replying 4

Allow secure forwarding »

Allow secure composing »

IBE base URL: fmil.example.com
Help® content URL

About” content URL

Allow custom user control )

Reter to the exhibit, which shows the IBE Encryption page of a FortiMail device. Which user account behavior can you expect from these IBE settings?

A. After initial registratio

B. IBE users can access the secure portal without authenticating again for 90 days.

C. Registered IBE users have 90 days from the time they receive a notification email message to access their IBE email.
D. IBE user accounts will expire after 90 days of inactivity and must register again to access new IBE email message.

E. First time IBE users must register to access their email within 90 days of receiving the notification email message

Answer: C

NEW QUESTION 10
A FortiMail device is configured with the protected domain example. com.
It senders are not authenticated, which two envelope addresses will require an access receive rule? (Choose two.)

A. MALL FROM: mis@hosted.r.et RCPTTO: noc@example.com

B. MALL FROM: accounts@example.com RCPT TO: aales8biz.example.com
C. MALL FROM: supportéexample.org RCPT TO: marketing9exainple.com
D. MALL FROM: trainingeexample.com RCPT TO: students@external.org

Answer: BC

NEW QUESTION 15

What are two disadvantages of configuring the dictionary and DLP scan rule aggressiveness too high? (Choose two.)
A. High aggressiveness scan settings do not support executable file types.

B. It is more resource intensive

C. More false positives could be detected.

D. FortiMail requires more disk space for the additional rules.

Answer: BC

NEW QUESTION 19
Reter to the exhibits.
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Topology

Cluster Virtual IP
172.16.32.55

HA Interface Configuration

HA Interface

Port portl.
Enable port monitor (D

Heartbeat status Disable
Peer IP address: 0.0.0.0
Peer IPvé6 address:

Virtual IP action Ignore

Virtual IP address 0.0.00
Virtual IPvé address

The exhibits display a topologydiagram of a FortiMail cluster (Topology) and the primary HA interface configuration of the Primary FortiMail (HA Interface

Configuration)

Which three actions are recommended when configuring the primary FortiMail HA interface? (Choose three.)

A. In the Heartbeat status drop-down list, select Primary
B. In the Virtual IP action drop-down list, select Use

C. In the Virtual IP address field, type 172.16.32.55/24
D. In the Peer IP address field, type 172.16.32.57

E. Disable Enable port monitor

Answer: BCD

NEW QUESTION 22
A FortiMail is configured with the protected domain example.com.
On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)

A. EMAIL FROM: nisGhosted.r.et RCPT 70: noceexample.com

B. MAIL FROM: supporteexample.com RCPT TO: marketing@example.com
C. MAIL FROM: accountsGexample.ccm RCPT TO: sales@external.org

D. MAIL FROM: training&external.crg RCPT TO: student30extersal.org
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Answer: BC

NEW QUESTION 27
Refer to the exhibit, which shows a partial antispam profile configuration.

AntiSpam Profile

Default actior UserQuaranting L4 + &

& Scan Configurations

= ( FortiGuard Achon
( P Reputabod AL
JRL Category
D Primary plhushing - AL Iu
» Secondary inFated - A 150
spam outbreak protect vy Monitor only -

What will happen to an email that triggers Spam outbreak protection?

A. The email is logged.

B. The email is rejected.

C. The email is held in a deferred queue for a period of time.
D. The email is marked as clean and released to the recipient.

Answer: A

NEW QUESTION 32

Which SMTP command lists (he supported SMTP service extensions of the recipient MTA?
A. DATA

B. VRFY

C. EHLO

D. HELO

Answer: A

NEW QUESTION 33

In which two ways does a transparent mode FortiMail use the build-it MTA to process email? (Choose two.)

A. It can queue undeliverable messages and generate DSNs.

B. The built-in MTA must connect to an external relay host to deliver email.

C. MUAs must be configured to connect to the built-in MTA to send email.

D. It ignores the destination set by the sender and uses its own MX record lookup.

Answer: CD

NEW QUESTION 38

=Dl auht -

=Dl ault

v +
v +
v +
- -+ ’

Refer to the exhibits, which display a topology diagram (Topology) and two FortiMail device configurations (FML1 ConfigurationandFML2 Configuration).
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Topology

FML2
Server Mode

Protected Domain: example.com

FML1 Configuration

FortiMail

Domain name example.com

Is subdomain »

Main domain v
Relay type ' Host v
SMTPserver fmi2.example.com Port| 465 |[Test.]
© Use SMTPS S
Fallback SMTP server Port I_ 25 |[Test..]
(B Use SMTPS
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FML2 Configuration

& Local Host
Host name FML2
Local domain name example.com
Default domain for authentication  --None--

& SMTPService ©

SMTP server port number 25
SMTPS server port number 465

SMTP over SSL/TLS »

SMTP MSA service «©

SMTP MSA port number 587

Authentication sMTP (B sMTPS ©

SMTPover TLS @

What is the expected outcome of SMTP sessions sourced from FML1 and destined for FML2?

A. FML1 will fail to establish any connection with FML2.

B. FML1 will attempt to establish an SMTPS session with FML2. but fail and revert to standard SMTP.
C. FML1 will send the STARTTLS command in the SMTP session, which will be rejected by FML2.

D. FML1 will successfully establish an SMTPS session with FML2.

Answer: D

NEW QUESTION 40
Refer to the exhibit, which shows an inbound recipient policy.
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Inbound Recipient Policy

Status ©
Domain - v

Comment

Recipient Pattern

Type User (wildcard) v

@ example.com

Profiles

& Authentication and Access

Authentication type LDAP -
Authentication profile | ExampleLDAP =
Allow SMTP authentication

After creating the policy shown in the exhibit, an administrator discovers that clients can send unauthenticated emails using SMTP.
What must the administrator do to enforce authentication?

A. Move this incoming recipient policy to the top of the list.

B. Configure a matching IP policy with the exclusive flag enabled.
C. Configure an access delivery rule to enforce authentication.

D. Configure an access receive rule toverifyauthentication status.

Answer: D

NEW QUESTION 41
Refer to the exhibit, which shows an antivirus action profile.
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Antivirus Action Profile
AntiVirus Action Profile
Domain system
Name AV_Action
Comment
€@  Tagsubject | [VIRUS!
» Insert header
o+ New.. [ 1)
Header Name Header Value
» Insert disclaimer  default v at Start of message
» Deliver to alternate host
® | Deliver to original host
» BCC
O Replace infected / suspicious body or attachment . --None--
[ @ Remove URL detected by FortiSandbox
» Archive to account | --None-- v +
» Notify with profile = --None-- v <+
(3  Final action -

Total: O

What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)

A. Virus content will be removed from the email.

B. The original email will be sent to the system quarantine.

C. The sanitized email will be sent to the recipient's personal quarantine.
D. A replacement message will be added to the email.

Answer: AD

NEW QUESTION 43

Refer to the exhibits showing SMTP limits (Session Profile — SMTP Limits), and domain settings (Domain Settings, andDomain Settings — Other) of a FortiMail

device.
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Session Profile—SMTP Limits

Session Profile

Profilename | Example_Session

Comment
& SMTP Limits
Restrict number of EHLO/HELOs per session to 3
Restrict number of email per session to 10
Restrict number of recipients per email to | 500
Cap message size (KB) at 51200
Cap header size (KB) at 10240
Maximum number of NOOPs allowed for each connection 10
Maximum number of RSETs allowed for each connection 20
Domain Settings
FortiMail
Domain name example.com
Relay type | Host v
SMTPserver 10.29.1.45 Port| 25 |[Test.]
(B Use SMTPS
Fallback SMTP server Port| 25 |[Test..]
(B Use SMTPS

8 O Relay Authentication
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Domain Settings—Other

Other
Webmail theme Use system settings ¥
Webmail language --Default-- v

Maximum message size (KB) 204800
SMTP greeting (EHLO/HELO) name (as client)

IP pool
(3 Remove received header of outgoing email
@ Use global bayesian database

Bypass bounce verification

€@ Email continuity

--None-- ¥ | Direction| Delivering ¥

Use system hostname +

Which message size limit in KB will the FortiMail apply to outbound email?

A. 204300
B. There is no message size limit for outbound email from a protected domain.

C. 10240
D. 51200

Answer: D

NEW QUESTION 46
Refer to the exhibit, which displays an encryption profile configuration.

Encryption Profile
Name IBE Push
Comment
Protocol IBE

IBE Configuration

Access method | Push
Maximum size (KB) for Push method | 1024
Encryption algorithm AES 256

Action on failure | Enforce TLS

Ll |
L
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What happens if the attachment size of an IBE email exceeds 1024 KB?

A. Pull delivery will be used.

B. The email message will not be delivered.
C. OTLS will be used.

D. AES 256 will be used.

Answer: A

NEW QUESTION 50
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