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NEW QUESTION 1
To enforce the FDE policy, the following requirement must be met?

A. The client must obtain an FDE machine-based policy
B. The client must obtain an FDE certificate
C. Deployments must consist of at least one post-boot user
D. A recovery file must be encrypted

Answer: C

NEW QUESTION 2
On which search engines/web sites is the Safe Search feature supported in Harmony Endpoint?

A. Google, Bing, Yahoo! by default, and extra support for Baidu, Yandex, Lycos, and Excite if the Harmony Endpoint Management is deployed in Cloud
B. Google, Bing, and Yahoo!
C. Google and Bing if the Harmony Endpoint Management is On-Premises deployment
D. Google, Yahoo!, and OneSearch

Answer: B

NEW QUESTION 3
The Check Point Harmony Product Suite is a suite of security products that includes?

A. Quantum Spark
B. Harmony Mobile (On-Premises)
C. Quantum Endpoint (Cloud)
D. Harmony Endpoint (Cloud and On-Premises)

Answer: D

NEW QUESTION 4
Where are quarantined files stored?

A. On client computer, under C:\ProgramData\CheckPoint\Endpoint Security\Remediation\quarantine
B. On client computer, under C:\ProgramData\CheckPoint\Harmony Endpoint Security\quarantine
C. On Management server, under $FWDIR\sba\Remediation\quarantine
D. On client computer, under C:\Program Files\CheckPoint\Endpoint Security\Remediation\quarantine

Answer: A

NEW QUESTION 5
In addition to passwords, what else does the pre-boot environment also support?

A. Options for remote authentication method
B. Options for multi-factor authentication methods
C. Options for double-factor authentication method
D. Options for single-factor authentication method

Answer: B

NEW QUESTION 6
Which of the following is TRUE about the functions of Harmony Endpoint components?

A. SmartEndpoint connects to the Check Point Security Management Server (SMS)
B. SmartEndpoint Console connects to and manages the Endpoint Management Server (EMS)
C. SmartConsole connects to and manages the Endpoint Management Server (EMS)
D. Web Management Console for Endpoint connects to the Check Point Security Management Server (SMS)

Answer: B

NEW QUESTION 7
The Remote Help tool can be used to assist users in password recovery. What type of assistance does this tool provide?

A. The Remote Help tool only provides procedural information and FAQs about the Endpoint Security Client, including the procedure to reset the password
B. The Remote Help tool provides:a) User Logon Pre-boot Remote Helpb) Media Encryption Remote Help
C. The Remote Help tool provides:a) Link to the secret location of an encrypted password fileb) Key to decrypt the password file
D. The Remote Help tool unlocks admin accounts on SmartEndpoint

Answer: B

NEW QUESTION 8
What information does the Endpoint Client provide end users?
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A. Overview summary of all machines and their status.
B. Overview summary of the protections deployed on the machines and the status of each protection.
C. Overview summary of security breaches.
D. Overview summary of traffic logs.

Answer: B

NEW QUESTION 9
Where are the Endpoint Policy Servers located?

A. Between the Endpoint clients and the EPS
B. Between the Endpoint clients and the EMS
C. Between the Endpoint clients and the NMS
D. Between the Endpoint clients and the SMS

Answer: B

NEW QUESTION 10
You must make a decision of which FDE algorithm to be used by one of your clients who specializes in multimedia video editing. What algorithm will you choose?

A. The implementation of a Secure VPN with very strong encryption will make your data invisible in cases of live internet transmission.
B. In multimedia applications you do not need to implement any kind of Full Disk Encryptio
C. You can use software like 7Zip in order to encrypt your data.
D. Any kind of data is very important and the Full Disk Encryption technique must be used with the strongest secret key possibl
E. Your client has to use strong encryption like XTS- AES 256 bit.
F. Video processing is a high bandwidth application which utilizes a lot of HDD access tim
G. You have to use a FDE algorithm with small secret key like XTS-AES 128 bit.

Answer: C

NEW QUESTION 10
With which release of Endpoint Client is the Anti-Malware engine based on Sophos instead of Kaspersky?

A. Endpoint Client release E86.26 and higher for Cloud deployments
B. Endpoint Client release E84.40 and higher for all deployments
C. Endpoint Client release E83.20 and higher for Cloud deployments
D. Endpoint Client release E81.20 and higher for On-premises deployments

Answer: B

NEW QUESTION 15
Does the Endpoint Client GUI provide automatic or manual prompting to protect removable storage media usage?

A. Manual Only
B. Either automatic or manual
C. Automatic Only
D. Neither automatic nor manual

Answer: B

NEW QUESTION 17
When in the Strong Authentication workflow is the database installed on the secondary server?

A. After Endpoint Security is enabled
B. Before Endpoint Security is enabled
C. Exactly when Endpoint Security is enabled
D. After synchronization and before Endpoint Security has been enabled

Answer: D

NEW QUESTION 22
What does the Check Point Support Center as your one-stop portal offer?

A. UserMates offline discussion boards
B. Technical Certification
C. SecureKnowledge technical database
D. Offloads

Answer: C

NEW QUESTION 27
How many digits are required in the FDE policy settings to enable a Very High- Security level for remote help on pre-boot?

A. 40 digits
B. Maximum 30 digits
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C. 24 digits
D. Minimum 20 digits

Answer: B

NEW QUESTION 32
What is the command required to be run to start the Endpoint Web Interface for on- premises Harmony Endpoint Web Interface access?

A. start_web_mgmt - run in dish
B. start_web_mgmt - run in expert mode
C. web_mgmt_start - run in expert mode
D. web_mgmt_start - run in dish

Answer: C

NEW QUESTION 36
How does Full Disk Encryption (FDE) add another layer of security?

A. By offering media encryption
B. By offering pre-boot protection
C. By offering port protection
D. By offering encryption

Answer: B

NEW QUESTION 37
The Endpoint administrator prepared deployment rules for remote deployment in a mixed desktop environment. Some of the non-Windows machines could not
install Harmony Endpoint clients. What is the reason for this?

A. macOS clients are not supported by Harmony Endpoint
B. Administrator doesn??t run chmod command, to allow execution permission to the deployment script
C. Deployment rules are not supported on macOS clients
D. Deployment rules were assigned to users not to machines

Answer: C

NEW QUESTION 41
What does Endpoint's Media Encryption (ME) Software Capability requiring authorization accomplish?

A. Protects sensitive data and encrypts storage media
B. Controls ports and encrypts storage media
C. Controls ports and manages ports
D. Decrypts and blocks access to specific ports

Answer: A

NEW QUESTION 46
What type of attack is Ransomware?

A. Where a victim encrypts files on a computer and demands payment for decryption key from an attacker.
B. Where an attacker encrypts files on a computer and demands payment for decryption key.
C. Ransomware is not an attack.
D. Where an attacker decrypts files on a computer and demands payment for encryption key.

Answer: B

NEW QUESTION 48
By default, an FDE Action does what?

A. Rebuilds the hard drive
B. Decrypts all visible disk volumes
C. Encrypts all visible disk volumes
D. Re-defines all visible disk volumes

Answer: C

NEW QUESTION 50
What capabilities does the Harmony Endpoint NGAV include?

A. Anti-Ransomware, Anti-Exploit & Behavioral Guard
B. Anti-IPS, Anti-Firewall & Anti-Guard
C. Zero-Phishing, Anti-Bot & Anti-Virus
D. Threat Extraction, Threat-Emulation & Zero-Phishing

Answer: A
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NEW QUESTION 52
What does Unauthenticated mode mean?

A. Computers and users might present a security risk, but still have access.
B. Computers and users are trusted based on their IP address and username.
C. Computers and users have credentials, but they are not verified through AD.
D. Computers and users are trusted based on the passwords and usernames only.

Answer: C

NEW QUESTION 56
What is the default Agent Uninstall Password, which protects the client from unauthorized removal?

A. Secret
B. Chkp1234
C. secret
D. RemoveMe

Answer: C

NEW QUESTION 57
When you are facing a technical problem and you need help, what resource is recommended for all technical information about Check Point products?

A. You can use an online search engine like Google and you will find the answer in the first results.
B. Check Point SecureKnowledge, CheckMates, and Check Point Customer Support.
C. You can use any infosec-related online sources.
D. Press F1 in the SmartConsole and write down the problem.

Answer: B

NEW QUESTION 58
Harmony Endpoint offers Endpoint Security Client packages for which operating systems?

A. Unix, WinLinux and macOS
B. Windows, macOS and Linux operating systems
C. macOS, iPadOS and Windows
D. Windows, AppleOS and Unix operating systems

Answer: B

NEW QUESTION 62
Which of the following is not protected by the Full Disk Encryption (FDE) software?
? Client's user data
? Operating system files
? Temporary files
? Erased files

A. Temporary and erased files
B. All of these are protected with FDE
C. Erased files
D. Temporary files

Answer: C

NEW QUESTION 67
Before installing FDE on a client machine, what should administrators make sure of?

A. That system volumes include at least 32 MB of continuous space
B. That system volumes include at least 50 MB of continuous space
C. That system volumes include at least 36 MB of continuous space
D. That system volumes include at least 25 MB of continuous space

Answer: A

NEW QUESTION 69
Name one way to install Endpoint Security clients:

A. Third-party deployment tools
B. Automatic using the server deployment rules
C. Package import
D. Manual deployment using the internet

Answer: B
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NEW QUESTION 72
On which desktop operating systems are Harmony Endpoint Clients supported?

A. Windows, macOS, Linux and Unix
B. Only Windows and macOS
C. Windows Servers and Clients, macOS and Linux
D. Windows Client, macOS and Linux

Answer: D

NEW QUESTION 73
When can administrators prepare the client for the FDE software package installation and deployment?

A. Once a client meets the maximum system requirements
B. Once the policy is installed
C. Once the client system volumes have 32 MB of space
D. Once a client machine meets the minimum system requirements

Answer: D

NEW QUESTION 75
The CEO of the company uses the latest Check Point Endpoint client on his laptop. All capabilities are enabled, and FDE has been applied. The CEO is on a
business trip and remembers that he needs to send some important emails, so he is forced to boot up his laptop in a public area. However, he suddenly needs to
leave and forgets to lock or shut down his computer. The laptop remains unattended. Is the CEO??s data secured?

A. The data is not secure
B. The laptop was left unlocked in the email client windo
C. Everyone who accesses the laptop, before it automatically locks, has access to all data.
D. The laptop is not secure because anyone in the local connected Wi-Fi can access the CEO??s corporate data.
E. The laptop is totally secure since the Endpoint client will automatically detect the emergency and has set the OS in hibernate mode.
F. The laptop is using the latest technology for Full Disk Encryptio
G. Anyone who finds the laptop can??t access its data due to the data encryption used.

Answer: A

NEW QUESTION 77
You're going to prepare a Deployment Scenario of an Endpoint Security Client on a Windows machine in an On-Prem environment. You choose one of two basic
deployments
- which is typical for a local deployment?

A. Agent (Initial Client) package only
B. Agent (Initial Client) and Software Blades packages
C. Agent-less (no Client) and Software Blades packages
D. Agent (free Client) package only

Answer: B

NEW QUESTION 79
......
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