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NEW QUESTION 1
- (Topic 1)
When using the Vault Secrets Operator, where is the secret written to after being retrieved from Vault?

A. The secret is never written to any service or persistent storage
B. Directly to the filesystem of the pod
C. Kubernetes Secrets
D. To the cloud-provider??s native secret manager (Azure Key Vault, AWS Secrets Manager, etc.)

Answer: C

NEW QUESTION 2
- (Topic 1)
During a service outage, you must ensure all current tokens and leases are copied to another Vault cluster for failover so applications don??t need to authenticate.
How can you accomplish this?

A. Have Vault write all the tokens and leases to a file so you have a second copy of them
B. Configure all applications to use the auto-auth feature of the Vault Agent
C. Configure Disaster Recovery replication and promote the secondary cluster during an outage
D. Replicate to another cluster using Performance Replication and promote the secondary cluster during an outage

Answer: C

NEW QUESTION 3
- (Topic 1)
You want to encrypt a credit card number using the Transit secrets engine. You enter the following command and receive an error. What can you do to ensure that
the credit card number is properly encrypted and the ciphertext is returned?
$ vault write -format=json transit/encrypt/creditcards plaintext="1234 5678 9101 1121" Error: * illegal base64 data at input byte 4

A. The plain text data needs to be encoded to base64
B. The token used to issue the encryption request does not have the appropriate permissions
C. Credit card numbers are not supported using the Transit secrets engine since it is considered sensitive data
D. The credit card number should not include spaces

Answer: A

NEW QUESTION 4
- (Topic 1)
You??ve hit the URL for the Vault UI, but you??re presented with this screen. Why doesn??t Vault present you with a way to log in?

A. The Consul storage backend was not configured correctly
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B. Vault needs to be initialized before it can be used
C. A Vault policy is preventing you from logging in
D. The Vault configuration file has an incorrect configuration

Answer: B

NEW QUESTION 5
- (Topic 1)
What is true about the output of the following command (select three)?

A. The admin never sees all the unseal keys and cannot unseal Vault by themselves
B. All three users, Jane/John/Student01, will receive all unseal keys and can unseal Vault
C. The admin will receive the unseal keys and be able to unseal Vault themselves
D. The keys will be returned encrypted
E. Each individual can only decrypt their own unseal key using their private PGP key

Answer: ADE

NEW QUESTION 6
- (Topic 1)
You logged into the Vault CLI and attempted to enable an auth method, but you received this error message. What can you do to resolve the error and configure
Vault?
(Error: dial tcp 127.0.0.1:8200: connect: connection refused)

A. Restart the Vault service on this node
B. Ask an admin to grant you permission to enable the userpass auth method
C. Change 'userpass' to 'username and password'
D. Set the VAULT_ADDR environment variable to HTTP

Answer: D

NEW QUESTION 7
- (Topic 1)
How long does the Transit secrets engine store the resulting ciphertext by default?

A. 24 hours
B. 30 days
C. 32 days
D. Transit does not store data

Answer: D

NEW QUESTION 8
- (Topic 1)
Select the policies below that permit you to create a new entry of environment=prod at the path /secrets/apps/my_secret (select three).

A. path "secrets/+/my_secret" { capabilities = ["create"] allowed_parameters = { "*" = [] } }
B. path "secrets/apps/my_secret" { capabilities = ["update"] }
C. path "secrets/apps/my_secret" { capabilities = ["create"] allowed_parameters = { "environment" = [] } }
D. path "secrets/apps/*" { capabilities = ["create"] allowed_parameters = { "environment" = ["dev", "test", "qa", "prod"] } }

Answer: ACD

NEW QUESTION 9
- (Topic 1)
Which of the following secrets engines does NOT issue a lease upon a read request?

A. KV
B. Consul
C. Database
D. AWS

Answer: A

NEW QUESTION 10
- (Topic 1)
What command would have created the token displayed below?
$ vault token lookup hvs.nNeZ2I64ALCxuO7dqQEJGPrO
Key: policies Value: [default dev], num_uses: 5, ttl: 767h59m49s
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? Key Value
? --- -----
? accessor mfvaVMFgOcXHIeqlRasroSOn
? creation_time 1604610457
? creation_ttl 768h
? display_name token
? entity_id n/a
? expire_time 2024-12-07T16:07:37.7540672-05:00
? explicit_max_ttl 0s
? id hvs.nNeZ2I64ALCxuO7dqQEJGPrO
? issue_time 2024-11-05T16:07:37.7540672-05:00
? meta <nil>
? num_uses 5
? orphan false
? path auth/token/create
? policies [default dev]
? renewable true
? ttl 767h59m49s
? type service

A. vault token create -policy=dev -use-limit=5
B. vault token create -policy=dev -ttl=768h
C. vault token create -policy=dev -policy=default -ttl=768h
D. vault token create -policy=dev

Answer: A

NEW QUESTION 10
- (Topic 1)
Which of the following are accurate statements regarding the use of a KV v2 secrets engine (select three)?

A. Issuing a vault kv destroy command permanently deletes the current version of the secret
B. Issuing a vault kv destroy command deletes all versions of a secret
C. Issuing a vault kv delete command performs a soft delete of the current version
D. Issuing a vault kv metadata delete command permanently deletes the secret

Answer: ACD

NEW QUESTION 11
- (Topic 1)
A user is assigned the following policy, and they can successfully retrieve secrets using the CLI. However, the user reports receiving an error message in the UI.
Why can??t the user access the secret in the Vault UI?
path "kv/apps/app01" { capabilities = ["read"] }
Successful retrieval using the CLI

(Error: Permission denied in UI)

A. The user doesn??t know what they??re doing
B. The user doesn??t have permissions to retrieve the data from the UI, only the CLI
C. The user needs list permissions to browse the UI
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D. The user??s token is invalid

Answer: C

NEW QUESTION 13
- (Topic 1)
From the options below, select the auth methods that are better suited for machine-to- machine authentication (select five):

A. Kubernetes
B. GitHub
C. TLS
D. Token
E. AppRole
F. AWS
G. LDAP
H. OIDC

Answer: ACDEF

NEW QUESTION 14
- (Topic 1)
Given the following screenshot, how many secrets engines have been enabled by a Vault user?

A. 2
B. 3
C. 4
D. 5

Answer: B

NEW QUESTION 17
- (Topic 1)
Which of the following token attributes can be used to renew a token in Vault (select two)?

A. TTL
B. Token ID
C. Identity policy
D. Token accessor

Answer: BD

NEW QUESTION 20
- (Topic 1)
Which of the following Vault policies will allow a Vault client to read a secret stored at secrets/applications/app01/api_key?
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A. path "secrets/applications/" { capabilities = ["read"] allowed_parameters = { "certificate" = [] } }
B. path "secrets/*" { capabilities = ["list"] }
C. path "secrets/applications/+/api_*" { capabilities = ["read"] }
D. path "secrets/applications/app01/api_key/*" { capabilities = ["update", "list", "read"] }

Answer: C

NEW QUESTION 23
- (Topic 1)
True or False? All dynamic secrets in Vault are required to have a lease.

A. True
B. False

Answer: A

NEW QUESTION 28
- (Topic 1)
Tommy has written an AWS Lambda function that will perform certain tasks for the organization when data has been uploaded to an S3 bucket. Security policies
for the organization do not allow Tommy to hardcode any type of credential within the Lambda code or environment variables. However, Tommy needs to retrieve
a credential from Vault to write data to an on-premises database. What auth method should Tommy use in Vault to meet the requirements while not violating
security policies?

A. AWS
B. Userpass
C. Token
D. AppRole

Answer: A

NEW QUESTION 29
- (Topic 1)
After decrypting data using the Transit secrets engine, the plaintext output does not match the plaintext credit card number that you encrypted. Which of the
following answers provides a solution?
$ vault write transit/decrypt/creditcard ciphertext="vault:v1:cZNHVx+sxdMEr......." Key: plaintext Value: Y3JlZGl0LWNhcmQtbnVtYmVyCg==

A. Vault is sealed, therefore the data cannot be decrypte
B. Unseal Vault to properly decrypt the data
C. The user doesn??t have permission to decrypt the data, therefore Vault returns false data
D. The resulting plaintext data is base64-encode
E. To reveal the original plaintext, use the base64 --decode command
F. The data is corrupte
G. Execute the encryption command again using a different data key

Answer: C

NEW QUESTION 34
- (Topic 1)
Your company's security policies require that all encryption keys must be rotated at least once per year. After using the Transit secrets engine for a year, the Vault
admin issues the proper command to rotate the key named ecommerce that was used to encrypt your data. What command can be used to easily re-encrypt the
original data with the new version of the key?

A. vault write -f transit/keys/ecommerce/rotate <old data>
B. vault write -f transit/keys/ecommerce/update <old data>
C. vault write transit/encrypt/ecommerce v1:v2 <old data>
D. vault write transit/rewrap/ecommerce ciphertext=<old data>

Answer: D

NEW QUESTION 35
- (Topic 2)
Based on the following output, what command can Steve use to determine if the KV store is configured for versioning?
text CollapseWrapCopy
$ vault secrets list
Path Type Accessor Description
---- ---- -------- -----------
automation/ kv kv_56f991b9 Automation team for CI/CD cloud/ kv kv_4426c541 Cloud team for static secrets
cubbyhole/ cubbyhole cubbyhole_9bd538e per-token priv secret storage data_team/ kv kv_96d57692 Data warehouse KV for certs
identity/ identity identity_0042595e identity store network/ kv kv_3e53aaab Network team secret storage secret/ kv kv_d66e2adc key/value secret storage
sys/ system system_d6f218a9 system endpoints

A. vault secrets list -all
B. vault kv get automation
C. vault secrets list -detailed
D. vault kv list

Answer: C
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NEW QUESTION 37
- (Topic 2)
An application requires a specific key/value pair to be updated in order to process a batch job. Thevalue should be either "true" or "false." However, when
developers have been updating the value, sometimes they mistype the value or capitalize the value, causing the batch job not to run. What feature of a Vault policy
can be used to restrict entry to the required values?

A. Add a deny statement for all possible misspellings of the value
B. Add an allowed_parameters value to the policy
C. Change the policy to include the list capability
D. Use a * wildcard at the end of the policy

Answer: B

NEW QUESTION 41
- (Topic 2)
Which of the following best describes a token accessor?

A. A value that describes which clients have access to the attached token
B. Describes the value associated with the token??s TTL
C. A token used for clients to access Vault secrets engines
D. A value that acts as a reference to a token which can be used to perform limited actions against the token

Answer: D

NEW QUESTION 45
- (Topic 2)
After a client has authenticated to Vault, what security feature is used to make all subsequent calls?

A. ldap
B. pgp
C. path
D. key shard
E. listener
F. token

Answer: F

NEW QUESTION 49
- (Topic 2)
Select the two default policies created in Vault. (Select two)

A. root
B. user
C. admin
D. default
E. base
F. vault

Answer: AD

NEW QUESTION 54
- (Topic 2)
True or False? All Vault policies are deny by default.

A. True
B. False

Answer: A

NEW QUESTION 57
- (Topic 2)
What command is used to extend the TTL of a token, if permitted?

A. vault token revoke <token-id>
B. vault capabilities <token-id>
C. vault token lookup <token-id>
D. vault token renew <token-id>

Answer: D

NEW QUESTION 60
- (Topic 2)
You need to connect to and manage a new HCP Vault cluster using the Vault CLI on your laptop. What environment variables should you set to establish
connectivity?

A. VAULT_CLIENT_KEY=<path-to-key-file>, VAULT_TOKEN=<token-here>
B. VAULT_NAMESPACE=root, VAULT_REDIRECT_ADDR=<cluster-address>
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C. VAULT_ADDR=https://<cluster-address>:8200, VAULT_NAMESPACE=admin
D. VAULT_TOKEN=<token-here>, VAULT_CLUSTER_ADDR=https://<cluster- address>:8200

Answer: C

NEW QUESTION 63
- (Topic 2)
True or False? Once the minimum decryption version is set on an encryption key, older versions of the key are removed from Vault and are no longer available for
decryption operations.

A. True
B. False

Answer: B

NEW QUESTION 67
- (Topic 2)
Which two interfaces automatically assume the token for subsequent requests after successfully authenticating? (Select two)

A. CLI
B. API
C. UI

Answer: AC

NEW QUESTION 72
- (Topic 2)
Beyond encryption and decryption of data, which of the following is not a function of the Transit secrets engine?

A. Generate hashes and HMACs of data
B. Sign and verify data
C. Store the encrypted data securely in Vault for retrieval
D. Act as a source of random bytes

Answer: C

NEW QUESTION 74
- (Topic 2)
Which auth method is ideal for machine-to-machine authentication?

A. Okta
B. UserPass
C. GitHub
D. AppRole

Answer: D

NEW QUESTION 76
- (Topic 2)
You have a legacy application that requires secrets from Vault that must be written to a local configuration file. However, you cannot refactor the application to
communicate directly with Vault.What solution should you implement to satisfy the requirements?

A. Run the Vault Agent and use the templating feature
B. Use the Vault Proxy with Auto-Auth to authenticate with Vault
C. Use the Vault Proxy to act as a proxy for the Vault API
D. Use the Vault Agent and cache the newly created tokens and leases

Answer: A

NEW QUESTION 79
- (Topic 2)
Which of the following auth methods is the best choice for human interaction with Vault (as opposed to machine/system authentication)?

A. Kubernetes
B. AppRole
C. TLS
D. OIDC

Answer: D

NEW QUESTION 81
- (Topic 2)
You have deployed an application that needs to encrypt data before writing to a database. What secrets engine should you use?

A. Transit
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B. SSH
C. PKI
D. TOTP

Answer: A

NEW QUESTION 82
- (Topic 2)
True or False? After initializing Vault or restarting the Vault service, each individual node in the cluster needs to be unsealed.

A. True
B. False

Answer: A

NEW QUESTION 87
- (Topic 2)
You are trying to create a new orphan token but receiving a Permission Denied error. What capabilities are required to create this token without using a root token?

A. write privileges on the path auth/token
B. write privileges on the path sys/mounts
C. sudo privileges on the path auth/token/create
D. sudo privileges on the path sys/mounts/token

Answer: C

NEW QUESTION 92
- (Topic 2)
Holly has discovered that a highly privileged dynamic credential with a very long lease time was created, which could negatively impact the organization??s
security. What command can Holly use to invalidate the credential so it can??t be used without affecting other credentials?

A. vault lease revoke aws/creds/admin/27e1b9a1-27b8-83d9-9fe0-d99d786bdc83
B. Holly would need to delete the credential on the cloud platform directly
C. vault lease revoke -all
D. vault lease revoke aws/creds/admin/*

Answer: A

NEW QUESTION 94
- (Topic 3)
What command can be used to revoke all leases associated with a database role named prod-mysql?

A. vault lease revoke database/role/prod-mysql
B. vault lease revoke -prefix database/creds/prod-mysql
C. vault revoke database/role/prod-mysql
D. vault lease revoke database/creds/prod-mysql

Answer: B

NEW QUESTION 96
- (Topic 3)
Tom needs to set the proper environment variable so he doesn??t need to first authenticate to Vault toretrieve dynamically generated credentials for a database
server. What environment variable does Tom need to set first before running commands?

A. VAULT_NAMESPACE
B. VAULT_TOKEN
C. VAULT_CAPATH
D. VAULT_CLIENT_KEY

Answer: B

NEW QUESTION 100
- (Topic 3)
Kyle enabled the database secrets engine for dynamic credentials. Amy, the senior DBA, accidentally deleted the database users created by Vault, disrupting
client applications.
How can Kyle manually remove the leases in Vault?

A. No action is required since the leases will eventually expire and be revoked
B. Obtain the individual lease IDs from the application logs and remove them using the vault lease revoke command
C. Use the command vault lease revoke -force flag to delete the leases
D. Revoke all of the leases associated with the entire database secrets engine to be sure they are all removed

Answer: C

NEW QUESTION 102
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- (Topic 3)
True or False? You can create and update Vault policies using the UI.

A. True
B. False

Answer: A

NEW QUESTION 106
- (Topic 3)
Tom is authenticating to Vault using the CLI. Which of the following commands allows Tom to authenticate using the userpass method WITHOUT logging his
password to the shell history?

A. vault login tom
B. vault login -method=userpass username=tom
C. vault login userpass username=tom password=jerry
D. vault login -method=userpass username=tom password=jerry

Answer: B

NEW QUESTION 109
- (Topic 3)
Jarrad is an AWS engineer and has provisioned a new EC2 instance running MySQL since his application requires a specific MySQL version. He wants to
integrate Vault into his workflow but is new to Vault. What secrets engine should Jarrad use to integrate this new database running in AWS?

A. azure
B. database
C. kv
D. aws

Answer: B

NEW QUESTION 112
- (Topic 3)
What occurs when a Vault cluster cannot maintain a quorum while using the Integrated Storage backend?

A. Vault continues to operate in read-only mode until quorum is restored
B. The cluster becomes unavailable and cannot commit new logs
C. Vault automatically promotes a standby node to a leader to restore quorum
D. Vault temporarily switches to local storage until quorum is regained

Answer: B

NEW QUESTION 113
- (Topic 3)
When you are unsealing Vault using unseal keys, what are you actually doing?

A. Creating the recovery keys
B. Exporting the encryption key
C. Reconstructing the root key
D. Decrypting the Vault data

Answer: C

NEW QUESTION 114
- (Topic 3)
You need to create a limited-privileged token that isn??t impacted by the TTL of its parent. What type of token should you create?

A. Service token with a use limit
B. Orphan token
C. Periodic token
D. Root token

Answer: B

NEW QUESTION 116
- (Topic 3)
What is the default TTL for tokens in Vault if one is not specified?

A. 24 hours (1 day)
B. 15 minutes
C. 768 hours (32 days)
D. 60 minutes (1 hour)

Answer: C
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NEW QUESTION 120
- (Topic 3)
What API endpoint is used to enable and configure a secrets engine?

A. /v1/sys/init
B. /v1/sys/mounts
C. /v1/sys/config
D. /v1/sys/plugins/catalog

Answer: B

NEW QUESTION 125
- (Topic 3)
Which of the following are supported auth methods for Vault? (Select six)

A. AWS
B. Kubernetes
C. Token
D. OIDC/JWT
E. Userpass
F. Cubbyhole
G. AppRole

Answer: ABCDEG

NEW QUESTION 130
- (Topic 3)
Which of the following best describes response wrapping?

A. The response is Base64 encoded, and the user must decode the response to retrieve the cleartext data
B. Rather than provide a direct response, Vault returns a token and an accessor
C. Vault responds with an encrypted version of the response, decrypted via transit
D. Vault inserts the response into a single-use token??s cubbyhole

Answer: D

NEW QUESTION 132
- (Topic 3)
You have TBs of data encrypted by Vault stored in a database and are worried about Vault becoming unavailable and not being able to decrypt the data. Is it
possible to export the encryption key to store it somewhere else in the event Vault becomes unavailable?

A. Yes, as long as the key was configured to be exportable when it was created
B. No, you cannot export the encryption key from Vault

Answer: A

NEW QUESTION 133
- (Topic 3)
You need to decrypt customer data to provide it to an application. When you run the decryption command, you get the output below. Why does the response not
directly reveal the cleartext data?
$ vault write transit/decrypt/phone_number ciphertext="vault:v1:tgx2vsxtlQRfyLSKvem..." Key Value
--- -----
plaintext aGFzaGljb3JwIGNlcnRpZmllZDogdmF1bHQgYXNzb2NpYXRl

A. The user does not have permission to view the cleartext data
B. The output is base64 encoded
C. The output is actually a response wrapped token that needs to be unwrapped
D. The original data must have been encrypted

Answer: B

NEW QUESTION 134
- (Topic 3)
Which of the following tokens are representative of a batch token? (Select two)

A. hvr.AAAAAQL_tyer_gNuQqvQYPVQgsNxjap_YW1NB2m4CDHHadQo7rF2XLFGdwNJplA
ZNKbfloOvifrbpRCGdgG1taTqmC7Da_qftN64zeL10SmNwEoDTiPzC_1aS1KExbtVftU3Sx 16cBVqaynwsYRDfVnfTAffE
B. hvb.CAESIKOOSODDNGUJQe3EmsS8EQthulLjxRDhan_Axte2OrmPGiAKHGh2cy5KVnN hM25JdG82cDB0a1ZDbWhPTlAyekMQHg
C. hvb.AAAAAQJnAGuRT_z8FD_jOwP26zYaNzJ456_SVqse0oXtaqrpaLUC3LlHrUoJhQPylG X7A6K_dcS0shiql6g5-
BVpz0QIkCm7ePFQVjDT2HcIf8C6FNgkW313vYgBGP8lzQHebtspC0pqK64cfyU_qPKIka2 u4ng-jsoy
D. hvs.493n55sZp2lX2zyQfpkHTkL4

Answer: BC

NEW QUESTION 135
- (Topic 3)
Vault operators can create two types of groups in Vault. What are the two types?
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A. External groups
B. Security groups
C. Policy groups
D. Internal groups

Answer: AD

NEW QUESTION 137
- (Topic 4)
Over a few years, you have a lot of data that has been encrypted by older versions of a Transit encryption key. Due to compliance regulations, you have to re-
encrypt the data using the newest version of the encryption key. What is the easiest way to complete this task without putting the data at risk?

A. Rotate the encryption key used to encrypt the data
B. Decrypt the data manually and encrypt it with the latest version
C. Use the transit rewrap feature
D. Create a new master key used by Vault

Answer: C

NEW QUESTION 139
- (Topic 4)
Your organization recently suffered a security breach on a specific application, and the security response team believes that MySQL database credentials were
likely obtained during the event. The application generated the credentials using the database secrets engine in Vault mounted at the path database/. How can you
quickly revoke all of the secrets generated by this secrets engine?

A. vault token revoke database/*
B. vault secrets disable mysql
C. vault lease renew database/creds/mysql
D. vault lease revoke -prefix database/

Answer: D

NEW QUESTION 140
- (Topic 4)
A Fintech company is using Vault to store its static long-lived credentials so automated processes can quickly retrieve secrets. A user needs to add a new static
secret for a new automated job. What CLI commands can be used to store a new static credential? (Select two)

A. vault kv put kv/training/certification/vault @secrets.txt
B. vault kv write kv/training/certification/vault key=username value=bryan
C. vault kv create kv/training/certification/vault @secrets.txt
D. vault kv put -mount=secret creds passcode=my-long-passcode

Answer: AD

NEW QUESTION 143
- (Topic 4)
You are using the Vault API to test authentication before modifying your CI/CD pipeline to properly authenticate to Vault. You manually authenticate to Vault and
receive the response below. Based on the provided options, which of the following are true? (Select four)
? $ curl \
? --request POST \
? --data @payload.json \
? https://vault.krausen.com:8200/v1/auth/userpass/login/bryan.krausen | jq
?
? *******************************************************************************
? ******* RESPONSE BELOW ********************************************************
? *******************************************************************************
?
? {
? "request_id": "f758e8da-11b6-8341-d404-56f0c370a7fa",
? "lease_id": "",
? "renewable": false,
? "lease_duration": 0,
? "data": null,
? "wrap_info": null,
? "warnings": null,
? "auth": {
? "client_token": "hvs.CbzCNJCVWt63jyzyaJakgDwz",
? "accessor": "rffwXzKFcxvaQi6Vgo8tY4Lt",
? "policies": [
? "training",
? "default"
? ],
? "token_policies": [
? "training",
? "default"
? ],
? "metadata": {
? "username": "bryan.krausen"
? },
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? "lease_duration": 84600,
? "renewable": true,
? "entity_id": "f1795f6a-c576-d619-b2d5-74c0aee08edb",
? "token_type": "service",
? "orphan": true
? }
? }

A. The token required to retrieve a secret is hvs.CbzCNJCVWt63jyzyaJakgDwz
B. The returned token is a batch token
C. The user needs to retrieve .auth.client_token in order to perform other actions
D. The accessor will be used to authenticate to Vault to retrieve secrets
E. The user is using the userpass auth method
F. The user??s password is stored in a file named payload.json

Answer: ACEF

NEW QUESTION 148
- (Topic 4)
You are working on a new project and need to retrieve a secret from Vault. You log into the Vault UI and browse to the path where the secret is stored. Based on
the screenshot below, what is true about the secrets stored in this path? (Select four)

A. The secrets are stored in a KV v1 secrets engine
B. The user does not have permission to delete the secret
C. The secrets are stored in a KV v2 secrets engine
D. The secrets engine is mounted at the path developers/
E. There are four previous versions of the secret
F. The user has additional permissions on the path beyond just list and read

Answer: CDEF

NEW QUESTION 152
- (Topic 4)
You need to write a new policy for Vault for a group of users on the automation team. The requirements stipulate that each user (and all future users) get access to
their own private section of a KV secrets engine at the path kv/team/ and be able to manage their own secrets. Which policy below meets these requirements while
minimizing the administrative effort and following the principle of least privilege?

A. path "secret/data/groups/{{identity.groups.ids.2f62-9503-42aa7A869741.name}}/" { capabilities = ["list"] }
B. path "kv/team/frank/" { capabilities = ["create", "update", "read", "delete"] } path "kv/team/steve/" { capabilities = ["create", "update", "read", "delete"] } path
"kv/team/bryan/ " { capabilities = ["create", "update", "read", "delete"] }
C. path "kv/team/" { capabilities = ["create", "update", "read", "delete"] }
D. path "kv/team/{{identity.entity.id}}/" { capabilities = ["create", "update", "read", "delete"] } path "kv/team/{{identity.entity.id}}" { capabilities = ["create", "update",
"read", "delete"] }

Answer: D

NEW QUESTION 153
- (Topic 4)
True or False? After rotating a transit encryption key, all data encrypted with the previous version must be rewrapped or re-encrypted with the new key.

A. True
B. False

Answer: B
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NEW QUESTION 155
- (Topic 4)
How does the instance updates feature work when using the Vault Secrets Operator?

A. By monitoring the Vault audit logs to watch for changes to the target path
B. By constantly validating the current secret stored in Vault
C. By continuously launching an init container to check for updates
D. By subscribing to event notifications from Vault

Answer: D

NEW QUESTION 159
- (Topic 4)
You have enabled the Transit secrets engine on your Vault cluster to provide an "encryption as a service" service as your team develops new applications. What is
a prime use case for the Transit secrets engine?

A. Encrypting data before being written to an Amazon S3 bucket
B. Storing the encrypted data in Vault for easy retrieval
C. Generating dynamic SSH credentials for access to local systems
D. Creating X.509 certificates for a new fleet of containers

Answer: A

NEW QUESTION 163
- (Topic 4)
You are planning the deployment of your first Vault cluster and have decided to use Integrated Storage as the storage backend. Where do you configure the
storage backend to be used by Vault?

A. In the systemd service file
B. Inside the Vault service once Vault is up and running
C. In the Vault configuration file
D. In the Vault Agent sink file

Answer: C

NEW QUESTION 168
- (Topic 4)
You are using Vault to generate dynamic credentials for a Microsoft SQL server to perform queries for a month-end report. The report seems to be taking much
longer than expected due to degradation on the underlying server, and you are afraid that Vault might automatically revoke the credentials. How can you extend
the time the credentials are valid to ensure your month-end query is successful?

A. Renew the lease
B. Generate a new lease
C. Create a new role within the secrets engine for the database
D. Revoke the lease

Answer: A

NEW QUESTION 169
- (Topic 4)
Your Azure Subscription ID is stored in Vault and you need to retrieve it via Vault API for an automated job. The Subscription ID is stored at
secret/cloud/azure/subscription. The secret is stored on a KV Version 2 secrets engine. What curl command below would successfully retrieve the latest version of
the secret?

A. curl https://vault.krausen.com:8200/v1/secret/data/cloud/azure/subscription
B. curl --header "X-Vault-Token: hvs.CbzCNJCVWt63jyzyaJakgDwz" https://vault.krausen.com:8200/v1/secret/cloud/azure/subscription
C. curl --header "X-Vault-Token: hvs.CbzCNJCVWt63jyzyaJakgDwz"https://vault.krausen.com:8200/v1/secret/data/cloud/az ure/subscription
D. curl --header "X-Vault-Token: hvs.CbzCNJCVWt63jyzyaJakgDwz" https://vault.krausen.com:8200/secret/data/cloud/azure/subscription/latest

Answer: C

NEW QUESTION 173
- (Topic 4)
Your organization runs workloads on both AWS and Azure for production applications. The security team has requested that a single Vault authentication
mechanism be enabled to support applications on both public cloud platforms. Which of the following would be a valid auth method you can use?

A. AWS
B. GitHub
C. AppRole
D. Azure

Answer: C

NEW QUESTION 177
- (Topic 4)
You are using Vault CLI and enable the database secrets engine on the default path of database/. However, the DevOps team wants to enable another database
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secrets engine for testing but receives an error stating the path is already in use. How can you enable a second database secrets engine using the CLI?

A. vault secrets enable database database2/
B. vault secrets enable -force database
C. vault secrets enable -path=database2 database
D. vault secrets enable database2/

Answer: C

NEW QUESTION 180
- (Topic 5)
Which of the following statements are true about Vault policies? Choose two correct answers.

A. The default policy can not be modified
B. You must use YAML to define policies
C. Policies provide a declarative way to grant or forbid access to certain paths and operations in Vault
D. Vault must be restarted in order for a policy change to take an effect
E. Policies deny by default (empty policy grants no permission)

Answer: CE

NEW QUESTION 181
- (Topic 5)
Which Vault secret engine may be used to build your own internal certificate authority?

A. Transit
B. PKI
C. PostgreSQL
D. Generic

Answer: B

NEW QUESTION 184
- (Topic 5)
To make an authenticated request via the Vault HTTP API, which header would you use?

A. The X-Vault-Token HTTP Header
B. The x-Vault-Request HTTP Header
C. The Content-Type HTTP Header
D. The X-Vault-Namespace HTTP Header

Answer: A

NEW QUESTION 188
- (Topic 5)
Which of the following describes usage of an identity group?

A. Limit the policies that would otherwise apply to an entity in the group
B. When they want to revoke the credentials for a whole set of entities simultaneously
C. Audit token usage
D. Consistently apply the same set of policies to a collection of entities

Answer: D

NEW QUESTION 189
- (Topic 5)
Where does the Vault Agent store its cache?

A. In a file encrypted using the Vault transit secret engine
B. In the Vault key/value store
C. In an unencrypted file
D. In memory

Answer: D

NEW QUESTION 191
- (Topic 5)
Which of the following vault lease operations uses a lease _ id as an argument? Choose two correct answers.

A. renew
B. revoke -prefix
C. create
D. describe
E. revoke

Answer: AE
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NEW QUESTION 193
- (Topic 5)
Where can you set the Vault seal configuration? Choose two correct answers.

A. Cloud Provider KMS
B. Vault CLI
C. Vault configuration file
D. Environment variables
E. Vault API

Answer: CD

NEW QUESTION 195
- (Topic 5)
When creating a policy, an error was thrown:

Which statement describes the fix for this issue?
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A. Replace write with create in the capabilities list
B. You cannot have a wildcard (" • ") in the path
C. sudo is not a capability

Answer: A

NEW QUESTION 198
- (Topic 5)
When unsealing Vault, each Shamir unseal key should be entered:

A. Sequentially from one system that all of the administrators are in front of
B. By different administrators each connecting from different computers
C. While encrypted with each administrators PGP key
D. At the command line in one single command

Answer: B

NEW QUESTION 199
- (Topic 5)
What command creates a secret with the key "my-password" and the value "53cr3t" at path "my-secrets" within the KV secrets engine mounted at "secret"?

A. vault kv put secret/my-secrets/my-password 53cr3t
B. vault kv write secret/my-secrets/my-password 53cr3t
C. vault kv write 53cr3t my-secrets/my-password
D. vault kv put secret/my-secrets »y-password-53cr3t

Answer: A

NEW QUESTION 200
- (Topic 5)
What is a benefit of response wrapping?

A. Log every use of a secret
B. Load balanc secret generation across a Vault cluster
C. Provide error recovery to a secret so it is not corrupted in transit
D. Ensure that only a single party can ever unwrap the token and see what's inside

Answer: D

NEW QUESTION 205
- (Topic 5)
What can be used to limit the scope of a credential breach?

A. Storage of secrets in a distributed ledger
B. Enable audit logging
C. Use of a short-lived dynamic secrets
D. Sharing credentials between applications

Answer: C

NEW QUESTION 210
- (Topic 5)
When using Integrated Storage, which of the following should you do to recover from possible data loss?

A. Failover to a standby node
B. Use snapshot
C. Use audit logs
D. Use server logs

Answer: B

NEW QUESTION 214
- (Topic 5)
An authentication method should be selected for a use case based on:

A. The auth method that best establishes the identity of the client
B. The cloud provider for which the client is located on
C. The strongest available cryptographic hash for the use case
D. Compatibility with the secret engine which is to be used

Answer: A

NEW QUESTION 218
- (Topic 5)
Which of the following describes the Vault's auth method component?

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure HCVA0-003 dumps!
https://www.certshared.com/exam/HCVA0-003/ (285 Q&As)

A. It verifies a client against an internal or external system, and generates a token with the appropriate policies attached
B. It verifies a client against an internal or external system, and generates a token with root policy
C. It is responsible for durable storage of client tokens
D. It dynamically generates a unique set of secrets with appropriate permissions attached

Answer: A

NEW QUESTION 221
- (Topic 5)
Which statement describes the results of this command: $ vault secrets enable transit

A. Enables the transit secrets engine at transit path
B. Requires a root token to execute the command successfully
C. Enables the transit secrets engine at secret path
D. Fails due to missing -path parameter
E. Fails because the transit secrets engine is enabled by default

Answer: A

NEW QUESTION 222
- (Topic 5)
Which of the following cannot define the maximum time-to-live (TTL) for a token?

A. By the authentication method t natively provide a method of expiring credentials
B. By the client system f credentials leaking
C. By the mount endpoint configuration very password used
D. A parent token TTL e password rotation tools and practices
E. System max TTL

Answer: B

NEW QUESTION 225
- (Topic 5)
A web application uses Vault's transit secrets engine to encrypt data in-transit. If an attacker intercepts the data in transit which of the following statements are
true? Choose two correct answers.

A. You can rotate the encryption key so that the attacker won??t be able to decrypt the data
B. The keys can be rotated and min_decryption_version moved forward to ensure this data cannot be decrypted
C. The Vault administrator would need to seal the Vault server immediately
D. Even if the attacker was able to access the raw data, they would only have encrypted bits (TLS in transit)

Answer: BD

NEW QUESTION 228
- (Topic 5)
Which of the following statements describe the secrets engine in Vault? Choose three correct answers.

A. Some secrets engines simply store and read data
B. Once enabled, you cannot disable the secrets engine
C. You can build your own custom secrets engine
D. Each secrets engine is isolated to its path
E. A secrets engine cannot be enabled at multiple paths

Answer: ACD

NEW QUESTION 233
- (Topic 5)
As a best practice, the root token should be stored in which of the following ways?

A. Should be revoked and never stored after initial setup
B. Should be stored in configuration automation tooling
C. Should be stored in another password safe
D. Should be stored in Vault

Answer: A

NEW QUESTION 238
......
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