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NEW QUESTION 1
Refer to the exhibit, which shows the output ofa debug command.

f interface portd
drotocol 18 up
12.20,.121.236/2 a 0.0.0.0, MTU 1500

BN el

0, Router 0.0.0 Network Type BROADCAST,

-

» State DROther, Priority 1

A # 3 y & "y .

40.2, Interface Address ./2.20.121.2

Designated Router (ID) 0.0.0.1, Interface Address 172.20.121.239

intervals configured, Hello 10.000, Dead 40, Wait 40, Retransmit 5
Hello due in

Neighbor Count - jacent neighbor count

Crypt Sequence

Hello received 106 sen DD received

LS-Req received . : S=-Upd received

LS-Ack received jent Discarded 1

Which two statements about the output are true? (Choose two.)

A. The interlace is part of the OSPF backbone area.

B. There are a total of five OSPF routers attached to the vorz4 network segment
C. One of the neighbors has a router ID of 0.0.0.4.

D. In the network connected to port4, two OSPF routers are down.

Answer: AD

NEW QUESTION 2
Refer to the exhibit.

= User A
" il . 11,234 49 .16
10.0 . 0/24 ..-- \
WEN e - o - - - r_'— — - -'_- —
.. 10.0.3.0/24 ,I !
_---*pﬂn" 10.0.2.0/24 ‘_
] 4.0/24 | T — p— 85 .5 14
|
1 F P o 1T fo o | 1 I
W 1 1 1 iahk, Wa 1, 1
] | [ ' i Y ne ¥ s wanl
! ) ! 4 = Y nected, wa
UserC 10.0 0/24 y [ ed, z
0.0.4.86

Assuming a default configuration, which three statements are true? (Choose three.)

A. Strict RPF is enabled by default.

B. User B: Fai

C. There is no route to 95.56.234.24 using wan2 in the routing table.

D. User A: Pas

E. The default static route through wanl passes the RPF check regardless of the source IP address.
F. User B: Pas

G. FortiGate will use asymmetric routing using wanl to reply to traffic for 95.56.234.24.

H. User C: Fai

I. There is no route to 10.0.4.63 using portl in the touting table.

Answer: BDE

NEW QUESTION 3
Exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



[fsureP522

Recommend!! Get the Full FCSS_NST_SE-7.4 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/FCSS_NST_SE-7.4-exam-dumps.html (40 New Questions)

Name

Comments

Network

IP Version

Remote Gateway
IP Address

Interface

Mode Config

NAT Traversal
Keepalive Frequency
Dead Peer Detection

Local Gateway »

Remote

-omment 0/255
lp‘u"": lPV6
Static IP Address v

100.10.1
™ portl v

Disable Forced

10 6

Disable On Idle

Refer to the exhibit, which contains a screenshot of some phase 1 settings.
The VPN is not up. To diagnose the issue, the administrator enters the following CLI commands on an SSH session on FortiGate:

diagnose vpn 1ike log-flilter dst
diagnose debug application 1ike -1

However, the IKE real-time debug does not show any output. Why?

gdrd 10.0.10.]
--.-"i.rl"r—fl-l.

A. The administrator must also run the command diagnose debug enable.

B. The debug shows only error message

C. If there is no output, then the phase 1 and phase 2 configurations match.

D. The log-filter setting is incorrec

E. The VPN traffic does not match this filter.

F. Replace diagnose debug application ike -1 with diagnose debug application ipsec -1.

Answer: A

NEW QUESTION 4

Which exchange lakes care of DoS protection in IKEv2?
A. Create_ CHILD_SA

B. IKE_Auth

C. IKE_Req_INIT

D. IKE_SA_NIT

Answer: C

NEW QUESTION 5
Exhibit 1.
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system global
snat-route-change disable

config router static
edit 1

set gateway

[1,-':.-'-"1“

o -~ A L

device

gateway
riority
device "port?

Exhibit 2.

*GT # diagnose sys session list

session info: proto=6 proto ) ju on 317¢ meout=3600 £lags=00000000
sockflag=000

yrigin-shaper

reply-shaper

Jér 1p shaper=

g, - _
UUUUU socKport

rlass id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/25¢
state=log may dirty npu f0O0
statistic (bytes/packets/allow err): org=3208/25/1
% speed (Bps/kbps): 0/0 rx r-:;;-t:n{i (Bps/kbps): 0/0
>rgin->sink: org pre->post, reply pre->post dev=4

post dir=org act=sn: 10.0.1.10:64907->5

pre dir §1.239.158.]

: id = 00000000
type=0 dd mode=0
u state=0x000c00
flag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=0x0000/0x000

in=0x0000/0x0000 in npu=0/0, cut npu=0/0, fwd en=0/0, gid=0/0

Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal network.
An administrator would like to lest session failover between the two service provider connections.
Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose two.)

A. Change the priority of the port! static route to 11.

B. Change the priority of the port2 static route to 5.

C. Configure unsetsnat-route-change to return it to the default setting.
D. Configure setsnat-route-change enable.

Answer: AD

NEW QUESTION 6
Refer to the exhibit, which contains the output ofdiagnose vpn tunnellist.
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Which command will capture ESP traffic for the VPN named DialUp_07?

A. diagnose sniffer packet any 'ip proto 50'

B. diagnose sniffer packet any 'host 10.0.10.10'

C. diagnose sniffer packet any 'esp and host 10.200.3.2"
D. diagnose sniffer packet any ‘port 4500

Answer: D

NEW QUESTION 7
Exhibit.
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Edit Web Filter Profile
(=] Bandwidth Consuming ©
Freeware and Software Downloads ® Allow

File Sharing and Storage @ Block
30% €

(3 Allow users to override blocked categories

& Static URL Filter
Block invalid URLs O

URL Filter O
+ Create New | & Edit & Delete Search Q
URL Type Action Status

*dropbox.com Wildcard & Allow & Enable

Block malicious URLs discovered by FortiSandbox (P

Content Filter O
+ Create New & Edit wl Delete
Pattern Type < Pattern € Language < Action ¢ Status ¢

Wildcard ‘dropbox* Western & Exempt & Enable

Refer to the exhibit, which shows a partial web fillet profile configuration.
Which action does FortiGate lake if a user attempts to access www. dropbox. com, which is categorized as File Sharing and Storage?

A. FortiGate allows the connection, based on the URL Filter configuration.

B. FortiGate blocks the connection as an invalid URL.

C. FortiGate exempts the connection, based on the Web Content Filter configuration.

D. FortiGate blocks the connection, based on the FortiGuard category based filter configuration.

Answer: D
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NEW QUESTION 8
Which authentication option can you not configure under config user radius on FortiOS?

A. mschap
B. pap

C. mschap2
D. eap

Answer: D

NEW QUESTION 9
Which two statements are true regarding heartbeat messages sent from an FSSO collector agent to FortiGate? (Choose two.)

A. The heartbeat messages can be seen using the command diagnose debug authd fsso list.
B. The heartbeat messages can be seen in the collector agent logs.

C. The heartbeat messages can be seen on FortiGate using the real-lime FSSO debug.

D. The heartbeat messages must be manually enabled on FortiGate.

Answer: BC

NEW QUESTION 10
Exhibit.
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Refer to the exhibit, which contains partial output from an IKE real-time debug. Which two statements about this debug output are correct? (Choose two.)
A. Perfect Forward Secrecy (PFS) is enabled in the configuration.

B. The local gateway IP address is 10.0.0.1.

C. It shows a phase 2 negotiation.

D. The initiator provided remote as its IPsec peer ID.

Answer: CD

NEW QUESTION 10
Refer to the exhibit, which shows partial outputs from two routing debug commands.

FortiGate # get router info routing-table

Which change must an administrator make on FortiGate to route web traffic from internal
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users to the internet, using ECMP?

A. Set snat-route-change to enable.

B. Set the priority of the static default route using port2 to 1.
C. Set preserve-session-route to enable.

D. Set the priority of the static default route using portl to 10.
Answer: D

NEW QUESTION 13
Refer to the exhibit, which shows a session entry.

= s
LA

hook=post

Which statement about this session is true?

A. Return traffic to the initiator is sent to 10.1.0.1.

B. Return traffic to the initiator is sent lo 10.200.1.254.
C. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.
D. It is an ICMP session from 10.1.10.1 to 10.200.5.1.

Answer: D

NEW QUESTION 16

In IKEv2, which exchange establishes the first CHILD_SA?
A. IKE_SA_INIT

B. INFORMATIONAL

C. CREATE_CHILD_SA

D. IKE_Auth

Answer: C

NEW QUESTION 18
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