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NEW QUESTION 1
- (Exam Topic 3)
Refer to the exhibit.

El(config) #ip prefix-list EIGRP seq 10 deny 0.0.0.0/0 le 32
Fl(config) #ip prefix-list EIGRF seq 20 permit 10.0.0.0/8
Fl(config) #router eigrp 10

Fl(config-router) #distribute-list prefix EIGRP in Ethernet0/0

-

Flé#show ip route eigrp

A prefix list is created to filter routes inbound to an EIGRP process except for network 10 prefixes After the prefix list is applied no network 10 prefixes are visible in
the routing table from EIGRP. Which configuration resolves the issue?

A. ip prefix-list EIGRP seq 20 permit 10.0.0.0/8 ge 9.

B. ip prefix-list EIGRP seq 10 permit 0.0.0.0/0 le 32

C. ip prefix-list EIGRP seq 5 permit 10.0.0.0/8 ge 9 no ip prefix-list EIGRP seq 20 permit 10.0.0.0/8
D. ip prefix-list EIGRP seq 20 permit 10.0.0.0/8 ge 9 ip prefix-list EIGRP seq 10 permit 0.0.0.0/0 le 32

Answer: C

NEW QUESTION 2

- (Exam Topic 3)

An engineer configured VRF-Lite on a router for VRF blue and VRF red. OSPF must be enabled on each VRF to peer to a directly connected router in each VRF.
Which configuration forms OSPF neighbors over the network 10.10.10.0/28 for VRF blue and 192.168.0.0/30 for VRF red?

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.15 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.3 area D

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.240 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.252 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.252 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.240 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.3 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.15 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 3
- (Exam Topic 3)
Which technique removes the outermost label of an MPLS-tagged packet before the packet is forwarded to an adjacent LER?

A. label swap

B. explicit-null

C. label imposition
D. PHP

Answer: D

NEW QUESTION 4
- (Exam Topic 3)
Refer to the exhibit.
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R1#

router ospf 1

redistribute rip subnets

network 131.108.1.0 0.0.0.255 area 2
network 131.108.2.0 0.8.0.255 area 2
|distribute-list 1 out

|

access-list 1 permit 132.108.4.0 8.0.0.255

The R1 OSPF neighbor is not receiving type 5 external LSAs for 132.108.2.0/24 and 132.108.3.0/24 networks. Which configuration command resolves the issue?

A. access-list 1 permit 132.108.0.0 0.0.1.255
B. access-list 1 permit 132.108.0.0 0.0.3.255
C. access-list 1 permit 132.108.2.0 0.0.0.255
D. access-list 1 permit 132.108.4.0 0.0.3.255

Answer: B

NEW QUESTION 5
- (Exam Topic 3)
What is a characteristic of Layer 3 MPLS VPNs?

A. LSP signaling requires the use of unnumbered IP links for traffic engineering.
B. Traffic engineering supports multiple IGP instances

C. Traffic engineering capabilities provide QoS and SLAs.

D. Authentication is performed by using digital certificates or preshared keys.

Answer: C

Explanation:

Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xmlfios/mp_te_diffserv/configuration/15-mt/mp-te-diffserv-15-mt-bo
MPLS traffic engineering supports only a single IGP process/instance

The MPLS traffic engineering feature does not support routing and signaling of LSPs over unnumbered IP links.

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_te_path_setup/configuration/xe- 3s/mp-te-path-setup-xe-3s-book/mp-te-enhance-xe.html

NEW QUESTION 6
- (Exam Topic 3)
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RTG-1[confighip vrf CompanyA

RTG-1jconfig-wrf|® interface GigabitEthernet 00
RTG-liconfig-if)# ip v forwerding CompanyA

B TG- 1 config-if |p address 1721622 255 2952550

Refer to the exhibit. An engineer must configure a per VRF for TACACS+ for company A. Which configuration on RTG-1 accomplishes the task?
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aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172.16.1.1 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/0
ip vrf forwarding CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172.16.1.3 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/1
ip vrf forwarding CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
sarver-private 172.16.1.1 port 49 key routing
Ip tacacs source-interface GigabitEthernat 0/1
Ip vrt CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
sarver-private 172.16.1.3 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/0
ip vrf CompanyA

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 7

- (Exam Topic 3)
Refer to the exhibit.

summary-address 10100 25525500
|

The none area 0 routers in OSPF still receive more specific routes of 10.1.1.0.10.1.2.0.10.1.3.0 from area 1. Which action resolves the issue?

A. Configure route summarization on OSPF-enabled interfaces.

B. Summarize by using the summary-address 10.1.0.0 255.255.252.0 command.

C. Summarize by using the area range command on ABRs

D. Configure the summary-address 10.1.0.0 255.255.252.0 command under OSPF process.

Answer: C
NEW QUESTION 8

- (Exam Topic 3)
Refer to the exhibit.

A network administrator is troubleshooting OSPF adjacency issue by going through the console logs in the router, but due to an overwhelming log message stream
it is impossible to capture the problem Which two commands reduce console log messages to relevant OSPF neighbor problem details so that the issue can be

resolved? (Choose two)

A. debug condition interface

B. debug condition ip

C. debug condition ospf neighbor

D. debug condition session-id ADJCHG
E. debug condition all

Answer: AD

NEW QUESTION 9
- (Exam Topic 3)
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Refer to the exhibit. Router R4 is configured correctly with default OSPF values. A network engineer configured R7 for OSPF. R7 must not be elected as a DR for
the segment between R4-R7. The adjacency between R4 and R7 failed to form. Which configuration resolves the issue?

R7{config)#interface fa0/0
R7{config-if)#ip ospf priority 255
R7{config-if #ip ospf hello-interval 10
R7(config-Ti#ip osp! dead-interval 30
R7iconfig-ifi#ip ospf network broadcast

R7(configi#interface Tal/0

R7(config-if #ip ospf priority 0
R7({config-if#ip ospf hello-interval 10
RT{config-ifip ospf dead-interval 30
R7(config-ifj#ip ospf network non-broadcast

RT{config #interface 1a0/0
R7(config-ifj#lp ospf priority 0
R7(config-f#ip ospf hello-interval 10
R7{config-if#ip ospf dead-interval 40
R7{config-ifi#ip ospf network broadcast

R7{config#interface fa0/0

RT{config-iN#p ospl priority 255
RT(config-ifj#lp ospf hello-interval 10
RT{config-if#ip ospf dead-interval 40
R7(config-ifj#ip ospf network non-broadcast

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 10

- (Exam Topic 3)
Refer to the exhibit.
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During ISP router maintenance, the network produced many alerts because of the flapping interface. Which configuration on R1 resolves the issue?
A. no snmp trap link-status

B. snmp trap link-status down

C. snmp trap ip verify drop-rate

D. ip verify drop-rate notify hold-down 60

Answer: D

NEW QUESTION 10
- (Exam Topic 3)
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Rl#show running-config | begin router eigrp
router eigrp 100

network 172.16.250.0 0.0.0.285
rodistribute ospf 1 metric 1 1 1 11

[}
router ospf 1

redistribate eigrp 100 subnets

network 192.168.250.0 0.0.0.255 area 0

Riftraceroute 172.16.3.1

Type escape sequence to abort
Tracing the route to 172.16.3.1
VRF info: (vrf in name/id, vrf cut name/id)

R2¥show runn | begin router eigrp
reuter eigrp 100

network 172.16.250.0 0.0.0.235
redistribote ospf 1 metric 11111

i
router capf 1

rodistribute eigrp 100 subnets

network 192.168.250.0 0.0.0.255 area 0
'

ip forward-protocel nd

1192

132,
152.
2 172
172.
1.

R3#

168 250, 9 66 msec
168.250 .6 & msec
166.250.9 B msec
16.25%0.2 33 maac
16.230.14 BR nsec
16.230.2 11 msec

EIGRP

172.16.2350.0 / M
172.16.3.0 / 30

-".L 192.168.250.4 f 30

QSPF

192.168.5.0 /30

r
1‘_

|

r
P,

177 .16.2%0.12 [ 30 1%2.168.2%0 .8 / 30

Refer to the exhibit. An engineer Is troubleshooting a routing loop on the network to reach the 172.16.3.0/16 from the OSPF domain. Which configuration on router

R1 resolves the Issue?
A)

router ospf 1
redistribute eigrp 100 subnets route-map LOOPFILT

route-map LOOPFILT deny 10
match ip address 15

route-map LOOPFILT permit 20
I

access-list 15 permit 172.16.0.0 0.0.255.255
B)

router eigrp 100
redistribute ospf 1 metric 1111 1 route-map LOOPFILT

route-map LOOPFILT deny 10

match ip address 15
i

route-map LOOPFILT permit 20
1

access-list 15 permit 172.16.0.0 0.0.255.255
C)

router ospf 1

redistribute eigrp 100 route-map LOOPFILT
!

route-map LOOPFILT deny 10

match ip address 15

1

access-list 15 permit 172.16.0.0 0.0.255.255
D)

router eigrp 100

redistribute ospf 1 metric 11 11 1 route-map LOOPFILT
I

route-map LOOPFILT deny 10

match ip address 15
!

access-list 15 permit 172.16.0.0 0.0.255.255
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 11

- (Exam Topic 3)
Refer to the exhibit.
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A network engineer finds that PC1 is accessing the hotel website to do the booking but fails to make payment. Which action resolves the issue?

A. Allow stub network 10.10.202.168/30 on router R3 OSPF.
B. Decrease the AD to 5 OSPF route 192.168.94.0 on R1.
C. Increase the AD to 200 of static route 192.168.94.0 on R3.
D. Configure a reverse route on R1 for PC1 172.16.1.0/24.

Answer: A

NEW QUESTION 15
- (Exam Topic 3)
Refer to the exhibit.
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An engineer configured IP SLA on R1 to avoid the ISP link flapping problem. but it is not working as designed IP SLA should wait 30 seconds before switching
traffic to a secondary connection and then revert to the primary link after waning 20 seconds, when the primary link is available and stabilized. Which configuration

resolves the issue?

A. R1(config)#ip sla 700R1(config-ip-sla)#delay down 30 up 20
B. R1(config)#ip sla 700R1(config-ip-sla)#delay down 20 up 30

C. R1(config)#track 700 ip sla 700R1(config-track)#delay down 30 up 20
D. R1(config)#track 700 ip sla 700R1(config-track)#delay down 20 up 30

Answer: C

Explanation:
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“wait 30 seconds before switching traffic to a secondary connection” -> delay down 30 “then revert to the primary link after waiting 20 seconds” -> up 20
Under the track object, you can specify delays so we have to configure delay under “track 700 ip sla 700" (not under “ip sla 700").

NEW QUESTION 19
- (Exam Topic 3)

What are the two prerequisites to enable BFD on Cisco routers? (Choose two)

A. A supported IP routing protocol must be configured on the participating routers.

B. OSPF Demand Circuit must run BFD on all participating routers.
C. ICMP must be allowed on all participating routers.
D. UDP port 1985 must be allowed on all participating routers.

E. Cisco Express Forwarding and IP Routing must be enabled on all participating routers.

Answer: CE

NEW QUESTION 22
- (Exam Topic 3)
Refer to the exhibit.

"17:40:07 826:
1740007 826
*17:40:07.826:
“17:40:07 .826:
*17:40:07.826:
174007 826
“17:40:07.826:
174007 826
*1740:07.830:
*17:40:07.830:
174007 .830:
174007830
*17:40:07.886
“17:40:07.886:
*17:40:07.886:
“17:40:07.886
*17:40:07 886:

*1740:07.886: TPLUS: received bad AUTHEN packet: length = 6, expected 43974

*17:40:07.886

AAASBIND{OO0O00SS): Bind iff

AAASAUTHEN/LOGIN (00000055 Pick method list ‘default’
TPLUS: Queuing AAA Authentication request 85 for processing
TPLUS: TPLUS{DDODOOSE) login timer started 1020 sec timeout
TPLUS: processing authentication start request id 85

TPLUS; Authentication start packet created for 85{)

Using server 10.106.60.182

TPLUS00000055)0/MNE_ WAIT/225FE2DC: Started 5 sec timeout
TPLLISOOMDCO55)0/ME_WAIT: socket event 2
TPLUSI00000055)/0/ME_WAIT: wrote entire 38 bytes request
FPLUS{00000055)/0/READ: sockel event 1
TPLUS(00000055)10/READ: Would black while reading
TPLUS{00000055)/0/READ: socket event 1

TPLUSO0O0C0S50/READ: read entire 12 header bytes (expect 6 bytes data)

TPLUS{0000005 5 0/READ: socket event 1
TPLUS{O0000055)0/READ: read entire 18 bytes response
TPLUS{00000055)/0/225FE2DC: Processing the reply packet

TPLUS: Invalid AUTHEM packet (check keys),

An engineer is troubleshooting a TACACS problem. Which action resolves the issue?

A. Configure a matching TACACS server IP.

B. Configure a matching preshared key.

C. Generate authentication from a relative source interface.
D. Apply a configured AAA profile to the VTY.

Answer: B

Explanation:
Reference:

https://community.cisco.com/t5/network-access-control/issues-with-tacacs-authentication/td-p/3412001 The last line shows us the reason, which is “Invalid
AUTHEN packet (check keys)” so the most likely
cause of this problem is key mismatch.

NEW QUESTION 27
- (Exam Topic 3)

The summary ro
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interface ethernet 0

description location 10:54289T9EQ9F 319

ip address 192.168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.0 255.255.240.0

Which Router_A configuration resolves the issue by advertising the summary route to Router B?
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interface loopback 0

ip address 172.16.96.1 255.255.255.0

interface Ethernet 0

ip address 192.168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.0 255.255 240.0

Jinterface loopbhack 0
ip address 172.16.81.1 255.255.255.0
interface Ethernet 0
ip address 192.168.3.1 255.255.255.0
ip summary-address eigrp 1 172.16.80.0 255.255.240.0

interface loopback 0

ip address 172.16.79.1 255.255.255.0

interface Ethernet 0

ip address 192.168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.03255.255.240.0

interface loopback 0

ip address 172.18.81.1 255.255.255.0

interface Ethernet 0

ip address 192 168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.0 255.255.240.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 30
- (Exam Topic 3)

Houterhdshow snmp community
Community name: ILMI
Community Index: ILMI
Community SecurityName: ILMI

storage-type: read-only active

Community name: conp

storage-type: nonvolatile active access-list:

Routerhéshow ip access-lists

Standard IF access list 4
10 permit 172.16.1.1
20 permit 172.16.2.2
30 permit 172.16.3.3
Extended IP access list BRANCHES

10 permit ip 172.16.4.4 any (95 matches)
20 deny ip any any (95 matches)

Community Index: ccnp Community SecurityName: ccnp

Refer to the exhibit The SNMP server with IP address 172.16 4 4 cannot access host router A Which configuration command on router A resolves the issue?

A. snmp-server community ccnp

B. access-list 4 permit 172.16.4.0 0.0.0.3
C. access-list 4 permit host 172.16.4.4
D. snmp-server host 172.16.4.4 ccnp

Answer: D

NEW QUESTION 35
- (Exam Topic 3)
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Lisersu2 Core_%Swil

[ Core_Swil#

access-list 11 permit 10.221.10.11

access-list 20 permit 10,221.10.10

access-list 22 permit 10.221.10.12

Rl !

snmp-server group NETWVIEW 3 priv read NETVIEW access 20

snmp-server group NETADMIN v2 priv read NETVIEW write NETADMIMN accaess 20
snmp-server community CiscOUs3r RO 20

snmp-server community CliscOwrus3r R\W 20

A. access-list 20 permit 10.221.10.12

B. snmp-server group NETVIEW v2c priv read NETVIEW access 20

C. snmp-server group NETADMIN v3 priv read NETVIEW write NETADMIN access 22
D. access-list 20 permit 10.221.10.11

Answer: D

NEW QUESTION 36
- (Exam Topic 3)

A company Is redesigning WAN infrastructure so that all branch sites must communicate via the head office and the head office can directly communicate with
each site independently. The network engineer must configure the head office router by considering zero-touch technology when adding new sites in the same

WAN infrastructure. Which configuration must be applied to the head office router to meet this requirement?

interface Tunneld
tunnel mode ip
ip nhrp map multicast dynamic

interface Tunneld
tunnel mode dvmrp
ip nhrp redirect

interface Tunneld
tunnel mode ip
ip nhrp redirect

interface Tunnell
tunnel mode gre multipeint
ip nhrp map multicast dynamic

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 39
- (Exam Topic 3)
Refer to the exhibit.
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After the network administrator rebuilds the IPv6 DHCP server, clients are not getting the IPv6 address lease. Which action resolves the issue?

A. Remove FE80 A8BB CCFF FEOO 5000 assigned by the IPV6 DHCP server.
B. Add Ipv6 dhcp sarver MY_POOL under the interface ethernet 0/0 on H1.

C. Add Ipv6 dhcp server MY_POOL under the interface ethernet 0/0 on R1.

D. Configure FF02::1:2 to discover al IPv6 OHCP cfcents

Answer: C

NEW QUESTION 44
- (Exam Topic 3)
Refer to the exhibit.
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resolves the issue?
!

policy-map COPP
class TELNET

police 8000 conform-gefien/ trainsmit oxceed-action transmit

licy-map COPP
class TELNET

police 8000 conform-action transmit exceed-action transmit vielate-action drop

ip access-list extended TELNET

permit tcp host 10.2.2.1 host 10
permit tcp host 10.1.1.1 host 10.

ip access.dist extendad TELNET

parmit tep host 10,2.2.4 host 10.
permit tcp host 10.1.1.3 host 10.

2.2.4 wq telnet
1.1.3 eq telnet

2.2.1 aqg telnet
1.1.1 eq tolnet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 47
- (Exam Topic 3)
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The network administrator configured CoPP so that all HTTP and HTTPS traffic from the administrator device located at 172.16 1.99 toward the router CPU is
limited to 500 kbps. Any traffic that exceeds this limit must be dropped.

access-list 100 permit ip host 172.16.1.99 any

|

class-map CM-ADMIN match access-group 100

!

policy-map PM-COPP class CM-ADMIN

police 500000 conform-action transmit

!

interface E0/O

service-policy input PM-COPP

CoPP failed to capture the desired traffic and the CPU load is getting higher. Which two configurations resolve the issue? (Choose two.)

A. interface EO/Ono service-policy input PM-COPP!control-planeservice-policy input PM-COPP

B. policy-map PM-COPP class CM-ADMINnNo police 500000 conform-action transmit police 500 conform-action transmit!control-planeservice-policy input PM-
COPP

C. no access-list 100access-list 100 permit tcp host 172.16.1.99 any eq 80

D. no access-list 100access-list 100 permit tcp host 172.16.1.99 any eq 80access-list 100 permit tcp host 172.16.1.99 any eq 443

E. policy-map PM-COPP class CM-ADMINno police 500000 conform-action transmit police 500 conform-action transmit

Answer: A

NEW QUESTION 49
- (Exam Topic 3)

Ri#show ip sla statistics
IPSLAs Latest Operation Statistics
IPSLA operation id: 10
Type of operation: lomp-echo
Latest RTT: 24 milliseconds
Latest operation start time: *21:26:43.211 UTC Sat Sep 18 2021
Latest operation return code: OK
Number of successes: 75
Nunber of failures: 0

Operation time to live: Forever

IPSLA oparation 1d: 20U
Type of operation: lomp-echo
Latest RTT: NoConnection/Busy/Timeout
Latest operation start time: *21:26:47.499 UTC Sat Sep 18 2021
Latest operation return code: Mo connection
Number of successes: 128
Number of failures: 459

Oparation time to live: Foreve:r
Central o cn 101 10.10.10.2 10.10.10.3
nu‘-"‘a : 3 P cooaw w 10.10.10.4
o 10 g
w " 083
_ B R Tk
4 mt B
b
& .
w0101 %, " u'“"ﬁ
L2 p®
» \
e | '
10.0.0.16/% GRND Regional
10.10.10.3 10.10.10.5

Refer to me exhibit Traffic from R3 to the central site does not use alternate paths when R3 cannot reach 10 10 10 2 Traffic on R3 destined to R4 takes an
alternate route via 10 10 10.6 when 10 10 10 4 is not accessible from R3 Which configuration switches traffic destined to 10 10 10 2 from R3 on the alternate
path”

A. R3(config)#ip route 192.168.10.1 255.255.265.255 10.10.10.2 track 20
B. R2(config)#ip route 10.10 10 3 255 255.255 255 10.0.0.6

C. R3(config)#track( 20 ip sla 20 reachability

D. R6(config)#ip route 10.10.10 3 255.255.255.255 10.0.0.30

Answer: A
NEW QUESTION 50
- (Exam Topic 3)

Refer to the exhibit. The ISP router is fully configured for customer A and customer B using the VRF-Lite feature. What is the minimum configuration required for
customer A to communicate between routers Al and A2?
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A. Alinterface fa0/0 description To->ISPip add 172.31.100.1 255.255.255.0n0 shut!router ospf 100net 172.31.100.1 0.0.0.255 area 0 A2interface fa0/0 description
To->ISPip add 172.31.200.1 255.255.255.0no shut!router ospf 100net 172.31.200.1 0.0.0.255 area 0

B. Alinterface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.100.1 255.255.255.0n0o shut!router ospf 100net 172.31.100.1 0.0.0.255 area 0
A2interface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.200.1 255.255.255.0n0o shut!router ospf 100net 172.31.200.1 0.0.0.255 area O

C. Alinterface fa0/0 description To->ISPip add 172.31.200.1 255.255.255.0no shut!router ospf 100net 172.31.200.1 0.0.0.255 area 0 A2interface fa0/0 description
To->ISPip add 172.31.100.1 255.255.255.0n0o shut!router ospf 100net 172.31.100.1 0.0.0.255 area 0

D. Alinterface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.100.1 255.255.255.0no shut!router ospf 100 vrf Anet 172.31.200.1 0.0.0.255 area 0
A2interface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.100.1 255.255.255.0n0o shut!router ospf 100 vrf Anet 172.31.200.1 0.0.0.255 area 0

Answer: C

Explanation:

Al and A2 routers do not know they belong to VRF A. The two

interfaces of ISP (which are connected to A1 & A2) should be configured like this (we only show the configure of one interface):
ISP router:

interface g0/0

description ISP->To_CustomerA ip vrf forwarding A

ip address 172.31.100.2 255.255.255.0

router ospf 100 vrf A

network 172.31.200.2 0.0.0.255 area 0

NEW QUESTION 51
- (Exam Topic 3)
Which protocol must be secured with MD-5 authentication across the MPLS cloud to prevent hackers from introducing bogus routers?

A. MP-BGP
B. LSP

C. RSVP
D. LDP

Answer: A

NEW QUESTION 53
- (Exam Topic 3)
Refer to the exhibit.
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Routersshow ip bop vpred rd 110007007 10.20.115.0623
SEP rowuling tatde entry for 110001001 .10.30, 1160623 version 267685275
=aths: (4 avadable, hest #6, no table)
Adverlised (0 update-groups.
P2 3
[ER001 54955 65003} 6508%, (Received from a RR-dient)
1P TR 204 220 (metnc 20sd5) fram 172 Th 224 250 {17215 2248 286
origin IGE meme 0, iecalprer 100, vabkd, confed-infemal
Exlended Comrmunity. RT 11001001
mpds labels infouk nolabsl3s2
[ELUUE 54400 BLUWS ) BOUES
172 16 254 236 (mefric 20845) fram 10 1371 12371 (10131123 71)
Cirgin ISP, metric 0, lecalprer 100, vaid, onfed-external
Exfended Community. RT1100; 1001
mps labels infout nolabslAEd
[BEO0T 54555 REINE) RA0HS
17216254 225 (metric 20643) from 172 16 216255 (17216 215 253}
Corlgin W3R, metric 0, lecalprar 100, valid, confed-external
Extended Community: RT: 11001001
MpS [EDels Infout nolabslEEs
(65001 64855 65003, 65089
172.16.254. 225 (meftrlc 206435) fram 172.16.215.252 {172.16.216.252}
Crigin WGP, metric 0, localprer 100, valid, confed-exlemal
Extended Community” BT 11001001
mps kEbels Intout nolanelrids?
54955 55003) 65005
IT216. 204,226 (metric 20645) Trom 10.77.255.57 (10.77.235.57)
Corigin WGP, rmetic 0, lecalpref 100, valid, confed-cxlemal
Extendad Community BT 11001001
M FEDels Infout nolabel G2
(54955 55003 65085
17216254 226 (metiic 20645) from 106725511 (10,57 25511
Corigin ISP, metnic 0, localpref 100, vaid, confed-external, best
Cxtendad Community RT: 110001001
s [Ebels infoul nolaieras2

[E45955 55003 B508%5
17 TR 20d 226 (metne QOE35) fram 172016 224 300G (10052 16 2024 20h35)
Qrigin 1R, metric 0, lecalpre? 100, vald, confed-cxtamal
Extended Community RT_9100:1001
mpls labels in‘out nolakel 362
(=L0LE) BLlER
173 16 254 226 (mefnc 2064:5) from 172 16 254 2534 (172 16 254 234)
Crigin 15F, mietric 0, localpre? 100, vald, confed-cxlemal
Exterded Community RT1100; 1007
mpls [abels miout nolabel 362
G50A9, (Recahed fram a RR-cient)
1V2 16228 226 (metnc 2064 5) fram 17216220 225 (172.16.228 226)
Origin 1ZE, metric 0, lecalpref 100, vahd, confed-extzrnal
Exterdded Commusnmy S10T1000 1007
mpls lahels minut nolabeli? T

An engineer configured BGP and wants to select the path from 10.77.255.57 as the best path instead
of current best path. Which action resolves the issue?

A. Configure AS_PATH prepend for the current best path

B. Configure higher MED to select as the best path

C. Configure AS_PATH prepend for the desired best path
D. Configure lower LOCAL_PREF to select as the best path

Answer: D

Explanation:

From the output, we learn that the current best path is from 10.57.255.11 (which includes “...valid, confed-external, best*) and this path is 2 ASes away (64955
65003). Although there are some paths

with only 1 AS away (path from 172.16.254.234 for example) but they were not chosen the best path so AS_PATH was not used to determine the best path ->
Answers A and answer C are not correct. All the paths in the output have metric of 0 and this is the lowest (best) value for this attribute. If we configure higher MED
then it is less preferred over other paths -> Answer B is not correct.

Only answer D is left but LOCAL_PREF attribute should be configured with higher value to be preferred so we hope “lower LOCAL_PREF” here means higher
value. But this is the best answer.

NEW QUESTION 57
- (Exam Topic 3)
How is the LDP router ID used in an MPLS network?

A. The MPLS LOP router ID must match the IGP router ID.

B. If not configured, the operational physical interface is chosen as the router ID oven d a loopback is configured.
C. The loopback with the highest IP address is selected as the router ID

D. The force keyword changes the router ID to the speeded address without causing any impact.

Answer: D

NEW QUESTION 61
- (Exam Topic 3)
Refer to the exhibit.
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[R2{configy# inf tund -
“Jun 23 00:42:06.179. %LINEPROTO-3-UPDOVYN. Line Crotocol on
Inferface Tunnell, changed state to down

|R2|{config-if)# ip address 192.168,12.2 255.256.255.0
|R2{config-if)# tunnal saurce lol
|R2{config-if)# tunnel destination 10.255.255.1

:'.lun 23004215845 %LINEPROTO-5-UPDOWN: Line protocol on
|Interface Tunnel0, changed state o up

|R2{config-ifj¥ router aigrp E
RZ|config-router)i address-family ipv4 autonomous-system 1
RZ{config-router-af)# net 192.168.12.2 0.0.0.0

[*Jun 23 00:43:05.7230. %DUAL-5-NBERCHANGE: EIGRP-IPv4 1. Neighbor
(192 168 72 1 (Tunnel() is up: new adjacency

| Jun 23 00:43:05.993. BADJ-5-PARENT. Midchain parent maintenancs
for IP midchain out of Tunneld - lopad chain attempting 0 stack

(*Jum 23 00:43:15. 193 % TUN-5-RECURDOWN: Tunnel] temporarily
|disabled due 10 recursive routing

[*Jun 23 00:43:15.183; %LINEPROTO-5-UPDOWRN: Line protocol on

Interface Tunneld, changed slats to down N -

An administrator is configuring a GRE tunnel to establish an EIGRP neighbor to a remote router. The other tunnel endpoint is already configured. After applying the
configuration as shown, the tunnel started flapping. Which action resolves the issue?

A. Modify the network command to use the TunnelO interface netmask

B. Advertise the LoopbackO interface from R2 across the tunnel

C. Stop sending a route matching the tunnel destination across the tunnel

D. Readdress the IP network on the TunnelO on both routers using the /31 netmask

Answer: C
Explanation:

In this question we are advertising the tunnel IP address 192.168.12.2 to the other side. When other end receives the EIGRP advertisement, it realizes it can reach
the other side of the tunnel via EIGRP. In other words, it reaches the tunnel destination through the tunnel itself -> This causes “recursive

routing” error.

Note: In order to avoid this error, do not advertise the tunnel destination IP address on the tunnel interface to other side.

Good recursive routing reference: https://networklessons.com/cisco/ccie-routing-switching/gretunnel- recursive-routing-error

NEW QUESTION 63
- (Exam Topic 3)
A company is expanding business by opening 35 branches over the Internet. A network engineer must configure DMVPN at the branch routers to connect with the
hub router and allow NHRP to add spoke routers securely to the multicast NHRP mappings automatically Which configuration meets this requirement at the hub
router?

Al

|H-1E'H,_'\ICE- TUF‘IF‘I&]D

P address 10.0.0.1 255 255 2550
'p nhrp authentication KEY 1

p nhrp nhs dynamic

ip nhrp network-id 10

unnel mode mgre auto

B}

interface TunnelD

ip address 10001 255 255 2550
Ip nhrp authentication KEY 4
Ip nhrp registration no-unigque

ip nhrp network-id 10
tunnel mode gre nmba

)

Interface Tunne!l)
ip address 10.0.0.1 255 25858 258 0
ip nhrp authentication KEY1
ip nhrp map multicast dynamic
ip nhrp network-id 10
tunnel mode gre multipoint

)

interface Tunneld

Ip address 10.0.0.1 255.255 255 0
ip nhrp authentication KEY 1

ip nhrp map multicast 224000
ip nhrp network-id 10

tunnel mode gre ipvd

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: C

Explanation:
The command “ip nhrp map multicast dynamic” allows NHRP to automatically add spoke routers to the multicast NHRP mappings.

NEW QUESTION 68
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- (Exam Topic 3)

AS 1000

s

(.10) (30

192.168.101.0v24 192.168.102.0/24

192.168.1.0/24 192.168.2.0/24

AS 64555

%/ ()

Customer Edge

Refer lo Ihe exhibit. The Customer Edge rouler wants to use AS 100 as the preferred ISP for all external routes and ISP-2 as a backup.

Customer-Edge

route-map SETAS
set as-path prepend 111
I

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in

After this configuration, all the backup routes have disappeared from the BGP table on the Customer Edge router. Which set of configurations resolves the issue

on the Customer Edge router?
A)

route-map SETAS

set as-path prepend 111
I

router bgp 64555
neighbor 192.168.2.2 remote-as 100
neighbor 192.168.1.1 remote-as 200
neighbor 192.168.1.1 route-map SETAS in
B)
route-map SETAS
set as-path prepend 200
i

router bgp 64555
neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in
C)
route-map SETAS
set as-path prepend 200
|

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS out

D)

route-map SETAS
set as-path prepend 111
1

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192,168.2.2 route-map SETAS out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
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NEW QUESTION 71
- (Exam Topic 3)
What does the MP-BGP OPEN message contain?

A. MPLS labels and the IP address of the router that receives the message

B. the version number and the AS number to which the router belongs

C. IP routing information and the AS number to which the router belongs

D. NLRI, path attributes, and IP addresses of the sending and receiving routers

Answer: B
NEW QUESTION 75

- (Exam Topic 3)
Refer to the exhibit.

3 |
o/ WA EO/1 Ed1 EE] ]
" 4 / [ viaN1D
o J/f [
A ————"
fil Core 5wl NMS Server
A1fsh llow exporter 10,331.10.11
Elgw Exporter FlowAnalyeerl:
Description Wser defined
Export prodoco NetFlow Versian 9
Iransport Lont@uratecn:
Dreslimat oy 1P aelchoess: 10.221.10.10
Source IP addeess: 16%2.2.1
Sowrce Interface:  Ethefnetnfl
Transpori Protocol:  UDP
D Limmal gy o PiEEE]
SOLrce P 49354
NECP [ i
T 255
Dutput Features HNod Used

An engineer configured NetFlow on R1, but the NMS server cannot see the flow from R1. Which configuration resolves the issue?

A. flow monitor Flowmonitorl destination 10.221.10.11
B. flow exporter FlowAnalyzerl destination 10.221.10.11
C. interface EthernetO/1flow-destination 10.221.10.11

D. interface EthernetO/Oflow-destination 10.221.10.11

Answer: B

Explanation:

From the output we notice that the destination IP address is not correct. The NMS server IP address should be 10.221.10.11, not 10.221.10.10. Therefore we have

to change this information under “flow exporter ..."” configuration.

NetFlow configuration reference: https://www.cisco.com/c/en/us/td/docs/iosxml/ ios/fnetflow/configuration/15-mt/fnf-15-mt-book/cfg-de-fnflow-exprts.html

NEW QUESTION 79
- (Exam Topic 3)

What are the two reasons for RD and VPNv4 addresses in an MPLS Layer 3 VPN? (Choose two.)

A. RD is prepended to each prefix to make routes unique.

B. VPN RT communities are used to identify customer unigue routes.

C. When the PE redistributes customer routes into MP-BGP, they must be unique.
D. They are on a CE device to use for static configuration.

E. They are used for a BGP session with the CE device.

Answer: AC

NEW QUESTION 82
- (Exam Topic 3)

Which IPv6 feature enables a device to reject traffic when it is originated from an address that is not stored in the device binding table?

A. IPv6 Snooping

B. IPv6 Source Guard
C. IPv6 DAD Proxy
D. IPv6 RA Guard

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-src-guar

NEW QUESTION 83
- (Exam Topic 3)
Refer to the exhibit.
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Route-map PBR, permit, sequence 10
Match clauses:
ip address (access-lists): FILTER _ACL
Set clauses:
ip next-hop verify-availability 209.165.202.129 1 track 100 [down]
Ip next-hop verify-availability 209.165.202.131 2 track 200 [up]
Policy routing matches: 0 packets, 0 bytes
route-map PBR, deny, sequence 20
Match clauses:
Set clauses:
ip next-hop 209.165.201.30
Policy routing matches: 275364861 packets, 12200235037 bytes

An engineer has configured policy-based routing and applied the configured to the correct interface. How is the configuration applied to the traffic that matches the

access list?

A. Itis sent to 209.165.202.131.

B. It is sent to 209.165.202.129.

C. Itis dropped.

D. It is forwarded using the routing table lookup.
Answer: A

Explanation:

The set ip next-hop verify-availability command in route-map configuration mode to configure policy routing to verify the reachability of the next hop of a route map
before the router performs policy routing to that next hop. In this question we see track 100 is down so the PBR will not use this next-hop, it will use the second

next-hop with track 200 (up).

NEW QUESTION 86
- (Exam Topic 3)
Refer to the exhibit.

fiow axpoier CXPORTER-1 |
chashnabon 172 16810 2 |
aaport-prolsool reslfow-ve

bran=port udp 9

[ZE1

flovww rawcoerd Wl 11

martch ipvd fos

ety ipvd Db |

malch ipvd sowce address

natch ipv4 destinabon address
b DidaresgeOil Sr - DOl

match iransgort ches inalon-port

ol untar bwviles long

il counled packals long

I

e mionidor FLOW MONITOR |
record wd

© cal

1

b liacR GagabiiE ihwemet 0O

Ip address 1P 166 2 255 255 255 0

ip Moy monalior FLOW-MOMNITOR -1 inp 1

An engineer configured NetFlow to capture traffic information through the router, but it iOS not working as expected. Which action captures the flow information

from this router to the collector?

A. Change the interface configuration FLOW-MONITOR-1 from input to output.

B. Configure a flow exporter under flow FLOW-MONITOR-1.
C. Configure more than one flow exporter destination addresses.
D. Change the flow exporter transport protocol from UDP to TCP

Answer: B

NEW QUESTION 89
- (Exam Topic 3)
100 00,0032 15 subnetted, 3 subnals
C 10001 1.1 is directly connected, Loophack(
10002 2 2 [90M156160] wia 100112, (00046, FastEtharmatQio
100.3.3.3 [90M58720] via 10.1.1.14, (0.0 44, FasiEthernal 140
901 587 20] wia 10112, 00 00 44, FasiEthemael/D
10.0.0.0¢8 15 vanably subnetted, 13 subnets, 4 masks
1001 1. 8/30 [@0/30720) via 10.1.1 14, 000044, FastEihamet 140
10.1.1. 1230 s direcily connecled, FasiEthermet1/0
1001 1.0030 is diractly connected, FasiEthemetil
10011 4530 [90030720] via 10,11 2, 000045, FasiEhemat/ 0
100100 1. 40632 15 direclly connecled, Loopback4l
EX 10118029 [17W33280] via 10.1.1 14, 0D 04 45, FaslEthermiet1/0
[17V33280] wa 10.1.1.2, 00:00:45, FastEthemetil
10100150732 is directly connecied, LoopbackS0
100100 1 10032 is direcily connecied, Loopback10
10,100 1.0¢24 is a summary, 00:00-48, Nulld
10,100 1 30032 is directly connecled, Loopback3l
10100 1 2032 15 directly connecled, Loopbackdl
10,200 10024 i direclly connecled, FastEthernetin
DEX 10247 100030 (170721 74976) wia 10.1.1.14, 00 00048, FastEthamet 1/0
[1TW2174976] via 10.1.1.2, 0r00-45, FastEthemelD

e R

[ el o B o R e

OooONnan

Refer to the exhibit. R1 must advertise all loopback interfaces IP addresses to neighbors, but EIGRP neighbors receive a summary route. Which action resolves

the issue?
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A. Redistribute connected routes into EIGRP Enable
B. EIGRP on loopback Interfaces.

C. Disable auto summarization on R1.

D. Remove the 10.100.1.0/24 static route.

Answer: D
NEW QUESTION 91

- (Exam Topic 3)
Refer to the exhibit.

EIGRF 10

192.168.10.0/24
192.168.20.0/24
192.168.30.0/24
192168 .40,0/24

An engineer must redistribute networks 192.168.10.0/24 and 192.168.20.0/24 into OSPF from EIGRP. where the metric must be added when traversing through
multiple hops to start an external route of 20 The engineer notices that the external metric is fixed and does not add at each hop. Which configuration resolves the

issue?

R2iconfin)#access-list 10 parmit 192.168.10.0 0.0.0.255
R2(config)faccess-list 10'parmit 192.168.20.0 0.0.0.255

R2({config#Froute-map RD permit 10

2 config-route-map maich ip address 10
R2({config-route-map j#set metric 20
R2[configj-roule-map iset metric-type type-2

F2{configErouter ospl 10
R2(config-router fredistribute eigrp 10 subnets route-map RD

R2{config)#access-list 10 permit 192.168.10.0 0.0,0.255
R2(configFaccess-list 10 permit 192.168.20.0 0.0.0.255

R2(configj#route-map RD permit 10

R config-route-map gmatch ip addrass 10
R2{config-route-map j#eat metric 20
R2{config-route-mapset metric-type type-1

R2{configi@router ospl 10
R2{config-router Wradistribute aigrp 10 subnets route-mop-RD

R1jconlig)faccessdist 10 permit 192.168.10.0 0.0.0.255
R1{config)#access-list 10 permit 192.168.20.0 0,0.0.255
I

R1{config jEroute-map RD permit 10
R1{config-route-map ¥match ip address 10
R1{config-route-map jéset metric 20
R 1 {config-route-map jJ#set matric-type type-

I

R1{config iErouter ospf 10
R [config-router Wredistribute eigrp 10 subnets route-map RD

R1ljconfig)#access-list 10 permit 192.168.10.0 0.0.0.255
R1{config#access.list 10 permit 192.168.20.0 0.0,0.255
I

R1jcontig#route-map RD permit 10
R1({config-route-map #match ip address 10
R1{config-roule-map set matric 20

R1{config-route-map j#set metric-type type-2

|

R1{configi¥router ospl 10 .
R 1 {config-router Wredistribute eigrp 10 subnets route-map RD

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 92
- (Exam Topic 3)
Refer to the exhibit.
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RZH show ip ospf neighbor

Nalighbor 1D Pri Stata Doyl T4 mwy Addross Inbtarfaco
192 166,99 .2 1 EXCHANGE /S O0:00:36 192.1668.99.1 Seriald/fl
router=-6#

Bil show 1p ospf nolghbor

Nelghbor ID Pri State Derad T8 mwz Address Inbterface
192.168,.99.1 1 EXSTART/ - 00:00:33 192.168.99. 2 Serialo/l1
192.168.99.1/30 192.168.99.2/30

. Sk — S0/1 -7
Cxpge

G0/0
10.1.11.1/30

10.1.11.2/30
G0/0

An OSPF neighbor relationship between R2 and R3 is showing stuck in EXCHANGE/EXSTART state. The neighbor is established between R1 and R2. The
network engineer can ping from R2 to R3 and vice versa, but the neighbor is still down. Which action resolves the issue?

A. Restore the Layer 2/Layer 3 conectivity issue in the ISP network.
B. Match MTU on both router interfaces or ignore MTU.

C. Administrative "shut then no shut" both router interfaces.

D. Enable OSPF on the interface, which is required.

Answer: B

Explanation:

After two OSPF neighboring routers establish bi-directional communication and complete DR/BDR election (on multi-access networks), the routers transition to the
exstart state. In this state, the

neighboring routers establish a master/slave relationship and determine the initial database descriptor (DBD) sequence number to use while exchanging DBD
packets.

Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor’s router. The problem occurs when the maximum
transmission unit (MTU) settings for neighboring router interfaces don’t match. If the router with the higher MTU sends a packet larger that the MTU set on the
neighboring router, the neighboring router ignores the packet.

NEW QUESTION 95

- (Exam Topic 3)
Matwnrk & VG Router Network B
o0 S G0
|
L) - 5
FTP Senmei TP Chemt
2001 0db8 1 2001 0db8 8000 1
interfac rigabitEthernet
ipvé address 2001:DBS::F/33
e tratfic—-Li1lter FTP-SERVER 1ir
interface GigabitEtherne 1
scription FTP CLIENT
ipve address L00L4iDEBI J F/3
CTrmilitE T 4 5 E - ROST B ;': e Aata
ACCE list FIP-CLIENT
pemmit tcp host 2001:DB Z E 7 £
it tcp h 2001:DB 1 h 1:DB ] £t t
acCass- FIF-SERVER
permit tcp host 2001:DBB::1 host 2001:DES:8000::1 egq ftp establichisd
ermitc toy st 2001:DP 1 t DB eq frtp-data estsblished

Refer to the exhibit. When an FTP client attempts to use passive FTP to connect to the FTP server, the file transfers fail Which action resolves the issue?
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A. Configure active FTP traffic.

B. Modify FTP-SERVER access list to remove established at the end.
C. Modify traffic filter FTP-SERVER in to the outbound direction.

D. Configure to permit TCP ports higher than 1023.

Answer: D

NEW QUESTION 96
- (Exam Topic 3)

A network administrator successfully established a DMVPN tunnel with one hub and two spokes using EIGRP. One of the requirements was to enable spoke-to-
spoke tunnels through the hub router using EIGRP. Which configuration command must the engineer configure to meet the requirement?

A. no ip eigrp 1 mode multipoint
B. no ip eigrp 1 split-horizon

C. no ip eigrp 1 tunnel-redirect
D. no ip eigrp 1 mode mgre

Answer: B

NEW QUESTION 99
- (Exam Topic 3)

anabla secrel o <password=

username cisco privilege 15 sacrel 5 <password>
username operator password 7 <passwords=

line why O 4

session-imeoul 240

password 7 <password>

transpor ingut telnet

Refer to the exhibit. The authentication is not working as desired and the user drops into user-exec mode. Which configuration resolves the issue?

aaa new-model

aaa authentication login default local
aaa authorization exec default local

|

line vty 0 4
legin authentication default

authorization exec default

aaa new-model

aaa authentication login default local
aaa authorization priv default 15

line vty 0 4

legin authentication default
authorization exec privls

aaa new-model
aaa authentication login local

a3a autharization axec local
|

lime vty O 4
legin authentication local
authorization exec default

aaa new-model

aaa authentication comman-id default local
aaa authorization exec default local

1

line vty 0 4
legin authentication default
authorization exec default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 103
- (Exam Topic 3)
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10.0.0.2/30
EQ¥L

10.0.0.1/30
T Val

51
S1kping 10.0.01
Type eacape sequente bo bart.
sending 5, LOD-byte ICMP Echos 1o 10.000.1, timeout & 2 seconds

Siftcinct 10,0.0.1
Trying 10.0.0.1 ... Open

[Cannection ba 1000.0.1 closaed by foreign host]

Sueeess pate s 100 percent [5F5), reund-trip minfavpfmax = 17171 ms

R

R3

A3

hosthame R3

1

enable password Cisco
1

N @38 ocwernode]

1

username admsn password 0 csco
1

intorface Etharnat(fl
wp address 1000,0.1 255.255.255.252
1

lerie con O

fogging synchronous
lirve aux 0

lene why O A

password cisco

lomn

Ty B

transpart input all

|

end

Refer to the exhibit. A network engineer cannot remote access R3 using Telnet from switch S1. Which action resolves the issue?

A. Allow the inbound connection via the exec command on R3.

B. Add the transport input telnet command on R3.

C. Allow to use the ssh -l admin 10.0.0.1 command on the switch.

D. Add the login admin command on the switch.
Answer: A
NEW QUESTION 108

- (Exam Topic 3)
Refer to the exhibit.

ipv6 Iinspect udp idle-time 3600
ipv6G inspect name 1pvB-firewall tcp
Ipvb inspect name 1pvb-firewall udp

Ipvb access-list ipvb-internet

deny ipv6 any FECO. /10

deny ipv6 any FFOO /8

permit ipv6 any FF02 /16

permit ipv6 any FFOE: /16

permit udp any any eq domain log

Interface gi0/1

ipv6 traffic-filter ipvB-internet in
ipv6 inspect ipv6-firewall in
ipv6 inspect ipv6-firewall out

A network administrator configured name resolution for IPv6 traffic to be allowed through an inbound access list. After the access list is applied to resolve the
issue, name resolution still did not work. Which action does the network administrator take to resolve the name resolution problem?

A. Remove ipv6 inspect ipv6-firewall in from interface gi0/1

B. Add permit udp any eq domain any log in the access list.

C. inspect ipv6 inspect name ipv6-firewall udp 53 in global config.
D. Add permit any eq domain 53 any log in the access list.

Answer: A

NEW QUESTION 111
- (Exam Topic 3)
Refer to the exhibit.
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fl#show i1p route eigrp | include 10.1.
D 10.1.1.0/24

Ri#show ip route eigrp | include 10.1.
D 10.1.1.0/24

g —

A .
iy | :
‘.}“1 Y
: g N\
i
BIGHTH -
'-L":q DWRWN et )
r " [ A —— y I._F
a3 "'?1 "ﬁL aq
S il % ’ d |
TR i ] w =

(LR SR e ]

An engineer configures DMVPN and receives the hub location prefix of 10.1.1.0724 on R2 and R3 The R3 prefix of 10 1.3.0/24 is not received on R2. and the R2
prefix 10.1,2.0/24 is not received on R3. Which action reserves the issue?

A. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the command no ip split-horizon eigrp 10 on the tunnel
interface of R1

B. There is no spoke-to-spoke connection DMVPN configuration should be modified to enable a tunnel connection between R2 and R3 and neighbor relationship
confirmed by use of the show ip eigrp neighbor command

C. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the no ip split-horizon eigrp 10 command on the Gi0/0
interface of R1.

D. There is no spoke-to-spoke connection DMVPN configuration should be modified with a manual neighbor relationship configured between R2 and R3 and
confirmed bb use of the show ip eigrp neighbor command.

Answer: A

Explanation:

In this topology, the Hub router will receive advertisements from R2 Spoke router on its tunnel interface. The problem here is that it also has a connection with R3
Spoke on that same tunnel interface. If we don't disable split-horizon, then the Hub will not relay routes from R2 to R3 and the other way around. That is because
it received those routes on the same interface tunnel and therefore

it cannot advertise back out that same interface (split-horizon rule). Therefore we must disable splithorizon on the Hub router to make sure the Spokes know about
each other.

NEW QUESTION 115
- (Exam Topic 3)

Rad

Interface FastEthermet1/0

ip address 10,1.1,14 255,255,255.252

ip access-group VEMDOR in

ip authentication mode elgrp 100 md5

ip authentication key-chain eigrp 100 EIGRPKEY
speed 100

full-duplex

interface loopback 100

ip address 10.199.100.1 255255 255255
|
router eigrp 100

network 10.1,1.8 0.0.0.3

network 10.1.1.12 0.0.0.3

No auto-summany

eigrp router-id 100.4.4.4

neighbor 10.1.1.13 FastEthernet1/0
redistribute connecled

I
router bgp 65001

no synchronization

bap log-neighbor-changes

network 100.4 .4 4 mask 255.255.255.255
neighbor 10.1.1.13 remote-as 63001

no auto-summany

I
ip access-list extended VENDOR

permit tcp 192.168.32.0 0.0.7 255 host 10.199.100.1 eq 22 time-range VENDOR_ACCESS
I
time-range VENDOR_ACCESS
periodic weekend 22:00 10 23:00

Refer to the exhibit A network engineer received a call from the vendor for a failed attempt to remotely log in to their managed rooter loopback interface from 192
168.40 15 Which action must the network engineer take to resolve the issue?

A. The IP access list VENDOR must be applied to interface loopback 100

B. The time-range configuration must be changed to use absolute instead of periodic

C. The EIGRP configuration must be updated to include a network statement for loopback 100
D. The source IP summarization must be updated to include the vendor source IP address
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Answer: C

NEW QUESTION 119
- (Exam Topic 3)

Hub Spoke
Tunnel 0 Tunnel 0
10.0.80.1 10.0.80.2

10.92.18.0/30

INTERNET

M?JI-I.II:I
aljo

10.3.100.0/24

Refer to the exhibit An engineer must connect the Reno and Detroit spokes using DMVPN phase 2 Hub tunnel configuration is

eler 1o the exnibit Ah engiheel must connectt
Dallas

Interface Tunnel0

ip address 10.0.80.1 255.255.255.0

ip nhrp authentication cisco123

ip nhrp map multicast dynamic

ip nhrp network-id 5

tunnel source Serial0/0

tunnel mode gre multipoint

Which configuration accomplishes the task?

Reno

Interface Tunneld

ip address 10.0.80.3 285.255.285.0
ip nhrp authentication ciscol21
ip nhrp map muiticast 10.82.18.2
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.238.194.2

tunnel mode gre multipoint

Detron

interface Tunnel0

ip address 10.0.80.4 285.255.2565.0
ip nhrp authentication ciscol21
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map multicast 10.92.18.2
ip nhrp network-id 6

ip nhrp nhs 10.0.80.1

tunnel source 10.7.44.2

tunnel mode gre multipoint

Reno

interface Tunneld

ip address 10.0.80.3 255.255.255.0
ip nhrp authentication cisco123
ip nhrp map multicast 10.92.18.2
ip nhrp map 10.92.18.2 10.0.80.1
ip mhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.238.194.2

tunnel mode gre multipolnt

Dietron

interface Tunnel0

ip address 10.0.80.4 255,255 2550
ip nhrp authentication cisco123
ip nhrp map 10.92.18.2 10.0.80.1
ip nhrp map multicast 10.92.18.2
ip nhrp network-id §

Ip mhrp nhs 10.0.80.1

tunnel source 10.7.44 2

tunnel mode gre multipolnt
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FHEng
interface Tunnel0

ip address 10.0.80.3 265.255.256.0
ip nhrp authentication cisco12]
ip nhrp map broadcast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.238.194.2

tunnel mode gre multipoint

Detrost

interface Tunnel0

ip address 10.0.80.4 2552552550
ip nhrp authentication cisco123
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map broadcast 10.92.18.2
ip nhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.7.44.2

tunnel mode gre multipoint

Reno

interface Tunnell

ip address 10.0.80.3 265 265 25650
ip nhrp authentication cisco123
ip nhrp map multicast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
Ip nhrp network-id §

Ip nhrp nhs 10.0.80.1

tunnel source 10.238.194.2

tunnel mode gre multpoint

Destrost

interface Tunnel0

ip address 10.0.80.4 255.255.255.0
ip nhrp authentication cisco123
Ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map multicast 10.92.18.2
Ip nhrp network-id §

ip nhrp nhs 10.0.80.1

wnnel source 10.7.44.2

tunnel mode gre multipoint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 123
- (Exam Topic 3)
What is considered the primary advantage of running BFD?

A. reduction in time needed to detect Layer 2 switched neighbor failures
B. reduction in time needed to detect Layer 3 routing neighbor failures
C. reduction in CPU needed to detect Layer 2 switch neighbor failures
D. reduction in CPU needed to detect Layer 3 routing neighbor failures

Answer: B
NEW QUESTION 126

- (Exam Topic 3)
Refer to the exhibit.

Rizsh ip routes

Codes: { - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
H1 - O5PF NSS4 external type 1, N2 - OS5PF NSS4 external type 2
E1 - O5PF external type 1, E2 - OSPF external type 2
i - I%-1%, su - 1%-15 summary, L1 - I5%-1% lewel-1, L2 - I5-15% level-2
ia - IS-I% inter area, * - condidate default, U - per-user static route
a - 0DR, P - periodic downloaded statie route

Gateway of last resort is not set

™

192.168.10.9/24 is directly connected, Seriallse

172.16.0.8/16 is variably subnetted, 5 subnets, 2 masks
172.16.160.8/19 1s directly connected, Loopbackl
172.16.128.8/19 1= directly connected, Loopback®
172.16.224.2/1% is directly connected, Loopback3
172.16.192.8/19 is directly conmected, Loopback?

R N o

172.16.80.8/16 18 a sumsary, B2i@1:27, Hullg

An engineer must configure EIGRP between R1 and R2 with no summary route. Which configuration resolves the issue?
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A)

R1(config)#router eigrp 1
R1(config-router #no auto-summary
B)

R2 (config)y2router eigrp 1
R2 (config-router)#no auto-summary

C)

R2 (config)Zrouter eigrp 1
R2 (config-router #auto-summary

D)

R1(config)=router eigrp 1
R1(config-router j#auto-summary

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 127
- (Exam Topic 3)
An engineer configured routing between multiple OSPF domains and introduced a routing loop that caused network instability. Which action resolves the problem?

A. Set a tag using the redistribute command toward a domain and deny inbound m the other domain by a matching tag

B. Set a tag using the redistribute command toward a different domain and deny the matching tag when exiting from that domain

C. Set a tag using the network command in a domain and use the route-map command to deny the matching lag when exiting toward a different domain
D. Set a tag using the network command in a domain and use the route-map command to deny the matching tag when entering into a different domain

Answer: A

NEW QUESTION 129
- (Exam Topic 2)
Which configuration feature should be used to block rogue router advertisements instead of using the IPv6 Router Advertisement Guard feature?

A. VACL blocking broadcast frames from nonauthorized hosts

B. PVLANSs with promiscuous ports associated to route advertisements and isolated ports for nodes
C. PVLANSs with community ports associated to route advertisements and isolated ports for nodes
D. IPv4 ACL blocking route advertisements from nonauthorized hosts

Answer: B

Explanation:

The IPv6 Router Advertisement Guard feature provides support for allowing the network administrator to block or reject unwanted or rogue router advertisement
guard messages that arrive at the network device platform. Router Advertisements are used by devices to announce themselves on the link. The IPv6 Router
Advertisement Guard feature analyzes these router advertisements and filters out router advertisements that are sent by unauthorized devices.

Certain switch platforms can already implement some level of rogue RA filtering by the administrator configuring Access Control Lists (ACLs) that block RA ICMP
messages that might be inbound on “user” ports.

Reference: https://datatracker.ietf.org/doc/html/rfc6104

NEW QUESTION 134
- (Exam Topic 2)
Refer to the exhibit.
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|:|\7 SureP3&s

Router# show ip route

2.0.0.0/24 is subneited, 1 subnets
& 2.2.2.0is directly connect Etherne ]
C 3.0.0.0/8 is directly connecled, Sernalif
O E2 200.1.1.0/24 [110/20] via 2.2.2.2, 00:16:17, Ethernet0/0
O E1200.2.2.0/24 [110/104] 2.2.2.2, 00:00:41, Ethemet0/0

131.108.0.0/24 is subnetied, 2 subnets
) ....'_1 1'-':','i ."'. 0 |1I 110 I.'_li Jia . ,.-" ‘ -':I. 00 1'1.'1 ..". L‘-i-i!" netty

OlA 131.108.1.0[110 ,1| via 2.2.2.2, 00:16:17, EthernetD/0

Router# show ip bgp

Network Next Hop Metric LocPrf Weight Path
» 2 29 024 00 i :"}."-" .
» 1531 108 1 24 I B 24 12 68

31.101 22U 22727 ."l'i {;_.:Fl_ H

The OSPF routing protocol is redistributed into the BGP routing protocol, but not all the OSPF routes are distributed into BGP Which action resolves the issue?

A. Include the word external in the redistribute command

B. Use a route-map command to redistribute OSPF external routes defined in an access list
C. Include the word internal external in the redistribute command

D. Use a route-map command to redistribute OSPF external routes defined in a prefix list.

Answer: C

Explanation:

If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and inter-area routes are redistributed into BGP, by default. You can
use the internal keyword along with the redistribute command under router bgp to redistribute OSPF intra- and inter-area routes.

Use the external keyword along with the redistribute command under router bgp to redistribute OSPF external routes into BGP.

-> In order to redistribute all OSPF routes into BGP, we must use both internal and external keywords. The full command would be (suppose we are using OSPF
1):

redistribute ospf 1 match internal external

Note: The configuration shows match internal external 1 external 2. This is nhormal because OSPF automatically appends “external 1 external 2" in the
configuration. In other words, keyword external = external 1 external 2. External 1 = O E1 and External 2 = O E2. Reference:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/5242-bgp-ospf-redi s.html

NEW QUESTION 135
- (Exam Topic 3)
Refer to the exhibit.

T2 L0
VLAMNS

FTP Server

P T

Pl o

Ci%c

o

5L

Swatch

L o download KOS5 bin
Interface VLANZ
U zers FIRServers ping 10.00.1 1 address 100007 255 2553550

11 with 32 bytes of data io ftp source-interface vian 2
frse 37 e 1 TTE = 64
5 33 bmees Tere TTL = b4

Py fepcffoscocison@ 100 2105 BEn flash #

i

Bt = 32 Tofcie= Trivk WL = Gl ST R
e AP fme— tase TTH i S
tes =32 hE= s TTL= 64 Brestenabon flenama (1005 an]?
hooessing Hpfosconcisco @ 10000 205 bin,,
Packels Seml = 4 Recenved = 4 Lost = 0 (0% los SError opensg fpoifoscoiscoi@ 1000005 Ban (Mo such Tile or directony]
ate fowind EFipe lirmees bn mmilb-setonds

Felifirmiiem o Lims, PoAaNi e e o 1S AV e 1im5

An engineer cannot copy the 10S.bin file from the FTP server to the switch.
Which action resolves the issue?

A. Allow file permissions to download the file from the FTP server.

B. Add the 10S.bin file, which does not exist on FTP server.

C. Make memory space on the switch flash or USB drive to download the file.
D. Use the copy flash:/ ftp://cisco@10.0.0.2/I0S.bin command.

Answer: B

NEW QUESTION 137
- (Exam Topic 3)
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Ty i wo i E :
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Refer to the exhibit. The traffic from spoke to hub is dropping. The operations team observes:
» R2-R3 link is down due to the fiber cut.

» R2 and R5 receive traffic from R1 in AS 65101.

» R3 and R5 receive traffic from R4 in AS 65201.

Which configuration resolves the issue?

A)

R6(config)#router bgp 65101

R6{config-router}#no neighbor 10.0.0.17 update-source Loopback0

B)

R5({config)#router bgp 65101
R5({config-router)#no neighbor 10.0.0.18 update-source Loopback0

C)

R6(config)#router bgp 65201

R6(config-routerj#neighbor 10.10.10.5 remote-as 65101
R6(config-router#neighbor 10.10.10.5 update-source Loopback0
R6(config-router)#neighbor 10.10.10.5 ebgp-multihop 3

D)

R5(config)#router bgp 65101

R5(config-router)#neighbor 10.10.10.6 remote-as 65201

R5(config-router)#neighbor 10.10.10.6 update-source Loopback0
R3(config-routerj#neighbor 10.10.10.6 ebgp-multihop 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 139
- (Exam Topic 3)
What is a function of an end device configured with DHCPv6 guard?

A. If it is configured as a server, only prefix assignments are permitted.

B. If it is configured as a relay agent, only prefix assignments are permitted.

C. Ifitis configured as a client, messages are switched regardless of the assigned role.
D. If it is configured as a client, only DHCP requests are permitted.

Answer: C
Explanation:

The DHCPv6 Guard feature blocks reply and advertisement messages that come from unauthorized DHCP servers and relay agents.

Packets are classified into one of the three DHCP type messages. All client messages are always switched regardless of device role. DHCP server messages are
only processed further if the device role is set to server. Further processing of server messages includes DHCP server advertisements (for source validation and
server preference) and DHCP server replies (for permitted prefixes).

If the device is configured as a DHCP server, all the messages need to be switched, regardless of the device role configuration.

NEW QUESTION 140

- (Exam Topic 3)

An administrator attempts to download the pack NBAR2 file using TFTP from the CPE router to another device over the Gi0/0 interface. The CPE is configured as
below:
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-

hostname CPE
i

::p access-list extended WAN

< >

remark => All UDP rules below for WAN 1D: S420T92E35F99
permit udp any eq domain any

permit udp any any aq tftp

deny udp any any

l

interface GigabitEthernet0/0

<,

ip access-group WAN in

<.>

!

tfitp-server flash:pp-adv-csr1000v-1612.1a-37-53.0.0.pack

The transfer fails. Which action resolves the issue?

A. Change the WAN ACL to permit the UDP port 69 to allow TFTP

B. Make the permit udp any eq tftp any entry the last entry in the WAN ACL.

C. Change the WAN ACL to permit the entire UDP destination port range
D. Shorten the file name to the 8+3 naming convention.

Answer: B

NEW QUESTION 144

- (Exam Topic 3)
AR AL AL LLL L L L LIl L]
Customer RBC BGP Peering BGPASIOD |
OSPFvd IPvE :
i
o i
e @ :
| BGP AS 100 , :
| OSPFVIIPVE T :
I i
i i
i - :
i _'_) 0 i
i i
: K LF :
5W100#sh ip bgp ipvé uni somm
BSF router identifier 100.0.0.1, local AS number 100
BGP table wersion is 1, main routing table version 1
Nelghbor v AS MsgRevd MsgSent ThlVer InQ Out( Up/Down State/PfiRed
2001 :ABC:AMBR:1100:1122:1111:2222 381
4 100 1 5 1 0 0 00:00:58 ]
SW100#sh ip bgp ipvé unicast
SW100§
Rlish ip bgp ipwé uni
BGP table wersion is 4, local router ID is 1.1.1.1
Matwork Next Hop Metric LocPrf Weight Path
* 1 2001::4/128 2001::4 o 100 0 300 4
*»i 2002::2/128 2001::2 o 100 0i
R1#
Rlfsh ipvE route
0 Z001::2/128 [110/1)
via FEB(::3200:C3FF.FEQOL:E600, GigabitEthernet0/0
B 2002::2/128 [200/0]
via 2001::2

Refer to the exhibit SW100 cannot receive routes from R1 Which configuration resolves the issue?
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H1
router bgp 100
address-family ipv8
neighbor 2001::2 route-reflectorclient
neighbor 2001:ABC:AABB:1100:1122:1111:2222: AAA2 route-reflector-client

R2
router bgp 100
address-family ipvé
neighbor 2001::2
neighbar 2001::1 next-hop-self

R1
router bgp 100
address-family ipve
neighbor 2001::2 route-reflector-client
neighbor 2001:ABC:AABB:1100:1122:1111:2222: AAAD route-reflector-client

R2
router bgp 100
address-family ipvé
neighbor 2001::2
neighbor 2001::1 as-override

R1

router bgp 100
address-family ipve
no synchronization

R2

router bgp 100
address-family ipvb
no synchronization

SW100

router bgp 100
address-family ipvé
no synchronization

R1

router bgp 100
address-family ipvé
redistribute connected

R2

router bgp 100
address-family ipvé
redistribute connected

A. Option A
B. Option B
C. Option C
D. Option C

Answer: A

NEW QUESTION 149
- (Exam Topic 3)

ip sla 1

icep-echo 8.B.B.8

threshold 1000

timecut 2000

fraquancy 5

ip sla schedule 1 life forever start-time now

1

track 1 ip sla 1

!

ip route 0.0.0.0 0.0.0.0 Ethernet0/0 203.0.113.1 name ISPl track
1

ip route 0.0.0.0 0.0.0.0 Ethernat0d/1 198.51.100.1 2 name ISP2

Refer to the exhibit. After recovering from a power failure. Ethernet0/1 stayed down while Ethernet0/0 returned to the up/up state The default route through ISP1
was not reinstated m the routing table until Ethernet0/1 also came up Which action resolves the issue?

A. Reference the track object 1 in both static default routes

B. Remove the references to the interface names from both static default routes

C. Configure the default route through ISP1 with a higher administrative distance than 2.
D. Add a static route to the 8 8.8 8/32 destination through the next hop 203.0.113.1

Answer: D

NEW QUESTION 151

- (Exam Topic 3)

A CoPP policy is applied for receiving SSH traffic from the WAN interface on a Cisco ISR4321 router. However, the SSH response from the router is abnormal and
stuck during the high link utilization. The problem is identified as SSH traffic does not match in the ACL. Which action resolves the issue?

A. Rate-limit SSH traffic to ensure dedicated bandwidth.
B. Apply CoPP on the control plane interface.
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C. Increase the IP precedence value of SSH traffic to 6.
D. Apply CoPP on the WAN interface inbound direction.

Answer: B

Explanation:
The problem is “SSH traffic does not match in the ACL" and “CoPP policy is applied for receiving SSH traffic from the WAN interface” so we should apply CoPP
on the control plane interface instead.

NEW QUESTION 152
- (Exam Topic 3)
What is a function of BFD?

A. peer recovery after a Layer 3 protocol adjacency failure

B. peer recovery after a Layer 2 adjacency failure

C. failure detection independent of routing protocols and media types
D. failure detection dependent on routing protocols and media types

Answer: D

NEW QUESTION 157
- (Exam Topic 3)

'FE{ show anmp mib ifmib ifindex detail
esCription ifIndex Actiwve Persist ent Saved TrapStatus
f poac yes sabled anasnled
zigabitEthernet 1 Y disabled n table
FlgabitEthernat 3 ye dizabled anable
. abltEthe =t YES Sa = ] ii=able
VoIF-Null 5 e disable=d enabled
I ackl 7 e sable =nable
WNull & YEs isabled i enabled
I 5ok = Y capble aenable
>idga Etherne 4 VES iisabled enable
abitET t 2 ye disabl enabled

Refer to the exhibit. After reloading the router an administrator discovered that the interface utilization graphs displayed inconsistencies with their previous history
in the NMS. Which action prevents this issue from occurring after another router reload in the future?

A. Rediscover all the router interfaces through SNMP after the router is reloaded
B. Save the router configuration to startup-config before reloading the router

C. Configure SNMP to use static OIDs referring to individual router interfaces

D. Configure SNMP interface index persistence on the router

Answer: D

NEW QUESTION 162

- (Exam Topic 3)

A network administrator is troubleshooting a failed AAA login issue on a Cisco Catalyst c3560 switch. When the network administrator tries to log in with SSH using
TACACS+ username and password credentials, the switch is no longer authenticating and is failing back to the local account. Which action resolves this issue?

A. Configure ip tacacs source-interface GigabitEthernet 1/1

B. Configure ip tacacs source-ip 192.168.100.55

C. Configure ip tacacs-server source-ip 192.168.100.55

D. Configure ip tacacs-server source-interface GigabitEthernet 1/1

Answer: A

NEW QUESTION 163
- (Exam Topic 3)
Refer to Exhibit.

R1#sh ipv6 access-list GUARD

[PvG access list GUARD

deny tcp any host 2001:DBE:A:B:: 10 eq telnet (6 matches) sequence 10

permit tcp host 2001:DB8:A:A::20 host 2001:DB8:A:B: 10 eq telnet sequence 20
permit tep host 2001:DB8:AA::2 host 2001:DBE:D::1 eq www sequence 30
permuit ipve 2001 DBE:ACA/64 any (67 matches) sequence 40

PC2 is directly connected to R1. A user at PC2 cannot Telnet to 2001:db8:a:b::10. The user can ping 2001:db8:a:b::10 and receive DHCP-related information from
the DHCP server. Which action resolves the issue?

A. Remove sequence 10 and put it back as sequence 25.
B. Remove sequence 20 and put it back as sequence 45.
C. Remove sequence 30 and put it back as sequence 5.

D. Remove sequence 40 and put it back as sequence 15.

Answer: A
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NEW QUESTION 167
- (Exam Topic 3)

Which two labet distribution methods are used by routers in MPLS? (Choose two )

A. targeted hello message

B. LDP discovery hello message

C. LDP session protection message
D. downstream unsolicited

E. downstream on demand

Answer: DE
NEW QUESTION 172

- (Exam Topic 3)
Refer to the exhibits.

Landon — "show ip route” output
Gateway of last resort is not ast

172.1.0.0f16 is variably subnatted, 5
172.1.11.0/24 is directly connected,
172.1.11.1/32 is directly connected,

172.1.12.0/24 ie directly connected,

172.1.12.1/732 is directly connected,

subnets, 2 masks
Etharnatd,/ 0
Etharnatl /0
Etharnatd,/1
Etharnatd/1

BEOEN

172.1.13.0/24 [90/76B00) wia 172.1.11.2, 00:00:50, Echernet0/0
172.16.0.0/16 isa variably subnetted, B subnats, 2 masks

172.16.1.0/24 is directly
172 .16.1.1/32 is dizectly
172.16.2.0/24 is directly
172.16.2.1/32 is direlfly

connected,
connected,
cafifigctad
connac ted ,

LeopbackD
Ethernetd/0
Loopbackl
Loopbackl

172

172,

18
16

LO/24 [120/1) wia

0/24 [120/1) wia

172.1.11.2, 006:00:048,
172.1.11.2, 00:00:08,

Ethernstl/ 0
Etharnat0/0

172.16
172.16

oR@3®mEnEn
U s L R RD

Rome - "show run | section router” output

router eigrp 111
network 172.1.0.0
network 172 . 16.0.0
o AUto-SUmnATY

024 [90156160] wvia 172.1.12.3, 00:00:50, Ethernatld/l
.0f24 [90/156160] wvia 172.1.12.3, 00:00:50, Ethernetd/l

LAN Segments LAN Segments
172.16.1.0/24 172.16.3.0024
172 16.2.0/24 172.16.4.0424
REBe el T {.1) 172.1.11.0/24 [ —
“ % eliD 100 Mbps s0/0 ¥ ™
(1) o o0/ 1.2)
1 Gbps L
1721.12.0/24 1T21.43.0024
alil el
A
(-3) ' #™(.3)
Barcelona
LAN Segments
172.16.5.0/24
172.16.6.0/24

London must reach Rome using a faster path via EIGRP if all the links are up but it failed to take this path Which action resolves the issue?

A. Increase the bandwidth of the link between London and Barcelona

B. Use the network statement on London to inject the 172 16 X 0/24 networks into EIGRP.

C. Change the administrative distance of RIP to 150

D. Use the network statement on Rome to inject the 172 16 X 0/24 networks into EIGRP

Answer: D

NEW QUESTION 176
- (Exam Topic 3)

Which table is used to map the packets in an MPLS LSP that exit from the same interface, via the same next hop, and have the same queuing policies?

A.RIB
B. FEC
C. LDP
D. CEF

Answer: B

NEW QUESTION 177
- (Exam Topic 3)

How does an MPLS Layer 3 VPN differentiate the IP address space used between each VPN?
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A. by RD

B. by address family
C. by MP-BGP

D. byRT

Answer: A
NEW QUESTION 178
- (Exam Topic 3)

What is the function of BFD?

A. It provides uniform failure detection regardless of media type.
B. It creates high CPU utilization on hardware deployments.

C. It negotiates to the highest version if the neighbor version differs.

D. It provides uniform failure detection on the same media type.

Answer: A

NEW QUESTION 179

Refer to the exhibit.

- (Exam Topic 3)
2001:db8 a.b::?g DHCP
Server
2001:.db8:a:a::./64

52ﬂﬂ1:db8:a:a::1ﬂ

PC

NAT Enabled Router

2{11'[31n::II::ﬁ:u::I:fg9

C'PC= ping 2001:db8:a:b:.7

Pingmg 2001:db8:a:b::7 with 32 bytes of data;

Reply from 2001:db8:a:b:.7: time=46ms

Reply from 2001:db8:a:b::7: ime=40ms

Reply from 2001:db8:a:b::7: time=40ms

Reply from 2001:db8:a:b::T: time=40ms

Ping statistics for 2001 :db8:a:b::7

Packets: Sent = 4. Received = 4, Lost = 0 (0% loss),
Approximate round trip tumes in milli-seconds:
Minmmum = 40ms, Maximum = 46ms, Average = 41ms

B.1# telnet 2001:db8:a:b::7
Tryng 2001:DBE:A:B::7 ... Open
User Access Venfication
Password:

R.1# show ipv access-hist TSHOOT
[Pv6 access st TSHOOT
deny tep any host 2001:DB8:A:B::7 eq teluet (6 matches) sequence 10

permit ipvt 2001:DBES:AcA:/64 any (67 matches) sequence 40

permit tep host 2001:DBE:AxA::10 host 2001:DBE:A:B::7 eq telnet sequence 20
permut tep host 2001:DB8:AA:: 10 host 2001:DBS:Di::1 eq www sequence 30

An engineer is troubleshooting a failed Telnet session from PC to the DHCP server. Which action resolves the issue?

A. Remove sequence 30 and add it back to the IPv6 traffic filter as sequence 5.

B. Remove sequence 20 and add it back to the IPv6 traffic filter as sequence 5.

C. Remove sequence 10 to add the PC source IP address and add it back as sequence 10.
D. Remove sequence 20 for sequence 40 in the access list to allow Telnet.

Answer: B

NEW QUESTION 184
- (Exam Topic 3)
Which feature minimizes DoS attacks on an IPv6 network?

A. IPv6 Binding Security Table

B. IPv6 Router Advertisement Guard
C. IPv6 Prefix Guard

D. IPv6 Destination Guard

Answer: D

Explanation:
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The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs

address resolutions only for those addresses that are active on the link, and requires the FHS binding table to be populated with the help of the IPv6 snooping
feature.The feature enables the filtering of IPv6 traffic based on the destination address, and blocks the NDP resolution for destination addresses

that are not found in the binding table. By default, the policy drops traffic coming for an unknown destination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_1 5 0s_book/IPv6_Security.pdf

NEW QUESTION 186
- (Exam Topic 3)
Which 0S1 model is used to insert an MPLS label?

A. between Layer 5 and Layer 6
B. between Layer 1 and Layer 2
C. between Layer 3 and Layer 4
D. between Layer 2 and Layer 3

Answer: D
NEW QUESTION 187

- (Exam Topic 3)
Refer to the exhibit.

Dallas_Rouber:

ineface GigablEtharmetO/0id. 364
doscrplion Guest_\VWifi_10 66,46 023
encapsulation dol10 364

ip addrens 10.66 46 1 255 2552540
ip helper-address 10,192 104 212

ip helper-addreas 10191103140

ip access.gioup GUEST-ACCESS In
ip access-group GUEST-AGCCESS-OUT oul
na ip redirecta

no ip unreachables

na i proxy-anp

ip access-hsl éxtanded GUEST-ACCESS
remank Intemel Acteass Only

permit udp any any aq booips

permit udp any any €Q Doolps

deny tpany 10000 0255 255 255
geny pany 172 160.090.15.255255
deny  ipany 192 1680000 253 25%
dany ip any 224.0.00 31 258 255255
deny pany 1692510049 0.255.293
demy ipany 127.0.0.0 0 255 255 255
deny P any 192.0,2.0 000255

deny ipanyhestoono

prermit ip 10 66 420 0 00255 any
permit ip 10 66 486 0000255 any

]

ip accessist extended GUEST-ACCE S5-0uUT

pormil udp any any e boolps
panmit udp any any 29 boolpe
permit udp any any g domain
pormit udp any any

any any

I:;::Tn;: Er:ﬁm:?w.m:.ma 12ﬂ4 e¢g 15871 any
ep any any astabdlihe

5::;;'“' :pﬂ.nny?iﬂ.l;ﬂ 0 0.255 TE?{E‘ "':E
damy ip any 172 1600 015 it 255
deny ip any 1921680000 .-5:5'_2?{!._
deny Ip any 224,00 0 31 255 ?:_riz-.:
deny Ip any 169 2540 UP o EE’:,- 2:'
dany #p any 127.00.0 [ .;5'5; G5 255
dany I any nz.0.2.0000.255
deny ip any host 0.0.0 0

amark Uaed (o Dlock nbound trafic lo Guest Metveorks

After a new regional office is set up,not all guests can access the internet via guest WiFi. Clients are getting the correct IP address from guest Wi-Fi VLAN 364.

which action resolves the issue ?

A. Allow 10.66.46.0/23 in the outbound ACL

B. Allow DNS traffic through the outbound ACL
C. Allow DNS traffic through the inbound ACL
D. Allow 10.66.46.0/23 in the inbound ACL

Answer: C

NEW QUESTION 192
- (Exam Topic 3)

The network administrator configured R1 for Control Plane Policing so that the inbound Telnet traffic is policed to 100 kbps. This policy must not apply to traffic

coming in from 10.1.1.1/32 and 172.16.1.1/32. The administrator has configured this:
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access-list 101 permit tcp host 10.1.1.1 any eq 23
access-list 101 permittcp host 172.16.1.1 any eq 23
class-map CoPP-TELNET

match access-group 101

!

policy-map PM-CoPP

class CoPP-TELNET

police 100000 conform transmit exceed drop

!

control-plane

service-policy input PM-CoPP

The network administrator is not getting the desired results. Which set of configurations resolves this issue?

A. control-planeno service-policy input PM-CoPPlinterface Ethernet 0/0service-policy input PM-CoPP

B. control-planeno service-policy input PM-CoPP service-policy input PM-CoPP

C. no access-list 101access-list 101 deny tcp host 10,1,1.1 any eq 23access-list 101 deny tcp host 172,16.1.1 any eq 23 access-list 101 permit ip any any
D. no access-list 101access-list 101 deny tcp host 10,1.1.1 any eq 23access-list 101 deny tcp host 172.16.1.1 any eq 23 access-list 101 permit ip any
anylinterface EO/Oservice-policy input PM-CoPP

Answer: C

Explanation:
Packets that match a deny rule are excluded from that class and cascade to the next class (if one exists) for classification. Therefore if we don’t want to CoPP
traffic from 10.1.1.1/32 and 172.16.1.1/32, we must “deny” them in the ACL.

NEW QUESTION 195
- (Exam Topic 3)
How is a preshared key "Test” for all the remote VPN rooters configured In a DMVPN using GRE over IPsec set up?

A. authentication pre-share Test address 0.0.0.0 0.0.0.0
B. set pre-share Test address 0.0.0.0 0.0.0.0

C. crypto Ipsec key Test address 0.0.0.0 0.0.0.0

D. crypto isakmp key Test address 0.0.0.0 0.0.0.0

Answer: D

NEW QUESTION 196
- (Exam Topic 3)

-

Intermet

-

Refer to the exhibit. Router R1 peers with two ISPs using static routes to get to the internet. The requirement is that R1 must prefer ISP-A under normal
circumstances and failover to ISP-B if the connectivity to ISP-A is lost. The engineer observes that R1 is load balancing traffic across the two ISPs Which action
resolves the issue by sending traffic to ISP-A only with failover to ISP-B?

A. Configure OSPF between R1. ISP-

B. and ISP-B for dynamic failover if any ISP link to R1 fails

C. Configure two static routes on R1. one pointing to ISP-A and another pointing to ISP- B with 222 admin distance

D. Change the bandwidth of the interface on R1 so that interface to ISP-A has a higher value than the interface to ISP-B

E. Configure two static routes on R1. one pointing to ISP-B with more specific routes and another pointing to ISP-A with summary routes

Answer: D

NEW QUESTION 200
- (Exam Topic 3)
Which router translates the customer routing information into VPNv4 routes to exchange VPNv4 routes with other devices through MP-BGP?
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NEW QUESTION 204
- (Exam Topic 3)
Refer to the exhibit.

1pve accesa-list INTERNET

permit ipve 2001:DBE:ADS9:: /48 any

deny ipvEé any any log

permit ipve 2001:DBE:ADSS:BARA2ZL1::/64 2001:DBE:
permit tcp 2001:DBB:ADS%:BAZl::/64 2001:DB8:COAB:BAl3::/64 eg telnet
permit tep 2001:DB8:AD58:BA2l::/64 any eq

nttp

COAB:BAl4::/64

While monitoring VTY access to a router, an engineer notices that the router does not have any filter and anyone can access the router with username and

password even though an ACL is configured.
Which command resolves this issue?

A. access-class INTERNET in

B. ip access-group INTERNET in
C. ipv6 traffic-filter INTERNET in
D. ipv6 access-class INTERNET in

Answer: D

NEW QUESTION 205
- (Exam Topic 3)

Area 1 OSPF Area 0
Cost 40 R1 1
Ao Eo RYCS R
R4 _fﬁ_.i’ﬁ
R3 /™2 Costdd WA Cost 10
RS AN i)
.-.{--.
10.10.20.0/24

RS
' Pa
e
|{Cost 10
: RG
uw /s
N

Refer to the exhibit Which action ensures that 10 10 10 0/24 reaches 10 10 20 0/24 through the direct link between R1 and R2?

A. Configure R1 and R2 LAN links as nonpassive.

B. Configure R1 and R2 links under area 1

C. Configure OSPF link cost to 1 between R1 and R2
D. Configure OSPF path cost to 3 between R1 and R2

Answer: B

NEW QUESTION 207
- (Exam Topic 3)

admin@linux:~5 telnet 198.51.100. 64
Trying 198.51.100.64...
Connected to 192.51.100.&4.

Escape character i=s '~]°'.

User Access Veritication

Password: admin

CPE> exit

Connection closed by foreign host,
admin@linux:~5 ssh 198.51.100.64
admin@lfg8.51.100.64"s password: admin
Permission denied, please try again.
admin@l98.51.100.64"s password: admi:
Permission denied, please try again.
admin@l98.51.100.64"'s password: admin
Connection closed by 1985.51.100.&84 port

adminlinux: -3

(3]

%]
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Refer to the exhibit. An administrator can log in to the device using Telnet but the attempts to log in to the same device using SSH with the same credentials fall
Which action resolves this issue?

A. Configure SSH service on the router

B. Configure transport input all on the VTY lines to allow SSH
C. Configure to use the Telnet user database for SSH as well
D. Configure the VTY lines with login local

Answer: A

NEW QUESTION 208
- (Exam Topic 3)

VLANZ00

DHCP
SERVER

Refer to the exhibit. APC is configured to obtain an IP address automatically, but it receives an IP address only from the 169.254.0.0 subnet The DHCP server logs
contained no DHCPDISCOVER message from the MAC address of the PC. Which action resolves the issue?

A. Configure an ip helper-address on the router to forward DHCP messages to the server.
B. Configure DHCP Snooping on the switch to forward DHCP messages to the server.

C. Configure a DHCP reservation on the server for the PC.

D. Configure a static IP address on the PC and exclude it from the DHCP pool.

Answer: A

NEW QUESTION 212
- (Exam Topic 3)
Refer to the exhibit.

Tunnel source 195.1.1.1, destination 200.1.1.3
Tunnel protocol/transport GRE/IP

Key disabled, sequencing disabled
Checksumming of packets disable
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)

An engineer must establish a point-to-point GRE VPN between R1 and the remote site. Which configuration accomplishes the task for the remote site?

A. Interface Tunnell tunnel source 199.1.1.1tunnel destination 200.1.1.3ip address 192.168.1.3 255.255.255.0
B. Interface Tunnell tunnel source 200.1.1.3tunnel destination 199.1.1.1ip address 192.168.1.1.255.255.255.0
C. Interface Tunnell tunnel source 200.1.1.3tunnel destination 199.1.1.1ip address 192.168.1.3.255.255.255.0
D. Interface Tunnel lunnel source 199.1.1.1tunnel destination 200.1.1.3ip address 192.168.1.1.255.255.255.0

Answer: C
NEW QUESTION 215

- (Exam Topic 3)
Refer to the exhibit.

R1 {config)# ip vif CCNP

R1 {config-viTj# rd 1;100

R1 {config-viT)# exit

R1 {config)# interface LoopbackD

R1 {config-ifj# ip address 10.1.1.1 255.255.255.0

R1 {config-if}# ip vrf forwarding CCNP

R1 {config-ifj# exit

R1 {configp exil

Ri1# ping vrf CCNP 101,11

% Unrecognized host or address, or protoco| not running,

Which command must be configured to make VRF CCNP work?

A. interface Loopback0 vrf forwarding CCNP

B. interface LoopbackOip address 10.1.1.1 255.255.255.0

C. interface LoopbackOip address 10.1.1.1 255.255.255.0 vrf forwarding CCNP
D. interface LoopbackQip address 10.1.1.1 255.255.255.0ip vrf forwarding CCNP
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Answer: B

Explanation:

From the exhibit, we learn that the command “ip address 10.1.1.1 255.255.255.0” has been issued before the command “ip vrf forwarding CCNP”. But the second
command removed the IP address configured in the first command so we have to retype the IP address command.

NEW QUESTION 219
- (Exam Topic 3)
Refer to the exhibit.

R{configi#ipvG prefix-list PRE-PEND-PREFIX permit 2001.db8:0;a::64
Ri(configiroute-map PRE-PEND permit 10
H{conlig-raute-map dmatch ipvi address preficlist PRE-PEND-PREFIX

R canfig-roule-mapitsel as-path prepend 65412

RA{config ¥Wrouler bgp 68412

R1(conhig-router@#address-emily pve _ R
R1({config-router-afgneighbor 2001 dbfi-0-20:-2 route-map PRE-FEND oul

R1 has a route map configured, which results in a loss of partial IPv6 prefixes for the BGP neighbor, resulting in service degradation. How can the full service be
restored?

A. The neighbor requires a soft reconfiguration, and this will clear the policy without resetting the BGP TCP connection.

B. The prefix lit requires all prefixes that R1 is advertising to be added to it, and this will allow additional prefixes to be advertised.
C. The route map requires a deny 20 statement without set conditions, and this will allow additional prefixes to be advertised.

D. The route map requires a permit 20 statement without set conditions, and this will allow additional prefixes to be advertised.

Answer: D
NEW QUESTION 221

- (Exam Topic 3)
Refer to the exhibit.

access-list 1 permit 209.165.200.215
access-list 2 permit 209.165.200.2186
]

interface ethernet 1

ip policy route-map Texas

]

route-map Texas permit 10

match ip address 1

set ip precedence priority

set ip next-heop 209.165.200.217

!

route-map Texas permit 20

match ip address 2

set ip next-hop 209.165.200.218

Packets arriving from source 209.165.200.215 must be sent with the precedence bit set to 1, and packets arriving from source 209.165.200.216 must be sent with
the precedence bit set to 5. Which action resolves the issue?

A. set ip precedence critical in route-map Texas permit 10
B. set ip precedence critical in route-map Texas permit 20
C. set ip precedence immediate in route-map Texas permit 10
D. set ip precedence priority in route-map Texas permit 20

Answer: B

NEW QUESTION 224
- (Exam Topic 3)
Refer to the exhibit.
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ipve dhep server:

I|]'|.l'!"!- n.JI'Ii( ast FI'!IlI!IrH;_]

!

int e(y]

ipve enable

ipve add 2001:11::1/64
ipvt nd other-config-flag
nor shiut

ipve dhcp server IPvEPool
!

ipve dhcp pool IPvaPool
dns-server 2002:555:11

demain-narme my.nel

ipvs dhep client:

interface EthernetOs1
no ip address

ipve address dhep
ipvE enable

no shut

]

ipvt dhop client

-w.'

I-U|

.

ipvt dhep server

A network administrator is troubleshooting IPv6 address assignment for a DHCP client that is not getting an IPv6 address from the server.
Which configuration retrieves the client IPv6 address from the DHCP server?

A. ipv6 address autoconfig command on the interface

B. ipv6 dhcp server automatic command on DHCP server
C. ipv6 dhcp relay-agent command on the interface

D. service dhcp command on DHCP server

Answer: A

NEW QUESTION 225

- (Exam Topi

c3)

—

\#X,

" A .."'.m;'u

EQ/f1 E0/0

o/ M A 1‘.

|
)

A1 [DHCP Server|

Switch

Ethernetlls LBy L

FESD ARAE COFF FEQQ: 5

N4,

H1 [DHCP E|I'|I1T:|

Refer to the exhibit. The client server but the show command does not show the IPv6 DHCP bindings on the server. Which action resolves the issue?

A. Extend the DHCP lease time because R1 removed the IPv6 address earlier after the lease expired.

B. Configure H1 as the DHCP client that manually assigns the IPv6 address on interlace e0/0..
C. Use the 2001:DBB:BAD:CODE::/64 prefix for the DHCP pool on R1.
D. Configure authorized DHCP servers to avoid IPv6 addresses from a rogue DHCP server.

Answer: C

NEW QUESTION 229

- (Exam Topi

c3)

Refer to the exhibit.
A network engineer receives a fault ticket about traffic drops from BANK SITE to BANK Users can reach BANK SITE Y from router RA as a source.
Routers RB and RD are acting as route reflectors. Which configuration resolves the issue?

A. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.4 route-reflector-client
B. RF(config)#router bgp 65201RF(config-router)#neighbor 10.10.10.6 route-reflector-client
C. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.2 route-reflector-client
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D. RB(config)router bgp 65201RB(config-router)#neighbor 10.10.10.3 route-reflector-client

Answer: A

NEW QUESTION 233
- (Exam Topic 3)
Refer to the exhibit.

rZ4 show ip ospf neighbor
21
i¥# debug ip espf helleo

= s |

= : - Pap—
*Feb 22 23:46:58,8959: OSPF
110 . 55,1 area 0 1 e
- g | A& B TN = f
FRL) £& &4 00 s J3 e o
parameters from 1 23.1
L] 2 ™
' e

The connected routers do not show up as OSPF neighbors. Which action resolves the issue?

A. Change the R1 dead timer to 20.
B. Change the R2 dead timer to 20.
C. Change the R2 hello timer to 20.
D. Change the R1 hello timer to 20.

Answer: A

NEW QUESTION 238
- (Exam Topic 3)
Refer to the exhibit.

EIGRP
AS100

A loop occurs between R1, R2, and R3 while EIGRP is run with poison reverse enabled. Which action prevents the loop between R1, R2, and R3?

A. Configure route tagging
B. Enable split horizon

C. Configure R2 as stub receive-only

D. Configure route filtering
Answer: B
NEW QUESTION 241

- (Exam Topic 3)
Refer to the exhibit.

TR TEE 1 04
192 188 2 004

s ]

EIGRP 222
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D 192.168.2.0/24 [90/4Uzuuyr via oz roorz 1 wwuzr, ehernel g
D 192 168.3.0/24 [90/409600] via 192.168.13.2, 00,1723, Ethernatli
D 192.168.4.0/24 [90/409600] via 192.168.13.2, 00:17:23, EthernetDN
192.168.5.0/24 is variably subnetted, 2 subnets, 2 masks
c 192.168.5.0/24 is directly connected, Loopback(
L 192,188.5 1/32 is directly connected, Loopbackd
192 168 6.0/24 is variably subnetted, 2 subnets, 2 masks
c 192.168.6.0/24 is direclly connected, Loopback1
L 192 168.6.1/32 is directly connected, Loopback
192 188.11.0/24 [90/307200] via 192.168.13.2, 00:17:40, Ethermnet0/1
[S0/307200] via 192.168.12.1, 00:17:40, Ethernal0/0
192.168,12.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.12.0/24 is directly connected, Ethernet0/0
192 168,12 3732 is directly connected, EthernatDiQ
192.168.13.0/24 is variably subnetted, 2 subnets, 2 masks
c 192.168.13.0/24 is directly connected, Ethernet0N
L 192.168.13.3/32 is directly connected, Etherneti/1

LI

The network administrator must configure Cape Town to reach Dubai via Tokyo based on the speeds provided by the service provider. It was noticed that Cape

Town is reaching Dubai directly and failed to meet the requirement. Which configuration fixes the issue?
A)

Dubai

router eigrp 100
variance 2

B)
CapeTown

router eigrp 100
variance 2

C)
CapeTown

interface E 0/0
bandwidth 5000
interface E 0/1
bandwidth 10000

D)

CapeTown

interface E 0/0
bandwidth 5000
interface E 0/1
bandwidth 10000

Dubai

interface E 0/0
bandwidth 50000
interface E 0/1
bandwidth 5000

Tokyo

interface E 0/0
bandwidth 50000
interface E 0/1
bandwidth 10000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 242
- (Exam Topic 3)
Refer to the exhibit.
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Internet

G2/0  192.168.2.0/30 g

Intranet
webserver

The branch router is configured with a default route toward the internet and has no routes configured for the HQ site that is connected through interface G2/0. The

HQ router is fully configured and does not require changes. Which configuration on the branch router makes the intranet website (TCP port 80) available to the
branch office users?

A)

access-iist 100 permnt tcp any host intranet-webserver-ip eq 80

route-map por permit 10
match 1p address 100
set ip next-hop 192.168.2.2

nterface G2/0
P policy route-map pbr

B)

access-list 101 permit tcp any any eq 80
access-hist 102 permit tep any host intranet-webserver-ip

route-map pbr permmt 10
match 1p address 101 102
et 1p next-hop 192.168.2.2

nterface G1/0
g policy route-map pbr

C)

access-ist 101 permit tcp any any eq 80
iccess-ist 102 permit tcp any host intranet-webserver-ip

route-map pbr permit 10
match p address 101

set Ip next-hop 192 168.2.2
route-map pbr permit 20
match ip address 102

et Ip next-hop 192.168.2.2

mterface G2J0
2 oolicy route-map pbr

D)

iccess-ist 100 permit tep host intranet-webserver-p eq 80 any
Jie-map pbr permit 10

natch p address 100

®! D Next-nop 192 168 2.2

e v

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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Explanation:

the ACL 101 matches all HTTP pakects while the ACL 102 matches TCP packets destined to Intranet webserver. These packets will be sent to HQ router.
If a match command refers to several objects in one command, either of them should match

(the logical OR algorithm is applied). For example, in the match ip address 101 102 command, a

route is permitted if it is permitted by access list 101 or access list 102.

NEW QUESTION 243
- (Exam Topic 3)
Exhibit.

R2§ show ip eigrp topology 10.1.3.0 255.255.255.0

IP-EIGRP (AS 1) : topology sntry for 10.1.3.0/24
State is Fassive, Query origin flag is 1, 1 Successor(s), FD is 307200
Routing Descriptor Blocks:
10.1.2.3 (Etharnetd) , from 10.1.2.3, Send flag is OxD
Compoaite metric is (307200/281600) . Routs i3 Intarnal
Vector matric
Minimum bandwidth i3 10000 Xbit
Total delay is 2000 microseconds
Reliability is 255/255
Load is 1/255
Mini=aes MTU is 1500
Hop count 13 1
10.1.2. 4 (Ethernetld), from 10.1.2.4, Send flag is Ox0
Composite metric is (312320/286720), Routs i3 Internal
Vector matric
Mini=um bandwidth is 10000 FKBit
Total delay is 2200 microssconds
Reliability is 255/255
Load is 1/255
Mini=um WTU is 1500
Hop count is 1

L
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Refer to the exhibit. A network is configured for EIGRP equal-cost load balancing, but the traffic destined to
the servers is not load balanced. Link metrics from router R2 to R3 and R4 are the same. Which delay value must be configured to resolve the issue?

A. 208 oon R3 EO/0
B. 120 on R4 EO/1
C. 120/on R3 EO/1
D. 2200 on R4 EO/1

Answer: C

NEW QUESTION 248
- (Exam Topic 3)
How does LDP operate in an MPLS network?

A. When topology changes occur such as a router failure, LDP generates peer discovery messages that terminate the LDP season to propagate an LSP change.
B. When an adjacent LSR receives LDP discovery message

C. TCP two-way handshake ensures that the LDP session has unidirectional connectivity.

D. Peer routers establish the LDP session, and the LDP neighbors maintain and terminate the session by exchanging messages

E. LDP notification messages allow LERs to exchange label information to determine the next hops within a particular LSP.

Answer: D

NEW QUESTION 252
- (Exam Topic 3)
Refer to the exhibit.
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An engineer implemented CoPP but did not see OSPF traffic going through it. Which configuration resolves the issue?

A. ip access-list extended OSPF permit ospf any any

B. policy-map COPP class OSFP police 8000 conform-action transmit exceed-action transmit violate-action drop
C. control-plane service-policy input COPP

D. class-map match-all OSFP match access-group name OSPF

Answer: B

NEW QUESTION 255
- (Exam Topic 3)

In a DMVPN network, the Spokel user observed that the voice traffic is coming to Spoke2 users via the hub router. Which command is required on both spoke

routers to communicate directly to one another?

A. ip nhrp map dynamic
B. ip nhrp shortcut
C. ip nhrp nhs multicast
D. ip nhrp redirect

Answer: B

NEW QUESTION 256
- (Exam Topic 3)

CPE# show ip route static

<output omitted>

S* 0.0.0.0/0 is directly connected, DialerQ
S 198.51.100.0/24 [1/0] via 192.168.1.1
5 203.0.113.0/24 [1/0] via 192.168.2.1

CPE# show run | secticn router ospf
router ospf 1

redistribute static subnets

Lol

CPE# show ip ospf database | begin Type-5
Type-5 AS External Link States

Link ID ADV Router Age Seqg#
198.51.100.0 192.168.0.1 14 0x80000001 0x0007D0 O
203.0.113.0 192.168.0.1 14 0x80000001 0x009C5C 0

Refer to the exhibit. The default route is not advertised to the neighboring router. Which action resolves the issue?

Checksum Tag

A. Configure the redistribute static metric 200 subnets command under OSPF.

B. Configure OSPF on the Dialer0 interface.

C. Configure the network 0.0.0.0 255.255.255.255 area 0 command under OSPF.
D. Configure the default-information originate command under OSPF.

Answer: D

NEW QUESTION 259
- (Exam Topic 3)
Drag and drop the ICMPVv6 neighbor discovery messages from the left onto the correct packet types on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

".u-?‘h? ST It M I.-Fl L4
Merighilead Advedtipemeat (P E Type LI7
Routit Mchott st LRy Type 135
LeSaecT Meepage SCEPwE Type [3d
Rawier S0l T 350N CEPvE Typs |18

Table Description automatically generated with medium confidence

NEW QUESTION 260

- (Exam Topic 2)

A DMVPN single hub topology is using IPsec + mGRE with OSPF. What should be configured on the hub to ensure it will be the designated router?

A. tunnel interface of the hub with ip nhrp ospf dr

B. OSPF priority to
C. route map to set

0
the metrics of learned routes to 110

D. OSPF priority greater than 1

Answer: D

Explanation:

By default, the priority is 1 on all routers so we can set the OSPF priority of the hub to a value which is greater than 1 to make sure it would become the DR.

NEW QUESTION 261

- (Exam Topic 2)

Refer to the exhibit.

*Jun 24 08-54-51 530
*Jun 24 085452 525
*Jun 24 08:54:52.528
*Jun 24 08:54-53 215
*Jun 24 08:54 .54 9498
*Jun 24 08:54:55 008

*Jun 24 08:54:55 9898

- IF-EvNGagabitEthernetdi0) P Routng reports state transition from DOWN to DOWN
SLINEPROTO-5-UPDOWRN: Line protocal on Interface GigabitEthernetli0, changed state to down

: IF-EvDi GigabilEthernetlVO): IP Routing reports state transition frem COWN to DOWRN

¢ IF-EvDi GigabitEthernetiD): [P Routing reports state transition from DOWN to DO
SLINK-3-UPDOWN. Interface GigabltEthernetd, changed state to up

s IF-EviGigatatEthernatV0): IP Houting repons state transition from DOWN to LIP
WLINEPROTO-3-UPDOWN: Line protocol on Interface GigabilEthemetliD, changed state o up

R1 is connected with R2 via GigabitEthernet0/0, and R2 cannot ping R1. What action will fix the issue?

A. Fix route dampening configured on the router.

B. Replace the SFP module because it is not supported.
C. Fix IP Event Dampening configured on the interface.
D. Correct the IP SLA probe that failed.

Answer: C

Explanation:

The IP Event Dampening feature intraduces a configurable exponentisl decey mechanism to suppress the effects of excessive interface flapping everis on ruting

1 the netwedk. This feature allows the retwork operatar 1o configure a router o automatically identify and selectively dampen 2 local

protocols and routing tebles

interface that is lapping

NEW QUESTION 2
- (Exam Topic 2)

63
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Refer to the exhibit. A network administrator configured mutual redistribution on R1 and R2 routers, which caused instability in the network. Which action resolves

the issue?
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A. Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same tag on R2 to deny when redistributing OSPF into EIGRP.
B. Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same tag on R2 to allow when redistributing OSPF into EIGRP.
C. Advertise summary routes of EIGRP to OSPF and deny specific EIGRP routes when redistributing into OSPF.

D. Apply a prefix list of EIGRP network routes in OSPF domain on R1 to propagate back into the EIGRP routing domain.

Answer: A

Explanation:
When doing mutual redistribution at multiple points (between OSPF and EIGRP on R1 & R2), we may create routing loops so we should use route-map to prevent
redistributed routes from redistributing again into the original domain.

In the below example, the route-map “SET-TAG” is used to prevent any routes that have been redistributed into EIGRP from redistributed again into OSPF
domain by tagging these routes with tag 1.

R3
tomie-map SET-TAG pernuit 10
seltag |

Theso routes are prevented from redistributed again by rouke-map FILTER. TAG by denying any routes
with tag 1 sat:

R4
rote=map FILTER-TAG deny |1
arch tag 1

NEW QUESTION 268

- (Exam Topic 2)

An engineer configured SNMP notifications sent to the management server using authentication and encrypting data with DES. An error in the response PDU is
received as "UNKNOWNUSERNAME. WRONGDIGEST". Which action resolves the issue?

A. Configure the correct authentication password using SNMPv3 authPriv .

B. Configure the correct authentication password using SNMPv3 authNoPriv.

C. Configure correct authentication and privacy passwords using SNMPv3 authNoPriv.
D. Configure correct authentication and privacy passwords using SNMPv3 authPriv.

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-3se/3850/snmp-xe-3se-3850-book/nm

NEW QUESTION 272
- (Exam Topic 2)
Refer to the exhibit.

H 1

ip praefix-list cenpl seq 5 parmic 10.1 48.0/24 la 24
ip prefix-list ccnp? seq 3 permit 10.1.B0.0/24 le 32
ip prefix-list ccnpld seqg 3 permic 10.1.64.0/24 le 24

route-map ospf-to-eigrp permit 10
match ip address prefix-list cenpl
sat tag 30

route-map ospf-to-eigrp permit 20
match ip address prafix-list conp2
sat tag 20

route-map ospf-to-eigrp permit 30
match 1ip address prefix-list ccnpl
seat tag 10

An engineer wanted to set a tag of 30 to route 10 1.80.65/32 but it failed How is the issue fixed?

A. Modify route-map ospf-to-eigrp permit 30 and match prefix-list ccnp2.
B. Modify route-map ospf-to-eigrp permit 10 and match prefix-list ccnp2.
C. Modify prefix-list ccnp3 to add 10.1.64.0/20 le 24
D. Modify prefix-list ccnp3 to add 10.1.64.0/20 ge 32

Answer: B

NEW QUESTION 275
- (Exam Topic 2)
Drag and drop the LDP features from the left onto the descriptions on the right
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Diagram Description automatically generated

molicit null Labe provides ways of mproving lead balancing by eiminating the
Rk need for DPI 2t transit LSRs
explict null labe LSR. recenves an MPLS header with the label set to 3
- 3 h B packet is encapsulsted in MPLS with the option of
e copying the IP precedence to EXP bits
s L controls the amount of ry used to store LOP [abel bindings
e A advertised by other devices

The MPLS LDP Inbound Label Binding Filtering feature can be used to control the amount of memory used to store Label Distribution Protocol (LDP) label
bindings advertised by other devices. For example, in a simple Multiprotocol Label Switching (MPLS) Virtual Private Network (VPN) environment, the VPN provider
edge (PE) devices might require label switched paths (LSPs) only to their peer PE devices (that is, they do not need LSPs to core devices). Inbound label binding
filtering enables a PE device to accept labels only from other PE devices.

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_ldp/configuration/15-sy/mp-ldp-15-sy-boo k/mp-ldp-inbound-filtr.html

NEW QUESTION 277
- (Exam Topic 2)
Refer to the exhibits.

LO: 1.1.1.1/24

-

Fa0/ |1
200.1.1 .L‘+I24|
i

DMVPN %
(_ 1011024~ )

200.1.3.0/24 A i
Fal/n S din

e

200.1.2.0/24
Falio

L, 2.2.2.2/24

s

Rloonligh# cryplo isakmp policy 10
R2{config-isakmaoi# hash mds
F2iconfig-isakmp @ authentication pre-share
RZ{config-isakmp)# group 2
R2{config-isakmp ¥ encryplion 3des

R cfg-crypto-trans i made transport
F2iconfig)¥ cryplo ipsec profile TST
F2lipsec-profilek sel translorm-sel TSET
FZ{config)¥ interface tunnel 123

Fe{config-If)# tunnet protection ipsec profile TST

RZ{config¥ crypto ipsec transform-set TSET esp-<des esp-mdS-hmac

When DMVPN is configured, which configuration allows spoke-to-spoke communication using loopback as a tunnel source?

A. Configure crypto isakmp key cisco address 0.0.0.0 on the hub.

B. Configure crypto isakmp key Cisco address 200.1.0.0 255.255.0.0 on the hub.

C. Configure crypto isakmp key cisco address 200.1.0.0 255.255.0.0 on the spokes.
D. Configure crypto isakmp key cisco address 0.0.0.0 on the spokes.

Answer: D

Explanation:

https://www.cisco.com/en/US/technologies/tk583/tk372/technologies_white_paper0900aecd802b8f3c.html

NEW QUESTION 281
- (Exam Topic 2)

An engineer configured a Cisco router to send reliable and encrypted notifications for any events to the management server. It was noticed that the notification
messages are reliable but not encrypted. Which action resolves the issue?

A. Configure all devices for SNMPv3 informs with priv.
B. Configure all devices for SNMPv3 informs with auth.
C. Configure all devices for SNMPv3 traps with auth.
D. Configure all devices for SNMPv3 traps with priv.

Answer: A
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Explanation:
SNMP notifications can be sent as traps or inform requests. Traps are unreliable because the receiver does not send acknowledgments when this device receives
traps.”Send reliable and encrypted notifications for any events” so it is SNMP notifications. For encryption we need to configure “priv”.

NEW QUESTION 286
- (Exam Topic 2)
What are two MPLS label characteristics? (Choose two.)

A. The label edge router swaps labels on the received packets.

B. Labels are imposed in packets after the Layer 3 header.

C. LDP uses TCP for reliable delivery of information.

D. An MPLS label is a short identifier that identifies a forwarding equivalence class.
E. A maximum of two labels can be imposed on an MPLS packet.

Answer: CD

Explanation:
Reference:
https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/mpls/4649-mpls-faq-4649.html

NEW QUESTION 290
- (Exam Topic 2)
Drag and drop the MPLS VPN device types from the left onto the definitions on the right.
- A device in the core of the provider network
Customer (L) device _ s
that switches MPLS packets
; . device that attaches and detaches the VPN
CE device . _
abels to the packets in the provider network
. device In the enterprise network that
PE device .
connects to other customer devices
L d device at the edge of the enterprise network
Provider (P) device 9 ' PIESE NED
that connects to the SP network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 294

- (Exam Topic 2)

An engineer must configure a Cisco router to initiate secure connections from the router to other devices in the network but kept failing. Which two actions resolve
the issue? (Choose two.)

A. Configure a source port for the SSH connection to initiate
B. Configure a TACACS+ server and enable it

C. Configure transport input ssh command on the console
D. Configure a domain name

E. Configure a crypto key to be generated

Answer: DE

Explanation:

Follow these guidelines when configuring the switch as an SSH server or SSH client:

+ An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.+ If the SSH server is running on a stack master and the stack
master fails, the new stack master uses the RSA key pair generated by the previous stack master

+ If you get CLI error messages after entering the crypto key generate rsa global configuration command, an RSA key pair has not been generated. Reconfigure
thehostname and domain, and then enter the crypto key generate rsa command.+ When generating the RSA key pair, the message No host name specified might
appear. If it does, you must configure a hostname by using the hostname globalconfiguration command.+ When generating the RSA key pair, the message No
domain specified might appear. If it does, you must configure an IP domain name by using the ip domain-nameglobal configuration command.+ When configuring
the local authentication and authorization authentication method, make sure that AAA is disabled on the console.
Reference:https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/co

NEW QUESTION 296
- (Exam Topic 2)
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m 1010 10 07274
‘
L R1

Tun 1 Ethin

EIGRP AS 100

T 1 Tun 1
Ethi/l * - 11
L R2 L R3
’ 10 10 20 0724 10 10 30 024 )
- Branch 1 Branch 2 -

An engineer sets up a DMVPN connection to connect branch 1 and branch 2 to HQ branch 1 and branch 2 cannot communicate with each other. Which change
must be made to resolve this issue?

R1(config #int eth1/1
R1{config-If#no ip split-horizon eigrp 100

R2(confiq#router eigrp 100
R2(config-router j¥neighbor 172.16.1.3

R3{config #router eigrp 100
qj'u}:’rﬁ[‘{-r uter #nelghbor 172.16.1.2

R1(config#int tunnel 1
R1(config-If wno Ip split-horizon eigrp 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
Explanation:

R1(config)#int tunnel 1
R1(config-if) no ip split-horizon eigrp 100

NEW QUESTION 301
- (Exam Topic 2)
Refer to the exhibit.

L0 2001 ABC 200022 1

LO2000ABC: 200222 LO:2002-ABC 2000:.2:2::2

IPvE access list PERMIT SSH

10 deny top Z2001:ABC:2000::/36 host Z0D0:ABC:20:2:2::2 eq 23

20 permit tep 2001:3BC:2000:2:2::/¢4 host Z000:ABC:20:2:2::2 eg Z2Z
30 deny tcp 2002:ABC:2000::/36 host 2000:ABC:20:2:2::2 eq 22

40 permit tcp 2000:ABC:2008::¢38 host 200D0:ABC:20:2:2::2 eq 22

50 permit tep 2000:ABC:Z000%:/36 host 200D:=ABCIZ20:2:2::2 eg 23

€0 permit tcp host 2002:2BC:2000:2:2::2 hpst 2000:ABC:20:2:2::2 eg 22

70 deny ipwé any any

An IPv6 network was newly deployed in the environment and the help desk reports that R3 cannot SSH to the R2s Loopback interface. Which action resolves the
issue?

A. Modify line 10 of the access list to permit instead of deny.
B. Remove line 60 from the access list.
C. Modify line 30 of the access list to permit instead of deny.
D. Remove line 70 from the access list.
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Answer: C

NEW QUESTION 305

- (Exam Topic 2)

An engineer is troubleshooting on the console session of a router and turns on multiple debug commands. The console screen is filled with scrolling debug
messages that none of the commands can be verified if entered correctly or display any output. Which action allows the engineer to see entered console
commands while still continuing the analysis of the debug messages?

A. Configure the logging synchronous command

B. Configure the no logging console debugging command globally
C. Configure the logging synchronous level all command

D. Configure the term no mon command globally

Answer: A

Explanation:
Let's see how the “logging synchronous” command affect the typing command:
Without this command, a message may pop up and you may not know what you typed if that message is too long. When trying to erase (backspace) your

command, you realize you are erasing the message instead.
Wiboal@ll-1Fcant ©
Enter configuration commands,; ome per lime. Emnd with

Jam 10 16d8i03; WETHF-5-CONTIG 00 Configured from console DY sdmin on wiyd I!'IE'-E'.:-IHI

With this command enabled, when a message pops up you will be put to a new line with your typing command which is very
bos281l1-1(config)fline con O

NVbos2B8ll-1(config-line)¥logging synch

NVbosZBll-1(config=line)f#line vey O 4

NVbos2811-1(config=-line)¥logging synchr

NVbos281l1l-1(config-line)¥logging synchronous

NVbos2811~-1(config-line)§* 2

NVbos2811-18sh ip

Jan 18 16:39:33:; %S‘I'S—S-CCHFIG_I’: Configured from console
NVbos2811-1#sh ip |}

NEW QUESTION 310

- (Exam Topic 2)
Refer to the exhibit.
Loopbackt: 100A:0:100C::1/64
Loopback?: 200A:0:300C::1/64
Lospbackd: 300Az0300C::1/64
Locpbackd: 400A:-0:400C::1/64

EQiD EDA
AB01:2011-7-100:1/64 ABOT 2017.7:100: 164

BGPAS 6501

Loopbackt: 1001 ABC:2011:7::1/64
Loopbacks: 20001 ABC2011:7::1/64

B2B Hetwork
Partner

R1#sh bgp ipvwE sum
BGF router identiner 1.1.1.1, local AS numbser 6501
BGF table version is 1, main routing tabke version 1

MNeignbar VooAS MsgRovd Msgsent  Thlver NG Cutd Lpown State/PixRcod
ABO1: 2011710003 4 6502 0 ] 1 Q 0 never e

R1#debug ip bgp all

MOV B 1722211 223 BGP: ABD1:2011: 721003 active went from Idie 10 Actrve

" Moy B 17:22:11.223. BGP: ABO1:2011.7:100::3 open aclive, local address ABO1:2011:7:100::1

T Mov B 17:22:11.224: BGP: ABO1:2011:7:100::3 open failed: Connection refused by remate host
“MNov 8 172211 224: BGP: ABO1 201171003 Active open failed - tcb is nol available, open
active delayed 11264 ms (35000ms max, 60% jiller)

" Now B 17:22:11.224: BGP, ses ghobal ABD1:2011:7:100::3 (0xC3IF49FFO:0) act Reset (Active open failed)
" MoV B 17:22:11.232° BGP. ABD1:2011:7:100:-3 active wenl from Active 1o [die

" Now B 17:22:11.232: BGP: nrb global AB01:2011:72100::3 Active open talled - open timer nunning
Ri1#ping ipwe ABO1 201171003

Type escape sequence 1o abort

Sending 5, 100-byte ICMP Echos to ABD1:2011:7:100::3, meout i 2 seconds

1

Success rate is 100 percent (54%5), round-tnp minfavg/max = 1/1/1 ms

An engineer configured BGP between routers R1 and R3 The BOP peers cannot establish neighbor adjacency to be able to exchange routes. Which configuration
resolves this issue?

A. R3router bgp 6502 address-family ipvéneighbor AB01:2011:7:100::1 activate
B. Rlrouter bgp 6501 address-family ipvéneighbor AB01:2011:7:100;:3 activate
C. R3router bgp 6502neighbor AB01:2011:7:100::1 ebgp-muttlhop 255

D. Rlrouter bgp 6501 neighborAB01:2011:7:100::3ebgp-multihop255

Answer: A
Explanation:
From the output, we learned that R1 was trying to establish BGP neighbor relationship with R3 but failed. Both of them were using physical interface to establish

neighbor relationship so we don’t need the “... ebgp-multihop” command here. The only reasonable answer is R3 has not been configured to activate BGP
neighbor relationship with R1.

NEW QUESTION 313
- (Exam Topic 2)
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III( o L
[(10) a2 1.lm|
TN

192.168.101.0024 -

X
< T.AL
P10 w0

\ :
/

192.168.100.0/24 ™,

—— X"’mmmm_mu
AS 68511

B0 wp SEOA|
(R I T B ) | I

Refer to the exhibit. The network administrator has configured the Customer Edge router (AS 64511) to send only summarized routes toward ISP-1 (AS 100) and
ISP-2 (AS 200).

router bgp 64511

network 172.16.20.0 mask 255.255.255.0

network 172.16.21.0 mask 255.255.255.0

network 172.16.22.0 mask 255.255.255.0

network 172.16.23.0 mask 255.255.255.0

aggregate-address 172.16.20.0 255.255.252.0

After this configuration. ISP-1 and ISP-2 continue to receive the specific routes and the summary route. Which configuration resolves the issue?

A. router bgp 64511aggregate-address 172.16.20.0 255.255.252.0 summary-only

B. router bgp 64511neighbor 192.168.100.1 summary-onlyneighbor 192.168.200.2 summary-only

C. interface E 0/0ip bgp suppress-map BLOCK_SPECIFIClinterface E 0/1lip bgp suppress-map BLOCK_SPECIFIClip prefix-list PL_BLOCK_SPECIFIC permit
172.16.20.0/22 ge 24'route-map BLOCK_SPECIFIC permit 10match ip address prefix-list PL_BLOCK_SPECIFIC

D. ip prefix-list PL_BLOCK_SPECIFIC deny 172.16.20.0/22 ge 22 ip prefix-list PL BLOCK SPECIFIC permit 172.16.20.0/22!route-map BLOCK_SPECIFIC permit
10match ip address prefix-list PL_BLOCK_SPECIFIC!router bgp 64511aggregate-address 172.16.20.0 255 255.252.0 suppress-map BLOCKSPECIFIC

Answer: A

Explanation:

When the aggregate-address command is used within BGP routing, the aggregated address is advertised, along with the more specific routes. The exception to
this

rule is through the use of the summary-only command. The “summary-only” keyword suppresses the more specific routes and announces only the summarized
route.

NEW QUESTION 316
- (Exam Topic 2)
Refer to Exhibit.

HEY T3 qie
BEANCH {conf Lg) e Ip routa 0.0.0.0 0,0,0.0 173,16,35.7 track 1
BRHANCH (config)# ip route 0.0 0. 172 16 35 6 &
]
RRANCH (config) # ip sala |
BRANCH (conflig-ip-sla) # lomp echo 1721635 &
BEANCH (config-ip-slal#® timeout 200
HBRANCH (conflq-ip-slald frequancy &
1
BRANCH ([config]® ip sla scheduls 1 life forever start-tima now
1
BRAMCH (conflg)# track 1 ip =la 1 reachability

Traffic from the branch network should route through HQ R1 unless the path is unavailable. An engineer tests this functionality by shutting down interface on the
BRANCH router toward HQ_R1 router but 192.168.20.0/24 is no longer reachable from the branch router. Which set of configurations resolves the issue?

A. HQ_R1(config)# ip sla responderHQ_R1(config)# ip sla responder icmp-echo 172.16.35.2
B. BRANCHY(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.1
C. HQ_R2(config)# ip sla responderHQ_R2(config)# ip sla responder icmp-echo 172.16.35.5
D. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.2

Answer: D
Explanation:
In the configuration above, the engineer has made a mistake as he was tracking 172.16.35.6 (the backup path) instead of tracking the main path (172.16.35.2).

Therefore,when he shut down the main path, the track 1 was still up so traffic still went through the main path -> it failed.
To fix this issue, we just need to correct the tracking interface of the main path.

NEW QUESTION 319

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll SUI’E PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

- (Exam Topic 2)

A network administrator is tasked to permit http and https traffic only toward the internet from the Userl laptop to adhere to company’s security policy. The

administrator can still ping to www.cisco.com Which interface should the access list 101 be applied to resolve this issue?

L T

access-list 101 permit tcp 192.168.10.0
0.0.0.255% any eq BD

access-hst 101 permit top 192.168.10.0 Su:_u )

0.0.0.255 any eq 443 s

access-list 101 deny ip any any log

| Calv0

interface Seriall/f0

ip address 200.193.22 94 355 255 255252

1p access-group 101 in GO/48
GO

Internet

Internet Router

L2 Access Switch

Lisar1

192 [$8.10.100

A. Interface G0/48 in the incoming direction
B. Interface GO0/0 in the outgoing direction.
C. Interface S1/0 in the outgoing direction.
D. Interface GO/0 in the incoming direction.

Answer: D
NEW QUESTION 323

- (Exam Topic 2)
Refer to the exhibit.

192,168, 1.0/24

E0/O

ek Serial 1/0 192.168.13.0/ 24
Rl -

Sorial 1,/0

192 168.3.0/24

EQ/0
- /

a3

rial 171

192.168.12.0/24 192.168.23.0/24

=

Gerial 1/0  Serial 1/1

EQf1
192 168.24.0/ 24
E /0
R4

Serial 1/

192, 168.2.0/24

192.168.4.0/ 24

# Show IP route on R1

182.168.1.0/24 is vanably subnetied. 2 subnets, 2 masks
192168 .1.024 is directly connected, Ethemet/0
192 188.1.1/32 is direclly conneclad, Ethernatd/0

i O 0

192.168.3.0/24 [1/0] via 192.168.12.2
192 168,12 (V24 is variably subnetied, 2 subnals, 2 masks
c 192.168.12.0024 Is directly connected, Serial1l1

L 192.168.12.1/32 is diraclly connacted, Sarial1/1
192.168,13.0/124 is vanably subnetied, 2 subnets, 2 masks
C 192.168.13.0424 is dwectly connected, Serial1i(

192.168.12.1/32 is direclly connectad, Sarial1/0

[80r2681856] via 192.168.12.2, 00:08:38, Serial1/1

192 168.2.0/24 [S0/225T856] wa 192 168.12.2, 00:02:14, Serial1/

L
D 182,188, 23.0/24 [90V268 1856] wa 182, 168.13.3, 00:08:38, Serlali/D

All the serial between R1, R2, and R3 have the Same bandwidth. User on the 192.168.1.0/24 network report slow response times while they access resource on
network 192.168.3.0/24. When a traceroute is run on the path. It shows that the packet is getting forwarded via R2 to R3 although the link between R1 and R3 is
still up. What must the network administrator to fix the slowness?

A. Change the Administrative Distance of EIGRP to 5.
B. Add a static route on R1 using the next hop of R3.
C. Remove the static route on R1.

D. Redistribute theR1 route to EIGRP

Answer: C

NEW QUESTION 324
- (Exam Topic 2)
Refer to the exhibit.
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NY

router ospf 1

network 192 .168.12.0 0.0.0.255 area 0
network 172.16.2.0 0.0.0.255 area 0

1

interface E 0/0

ip ospf authentication message-digest

ip cspf message-digest-key 1 md5 Ciscoll3

The neighbor relationship is not coming up Which two configurations bring the adjacency up? (Choose two)

A. NYrouter ospf larea 0 authentication message-digest

B. LAinterface E 0/0ip ospf message-digest-key 1 md5 Ciscol23

C. NYinterface E 0/0no ip ospf message-digest-key 1 md5 Cisco123 ip ospf authentication-key Cisco123
D. LAinterface E 0/0ip ospf authentication-key Cisco123

E. LArouter ospf larea 0 authentication message-digest

Answer: BE

Explanation:

The configuration on NY router is good for OSPF authentication. So we must enable OSPF authentication on LA router with the following commands:
router ospf 1

area 0 authentication message-digest interface E0/O

ip ospf message-digest-key 1 md5 Ciscol123

NEW QUESTION 325

- (Exam Topic 2)

Clients on ALS2 receive IPv4 and IPv6 addresses but clients on ALS1 receive only IPv4 addresses and not IPv6 addresses. Which action on DSW1 allows clients
on ALS1 to receive IPv6 addresses?

D

/ ~
rov ro R ol
U — it s ———
WLAN 0 VAN I vLAM 18 VLAN N

Ip o pel 5ol dl i.4.4.4

= i

A) Configure DSW1(config-if)#ipv6 helper address 2002:404:404::404:404

B) Configure DSW1(dhcp-config)#default-router 2002:A04:A01::A04:A01

C) Configure DSW1(config)#ipv6 route 2002:404:404:404:404/128 FastEthernet1/0

D) Configure DSW1(config-if)#ipv6 dhcp relay destination 2002:404:404::404:404 GigabitEthernetl/2

A. Option A
B. Option B
C. Option C
D. Option B

Answer: B

Explanation:
https://community.cisco.com/t5/networking-documents/stateful-dhcpv6-relay-configuration-example/ta-p/31493

NEW QUESTION 329
- (Exam Topic 2)
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ISP
09.35.1
Intermet
99.352 ,/
WM ip route 0.0.0.0 0.0.0.099.3.5.1

E[«;’ \ R2 10.100.1.0/24 R1
o

T’

Refer to the exhibit. A network administrator redistributed the default static route into OSPF toward all internal routers to reach to Internet. Which set of commands
restores reachability to the Internet by internal routers?

A. router ospf 1default-information originate
B. router ospf 1network 0.0.0.0 0.0.0.0 area 0
C. router ospf lredistribute connected 0.0.0.0
D. router ospf lredistribute static subnets

Answer: A
NEW QUESTION 330

- (Exam Topic 2)
Refer to Exhibit.

At R3
Spoke 1 Spoke 2

A network administrator has successfully configured DMVPN topology between a hub and two spoke routers. Which two configuration commands should establish
direct communications between spoke 1 and spoke 2 without going through the hub? (Choose two).

A. At the hub router, configure the ip nhrp shortcut command.

B. At the spoke routers, configure the ip nhrp spoke-tunnel command.
C. At the hub router, configure ip nhrp redirect the command

D. At the spoke routers, configure the ip nhrp shortcut command.

E. At the hub router, configure tne Ip nhrp spoke-tunnel command

Answer: CD

Explanation:

To configure Spoke to Spoke communication we can configure DMVPN Phase Il or Phase Ill. But in Phase I, the first few packets would go through Hub. In order
tototally ignore the hub, we have to use DMVPN Phase

Il

DMVPN Phase lll is same as Phase 2 but removes some restrictions and complexities of Phase 2. Also allows greater variety of DMVPN network designs we
use:+ ip nhrp redirect in hub: tells the initiator spoke to look for a better path to the destination spoke than through the Hub. Upon receiving the NHRP redirect
message thespokes communicate with each other over the hub and they have their NHRP replies for the NHRP Resolution Requests that they sent out.+ ip nhrp
shortcut in spokes: overwrite the CEF table on the spoke. It basically overrides the next-hop value for a remote spoke network from the default initial hubtunnel IP
address to the NHRP resolved remote spoke tunnel IP address)

NEW QUESTION 332
- (Exam Topic 2)
Refer to the exhibit.
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AS65510 iBGP is configured for directly connected neighbors. R4 cannot ping or traceroute network 192 168.100.0/24 Which action resolves this issue?

A. Configure R4 as a route reflector server and configure R1 as a route reflector client
B. Configure R1 as a route reflector server and configure R2 and R3 as route reflector clients
C. Configure R4 as a route reflector server and configure R2 and R3 as route reflector clients.
D. Configure R1 as a route reflector server and configure R4 as a route reflector client

Answer: D

Explanation:

A route received from one iBGP peer will NOT be advertised to another iBGP peer. Therefore R4 could not receive advertisement for network 192.168.100.0/24.
We can overcome this BGP limitation by configuring R1 as a route reflector server and R4 as a route reflector client so that R1 sends advertisements for R4.

NEW QUESTION 337
- (Exam Topic 2)
Refer to the exhibit.

Loopback 0 Loopback 0
10111032 ’z_____1ﬂ.1.1.ﬂ32
iy
¥R 192.168.1.0/24 2%
R1 R2
AS100 as 201

The R1 and R2 configurations are:
R1

router bgp 100 X
neighbor 10.1.1.2 remote-as 200

R2

router bgp 200 )
neighbor 10.1.1.1 remote-as 100

The neighbor is not coming up. Which two sets of configurations bring the neighbors up? (Choose two.)

A. R2ip route 10.1.1.1 255.255.255.255 192.168.1.1router bgp 200neighbor 10.1.1.1 tti-security hops 1neighbor 10.1.1.1 update-source loopback 0
B. R2ip route 10.1.1.1 255.255.255.255 192.168.1.1router bgp 200neighbor 10.1.1.1 disable-connected-checkneighbor 10.1.1.1 update-source loopback 0
C. R2ip route 10.1.1.2 255.255.255.255 192.168.1.2router bgp 100neighbor 10.1.1.2 ttl-security hops 1 neighbor 10.1.1.2 update-source loopback 0
D. Rlip route 10.1.1.2 255.255.255.255 192.168.1.2router bgp 100neighbor 10.1.1.1 ttl-security hops 1neighbor 10.1.1.2 update-source loopback 0
E. Rlip route 10.1.1.2 255.255.255.255 192.168.1.2router bgp 100neighbor 10.1.1.2 disable-connected-check neighbor 10.1.1.2 update-source LoopbackO

Answer: BE
Explanation:
The neighbor disable-connected-check command is used o disable the connection verfication process for eBGP peenng sessions that are

JUIE 0y d 5 rﬂr' hogp but are ¢on 1GUred 0n & K0pDack INBrTace of oinerwse 'II'Il!'|"§L'|’E[I With & non-Cirecty Connectes b G

.

Disable-connected-check enables a directly connected eBGP neighbor to peer using a loopback address without adjusting the default TTL of 1. In disable

connected check the router does not decrease the TTL of an IP packet that is destined to itself so it only counts or considers as one hop between the two
loopbacks of the routers.

NEW QUESTION 341
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- (Exam Topic 2)
An engineer configured policy-based routing for a destination IP address that does not exist in the routing table. How is the packet treated through the policy for
configuring the set ip default next-hop command?

A. Packets are not forwarded to the specific next hop.
B. Packets are forwarded based on the routing table.
C. Packets are forwarded based on a static route.
D. Packets are forwarded to the specific next hop.

Answer: D

Explanation:

The set ip default next-hop command verifies the existence of the destination IP address in the routing table, and...+ if the destination IP address exists, the
command does not policy route the packet, but forwards the packet based on the routing table.+ if the destination IP address does not exist, the command policy
routes the packet by sending it to the specified next hop.

Reference: https://www.cisco.com/c/en/us/support/docs/ip/ip-routed-protocols/47121-pbr-cmds-ce.html

NEW QUESTION 344

- (Exam Topic 2)

Refer to the exhibit. _

L 172.1.12.3/32 is directly connected, Ethernet0/0

C 172.1.13.0/24 is directly connected, EthernetO/1

L 172.1.13.3/32 is direclly connected, Ethernetd/1

O 192.168.1.0/24 [110/2]) via 172.1.12.1, 00:04:44, Ethernet0/0

O 192.168.2.0/24 [110/2) via 172.1.12.1, 00:04:44, Ethernet0/0

O 192.168.3.0/24 [110/2) via 172.1.13 2, 00:04 44, Ethernet0/1
192.168.4.0/24 [110/2) via 172.1.13.2, 00:04.44, Ethernet0/1

192 .168.5.0/24 is vanably subnetted, 2 subnets, 2 masks

C 192.168.5 0/24 is directly connected, Loopback(

L 192.168.5.1/32 is directly connected, Loopback(

192.168.6.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.6.0/24 is directly connected, Loopback1
L 192.168.6.1/32 is directly connecled, Loopback1

SanFrancisco and Boston routers are choosing slower links to reach each other despite the direct links being up Which configuration fixes the issue?

(

L

Boston Router

router ospf 1
auto-cost reference-bandwidth 1000

SanFrancisco Router

router ospf 1
auto-cost reference-bandwidth 1000

All Routers

router ospf 1
auto-cost reference-bandwidth 100

All Routers

router ospf 1
auto-cost reference-bandwidth 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 347
- (Exam Topic 2)
Refer to Exhibit.
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A network administrator added one router in the Cisco DNA Center and checked its discovery and health from the Network Health Dashboard. The network
administrator observed that the router is still showing up as unmonitored. What must be configured on the router to mount it in the Cisco DNA Center?

A. Configure router with NetFlow data

B. Configure router with the telemetry data

C. Configure router with routing to reach Cisco DNA Center
D. Configure router with SNMPv2c or SNMPv3 traps

Answer: B

Explanation:
Unmonitored: Unmonitored devices are devices for which Assurance did not receive any
telemetry data during the specified time range.

NEW QUESTION 348
- (Exam Topic 2)
Refer to the exhibit.

(] o7
T s

Troubleshoot and ensure that branch B only ever uses the MPLS B network to reach HQ. Which action achieves this requirement?

A. Introduce an AS path filter on branch A routers so that only local prefixes are advertised into BGP

B. increase the local preference for all HQ prefixes received at branch B from the MPLS B network to be higher than the local preferences used on the MPLS A
network

C. Introduce AS path prepending on the branch A MPLS B network connection so that any HQ advertisements from branch A toward the MPLS B network are
prepended three times

D. Modify the weight of all HQ prefixes received at branch B from the MPLS B network to be higher thanthe weights used on the MPLS A network

Answer: A

Explanation:

If we modify the weight, increase local preference or use AS path prepending then we can only make MPLS B prefer over MPLS A. But when MPLS B is down
then MPLS A will be used which does not meet the requirement of this question. Only with AS path filtering we can deny prefixes from certain AS and make sure
branch B never uses MPLS A to reach HQ.

NEW QUESTION 349
- (Exam Topic 1)
An engineer configured a company’s multiple area OSPF head office router and Site A cisco routers with VRF lite. Each site router is connected to a PE router of
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an MPLS backbone.
Head Office & Site A
ip cef
ip vrf abe
rd 101:101
1
interface FastEthernetD/0
ip vrf forwarding abc
ip address 172.16.16.X 255.255 255 252
1

router ospf 1 vrf abc
log-adjacency-changes
natwork 172.16.16.0 0.0.0.255 area 1

After finishing both site router configurations, none of the LSA 3,4 5, and 7 are installed at Site A router. Which configuration resolves this issue?

A. configure capability vrf-lite on Site A and its connected PE router under router ospf 1 vrf abc

B. configure capability vrf-lite on Head Office and its connected PE router under router ospf 1 vrf abc

C. configure capability vrf-lite on both PE routers connected to Head Office and Site A routers under routtr ospf 1 vrf abc
D. configure capability vrf-lite on Head Office and Site A routers under router ospf 1 vrf abc

Answer: C

NEW QUESTION 350
- (Exam Topic 1)
Which statement about IPv6 RA Guard is true?

A. It does not offer protection in environments where IPv6 traffic is tunneled.
B. It cannot be configured on a switch port interface in the ingress direction.
C. Packets that are dropped by IPv6 RA Guard cannot be spanned.

D. It is not supported in hardware when TCAM is programmed.

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-ra-guard The IPv6 RA Guard feature does not offer protection
in environments where IPv6 traffic is tunneled.

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6f-xe-16-book/ip6-ra-guar

NEW QUESTION 354
- (Exam Topic 1)
An engineer is trying to copy an IOS file from one router to another router by using TFTP. Which two actions are needed to allow the file to copy? (Choose two.)

A. Copy the file to the destination router with the copy tftp: flash: command

B. Enable the TFTP server on the source router with the tftp-server flash: <filename> command

C. TFTP is not supported in recent IOS versions, so an alternative method must be used

D. Configure a user on the source router with the username tftp password tftp command

E. Configure the TFTP authentication on the source router with the tftp-server authentication local command

Answer: AB
NEW QUESTION 358

- (Exam Topic 1)
Drag and drop the OSPF adjacency states from the left onto the correct descriptions on the right.

. Each router compares the DBD packets
Init that were received from the other router.
5 Routers exchange information with other
Wy routers in the multiaccess network.
The neighboring router requests the
Down other routers to send missing entries.
The network has already elected a DR
Exchange and a backup BDR.
The OSPF router ID of the receiving router
ExStart was not contained in the hello message.
: Mo hellos have been received from a
Loading neighbor router.

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Table Description automatically generated

(Reference: http://www.cisco.com/en/US/tech/tk365/technologies_tech _note09186a0080093f0e.shtml) Reference:
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html

Down

This is the first OSPF neighbor state. It means that no information (hellos) has been received from this neighbor, but hello packets can still be sent to the neighbor
in this state.

During the fully adjacent neighbor state, if a router doesn't receive hello packet from a neighbor within the Router Dead Interval time (RouterDeadInterval =
4*Hellolnterval by default) or if the manually configured neighbor is being removed from the configuration, then the neighbor state changes from Full to Down.
Attempt

This state is only valid for manually configured neighbors in an NBMA environment. In Attempt state, the router sends unicast hello packets every poll interval to
the neighbor, from which hellos have not been received within the dead interval.

Init

This state specifies that the router has received a hello packet from its neighbor, but the receiving router's ID was not included in the hello packet. When a router
receives a hello packet from a neighbor, it should list the sender's router ID in its hello packet as an acknowledgment that it received a valid hello packet.

2-Way

This state designates that bi-directional communication has been established between two routers.

Bi-directional means that each router has seen the other's hello packet. This state is attained when the router receiving the hello packet sees its own Router ID
within the received hello packet's neighbor field. At this state, a router decides whether to become adjacent with this neighbor. On broadcast media and non-
broadcast multiaccess networks, a router becomes full only with the designated router (DR) and the backup designated router (BDR); it stays in the 2-way state
with all other neighbors. On Point-to-point and Point-to-multipoint networks, a router becomes full with all connected routers.

At the end of this stage, the DR and BDR for broadcast and non-broadcast multiaccess networks are elected. For more information on the DR election process,
refer to DR Election.

Note: Receiving a Database Descriptor (DBD) packet from a neighbor in the init state will also a cause a transition to 2-way state.

Exstart

Once the DR and BDR are elected, the actual process of exchanging link state information can start between the routers and their DR and BDR. (ie. Shared or
NBMA networks).

In this state, the routers and their DR and BDR establish a master-slave relationship and choose the initial sequence number for adjacency formation. The router
with the higher router ID becomes the master and starts the exchange, and as such, is the only router that can increment the sequence number. Note that one
would logically conclude that the DR/BDR with the highest router ID will become the master during this process of master-slave relation. Remember that the
DR/BDR election might be purely by virtue of a higher priority configured on the router instead of highest router ID. Thus, it is possible that a DR plays the role of
slave. And also note that master/slave election is on a per-neighbor basis.

Exchange

In the exchange state, OSPF routers exchange database descriptor (DBD) packets. Database descriptors contain link-state advertisement (LSA) headers only and
describe the contents of the entire link-state database. Each DBD packet has a sequence number which can be incremented only by master which is explicitly
acknowledged by slave. Routers also send link-state request packets and link-state update packets (which contain the entire LSA) in this state. The contents of the
DBD received are compared to the information contained in the routers link-state database to check if new or more current link-state information is available with
the neighbor.

Loading

In this state, the actual exchange of link state information occurs. Based on the information provided by the DBDs, routers send link-state request packets. The
neighbor then provides the requested link-state information in link-state update packets. During the adjacency, if a router receives an outdated or missing LSA, it
requests that LSA by sending a link-state request packet. All link-state update packets are acknowledged.

Full

In this state, routers are fully adjacent with each other. All the router and network LSAs are exchanged and the routers' databases are fully synchronized.

Full is the normal state for an OSPF router. If a router is stuck in another state, it is an indication that there are problems in forming adjacencies. The only
exception to this is the 2-way state, which is normal in a broadcast network. Routers achieve the FULL state with their DR and BDR in NBMA/broadcast media and
FULL state with every neighbor in the remaining media such as point-to-point and point-to-multipoint.

Note: The DR and BDR that achieve FULL state with every router on the segment will display

FULL/DROTHER when you enter the show ip ospf neighbor

command on either a DR or BDR. This simply

means that the neighbor is not a DR or BDR, but since the router on which the command was entered is either a DR or BDR, this shows the neighbor as
FULL/DROTHER.

Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html Reference:
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080093f0e.shtml) Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-
shortest-path-first-ospf/13685-13.html

NEW QUESTION 361
- (Exam Topic 1)
Refer to the exhibit.

TAC+: TCP/IP open to 171.68.118.101/49 failed --

Destination unreachable; gateway or host down

AAA/AUTHEN (2546660185): status = ERROR

AAA/AUTHEN/START (2546660185): Method=LOCAL

AAA/AUTHEN (2546660185): status = FAIL

As1 CHAP: Unable to validate Response. Username chapuser: Authentication failure

Why is user authentication being rejected?

A. The TACACS+ server expects “user”, but the NT client sends “domain/user”.
B. The TACACS+ server refuses the user because the user is set up for CHAP.
C. The TACACS+ server is down, and the user is in the local database.

D. The TACACS+ server is down, and the user is not in the local database.

Answer: D

Explanation:
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Reference:
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-accesscontrol-system-tacac

NEW QUESTION 366

- (Exam Topic 1)

Users were moved from the local DHCP server to the remote corporate DHCP server. After the move, none of the users were able to use the network.
Which two issues will prevent this setup from working properly? (Choose two)

A. Auto-QosS is blocking DHCP traffic.

B. The DHCP server IP address configuration is missing locally

C. 802.1X is blocking DHCP traffic

D. The broadcast domain is too large for proper DHCP propagation
E. The route to the new DHCP server is missing

Answer: BE

NEW QUESTION 370

- (Exam Topic 1)

While troubleshooting connectivity issues to a router, these details are noticed:
> Standard pings to all router interfaces, including loopbacks, are successful.
» Data traffic is unaffected.

> SNMP connectivity is intermittent.

® SSH is either slow or disconnects frequently.

Which command must be configured first to troubleshoot this issue?

A. show policy-map control-plane
B. show policy-map

C. show interface | inc drop

D. show ip route

Answer: A

NEW QUESTION 371
- (Exam Topic 1)
Refer to the exhibit.

R1(config)# ip route 0.0.0.0 0.0.0.01.1.11

R1(config)# ip route 0.0.0.0 0.0.0.0 2.2.2.2 10

R1{configj# ip sla 1

R1(config)# icmp-echo 1.1.1.1 source-interface FastEthernet0/0
R1(config)# ip sla schedule 1 life forever start-time now

R1(config)# track 1 ip sla 1 reachability

An IP SLA is configured to use the backup default route when the primary is down, but it is not working as desired. Which command fixes the issue?

A. R1(config)# ip route 0.0.0.0.0.0.0.0.2.2.2.2 10 track 1
B. R1(config)# ip route 0.0.0.0.0.0.0.0.2.2.2.2

C. R1(config)#ip sla track 1

D. R1(config)# ip route 0.0.0.0.0.0.0.0.1.1.1.1 track 1

Answer: D

Explanation:

Reference:

Note: By default Static Router AD value-1 hence ip route 0.0.0.0. 0.0.0.0. 1.1.1.1 track 1 means AD-1 which must be less than of back up route AD.

Define the backup route to use when the tracked object is unavailable. !--- The administrative distance of the backup route must be greater than !--- the
administrative distance of the tracked route.!--- If the primary gateway is unreachable, that route is removed!--- and the backup route is installed in the routing
table!--- instead of the tracked route.

https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-1SP-Failover-with-default-routes-using-I.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118962-config

NEW QUESTION 372
- (Exam Topic 1)
Which statement about route distinguishers in an MPLS network is true?

A. Route distinguishers allow multiple instances of a routing table to coexist within the edge router.
B. Route distinguishers are used for label bindings.

C. Route distinguishers make a unique VPNv4 address across the MPLS network.

D. Route distinguishers define which prefixes are imported and exported on the edge router.

Answer: C

NEW QUESTION 377
- (Exam Topic 1)
Refer to the exhibit.
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R1#show ip ssh

SSH Disabled — version 1.99

%Please create RSA keys to enable SSH (and of atleast 768 bits for SSH v2).
Authentication timeout: 120 secs; Authentication retries: 3

Minimum expected Diffie Hellman key size: 1024 bits

I0S Keys in SECSH format (ssh-rsa, base64 encoded) : NONE

R1#

An engineer is trying to connect to a device with SSH but cannot connect. The engineer connects by using the console and finds the displayed output when

troubleshooting. Which command must be used in configuration mode to enable SSH on the device?

A. no ip ssh disable

B. ip ssh enable

C. ip ssh version 2

D. crypto key generate rsa

Answer: D

NEW QUESTION 378
- (Exam Topic 1)

Drag and drop the SNMP attributes in Cisco 10S devices from the left onto the correct SNMPv2c or SNMPV3 categories on the right.

SHMPV2e

community string

username and password

authentication

no encryption

SNMPV3

-

resad-only

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 379
- (Exam Topic 1)

After some changes in the routing policy, it is noticed that the router in AS 45123 is being used as a transit AS router for several service provides. Which

configuration ensures that the branch router in AS 45123 advertises only the local networks to all SP neighbors?
A)

ip as-path access-list 1 permit 45123
I

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

B)

ip as-path access-ist 1 permit .
I

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

C)
ip as-path access-list 1 permit *45123%
|
router bgp 45123
neighbor SP-Neighbors filter-list 1 out
D)
ip as-path access-list 1 permit 3
|

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

A. Option A
B. Option B
C. Option C
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D. Option D
Answer: D

Explanation:

By default BGP advertises all prefixes to external BGP neighbors. This means that if you are multi-homed (connected to two or more ISPs) then you might become

a transit AS. For example, ISP 2 in AS 200 can send traffic to your router in AS 100 to reach ISP 3 in AS 300 because you advertised prefixes in ISP 3 to ISP 2.
This is what will be seen in the BGP routing table of ISP1:

T58#ahow ip bgo
sutput cmitted
Hazwork Haxt Hop Mztric LocPrf Weight Fath

NEW QUESTION 383
- (Exam Topic 1)
Which statement about MPLS LDP router ID is true?

A. If not configured, the operational physical interface is chosen as the router ID even if a loopback is configured.
B. The loopback with the highest IP address is selected as the router ID.

C. The MPLS LDP router ID must match the IGP router ID.

D. The force keyword changes the router ID to the specified address without causing any impact.

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_ldp/configuration/12-4m/mp-ldp-12-4mbook.pdf

NEW QUESTION 388
- (Exam Topic 1)
Drag and drop the MPLS terms from the left onto the correct definitions on the right.

PE device that forwards traffic based on
labeals
P path that the labeled packet takes
CE device that is unaware of MPLS
labeling
LSP | device that removes and adds the
MPLS labeling
A. Mastered
B. Not Mastered
Answer: A
Explanation:
PE : P
I
P l‘ LSP
I
B T T T T e— i
CE CE i
i
LSP I PE

NEW QUESTION 393

- (Exam Topic 1)

Refer to the exhibit.

R1({config)#route-map ADD permit 20
R1(config-route-map)#set tag 1

R1(config)#router ospfi
R1(config-router)#redistribute rip subnets route-map ADD
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Which statement about R1 is true?

A. OSPF redistributes RIP routes only if they have a tag of one.

B. RIP learned routes are distributed to OSPF with a tag value of one.

C. R1 adds one to the metric for RIP learned routes before redistributing to OSPF.
D. RIP routes are redistributed to OSPF without any changes.

Answer: B

NEW QUESTION 396
- (Exam Topic 1)

Which two protocols can cause TCP starvation? (Choose two)

A. TFTP
B. SNMP
C. SMTP
D. HTTPS
E. FTP

Answer: AB
NEW QUESTION 399

- (Exam Topic 1)
Refer to the exhibit.

ASB4012

L T T T T e e (Tt e s i A S

A network engineer for AS64512 must remove the inbound and outbound traffic from link A during maintenance without closing the BGP session so that there

............ a backup link over link A toward the ASN. Which BGP configuration on R1 accomplishes this goal?

route-map link-a-in permit 10
sel weight 200
route-map link-a-out permit 10

set as-path prepend 64512
route-map link-b-in permit 10
set weight 100

route map link b.out parmit 10

B)
route-map link-a-in permit 10
set localprelerence 200
route-map link<a-out permit 10
route-map link-b-in parmit 10

route-map link-b-out permit 10
set as-path prepend 64512

C)

route-map link-a-in permit 10
route-map link-a-out parmit 10
2t as-path prepend 64512
route-map link-B-in perrmit 10
set local-preference 200
route-map ink-p-out permit 10

D)

route-map link-a-in permit 10
sat weight 200

roufe-map link-a-out permit 10
route map link b in permit 10
scl weight 100

route-map link-b-out permit 10

set as-path prepend 64512

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 400
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- (Exam Topic 1)
Refer to the exhibit.

182 144124 -
=0 GO

o A2

R2jconhgid crvpli sakmp pobcy 10

R2|cisihi s3akeng] & hasl s

R2|conlig-rsakeng) # auhenticalion pre-shate

R [conhg eakemg) # group 2

R2|coahig riakrmg ¥ encrpion Jdes

R2|conligh crypin makmp kay ctaop sddeess 100111

R2{conhighi crvphn greac ransioms.sel TSET esp.cks esp-mo-hmad
R2|fg-crypphi ransw maoda e

R2|comhig¥ crypli grac profke TST R2 dpsec-peoiba) ¥ oo iransfomm-se FSET
R2[contigh imarace uneel 177

R2|cordig - hiraed prieclion gised peofiks TST

on A3

R3{coehig) cryphe isa kmp policy 10

R3{conhg-ssakemp) & hash mos

R3jconlig-sakmg) # authantication pre-shase

R3{conhg-ssakmp) & group 2

R3{conlig-sakep)d ancrypion Jdes

R3jconbgi¥ cryplo salenp key crsoo addeess 100111

R3{configi cr/pto igsac mansfom-5e TSET esp-des esp-mot-fmac
R cig-cryplo-rans i mode femal

R3jcomhgl cryplo psac profile TST R ipsecpeaike) = sel inandome-se TSET
R conhg s imeriece fonmal 1330

R3|conlig-f# lunnedl rotection psec peofike T5T

After applying IPsec, the engineer observed that the DMVPN tunnel went down, and both

spoke-to-spoke and hub were not establishing. Which two actions resolve the issue? (Choose two.)

A. Configure the crypto isakmp key cisco address 192.1.1.1 on R2 and R3
B. Configure the crypto isakmp key cisco address 0.0.0.0 on R2 and R3.
C. Change the mode from mode tunnel to mode transport on R3

D. Change the mode from mode transport to mode tunnel on R2.

E. Remove the crypto isakmp key cisco address 10.1.1.1 on R2 and R3

Answer: AD

Explanation:

*When using DMVPN with IPSec, it is unnecessary to use tunnel mode. Because DMVPN uses GRE which means that a new IP header is already added by GRE.

The GRE encapsulation happens on the tunnel interface before the encryption process takes place.

NEW QUESTION 402
- (Exam Topic 1)
Refer to the exhibit.

dada hnew-model

|
username clisco password 0 ocsic
|

line vty 0

password LetMeIn

login authentication telnet
transport input telnet

line vty 1

password LetMeIn

transport input telnet

aaa authentication login default none

aaa authentication login telnet local

Drag and drop the credentials from the left onto the remote login information on the right to resolve a failed login attempt to vtys. Not all credentials are uf SLA by

defining frequency and schedulingsed

Mty O
no password
username
DCsic
password
N Username
LetMeln Mty 1
username
chsco
password
LetMeln
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

vty O:

+ cisco

+ Ocsic vty 1:

+ no username

+ no password

The command “aaa authentication login default none” means no authentication is required when access to the device via Console/VTY/AUX so if one interface
does not specify another login authentication method (via the “login authentication ...” command), it will allow to access without requiring username or password. In
this case VTY 1 does not specify another authentication login method so it will use the default method (which is “none” in this case).

NEW QUESTION 403
- (Exam Topic 1)
Refer to the exhibit.

BRANCH-RTR#

router eigrp 100

network 10.4.31.0 0.0.0.7

network 10.100.100.1 0.0.0.0

distribute-list route-map FILTER-IM in FastEthemet/0
eigrp router-id 10,100.100.1

|

ip prefix-list 102 seq 10 permit 10.1.1.100/32
|

route-map FILTER-IN deny 10

match ip address prefix-list 102
|

A junior engineer updated a branch router configuration. Immediately after the change, the engineer receives calls from the help desk that branch personnel
cannot reach any network destinations. Which configuration restores service and continues to block 10.1.1.100/32?

A. route-map FILTER-IN deny 5

B. ip prefix-list 102 seq 15 permit 0.0.0.0/32 le 32
C. ip prefix-list 102 seq 5 permit 0.0.0.0/32 le 32
D. route-map FILTER-IN permit 20

Answer: D

Explanation:

By using “deny” keyword in a route-map, we can filter out the prefix specified in the prefix-list. But there is an implicit “deny all” statement in the prefix-list so we
must permit other prefixes with “permit” keyword in the route-map.

NEW QUESTION 404
- (Exam Topic 1)
Refer to the exhibit.

e IPvE EIGRP A3 100

2001 el
iﬁ‘ﬁ e
NI - ~ BT S R
00 =1 Tk |
!

00 10bd 145

e

1.-

R shaw ipv eagrp topakogy Drgnchi show vl egp lopalgy
EIGRP.IPVG Topriogy Tabie for AS{100JID(10.1.12.1] EIGRPIPYG Topaiogy Tabie for AS{100H0 4.44)
Godes P - Passwe, A - Active U - Update, 0 - Cuery, R - Reply Codes P~ Passie, A~ Active, U - Uipdate, Q- Query, R - Rephy
1 - gl Stalis, - Sia SN r-Teply Stahs 5 - 53 s
P2001DBA04- 54, 1 sucressors, F s 20418 P2001DBG 04,464, 1 successors, FD s 2816
via FEB0-C828.DFF FEF41C {2841672816) FasiEmemet30 | via Comecled GigabtElhemetld
D001 DBA01 64 1 successas FD s 2896 ¥ 2007 DEE0 16, 1 SJ:CE'FEK‘I'S..F 05 28416
wia Connected, GigabilEthemesld wa FESD G220 TFF FED 54 {284162816) FasiElemet1n
P 0, successors, FO s 2818 PROMDBAC14H4 1 suscessors FOns 28160
via FEB0. C821 1TFF FEO4.8 (2016/256). GigabitEthernat 1) va Cornecled FasiEthemet’)
P2007 DBED 14 64, 1 successors FDis J8160 P 2001 DB 0 12984, 1 successors FD s 28416

P2 DBE012- 84, 1 successers, FOis 2816
vz Connected, GagabitEthemed 1)

Users in the branch network of 2001:db8:0:4::/64 report that they cannot access the Internet. Which command is issued in IPv6 router EIGRP 100 configuration
mode to solve this issue?

A. Issue the eigrp stub command on R1

B. Issue the no neighbor stub command on R2.
C. Issue the eigrp command on R2.

D. Issue the no eigrp stub command on R1.
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Answer: D

NEW QUESTION 405
- (Exam Topic 1)

Drag and drop the MPLS VPN device types from me left onto the definitions on the right.

Customor (S dowios

davice A the cons of the providal metedck Ehat seatshes MPLS
pom e

devcm thar ataches and desaches the WEH lebels b0 the ceckets

CE cevice: vl thie piowbiker refvsnk
fdevica n tha enterprise nebwnik that coanass o0 ofher Customan
£ Sdor
ey
pevioe o the eckpe of the enlerpoase efviork that conreects o Dhe
srondcar (7] de ¥
A i 5P patwiry

A. Mastered
B. Not Mastered

“ronicet (7) deioe

Answer: A
Explanation:
| Lustomer (L) aovion
" — — — - — — — — - — =
t CE cvice
*E devicr
{ “rowioer (7] device

NEW QUESTION 408
- (Exam Topic 1)
Refer to the exhibit.

Custamer (L) aovioe

CC cevice ]

Router Configuration:

ip vrf customer_a
rd 1:1
route-target export 1:1
route-target import 1:1

|

!

interface Fastkthernet0.1
encapsulation dot1Q 2
ip vrf forwarding customer_a

router ospf 1
log-adjacency-changes
!

router ospf 2 vrf customer_a
log-adjacency-changes

|
end

ip address 192.168.4.1 255.255.255.0

network 192.168.4.0 0.0.0.255 area 0

The network administrator configured VRF lite for customer A. The technician at the remote site misconfigured VRF on the router. Which configuration will resolve

connectivity for both sites of customer_a?
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ip vrf customer_a

rd 1:1

route-target export 1:2
route-target import 1:2

ip vrf customer_a

rd 1:1

route-target import 1:1
route-target export 1:2

ip vrf customer_a
rd 1:2
route-target both 1:2

ip vrf customer_a
rd 1:2
route-target both 1:1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

From the exhibit, we learned:

+ VRF customer_a was exported with Route target (RT) of 1:1 so at the remote site it must be imported with the same RT 1:1.

+ VRF customer_a was imported with Route target (RT) of 1:1 so at the remote site it must be exported with the same RT 1:1.

Therefore at the remote site we must configure the command “route-target both 1:1” (which is equivalent to two commands “route-target import 1:1" & “route-
target export 1:1".

NEW QUESTION 412
- (Exam Topic 1)
Refer to the exhibit.

Router#show running-config | include ip route

ip route 192.168.2.2 255 255 255255 209.165.200.225 130
Router#show ip route

<output cmitted=

Gateway of last resort 15 not set

182168 1.0/32 15 subnetted, 1 subneis

C 192 168.1.1 15 directly connected, Loopback(
192.168.2.0/32 s subnettad, 1 subnets

o 182.168.2 2[110/11] via 192.168.12.2, 00:52:09. Ethemst0/0
192 168 12.0/24 is variably subnatted, 2 subnets, 2 masks

& 192 168.12 0724 is directly connected, Ethemet0/(

L 192.168.12.1/32 is directly connected, EthernstQ/(
209 165 200 .0/24 is variably subnetted, 2 subnets, 2 masks

G 209.165.200.0/24 is directly connected, Ethemet0/1

209.165.200.226/32 is directly connectad, Ethernet0rnr

An engineer configures a static route on a router, but when the engineer checks the route to the destination, a different next hop is chosen. What is the reason for
this?

A. Dynamic routing protocols always have priority over static routes.

B. The metric of the OSPF route is lower than the metric of the static route.
C. The configured AD for the static route is higher than the AD of OSPF.
D. The syntax of the static route is not valid, so the route is not considered.

Answer: C
Explanation:

The AD of static route is manually configured to 130 which is higher than the AD of OSPF router which is 110.

NEW QUESTION 416
- (Exam Topic 1)
Refer to the exhibit.
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Router#show access-lists
Standard IP access list 1
10 permit 192.168.2.2 (1 match)
Router#
Router#show route-map
route-map RM-OSPF-DL, permit, sequence 10
Match clauses:
ip address (access-lists): 1
Set clauses:
Policy routing matches: 0 packets, 0 bytes
Router#
Routerfshow running-config | section ospf
router ospf 1
network 192.168.1.1 0.0.0.0 area 0
network 192.168.12.0 0.0.0.255 area 0
distribute-list route-map RM-OSPF-DL in
Router#|

An engineer is trying to block the route to 192.168.2.2 from the routing table by using the configuration that is shown. The route is still present in the routing table
as an OSPF route. Which action blocks the route?

A. Use an extended access list instead of a standard access list.

B. Change sequence 10 in the route-map command from permit to deny.
C. Use a prefix list instead of an access list in the route map.

D. Add this statement to the route map: route-map RM-OSPF-DL deny 20.

Answer: B

NEW QUESTION 420
- (Exam Topic 1)
Which method changes the forwarding decision that a router makes without first changing the routing table or influencing the IP data plane?

A. nonbroadcast multiaccess
B. packet switching

C. policy-based routing

D. forwarding information base

Answer: C

NEW QUESTION 425
- (Exam Topic 1)
Which command displays the IP routing table information that is associated with VRF-Lite?

A. show ip vrf

B. show ip route vrf

C. show run vrf

D. show ip protocols vrf

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/50sg/configuration/guide/Wrapper-46SG

NEW QUESTION 429
- (Exam Topic 1)
What is an advantage of using BFD?

A. It detects local link failure at layer 1 and updates routing table.

B. It detects local link failure at layer 2 and updates routing protocols.
C. It has sub-second failure detection for layer 1 and layer 3 problems.
D. It has sub-second failure detection for layer 1 and layer 2 problems.

Answer: D

NEW QUESTION 434

- (Exam Topic 1)

During the maintenance window an administrator accidentally deleted the Telnet-related configuration that permits a Telnet connection from the inside network
(Eth0/0) to the outside of the

networking between Friday — Sunday night hours only. Which configuration resolves the issue?

A)
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interface Ethernetfl

ip address 10.1 1.1 255.255 256560
ip access-group 101 in

I

acoessHist 101 permit udp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
gq telnst ime-range changewindow
i

time-range changewindow
periodic Friday Saturday Sunday 22:00 to 05:00

B)

interface Ethernet0/0

ip address 10.1.1.1 255.255.2565.0
ip access-group 101 in

!

access-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

eq telnet time-range changewindow
!

time-range changewindow
periodic 22:00 to 05:00

C)
interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 101 in
|

access-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

eq telnet time-range changewindow
|

time-range changewindow

periodic Friday Saturday Sunday 22:00 to 05:00
D)

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
Ip access-group 101 in
I

access-ist 101 permit udp 10.1.1.00.0.0.255 172.16.1.0 0.0.0.255

€q telnet time-range changewindow
|

time-ranne rhannewinrinw

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 438
- (Exam Topic 1)

R2 has a locally originated prefix 192.168.130.0/24 and has these configurations:

ip prefix-list test seq 5 permit 192.168.130.0/24
!

route-map OUT permiti10
match ip address prefix-list test
set as-path prepend 65000

What is the result when the route-map OUT command is applied toward an eBGP neighbor R1 (1.1.1.1) by using the neighbor 1.1.1.1 route-map OUT out

command?

A. R1 sees 192.168.130.0/24 as two AS hops away instead of one AS hop away.

B. R1 does not accept any routes other than 192.168.130.0/24

C. R1 does not forward traffic that is destined for 192.168.30.0/24

D. Network 192.168.130.0/24 is not allowed in the R1 table

Answer: A

NEW QUESTION 443
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