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NEW QUESTION 1
- (Exam Topic 1)

You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 2
- (Exam Topic 1)

You need to create the LWGroupl group to meet the management requirements.
How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than
once, or not at all. You many need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer Area
{uzer.objectld -ne "Guest” Yyoand (ussr.userTyps
“MMember
null
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
{user.abjectld +ne "Guost™ } and (user.userTyps
[["Membear’
wuir |

NEW QUESTION 3
- (Exam Topic 1)

~q

eq

"Guest”
“BoAisr by ™
null

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use:

w

Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Global administrator
Privileged role administrator
Security administrator

User access administrator

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-

directory/roles/permissions-reference

NEW QUESTION 4
- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must
meet the authentication requirements and the access requirements. What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range

C. trusted IPs that have a public IP address range
D. trusted IPs that have a private IP address range
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Answer: B

NEW QUESTION 5

- (Exam Topic 1)

You need to implement password restrictions to meet the authentication requirements. You install the Azure AD password Protection DC agent on DC1.
What should you do next’? To answer, select the approprlate options |n the answer area. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

II]F ]J' i |
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NEW QUESTION 6
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

i

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 7

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

Azure AD Connect settings to modify: -
Directory Extensions
Domain Fittering
Optional Features

Assign Azure AD licenses to: v

An Azure Active Directory group that has only nested groups
An Azure Active Dlrectnry group that has the Asmgned membersmp l}fpe _
An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute namedLWLicensesto the litware.com Active Directory forest. Litware wants to manage the assignment of Azure AD
licenses by modifying the value of theLWLicensesattribute. Users who have the appropriate value forLWLicensesmust be added automatically to a Microsoft 365
group that has the appropriate licenses assigned.

NEW QUESTION 8
- (Exam Topic 3)
You have a Microsoft 365 tenant.
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The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 9

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

;:' Domain controllers must never communicate directly to the internet.

} Only required software must be- installed on servers.
The Active Directory domain contains the on- premlses servers shown in the foIIowmg table.

—
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You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

NEW QUESTION 10

- (Exam Topic 3)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 10
- (Exam Topic 3)
You create the Azure Active Directory (Azure AD) users shown in the following table.

......
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On February 26, 2021, what will the multi-factor auth status be for each user?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 14

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition
B. a user risk condition

C. a client apps condition

D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 17

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description (O

Start date * 12/18/2020 |
Frequency | Monthly =i
Duraﬁﬂn Ein da}rs} :5: ————_—:——-—-*:} 14

End () End by  Occurrences |

' |
Users
Scope (®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Managet 7]

(Preview) Fallback reviewers (@

Megan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You set Reviewers to Member (self).
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 20

- (Exam Topic 3)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
Usert@outlook.com | Guest MNo EntEfrprr_&‘.e
application
User2@fabrikam.com | Guest Yes Ente_rpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.
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Collaboration restrictions

() Allow invitations to be sent to any domain (most inclusive)

() Deny invitations to the specified domains

o - i - . X . - A N
(@) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS
Cutlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE:Each correct selection is worth one point.

Statements Yes No

User1 can accept the invitation and gain access to the enterprise application. O c)
User2 can access the enterprise application. ®) O
User3 can accept the invitation and gain access to the SharePoint site. @] O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 25

- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
TE‘“’“* ! Type | Directory synced :

| l<g=sg ] Meymbes TP

| ——
| i sl

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Arca

ab atle property: Jucase® anly |

TTR i W T
Fer | Alicarn priesps-n by v s el

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

NEW QUESTION 29
- (Exam Topic 3)
You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account

lockout settings for multi-factor authentication
(MFA).
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 31
- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.
You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C
NEW QUESTION 34

- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU). What should you configure?

A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: D

NEW QUESTION 38
- (Exam Topic 3)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. theSet-AzureAdUsercmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. theSet-WindowsProductKeycmdlet

Answer: C
NEW QUESTION 39

- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:

» Require users to register when signing in: Yes
* Number of methods required to reset: 1
What is a valid authentication method available to users?

A. home prions

B. mobile app notification
C. a mobile app code
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D. an email to an address in your organization

Answer: A

NEW QUESTION 43

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review
Description ()
Start date * 12/18/2020 B
Frequency banthiy s
Duration {"-r d:‘i}"i} B _-n_—_-—-__--lo 14
End O MNewer End by  Orccurrences
st
Users
Scope ® ) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewsers
Reviewers (Preview) Manager -

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 48

- (Exam Topic 3)

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).

You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate
options in the answer area.

NOTE:Each correct selection is worth one point.
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Tool to use: v

Policy type to create: -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security
Microsoft Endpoint Manager

App discovery

App protection
Conditional access
OAuth app

Sign-in risk

User risk

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 53

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

Name Type Membership type
GGroup1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4 Microsoft 365 Assigned
In the tenant, you create the groups shown in the following table.
Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.

NOTE:Each correct selection is worth one point.

GroupA:

GroupB:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

w

User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4
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NEW QUESTION 57

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

Name Type
CGroup Sty
Group. | estritnrtion
-‘ET'._"ULJ__- Microsofl
Groupd Mai-enabled socouniy

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl1?

A. Groupl and Group
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: A

NEW QUESTION 58

- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 61
- (Exam Topic 3)

You have a new Microsoft 365 tenant that uses a domain name of contoso.conmicrosoft.com. You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequenced? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
LD

|:Mn custom domain name of contoso.corm.

Create 2 new TXT record in DNS.

Set the domam to pnmary.

R e ———— ——— - E

Eﬂl&tﬂ-ﬂﬁmmrrmmftmm domasn.

e ——— . . il s ca= detde=bddlisdodisd i annrnnte

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 66

- (Exam Topic 3)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named App1l.

You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.

Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 71

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 73
- (Exam Topic 3)
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click theExhibittab.)
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Custom smart lockout

Lockout threshold (0 5

Lockout duration in seconds () - 3600

Custom banned passwords

Enforce custom list © '- No

Contoso
Litware
Tailwind
Custom banned password list () | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory O '-

No

Mods © (eriorced

Audit

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwind

> COnt0s0
Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B.

COnt0s0 only

C. COnt0s0, PrOjectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only
E. CONnt0s0 and PrOjectlitw@re only

Answer: C

Explanation:
Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 77
- (Exam Topic 3)
You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.
You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

A.

Actions Answer Area

Sign in to the Microsoft 365 admin center,

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain @

name. @

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNS zone

Answer: C
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 81

- (Exam Topic 3)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 84

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.

New

Conditional access policy

Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users.
policies. Learn more Learn more
Name * Include Exclude

Palicyt v ‘ () None

( “, All users

Assignments (@) Select users and groups

Users and groups (D S || All quest users (preview) @

Specific users included
r] Directory roles (preview) @

Cloud apps or actions ()
” J ) Users and groups
All cloud apps
Select ()
Conditions () S
> 1 user

0 conditions selected

Useﬂ "ew
userl@sk200922outiook.onm...
Access controls

Grant () S

0 controls selected

Session (i) >

0 controls selected

Enable policy

( ;Repnrt-ﬂnly Off

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
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NOTE:Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA) v
when accessing Cloud apps, you must configure the [answer choice]. | Conditions settings
Enable policy setting
Grant settings
Sessions settings
Users and groups setting

To ensure that User1 is prompted for authentication every eight -
hours, you must configure the [answer choice]. | Conditions settings

Enable policy setting

Grant settings

Sessions settings

Users and groups setting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 86
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guest1 only

Answer: A

NEW QUESTION 89

- (Exam Topic 3)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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. ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD » User Administrator

Role setting details - User Administrator
Privileged ldentity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE:Each correct selection is worth one point.

A user who requires access to the User administration role must perform w
multi-factor authentication (MFA) every [answer choice]. [ g pours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. [ giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
prvileged role administrator only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure https://docs.microsoft.com/en-us/azure/active-
directory/privileged-identity-management/pim-deployment-plan
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