We recommend you to try the PREMIUM 350-701 Dumps From Exambible
exam blb|@ https://www.exambible.com/350-701-exam/ (102 Q&AS)

@ exambible

Cisco
Exam Questions 350-701

Implementing and Operating Cisco Security Core Technologies

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 350-701 Dumps From Exambible
exam blb|@ https://www.exambible.com/350-701-exam/ (102 Q&AS)

NEW QUESTION 1
Which policy represents a shared set of features or parameters that define the aspects of a managed device that are likely to be similar to other managed devices
in a deployment?

A. group policy

B. access control policy

C. device management policy
D. platform service policy

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-
v622/platform_settings_policies_for_managed_devices.pdf

NEW QUESTION 2

An administrator wants to ensure that all endpoints are compliant before users are allowed access on the corporate network. The endpoints must have the
corporate antivirus application installed and be running the latest build of Windows 10. What must the administrator implement to ensure that all devices are
compliant before they are allowed on the network?

A. Cisco ldentity Services Engine and AnyConnect Posture module
B. Cisco Stealthwatch and Cisco Identity Services Engine integration
C. Cisco ASA firewall with Dynamic Access Policies configured

D. Cisco Identity Services Engine with PxGrid services enabled

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect46/administration/guide/b_AnyConnect_Administrator_Guide_4-6/co
nfigure-posture.html

NEW QUESTION 3
What two mechanisms are used to redirect users to a web portal to authenticate to ISE for guest services? (Choose two.)

A. TACACS+

B. central web auth
C. single sign-on

D. multiple factor auth
E. local web auth

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_ chapter_01110.html

NEW QUESTION 4
Which solution protects hybrid cloud deployment workloads with application visibility and segmentation?

A. Nexus

B. Stealthwatch
C. Firepower
D. Tetration

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/solutions/security/secure-data-center-solution/index.html#~products

NEW QUESTION 5
Which technology is used to improve web traffic performance by proxy caching?

A. WSA

B. Firepower
C. FireSIGHT
D. ASA

Answer: A

NEW QUESTION 6

Which statement about the configuration of Cisco ASA NetFlow v9 Secure Event Logging is true?
A. To view bandwidth usage for NetFlow records, the QoS feature must be enabled.

B. A sysopt command can be used to enable NSEL on a specific interface.

C. NSEL can be used without a collector configured.
D. A flow-export event type must be defined under a policy.
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Answer: D

NEW QUESTION 7
Which two activities can be done using Cisco DNA Center? (Choose two.)

A. DHCP

B. design

C. accounting
D. DNS

E. provision

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/1-2-1/user_guide/b_dnac_ug_1 2 1/b _dnac_ug_1 2 chapter_00.pdf

NEW QUESTION 8
When wired 802.1X authentication is implemented, which two components are required? (Choose two.)

A. authentication server: Cisco Identity Service Engine
B. supplicant: Cisco AnyConnect ISE Posture module
C. authenticator: Cisco Catalyst switch

D. authenticator: Cisco Identity Services Engine

E. authentication server: Cisco Prime Infrastructure

Answer: AC

Explanation:
Reference: https://www.lookingpoint.com/blog/ise-series-802.1x

NEW QUESTION 9
Which VPN technology can support a multivendor environment and secure traffic between sites?

A. SSL VPN
B. GET VPN
C. FlexVPN
D. DMVPN

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet c78-704277.html

NEW QUESTION 10
Which feature is supported when deploying Cisco ASAv within AWS public cloud?

A. multiple context mode

B. user deployment of Layer 3 networks
C. IPv6

D. clustering

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/asav/quick-start-book/asav-96-gsg/asav-aws.html

NEW QUESTION 10
An engineer used a posture check on a Microsoft Windows endpoint and discovered that the MS17-010 patch was not installed, which left the endpoint vulnerable
to WannaCry ransomware. Which two solutions mitigate the risk of this ransomware infection? (Choose two.)

A. Configure a posture policy in Cisco ldentity Services Engine to install the MS17-010 patch before allowing access on the network.

B. Set up a profiling policy in Cisco Identity Service Engine to check and endpoint patch level before allowing access on the network.

C. Configure a posture policy in Cisco ldentity Services Engine to check that an endpoint patch level is met before allowing access on the network.
D. Configure endpoint firewall policies to stop the exploit traffic from being allowed to run and replicate throughout the network.

E. Set up a well-defined endpoint patching strategy to ensure that endpoints have critical vulnerabilities patched in a timely fashion.

Answer: AC

NEW QUESTION 15
Why would a user choose an on-premises ESA versus the CES solution?

A. Sensitive data must remain onsite.

B. Demand is unpredictable.

C. The server team wants to outsource this service.
D. ESA is deployed inline.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 350-701 Dumps From Exambible
exam blb|@ https://www.exambible.com/350-701-exam/ (102 Q&AS)

Answer: A

NEW QUESTION 18
Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two.)

A. accounting
B. assurance
C. automation
D. authentication
E. encryption

Answer: BC

Explanation:
Reference: https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/index.htmi

NEW QUESTION 21
Which cloud service model offers an environment for cloud consumers to develop and deploy applications without needing to manage or maintain the underlying
cloud infrastructure?

A. PaaS
B. XaaS
C. laaS
D. SaaS

Answer: A

NEW QUESTION 24
Which functions of an SDN architecture require southbound APIs to enable communication?

A. SDN controller and the network elements

B. management console and the SDN controller
C. management console and the cloud

D. SDN controller and the cloud

Answer: A

NEW QUESTION 27
Which two request of REST API are valid on the Cisco ASA Platform? (Choose two.)

A. put

B. options
C. get

D. push

E. connect

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asal/api/qsg-asa-api.html

NEW QUESTION 32
What can be integrated with Cisco Threat Intelligence Director to provide information about security threats, which allows the SOC to proactively automate
responses to those threats?

A. Cisco Umbrella

B. External Threat Feeds
C. Cisco Threat Grid

D. Cisco Stealthwatch

Answer: C

NEW QUESTION 34

What provides visibility and awareness into what is currently occurring on the network?
A. CMX

B. WMI

C. Prime Infrastructure

D. Telemetry

Answer: C

NEW QUESTION 35
Which feature is configured for managed devices in the device platform settings of the Firepower Management Center?
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A. quality of service

B. time synchronization

C. network address translations
D. intrusion policy

Answer: B

NEW QUESTION 38
Refer to the exhibit.

Gateway of last resort is 1.1.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] wia 1.1.1.1, outside

1.1.1.0 255,255,.255.0 is directly connect, outside

172.16.0.0 255.255.0.0 [1/0] wia 192.168.100.1, inside

192.168.100.0 255.255_.255.0 is directly connected, inside

172.16.10.0 255_255.255.0 is directly connected, dm=
10.10.10.0 255_.255.255.0 [1/0] wvia 172.16.10.1, dmsz

h Q00

acocess-1list redirect-acl permit ip 192.168.100.0 255.255.255.0 any
access—1ist redirect-acl permit ip 172.16.0.0 255.255.0.0 any

class-map redirect-class
match accgess-list redirect-acl

policy-map inside-policy
class redirect-class
sfr fail-open

service-policy inside-policy global

What is a result of the configuration?

A. Traffic from the DMZ network is redirected.

B. Traffic from the inside network is redirected.

C. All TCP traffic is redirected.

D. Traffic from the inside and DMZ networks is redirected.

Answer: D

NEW QUESTION 39
Which two services must remain as on-premises equipment when a hybrid email solution is deployed? (Choose two.)

A. DDoS

B. antispam
C. antivirus
D. encryption
E. DLP

Answer: DE

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/Cisco_Cloud_Hybrid_Email_Security_Overview_Guide.pdf
NEW QUESTION 40

Which feature within Cisco Umbrella allows for the ability to inspect secure HTTP traffic?

A. File Analysis

B. SafeSearch

C. SSL Decryption

D. Destination Lists

Answer: C

NEW QUESTION 42
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NEW QUESTION 1
Which policy represents a shared set of features or parameters that define the aspects of a managed device that are likely to be similar to other managed devices
in a deployment?

A. group policy

B. access control policy

C. device management policy
D. platform service policy

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-
v622/platform_settings_policies_for_managed_devices.pdf

NEW QUESTION 2

An administrator wants to ensure that all endpoints are compliant before users are allowed access on the corporate network. The endpoints must have the
corporate antivirus application installed and be running the latest build of Windows 10. What must the administrator implement to ensure that all devices are
compliant before they are allowed on the network?

A. Cisco ldentity Services Engine and AnyConnect Posture module
B. Cisco Stealthwatch and Cisco Identity Services Engine integration
C. Cisco ASA firewall with Dynamic Access Policies configured

D. Cisco Identity Services Engine with PxGrid services enabled

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect46/administration/guide/b_AnyConnect_Administrator_Guide_4-6/co
nfigure-posture.html

NEW QUESTION 3
What two mechanisms are used to redirect users to a web portal to authenticate to ISE for guest services? (Choose two.)

A. TACACS+

B. central web auth
C. single sign-on

D. multiple factor auth
E. local web auth

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_ chapter_01110.html

NEW QUESTION 4
Which solution protects hybrid cloud deployment workloads with application visibility and segmentation?

A. Nexus

B. Stealthwatch
C. Firepower
D. Tetration

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/solutions/security/secure-data-center-solution/index.html#~products

NEW QUESTION 5
Which technology is used to improve web traffic performance by proxy caching?

A. WSA

B. Firepower
C. FireSIGHT
D. ASA

Answer: A

NEW QUESTION 6

Which statement about the configuration of Cisco ASA NetFlow v9 Secure Event Logging is true?
A. To view bandwidth usage for NetFlow records, the QoS feature must be enabled.

B. A sysopt command can be used to enable NSEL on a specific interface.

C. NSEL can be used without a collector configured.
D. A flow-export event type must be defined under a policy.
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Answer: D

NEW QUESTION 7
Which two activities can be done using Cisco DNA Center? (Choose two.)

A. DHCP

B. design

C. accounting
D. DNS

E. provision

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/1-2-1/user_guide/b_dnac_ug_1 2 1/b _dnac_ug_1 2 chapter_00.pdf

NEW QUESTION 8
When wired 802.1X authentication is implemented, which two components are required? (Choose two.)

A. authentication server: Cisco Identity Service Engine
B. supplicant: Cisco AnyConnect ISE Posture module
C. authenticator: Cisco Catalyst switch

D. authenticator: Cisco Identity Services Engine

E. authentication server: Cisco Prime Infrastructure

Answer: AC

Explanation:
Reference: https://www.lookingpoint.com/blog/ise-series-802.1x

NEW QUESTION 9
Which VPN technology can support a multivendor environment and secure traffic between sites?

A. SSL VPN
B. GET VPN
C. FlexVPN
D. DMVPN

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet c78-704277.html

NEW QUESTION 10
Which feature is supported when deploying Cisco ASAv within AWS public cloud?

A. multiple context mode

B. user deployment of Layer 3 networks
C. IPv6

D. clustering

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/asav/quick-start-book/asav-96-gsg/asav-aws.html

NEW QUESTION 10
An engineer used a posture check on a Microsoft Windows endpoint and discovered that the MS17-010 patch was not installed, which left the endpoint vulnerable
to WannaCry ransomware. Which two solutions mitigate the risk of this ransomware infection? (Choose two.)

A. Configure a posture policy in Cisco ldentity Services Engine to install the MS17-010 patch before allowing access on the network.

B. Set up a profiling policy in Cisco Identity Service Engine to check and endpoint patch level before allowing access on the network.

C. Configure a posture policy in Cisco ldentity Services Engine to check that an endpoint patch level is met before allowing access on the network.
D. Configure endpoint firewall policies to stop the exploit traffic from being allowed to run and replicate throughout the network.

E. Set up a well-defined endpoint patching strategy to ensure that endpoints have critical vulnerabilities patched in a timely fashion.

Answer: AC

NEW QUESTION 15
Why would a user choose an on-premises ESA versus the CES solution?

A. Sensitive data must remain onsite.

B. Demand is unpredictable.

C. The server team wants to outsource this service.
D. ESA is deployed inline.
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Answer: A

NEW QUESTION 18
Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two.)

A. accounting
B. assurance
C. automation
D. authentication
E. encryption

Answer: BC

Explanation:
Reference: https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/index.htmi

NEW QUESTION 21
Which cloud service model offers an environment for cloud consumers to develop and deploy applications without needing to manage or maintain the underlying
cloud infrastructure?

A. PaaS
B. XaaS
C. laaS
D. SaaS

Answer: A

NEW QUESTION 24
Which functions of an SDN architecture require southbound APIs to enable communication?

A. SDN controller and the network elements

B. management console and the SDN controller
C. management console and the cloud

D. SDN controller and the cloud

Answer: A

NEW QUESTION 27
Which two request of REST API are valid on the Cisco ASA Platform? (Choose two.)

A. put

B. options
C. get

D. push

E. connect

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asal/api/qsg-asa-api.html

NEW QUESTION 32
What can be integrated with Cisco Threat Intelligence Director to provide information about security threats, which allows the SOC to proactively automate
responses to those threats?

A. Cisco Umbrella

B. External Threat Feeds
C. Cisco Threat Grid

D. Cisco Stealthwatch

Answer: C

NEW QUESTION 34

What provides visibility and awareness into what is currently occurring on the network?
A. CMX

B. WMI

C. Prime Infrastructure

D. Telemetry

Answer: C

NEW QUESTION 35
Which feature is configured for managed devices in the device platform settings of the Firepower Management Center?
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A. quality of service

B. time synchronization

C. network address translations
D. intrusion policy

Answer: B

NEW QUESTION 38
Refer to the exhibit.

Gateway of last resort is 1.1.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] wia 1.1.1.1, outside

1.1.1.0 255,255,.255.0 is directly connect, outside

172.16.0.0 255.255.0.0 [1/0] wia 192.168.100.1, inside

192.168.100.0 255.255_.255.0 is directly connected, inside

172.16.10.0 255_255.255.0 is directly connected, dm=
10.10.10.0 255_.255.255.0 [1/0] wvia 172.16.10.1, dmsz

h Q00

acocess-1list redirect-acl permit ip 192.168.100.0 255.255.255.0 any
access—1ist redirect-acl permit ip 172.16.0.0 255.255.0.0 any

class-map redirect-class
match accgess-list redirect-acl

policy-map inside-policy
class redirect-class
sfr fail-open

service-policy inside-policy global

What is a result of the configuration?

A. Traffic from the DMZ network is redirected.

B. Traffic from the inside network is redirected.

C. All TCP traffic is redirected.

D. Traffic from the inside and DMZ networks is redirected.

Answer: D

NEW QUESTION 39
Which two services must remain as on-premises equipment when a hybrid email solution is deployed? (Choose two.)

A. DDoS

B. antispam
C. antivirus
D. encryption
E. DLP

Answer: DE

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/Cisco_Cloud_Hybrid_Email_Security_Overview_Guide.pdf
NEW QUESTION 40

Which feature within Cisco Umbrella allows for the ability to inspect secure HTTP traffic?

A. File Analysis

B. SafeSearch

C. SSL Decryption

D. Destination Lists

Answer: C

NEW QUESTION 42
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