Certshared now are offering 100% pass ensure 200-301 dumps!
r_! CEF’EShﬂI‘Ed https://www.certshared.com/exam/200-301/ (760 Q&AS)

Cisco
Exam Questions 200-301

Cisco Certified Network Associate

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/200-301/ (760 Q&AS)

NEW QUESTION 1
- (Exam Topic 2)
Refer to the exhibit.

Designated Router (ID) 10.11.11.11, Interface address 10.10.10.1
Backup Designated router (ID)10.3.3.3, Interface address 10.10.10.3
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:08

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximumis 6

Last flood scan time is 0 msec, maximum is 1 msec

Neighbor Count is 3, Adjacent neighbor count is 3

Adjacent with neighbor 10.1.1.4

Adjacent with neighbor 10.2.2.2

Adjacent with neighbor 10.3.3.3 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

The show ip ospf interface command has been executed on R1 How is OSPF configured?

A. The interface is not participating in OSPF

B. A point-to-point network type is configured

C. The default Hello and Dead timers are in use
D. There are six OSPF neighbors on this interface

Answer: C
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13689-17.html

NEW QUESTION 2
- (Exam Topic 2)
Refer to the exhibit.

What action establishes the OSPF neighbor relationship without forming an adjacency?
A. modify hello interval

B. modify process ID

C. modify priority

D. modify network type

Answer: A

NEW QUESTION 3
- (Exam Topic 2)
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Refer to the exhibit.

Switch (config) #hostname Rl

Rl (config) #interface FastEthernet(0/1

Rl (config-if) #no switchport

Rl (config-if) #ip address 10.100.20.42 255.255.255.0
Rl (config-if) #line vty 0 4

Rl (config-line) #login

An engineer booted a new switch and applied this configuration via the console port. Which additional configuration must be applied to allow administrators to
authenticate directly to enable privilege mode via Telnet using a local username and password?

K 1{configusername admin privilege 15 secret p@ss1234

R1{config-if #line vty 0 4

R 1{config-ine =login local

R 1{config#username admin secret p@ss1234

R1{config-if i#line vty 0 4
R1{contig-ine =login local
R1(configj#enable secret p@ss1234
R1{config#username admin
R1{conhig-if=llne vty 0 4
R1{conlig-line mpassword p@ss1234
R1({config-lne=transport input telnet
R1{config#username admin
R1{config-if i#line vty 0 4
R1{config-lne #password p@ss1234

A. Option A

B. Option B

C. Option C

D. Option D

Answer: A

NEW QUESTION 4
- (Exam Topic 2)
Refer to Exhibit.

SwWi2

vip domain cisco

vip Bode TEANSPATGAT

vp passwerd ciscotest

intarface fastetharnet(/1
dageriprion connection te swl
switchport mode trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?

A. It processes VTP updates from any VTP clients on the network on its access ports.

B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports
C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/lan-switching/vtp/10558-21.html
The VTP mode of SW2 is transparent so it only forwards the VTP updates it receives to its trunk links without processing them.

NEW QUESTION 5

- (Exam Topic 2)

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the
administrative distance of the route that will be installed in the routing table?

A. 20
B. 90
C. 110
D. 115

Answer: B

Explanation:
The Administrative distance (AD) of EIGRP is 90 while the AD of OSPF is 110 so EIGRP route will be chosen to install into the routing table.
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NEW QUESTION 6
- (Exam Topic 2)
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: B

Explanation:

This is an example of how two-factor authentication (2FA) works:1. The user logs in to the website or service with their username and password.2. The password
is validated by an authentication server and, if correct, the user becomes eligible for the second factor.3. The authentication server sends a unique code to the
user’s second-factor method (such as a smartphone app).4. The user confirms their identity by providing the additional authentication for their second-factor

method.

NEW QUESTION 7
- (Exam Topic 2)

An engineer is configuring NAT to translate the source subnet of 10.10.0.0/24 to any of three addresses 192.168.30.1, 192.168.3.2, 192.168.3.3 Which

configuration should be used?

anable

configure terminal

Ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
route-map permit 10.10.0.0 255.255.255.0

ip nat outside destination list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

enable

configure terminal

Ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.255

ip nat inside source list 1 pool mypool

interface g1/1

Ip nat inslde

interface g1/2

ip nat outside

enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.255

ip nat outside destination list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.254

ip nat inside source list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 8

- (Exam Topic 2)

What is the function of a server?

A. It transmits packets between hosts in the same broadcast domain.
B. It provides shared applications to end users.

C. It routes traffic between Layer 3 devices.

D. It Creates security zones between trusted and untrusted networks

Answer: B
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NEW QUESTION 9

- (Exam Topic 2)

An engineer configures interface Gil/0 on the company PE router to connect to an ISP Neighbor discovery is disabled
interface Gi1/0

description HQ_DC3978-87297

duplex full

speed 100

negotiation auto

lidp transmit

lildp receive

Which action is necessary to complete the configuration if the ISP uses third-party network devices?

A. Enable LLDP globally

B. Disable autonegotiation

C. Disable Cisco Discovery Protocol on the interface
D. Enable LLDP-MED on the ISP device

Answer: D

NEW QUESTION 10
- (Exam Topic 2)
Which configuration is needed to generate an RSA key for SSH on a router?

A. Configure the version of SSH
B. Configure VTY access.

C. Create a user with a password.
D. Assign a DNS domain name

Answer: D

NEW QUESTION 10
- (Exam Topic 2)
Which protocol requires authentication to transfer a backup configuration file from a router to a remote server?

A.DTP
B. FTP
C. SMTP
D. TFTP

Answer: B

NEW QUESTION 15
- (Exam Topic 2)
Which configuration management mechanism uses TCP port 22 by default when communicating with managed nodes?

A. Ansible
B. Python
C. Puppet
D. Chef

Answer: A

NEW QUESTION 17
- (Exam Topic 2)
Drag and drop the application protocols from the left onto the transport protocols that it uses on the right
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i DHCP

FIP

SMTP
[
SSH
| SNMP
[FTP
A. Mastered
B. Not Mastered
Answer: A
Explanation:
DHCP
| FTP
SMTP
SSH
| SNMP
IFIP

NEW QUESTION 20
- (Exam Topic 2)

TCP

UoP

TCP
FTP
SMTP
SSH

UDP
DHCP
SNMP

Which two primary drivers support the need for network automation? (Choose two.)

A. Eliminating training needs

B. Increasing reliance on self-diagnostic and self-healing
C. Policy-derived provisioning of resources
D. Providing a ship entry point for resource provisioning

E. Reducing hardware footprint

Answer: CD

NEW QUESTION 22
- (Exam Topic 2)

A user configured OSPF in a single area between two routers A serial interface connecting R1 and R2 is running encapsulation PPP By default which OSPF

network type is seen on this interface when the user types show ip ospf interface on R1 or R2?

A. port-to-multipoint
B. broadcast

C. point-to-point

D. nonbroadcast
Answer: C

Explanation:
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The default OSPF network type for HDLC and PPP on Serial link is point-to-point (while the default OSPF network type for Ethernet link is Broadcast).

NEW QUESTION 23
- (Exam Topic 1)
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A

Explanation:
With VRRP, the virtual router's MAC address is 0000.5E00.01xx , in which xx is the VRRP group.

NEW QUESTION 26
- (Exam Topic 1)
What are two characteristics of the distribution layer in a three-tier network architecture? (Choose two.)

A. serves as the network aggregation point

B. provides a boundary between Layer 2 and Layer 3 communications
C. designed to meet continuous, redundant uptime requirements

D. is the backbone for the network topology

E. physical connection point for a LAN printer

Answer: BC

NEW QUESTION 29
- (Exam Topic 1)
If a notice-level messaging is sent to a syslog server, which event has occurred?

A. A network device has restarted
B. An ARP inspection has failed
C. Arouting instance has flapped
D. A debug operation is running

Answer: C

Explanation:

Usually no action is required when a route flaps so it generates the notification syslog level message (level 5).

NEW QUESTION 34
- (Exam Topic 1)

Which device controls the forwarding of authentication requests for users when connecting to the network using a lightweight access point?

A. TACACS server

B. wireless access point
C. RADIUS server

D. wireless LAN controller

Answer: B

NEW QUESTION 39
- (Exam Topic 1)
What uses HTTP messages to transfer data to applications residing on different hosts?

A. OpenFlow
B. OpenStack
C. OpFlex

D. REST

Answer: D

NEW QUESTION 41

- (Exam Topic 1)

Which virtual MAC address is used by VRRP group 1?
A. 0050.0c05.ad81

B. 0007.c061.bc01

C. 0000.5E00.0101

D. 0500.3976.6401

Answer: C

Explanation:
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The virtual router MAC address associated with a virtual router is an IEEE 802 MAC Address in the following format:

00-00-5E-00-01-{VRID} (in hex in internet standard bit-order)

NEW QUESTION 44
- (Exam Topic 1)
What is the benefit of using FHRP?

A. reduced management overhead on network routers

B. balancing traffic across multiple gateways in proportion to their loads
C. higher degree of availability

D. reduced ARP traffic on the network

Answer: C

NEW QUESTION 48
- (Exam Topic 1)
What criteria is used first during me root port selection process?

A. local port ID

B. lowest path cost to the root bridge
C. lowest neighbor's bridge ID

D. lowest neighbor's port ID

Answer: B
NEW QUESTION 49

- (Exam Topic 1)
Drag and drop the IPv6 address type characteristics from the left to the right.

sltachad 1o a snghe subnet
adcresses with prefie FCO0: /7
configured only once pér interface Loesl Addvesy
aooresung for exchutre use ntamally without [ntermet routnmg
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 51
- (Exam Topic 1)
What are network endpoints?

A. act as routers to connect a user to the service prowler network
B. a threat to the network if they are compromised

C. support inter-VLAN connectivity

D. enforce policies for campus-wide traffic going to the internet

Answer: B

NEW QUESTION 56
- (Exam Topic 1)
Refer to the exhibit.
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An access list is required to permit traffic from any host on interface GO/0 and deny traffic from interface G/0/1. Which access list must be applied?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 59
- (Exam Topic 1)
Which device performs stateful inspection of traffic?

A. firewall

B. switch

C. access point

D. wireless controller

Answer: A

NEW QUESTION 62
- (Exam Topic 1)
A frame that enters a switch fails the Frame Check Sequence. Which two interface counters are incremented? (Choose two)

A. runts

B. giants

C. frame
D.CRC

E. input errors

Answer: DE

Explanation:

Whenever the physical transmission has problems, the receiving device might receive a frame whose bits have changed values. These frames do not pass the
error detection logic as implemented in the FCS field in the Ethernet trailer. The receiving device discards the frame and counts it as some kind of input error.
Cisco switches list this error as a CRC error. Cyclic redundancy check (CRC) is a term related to how the FCS math detects an error.

The “input errors” includes runts, giants, no buffer, CRC, frame, overrun, and ignored counts. The output below show the interface counters with the “show
interface s0/0/0” command:
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Router#show interface s50/8/@
Sserlale/e/e i1s up, line protocol 15 up
ardware 15 aT
Descriptio ink to R2
Internet address 15 12.1.1.1/3@
ITU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
@¢liability 255/255, txload 1/25 load 1/255
IULTpUT omitted-
minute output rate @ bits/sec, © packets/sec
268 packets input, 24889 bytes, @ no buffe
Received @ broadcasts, @ runts, @ gliants, 8 throttles

8 input errors, @ CRC, ® frame, @ overrun, ® ignored, @ abort

251 packets output, 23498 bytes, @ underruns

@ output errors, @ collisions, © interface resets

@ coutput buffer failures, © cutput buffers swapped out

@ carrier transitions DCD=up DSR=up DTR=up RTS=up CTS=up

NEW QUESTION 65

- (Exam Topic 1)

An engineer is asked to protect unused ports that are configured in the default VLAN on a switch.
Which two steps will fulfill the request? (Choose two)

A. Configure the ports in an EtherChannel.

B. Administratively shut down the ports

C. Configure the port type as access and place in VLAN 99
D. Configure the ports as trunk ports

E. Enable the Cisco Discovery Protocol

Answer: BC

NEW QUESTION 68
- (Exam Topic 1)
Which implementation provides the strongest encryption combination for the wireless environment?

A. WPA2 + AES
B. WPA + AES
C. WEP

D. WPA + TKIP

Answer: A
NEW QUESTION 71

- (Exam Topic 1)
Refer to the exhibit.

switch(config)®interface gigabitEthernet 1/11
switch(config-if#switchport mode access
switch(config-if #spanning-tree portfast

switch(config-ifj#spanning-tree bpduguard enable

What is the result if Gigl/11 receives an STP BPDU?

A. The port transitions to STP blocking

B. The port transitions to the root port

C. The port immediately transitions to STP forwarding.
D. The port goes into error-disable state

Answer: D

NEW QUESTION 76

- (Exam Topic 1)

What is a function of the Cisco DNA Center Overall Health Dashboard?
A. It provides a summary of the top 10 global issues.

B. It provides detailed activity logging for the 10 devices and users on the network.
C. It summarizes the operational status of each wireless devise on the network.
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D. It summarizes daily and weekly CPU usage for servers and workstations in the network.

Answer: A

NEW QUESTION 81
- (Exam Topic 1)
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.

provides reliability when loading an 10S image FTP
upon boot up
does not require user authentication
uses port 69
uses ports 20 and 21
TFTP
uses TCP
uses UDP
A. Mastered
B. Not Mastered
Answer: A
Explanation:
provides reliability when loading an 10S image F1P
upon boot up .
prowides reliability when loading an 10S image
upan boot up
does not require user authentication
uses ports 20 and 21
uses port 69
uses TCP
uses ports 20 and 21
TFTP
uses TCP does nol require user authentication
uses UDP uses port 69
uses UDP

NEW QUESTION 84
- (Exam Topic 1)
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

Explanation:

https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1200-series/70278-lap-faq.html

A Lightweight Access Point (LAP) is an AP that is designed to be connected to a wireless LAN (WLAN) controller (WLC). APs are “lightweight,” which means that
they cannot act independently of a wireless LAN controller (WLC). The WLC manages the AP configurations and firmware. The APs are “zero touch” deployed,
and individual configuration of APs is not necessary.

NEW QUESTION 89
- (Exam Topic 1)
Refer to the exhibit.
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After the election process what is the root bridge in the HQ LAN?

Swatch 1 0C EOQ 3E 68 156 77
Swich 2 0C'OE 15 22 1A B1
Switch 3. 0C.0E 15.1D 3C.94
Swach 4. 0C.EQ 19.A1.4D:16

A. Switch 1
B. Switch 2
C. Switch 3
D. Switch 4

Answer: C

Explanation:

The root bridge is determined by the lowest bridge ID, which consists of the priority value and the MAC address. Because the priority values of all of the switches
are not avalable, the MAC address is used to determine the root bridge. Because S3 has the lowest MAC address, S3 becomes the root bridge.

NEW QUESTION 90
- (Exam Topic 1)

In which situation is private IPv4 addressing appropriate for a new subnet on the network of an organization?

A. There is limited unique address space, and traffic on the new subnet will stay local within the organization.
B. The network has multiple endpoint listeners, and it is desired to limit the number of broadcasts.

C. Traffic on the subnet must traverse a site-to-site VPN to an outside organization.

D. The ISP requires the new subnet to be advertised to the internet for web services.

Answer: A

NEW QUESTION 92
- (Exam Topic 1)

Drag and drop the 802.11 wireless standards from the left onto the matching statements on the right

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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802.11n

NEW QUESTION 96
- (Exam Topic 1)
Refer to the exhibit.

m
Gl

P 192.168.12.0024
M .";- i | 1;' ._:..' I

JSPF- 192 1688 12 OF28

1 S (K]
— e
_h BUs. 113 I

How does the router manage traffic to 192.168.12.167

A. It selects the RIP route because it has the longest prefix inclusive of the destination address.

B. It chooses the OSPF route because it has the longest prefix inclusive of the destination address.
C. it load-balances traffic between all three routes
D. It chooses the EIGRP route because it has the lowest administrative distance

Answer: A

NEW QUESTION 98
- (Exam Topic 1)

What is a network appliance that checks the state of a packet to determine whether the packet is legitimate?

A. Layer 2 switch
B. load balancer
C. firewall

D. LAN controller

Answer: C

NEW QUESTION 102
- (Exam Topic 5)

Guidalines Topology Tasks
= B

Lol :@2 168.1.1

H".
EQ2
10.1.3 11\

o

Lo1: 192.168.2.1

J10.2.3.2
s

Lo1: 192.168.3.1
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Guidelines Topalogy Tasks
Guidelines ¢
This is a lab item in which tasks will be performed on virtual devices
+ Hafer o the Tasks tab to view the tasks for this lab tem
« Refer to the Tﬂnﬂlﬂg}' iab to access the device console(s) and pertorm ne [asks
« Console access is available for all required devices by clicking the device icon or using
the r-]'.'.-'_"-»:l above the console w !‘!lll-»-:'l.".'
« All necessary preconfligurations have been applied
» Do not changa the anable password or hosthama for any device
« Save your configurations to NVREAM before moving to the next item
» Click Next at the bottom of the screen to submit this lab and move o the next question
+« Whon Next is clicked, the lab closes and cannot be reopenod

Connectivity between three routers has been established, and IP services must be configured jn the order presented to complete the implementation Tasks
assigned include configuration of NAT, NTP, DHCP, and SSH services.

* 1. All traffic sent from R3 to the R1 Loopback address must be configured for NAT on R2. All source addresses must be translated from R3 to the IP address of
Ethernet0/0 on R2, while using only a standard access list named NAT To verify, a ping must be successful to the R1 Loopback address sourced from R3. Do not
use NVI NAT configuration.

* 2. Configure R1 as an NTP server and R2 as a client, not as a peer, using the IP address of the R1 Ethernet0/2 interface. Set the clock on the NTP server for
midnight on January 1, 2019.

* 3. Configure R1 as a DHCP server for the network 10.1.3.0/24 in a pool named TEST. Using a single command, exclude addresses 1-10 from the range.
Interface Ethernet0/2 on R3 must be issued the IP address of 10.1.3.11 via DHCP.

* 4, Configure SSH connectivity from R1 to R3, while excluding access via other remote connection protocols. Access for user root and password Cisco must be
set on router R3 using RSA and 1024 bits. Verify connectivity using an SSH session from router R1 using a destination address of 10.1.3.11. Do NOT modify
console access or line numbers to accomplish this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer as below configuration:

conft

R1(config)#ntp master 1

R2(config)#ntp server 10.1.2.1 EXxit

Router#clock set 00:00:00 jan 1 2019 ip dhcp pool TEST
network 10.1.3.0 255.255.255.0

ip dhcp exluded-address 10.1.3.1 10.1.3.10 R3(config)#int e0/3
R3(config)#int e0/2 ip address dhcp

no shut

crypto key generate RSA 1024

Copy run start

NEW QUESTION 105

- (Exam Topic 4)

What must a network administrator consider when deciding whether to configure a new wireless network with APs in autonomous mode or APs running in cloud-
based mode?

A. Autonomous mode APs are less dependent on an underlay but more complex to maintain than APs in cloud-based mode.
B. Cloud-based mode APs relay on underlays and are more complex to maintain than APs in autonomous mode.

C. Cloud-based mode APs are easy to deploy but harder to automate than APs in autonomous mode.

D. Autonomous mode APs are easy to deploy and automate than APs in cloud-based mode.

Answer: A

NEW QUESTION 110

- (Exam Topic 4)

PC1 tries to send traffic to newly installed PC2. The PC2 MAC address is not listed in the MAC address table of the switch, so the switch sends the packet to all
ports in the same VLAN Which switching concept does this describe?

A. MAC address aging

B. MAC address table

C. frame flooding

D. spanning-tree protocol

Answer: A

NEW QUESTION 114
- (Exam Topic 4)
Drag and drop the virtualization concepts from the left onto the matching statements on the right.
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A An operating system instance that is decoupled from
GUESE OPEYARIIG SYStEN the server hardware.
host operating system Each core can run more than one process
simultaneously.
e Runs on a physical ser:.rer, manages, and allocates the
i physical resources.
: ; The software that manages the basic functions of the
multithreading :
physical hardware.
. . The software that manages the basic functions of the
virtual machine ; ;
vital machine.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
guest operating system virtual machine
host operating system multithreading
hypervisor hypervisor
multithreading guest operating system
virtual machine host operating system

NEW QUESTION 116
- (Exam Topic 4)
Refer to the exhibit.

OldSwitch
i f0/1

— A— &
VLAN 10 i_ VLAN 10
a—
VLAN 20

OldSwitch (config) #interface fastEthernet 0/1

OldSwitch (config-if) #switchport mode trunk

0ldSwitch (config-if) #switchport trunk allowed wvlan 5,10
OldSwitch (config-if) #switchport trunk native vlan 15

**output suppressed**

NewSwitch (config) #interface fastEthernet 0/1

NewSwitch (config-if) #switchport mode trunk

NewSwitch (config-if) #switchport trunk encapsulation isl
NewSwitch (config-if) #switchport trunk allowed wvlan 5,10
NewSwitch (config-if) #switchport trunk native wvlan 15

A new VLAN and switch are added to the network. A remote engineer configures OldSwitch and must ensure that the configuration meets these requirements:
» accommodates current configured VLANs

 expands the range to include VLAN 20

« allows for IEEE standard support for virtual LANs
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Which configuration on the NewSwitch side of the link meets these requirements?

A)
no switchport trunk encapsulation isl

switchport trunk encapsulation dot1q
switchport trunk allowed vlan add 20

B)
switchport nonegotiate

no switchport trunk allowed vian 5,10
switchport trunk allowed vlan 5,10,15,20

C)
no switchport mode trunk
switchport trunk encapsulation isl
switchport mode access vlan 20

D)

switchport mode dynamic
channel-group 1 mode active
switchport trunk allowed vlan 5,10,15, 20

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 120
- (Exam Topic 4)
Which two transport layer protocols carry syslog messages? (Choose two.)

A. TCP
B.IP

C.RTP
D. UDP
E. ARP

Answer: AD

NEW QUESTION 124
- (Exam Topic 4)

After a recent security breach and a RADIUS failure, an engineer must secure the console port of each enterprise router with a local username and password.

Which configuration must the engineer apply to accomplish this task?

aaa new-model

line con 0

password plaintextpassword
privilege level 15

username localuser sacrat plaintextpassword
ling con 0

legin authentication default

privilege level 15

username localuser secret plaintextpassword
line ¢on 0

na lagin local

privilege level 15

aaa new-model

aaa authorization exec default local

aaa authentication login default radlus

username localuser privilege 15 secret plaintextpassword

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 126
- (Exam Topic 4)
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[_] CertShared
F; - 5 ‘q =
u:ﬂm u;n"a'hm 10,139.91.0/ 30 mm"a

172.16.29.78

Refer to the exhibit. An engineer must translate the PC1 IP address to 10.199.77.100 and permit PC1 to ping the loopback 0 on router R2. What command set
must be used?

A)

B)

C)

Riz

!

interface Loopback0

Ip address 10.1.1,1 255.255.255.255

|

interface FastEthernet0/0

ip address 10,139,91.1 255.255.255.252
ip nat inside

ip virtual-reassembly in

1

interface FastEthernet1/0

ip address 172.16.29.1 255.255.255.0
Ip nat outside

ip virtual-reassembly in

1

router eigrp 100

network 10.1.1.1 0.0.0.0

network 10.139.91.0 0.0.0.3

]

ip nat inside source static 10.199.77.100 172.16.29.78

R2%
ip route 10.199.77.100 255.255.255.255 10.139.91.1

!

interface Loopback0

ip address 10.1.1,1 255.255.255.255

!

interface FastEthernet0/0

ip address 10.139.91.1 255.255.255.252
ip nat outside

ip virtual-reassembly In

!

Inl&un FastEthernet1/0

ip address 172.16.29.1 255.255.255.0
ip nat inside

ip virtual-reassembly in

1

router eigrp 100

network 10.1.1.1 0.0.0.0

network 10.139.91.0 0.0.0.3

!

ip nat inside source static 172.16.29.78 10.199.77.100
R2=%

ip route 10.199.77.100 255.255.255.255 10.139.91.1
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Rz

1

interface Loopback0

ip address 10.1.1,1 255.255.255.255
i

interface FastEthernet0/0

Ip address 10.139.91.1 255.255.255.252
ip nat outside

ip virtual-reassembly in

i

interface FastEthernet1/0

ip address 172.16.29.1 255.255.255.0
ip nat inside

ip virtual-reassembly in

!

router eigrp 100

network 10.1.1.1 0.0.0.0

network 10.138.91.0 0.0.0.3

ip nat inside source static 172.16.29.78 10.199.77.100

R2#%
ip route 172.16.29.78 255.255.255.255 10.139.91.1

D)

R1#®

|

interface Loopback0

ip address 10.1.1.1 255.255.255.255
|

interface FastEthernet0/0

ip address 10.139.91.1 255.255.255.252
ip nat outside

ip virtual-reassembly in

!

interface FastEthernet1/0

ip address 172.16.20.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

!

router eigrp 100

network 10.1.1.1 0.0.0.0

network 10.139.91.0 0.0.0.3

|

ip nat inside source static 172.16.29.78 10.199.77.100
R2%

ip route 172.16.29.78 255.255.255.255 10.129.91.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 128
- (Exam Topic 4)
Refer to the exhibit.
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CFEL) show protocols =0/1
Etharnatl/1l is up, line protocol is up
Intarnet address is 10.0.12.3/24

CPELSN show ip access-list LAN
Standard IF access list LAN
10 parmit 10.0.12.0. wildcard bits 0.0.0.253

CPEL# show ip nat translations

CFELS show ip nat statiatics
Total active Eranslations: O (O static, O dynamic; O axtandsd)
Peak translations: 0
Outsids Anterfaces:
Inside interfaces:
Ethernetd/l
Hits: 0 Misses: 0
CEF Tranalated packets: 0O, CEF Punted packets: 0
Expired translations: O
Dynamic mappings
== Inelds Source
[Id: 1] access-list LAN pool NATPOOL refcount O
pool MATPOOL: netmask 255.235.255.0
start 198.31.100.11 end 19%8.31.100.20

Total doors: 0O
Appl doora: 0
Normal doors: O
Queuvsd Packets: 0

typs genaric, total addressas 10, allocatsd 0 (ON), missas O

What is the next step to complete the implementation for the partial NAT configuration shown?

A. Reconfigure the static NAT entries that overlap the NAT pool
B. Configure the NAT outside interface

C. Modify the access list for the internal network on e0/1

D. Apply the ACL to the pool configuration

Answer: A

NEW QUESTION 132
- (Exam Topic 4)

Drag and drop the IPv6 address details from the left onto the corresponding types on the right.

PITYCEE
werafies an interface on an [P device
includes irk-lozal and loophack addresses
NN
provides ong-0-many Communcations
wsed exclusvely by a non-host dever
- Linicast
asigned 1o more than one interface
it heid from the FRO0: 48 addreds rangs

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, diagram Description automatically generated

NEW QUESTION 137
- (Exam Topic 4)

Drag and drop the Rapid PVST+ forwarding state actions from the left to the right. Not all actions are used.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/200-301/ (760 Q&AS)

the attached segment are processed

BPDUs received are forwarded to the svstem module action
BPDUs received from the system module are i
processed and transmitted i
Frames received from "
the attached segment are discarded At
Frames received from ;
action

Switched frames received from other ports are
advanced

The port in the forwarding state responds to network
management messages

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. BPDUs received are forwarded to the system module.

* 2. Frames received from the attached segment are processed.

* 3. Switched frames received from other ports are advanced.

* 4, The port in the forwarding state responds to network management messages.

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/layer2/503_nl1_1/Cisco_n5k_layer2_c

NEW QUESTION 140
- (Exam Topic 4)
What is a characteristics of a collapsed-core network topology?

A. It allows the core and distribution layers to run as a single combined layer.

B. It enables the core and access layers to connect to one logical distribution device over an EtherChannel.
C. It enables all workstations in a SOHO environment to connect on a single switch with internet access.
D. It allows wireless devices to connect directly to the core layer, which enables faster data transmission.

Answer: B

NEW QUESTION 141
- (Exam Topic 4)
Which is a fact related to FTP?

A. It uses block numbers to identify and mitigate data-transfer errors
B. It always operates without user authentication

C. It relies on the well-known UDP port 69.

D. It uses two separate connections for control and data traffic

Answer: D

NEW QUESTION 142
- (Exam Topic 4)
Which 802.11 frame type is Association Response?

A. management
B. control

C. action

D. protected frame

Answer: A

NEW QUESTION 146
- (Exam Topic 4)
Refer to the exhibit.
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1000.0/30
1 Imt GO/O Int GO/ 2
Int GOV 1 Workstaton Mac address Int GO/ 1

PC1 00 5079 68 68 OC

PG 2 £8-39-26-34-32-51

PC 2 )0 50:79 66 68 78

PC 4 30 5 T0 A8 £8 &4

Int GO ?I Int GO/3 Int GO/2| Int GO-EI

PC1 PC2 PC 3 PC A
100.1.0 24 100 20 24

An engineer must configure the interface that connects to PC 1 and secure it in a way that only PC1 is allowed to use the port No VLAN tagging can be used

except for a voice VLAN. Which command sequence must be entered to configure the switch?
A)

SW1(config-if #switchport mode nonegotiate

SW1lconfig-if#switchport port-security

SWi1{config-if 2switchport port-security maximum 1

B)

SW1 (config-if#switchport mode access
SW1{confg-f#switchport port-security
SW1(config-if##switchport port-security mac-address 0050.7966.6800

C)

S\W1{config-iffswitchport mode dynamic auto
SWilconfig-M&switchpaort port-security
SW1(config-f=switchport port-security violation restrict
D)

SW1iconfig-Mtswitchport mode dynamic desirable
SWconfig-fi=switchport port-security mac-address 0050.7366,6800
SWconfig-MEswitchport port-security mac-address sticky

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 151
- (Exam Topic 4)
Why is TCP desired over UDP for application that require extensive error checking, such as HTTPS?

A. UDP operates without acknowledgments, and TCP sends an acknowledgment for every packet received.

B. UDP reliably guarantees delivery of all packets, and TCP drops packets under heavy load.

C. UDP uses flow control mechanisms for the delivery of packets, and TCP uses congestion control for efficient packet delivery.
D. UDP uses sequencing data tor packets to arrive in order, and TCP offers trie capability to receive packets in random order.

Answer: A

NEW QUESTION 152
- (Exam Topic 4)
Refer to the exhibit.
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VLAN 10

An engineer assigns IP addressing to the current VLAN with three PCs. The configuration must also account for the expansion of 30 additional VLANS using the
same Class C subnet for subnetting and host count. Which command set fulfills the request while reserving address space for the expected growth?

192.168.0.0/24

A. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 265 255.255.252
B. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 255 255.255.248
C. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 255 255.255.0

D. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 255.255.255.128

Answer: B

NEW QUESTION 157
- (Exam Topic 4)
By default, how long will the switch continue to know a workstation MAC address after the workstation stops sending traffic?

A. 200 seconds
B. 300 seconds
C. 600 seconds
D. 900 seconds

Answer: B

NEW QUESTION 159
- (Exam Topic 4)
Drag and drop the wireless architecture benefits from the left onto the architecture types on the right.

Drag and drop the wireless architecture benefits from the left onto the architecture types on the right.

Split-MAC
Appropriate for a small-business environment. | ]
Work is divided between the access point and the controfler,
' The access points transmit beacon frames, 'I
Supports per device configuration and management,
Autonomous
Uses the CAPWAP tunneling protocol,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Drag and drop the wireless architecture benefits from the left onto the architecture types on the right.

: i
: Appropriate for a small-business ervironment. I

—— i

|
| Work is divided between the access point and the controfler. |
i

Bplit-MAC

‘ Work is divided between the access point and the controller

‘ Supports per device configuration and management.

Uses the CAPWAP tunneling protocod,

| Uses the CAPWAP tunneling protocal, d

NEW QUESTION 160
- (Exam Topic 4)
Refer to the exhibit.

Iautonomous

The access points transmit beacon frames,

‘ Appropriate for a small-business emvironment.

! New Vlan 10
-

SWl#show interface
interface FastEthernet0/0
switchport access vlan 2
switchport mode access

Vian 2
Vian 2 i
Vian 2
! 010 f0/0 -
F PC2
g YW ;

T T ! New Vian10
- =

NewsWw

An engineer is configuring a new Cisco switch NewSW, to replace SW2 The details have been provided
» Switches SW1 and SW2 are third-party devices without support for trunk ports

* The existing connections must be maintained between PC1 PC2 and PC3

* Allow the switch to pass traffic from future VLAN 10. Which configuration must be applied?

A)
NewSWi(config #interface f0/0
MNewSWiconfg-ifj¢switchport mode access
NewSWi{config-fiwswitchport trunk allowed vian 2,10
MewSWiconfig-f@switchport trunk native vian 10

B)

NewSWi(config interface f0/0

MNewSW(config-f Eswitchport mode trunk
NewSWiconfig-fEswitchport trunk allowed vian 2,10
MewSWiconfig-f#switchport trunk native vian 2

C)

MNewSWiconfig #interface 10/0

NewSWiconfig-if #switchport mode trunk

NewSW(config-f#switchport trunk allowed vian 10

NewSWiconfig-f #switchport trunk native vian 10

D)

NewSWiconfig =interface f0/0
NewSWi(config-fEswitchport mode access
NewSWiconfig-f#switchport trunk allowed vlian 2,10
NewSWiconfig-fEswitchport trunk native vlan 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEF’EShEI‘Ed https://www.certshared.com/exam/200-301/ (760 Q&AS)

NEW QUESTION 164
- (Exam Topic 4)
Refer to ltie exhibit

ﬁ Gig0/1 g
4

SW# conf t

SW(config) #interface gigabitEthernet0/1
SH{cnnfig-if}#suitchport mode access
SW(config-if) #switchport port-security
SW(config-if)#

A network engineer started to configure port security on a new switch. These requirements must be met:
* MAC addresses must be learned dynamically

* Log messages must be generated without disabling the interface when unwanted traffic is seen Which two commands must be configured to complete this task"?

(Choose two)

A. SW(ccenfig-if)=switchport port-security mac-address sticky

B. SW(confKj-if)=switchport port-security violation restrict

C. SW(config.if)sswitchport port-security mac-address 0010.7B84.45E6
D. SW(config-if)aswitchport port-security maximum 2

E. SW(ccnfig-if)=switchport port-security violation shutdown

Answer: C
NEW QUESTION 169

- (Exam Topic 4)
Refer to the exhibit.

1000 64 Fii +l‘l||;_| 0 B W

100 20 024

4

-

100150/ 24

Rooter R1 is added to the network and configured with tie 10 0 0 64/26 and 10.0.20.0/24 subnets However traffic destined for the LAN on R3 is not access. Which

command when executed on R1 defines a tunic route to reach the R3 LAN?
A)

Ip route 10.0.15.0 255.255.255.192 10.0.20.1
B)

ip route 10.0.15.0 255.255.255.0 10.0.20.1

C)

ip route 10.0.0.64 255 255 255 192 10.0.20.)

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 173
- (Exam Topic 4)
Refer to the exhibit.
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SWl#show run

Building configuration...
L)

hostname SW1
1

ip domain-name CCNA-test
!
username CCNA privilege 1 password 0 ciscol23
!
interface FastEthernet0/1
switchport access vlan 10
i
interface Vlianl0
ip address 192.168.1.2 255.255.255.0
1
line vty 0 4
login local
transport input telnet
line vty 5 15
login local
transport input telnet

SWl#show crypto key mypubkey rsa

Key name: SW1l.CCNA-test

¢ Key pair was generated at: 0:1:23 UTC Mar 1 2020

An engineer is updating the management access configuration of switch SW1 to allow secured, encrypted remote configuration. Which two commands or

command sequences must the engineer apply to the switch? (Choose two.)

A. SW1(config)#enable secret ccnaTest123

B. SW1(config)#username NEW secret R3mote123

C. SW1(config)#line vty 0 15 SW1(config-line)#transport input ssh
D. SW1(config)# crypto key generate rsa

E. SW1(config)# interface f0/1 SW1(confif-if}# switchport mode trunk

Answer: CD

NEW QUESTION 174

- (Exam Topic 4)

Refer to the exhibit.

How does router R1 handle traffic to the 172.16.1.4/30 subnet?

A. It sends all traffic over the path via 172.16.9.5 using 172.16.4.4 as a backup.
B. It sends all traffic over the path via 10.0.1.100.

C. It load-balances traffic over 172.16.9.5 and 172.16.4.4.

D. It sends all traffic over the path via 172.16.4.4.

Answer: C

NEW QUESTION 177
- (Exam Topic 4)

A network engineer must migrate a router loopback interface to the IPv6 address space. If the current IPv4 address of the interface is 10.54.73.1/32, and the

engineer configures IPv6 address 0.0.0.0.0:ffff:a36:4901, which prefix length must be used?

A. /64
B. /96
C./124
D. /128

Answer: D

NEW QUESTION 178
- (Exam Topic 4)
What is the purpose of configuring different levels of syslog for different devices on the network?

A. to rate-limit messages for different seventy levels from each device

B. to set the severity of syslog messages from each device

C. to identify the source from which each syslog message originated

D. to control the number of syslog messages from different devices that are stored locally
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Answer: B

NEW QUESTION 180
- (Exam Topic 4)
Refer to the exhibit.

Routing Descriptor Blocks:
* directly connected, via Ethernet(/l
Route metric is 0, traffic share count is 1

CPE# ping 202.0.113.1
Type sscape sequance to abort.

Sending 5, 100-byte ICMP Echeos to 203.0.113.1, timeocut is 2 seconds:
BN BN |

Success rate is 100 percent (5/5%), round-trip min/favg/max = 1/1/1 ms

CPE# show ip route

Gateway of last resort is 198.51.100.1 to network 0.0.0.0

B* 0.0.0.0/0 [20/0) wia 198.51.100.1, 00:02:07
198.51.100.0/24 is variably subnetted, 2 subnets, 2 maska

C 198.51.100.0/30 is directly connected, Ethernet0/0

L 196.51.100.2/32 is directly connected, Ethernat0/0
203.0.113.0/24 is variably subnetted, 2 subnets, 2 masks

c 203.0.113,.0/30 is directly connected, Ethernat0/1

L 203.0.113.2/32 is directly connected, Ethernet0/1

Enown wvia "connected”, distance 0, metric 0 ([connected, via interfacae)

After configuring a new static route on the CPE. the engineer entered this series of commands to verify that the new configuration is operating normally When is

the static default route installed into the routing table?

A. when 203 0 113.1 is no longer reachable as a next hop

B. when the default route learned over external BGP becomes invalid
C. when a route to 203.0 113 1 is learned via BGP

D. when the default route over external BGP changes its next hop

Answer: A
NEW QUESTION 184

- (Exam Topic 4)
Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Global Unicast Address
enables aggregation of routing prefixes
provides for one-to-one communication
provides one-to-many communications Multicast
sends packets to 3 group address rather than a single address

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 189
- (Exam Topic 4)
Refer to the exhibit.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
https://www.certshared.com/exam/200-301/ (760 Q&AS)

[_] CertShared

R1N show ip routs | begin gataway

Gataway of last resort is not sat

172.16.0.0/16 ia wvariably subnettad, 5 subnata, 5 masks

172.16.2.128/25 [110,/3184437] wvia 207.163.200.250, 00:00:25, Serial0d/S0/0
172.16.3. 64727 [110/3184437) wia 207.1865.200.250, 00:00:2%, Seriald/0/0
172.16.3.128/28 [110/3184437) wia 207.165.200.25%0, 00:00:25%, Seriald/0/0
172.16.5.192/2% [110/3184437) wia 207.16%,200.2%, 00:00:2%, Serial0/0/0
172.16.4.0723 [110/3104437) wia 207.16%.200.2%0, 00:00:25%, Seriald/f0/0
207.165.200.0/24 iz variably subnetted, 4 subnets, I masks

080060

ol o]

207.
207.
207.
107,

165.200.248/30 is
163.200. 249732 is
165.200.232/30 is
165.200.253/32 ia

directly connected,
directly connected,
directly connected,
directly connected,

Serial0/0/0
Serial0/0/0
Seriall/0/1
Seriall/0/1

Drag and drop the learned prefixes from the left onto the subnet masks on the right

172.16.2.128 155.255.254.0

172168364 555.255.255.128
|

172.16.2.128 255.255.235.24

i i
| .

2.16.3.152 155.255.255.240

172,164 755.255.755.248
A. Mastered
B. Not Mastered
Answer: A
Explanation:
S Y S TS
', 172.14.2.128 _“I| 1721641
L _ — “H— — — R — — JI
1 17216354 J 172.16.2.12
_—_—_—._ﬂ______—._-_____.—_-___-_-_‘

I 172.16.2.128 j 172.16.3.584
o g | i
172.16.3.152 | 172161178
h § Liss are = SAWRL - o s-o = |

F T I8 7 107
. 172.18.4 b 2.163.15%2

NEW QUESTION 194
- (Exam Topic 4)
Refer to the exhibit.

17216 00 /30

e 1 Int GO0 Int GO0 2
3 5
u O Jmisoemo RO
2
Router OSPF 200 Router OSPF 200
Metwork 17216 000003 MNelwork 17216000003

Network 17216100003  Network 172 16.2000.0 31 48

&

a—7

H

— e S
Workstations Workstations
172.16.1.0 /24 172.16.20 27

The primary route across GiO/0 is configured on both routers. A secondary route must be configured to establish connectivity between the workstation networks.
Which command set must be configured to complete this task?
A)
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R1
ip route 172.16.2.0 255.255.255.240 172.16.0.2 113

R2
ip route 172.16.1.0 255.255.255.0 172.16.0.1 114

B)
R1
ip route 172.16.2.0 255.255.2565.240 172.16.0.5 89

R2
ip route 172.16.1.0 255.255.255.0 172.16.0.6 89
C)
TR
ip route 172.16.2.0 255.255.255.248 172.16.0.5 110
Rz
ip route 172.16.1.0 255.2556.2566.0 172.16.0.6 110
D)
R1
ip route 172.16.2.0 255.255.255.224 172.16.0.6 111

R2
ip route 172.16.1.0 255.255.255.0 172.16.0.5 112

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 197
- (Exam Topic 4)

VLANs 1. 100, 101. 102, 103
802.1g

|.- :J“.],I'r{‘-lf- 1

GI1/OY 1S

|
™ Lobby Conference Room
1' Access port

]- PCl

VLAN 100
MAC: 0000.abcd. 0004

SW1 supports connectivity for a lobby conference room and must be secured. The engineer must limit the connectivity from PCI lo ma SW1 and SW2 network.

The MAC addresses allowed must be Limited to two. Which configuration secures the conference room connectivity?

A)

inmterface gi1/0/18
switchport port-security mac-address 0000.abcd 0004 vian 100

B)

imterface gi1/0/15

switchport port-security

switchport port-securlty maximum 2
©)

interface gi1/0/M15
switchport port-security mac-address 0000.abcd 0004 vian 100
interface switchport secure-mac limit 2

D)

interface gi1/0/186
switchport port-security
switchport port-security mac-address 0000 abcd 0004 vian 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/200-301/ (760 Q&AS)

NEW QUESTION 199
- (Exam Topic 4)
Refer to the exhibit.

Internet ) 5
—_— N TE a1
Toaeimm s 1 r R ! [}
10 10 10 V28 b=—
— B TR T T 1 = — < i
f r"flf_tlliflfl Router Switch 1 Host A
MPLS 101013214

Routerl#show ip route
Gateway of last resort is 10.10.11.2 to patwork 0.0.0.0

209.165,200.0/27 is subnetted, 1 subnots

B 209.165.200.224 [20/0] via 10.10.12.2, 03:22:14

209 _165%.201.0,/27 15 subnetted, 1 subneats
B 209.165.201.0 [20/0) wia 10.10.13.2, 02:26:33

209.165.202.0/27 is subnetted, 1 subnets
B 209.165.202.128 [20/0] wvia 10.10.12.2, 02:26:03

10.0.0.0/8 is variably subnetted, § subnets, 4 masks
c 10.10.10.0/28 is directly connected, GlgabitEthernet0/0
c 10.10,.11.0/30 is directly connected, FastEthernet?/ 0
c 10.10.12.0/30 is directly connected, GigabltEthernet(/1
o 10.10.13.0/25 [110/2) wia 10.10.10.1, 00:00:04;, GigabitEthernat0/O
o 10.10.13.128/268 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernetd/ 0
e ] 10.10.13.144/28 [110/2] wia 10.10.10.1, 00:00:04, GigabitEthernetd/0
O 10.10.13.160/29% [110/2] wia 10.10.10.1, 00:00:04, GigabltEthernet)/0
O 10.10.13.208/29% [110/2] wvia 10.10.10.1, 00:00:04, GigablitEtharnat0/0

g g.0.0.0/0 [1/0) wia 10.10.11.2

What is the prefix length for the route that routerl will use to reach host A?

Answer: D

NEW QUESTION 204
- (Exam Topic 4)
What describes a northbound REST API for SON?

A. application-facing interface for SNMP GET requests

B. network-element-facing interface for GET POST PUT and DELETE methods
C. network-element-facing interface for the control and data planes

D. application-facing interface far GET, POST, PUT, and DELETE methods

Answer: D
NEW QUESTION 207

- (Exam Topic 4)
Refer to the exhibit.

Router1

10.10.10.0/24

The Routerl routing table has multiple methods to reach 10.10.10.0/24 as shown. The default Administrative Distance is used. Drag and drop the network
conditions from the left onto the routing methods that Routerl uses on the right.
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leBGP
All protocols ane up. r
[
I OSPF and eBGP are down.
The static route and eBGP are down. EiGRP :

The static route and EIGRP are down. ' |

The static route and OSPF are down.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
T T e e T i i! BGP
I All protocols are up. [
e e e e e All protocols are up. l
k- 1 |
: OSFF and-€toP are: down, ! OSPF and eBGP are down. ‘
R e e e et i e e~ e s |
| , |
'l The static route and «BGP are down. | EIGRP
'I'____________________J The static route and EIGRP are down. ‘
I The static route and EIGRP are down ] .
[ et i tatic b ]
i The static route and OSPF are down,
S R e s ! The static route and OSPF are down.
The static route and eBGP are down,

NEW QUESTION 210
- (Exam Topic 4)
How do UTP and STP cables compare?

A. STP cables are cheaper to procure and easier to install and UTP cables are more expensive and harder to install.

B. UTP cables are less prone to crosstalk and interference and STP cables are more prone to crosstalk and interference.

C. UTP cables provide taster and more reliable data transfer rates and STP cables are slower and less reliable.

D. STP cables are shielded and protect against electromagnetic interference and UTP lacks the same protection against electromagnetic interference.

Answer: D

NEW QUESTION 211
- (Exam Topic 4)
What is a feature of WPA?

A. 802.1x authentication
B. preshared key

C. TKIP/MIC encryption
D. small Wi-Fi application

Answer: A

NEW QUESTION 216

- (Exam Topic 4)

Which type of port is used to connect lo the wired network when an autonomous AP maps two VLANS to its WLANs?

A. LAG
B. EtherChannel
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C. trunk
D. access

Answer: C

NEW QUESTION 218
- (Exam Topic 4)
Which protocol is used in Software Defined Access (SDA) to provide a tunnel between two edge nodes in different fabrics?

A. Generic Router Encapsulation (GRE)
B. Virtual Local Area Network (VLAN)
C. Virtual Extensible LAN (VXLAN)

D. Point-to-Point Protocol

Answer: C

NEW QUESTION 221
- (Exam Topic 4)
Drag and drop the device behaviors from the left onto the matching HSRP slate on the right.

han heard from the seighbor Sevice and s recorving hello pachets Active

i forwartng packers L=am

s ready to lorward packets # the devcs that & curmently

Formardng packets fails ——
15 transmitting and recehang hello pachets SO
s walling o Pear from the nesghbor device Standby
A. Mastered
B. Not Mastered
Answer: A
Explanation:
b haard from the seighbor Sevice and A recedving hello pathets n forwardng pachets
s forwardng packees b Pesard from the noighbor device and A recenving helio pachets

& ready to forwerd packets § the dewcd thal s ourrently s wakting i hear from the nesghbor device |

forwardng packets fails
|
s ransmitting and recetvng hello pachets i transmitting and recenang hello packets
ready 1o forward packets I the dewad that & curmently
s waiting o hear from the resghbor device o formardeg packots Yails =

NEW QUESTION 223
- (Exam Topic 4)

=

Host B
10 10 13 10025

Host A
10 10 14 10724

10 10 10 05730 10 10 10 4730
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Refer to the exhibit. An engineer must configure a static network route between two networks so that host A communicates with host B. Drag and drop the

commands from the left onto the routers where they must be configured on the right. Not all commands are used.

B. Not Mastered
Answer: A

Explanation:
3-R1
284 -R2
5-R3

NEW QUESTION 224
- (Exam Topic 4)

Drag and drop the AAA features from the left onto the corresponding AAA security services on the right. Not all options are used.

Answer Area

B 1 B
ip route 100130 255255755108 10.10.10.1 r—
L- | |
i route 10.10.13.0 F35 355,055,128 10.10.10.5
L (¥
o rouke 10.10.13.10 155,055 . 55.255 10.10.10.1
ip roube 1010014 0 255 755 2550 10.10.10.2 %
-’ ¥
ip roote 101014 0 255 295.255.0 10.10.10.6 [
P ot 10.10.14,10 255.755 755255 1010106
|
A. Mastered

AcCess.

It enables the device to allow user- or group-based | | Accounting

It leverages a RADIUS server to grant user acness'
to a reverse Telnet session.

It records the amount of time for which a user
accesses the network on a remote server. Authorzation

It restricts the CLI commands that a user can
perform.

It uses TACACS+ to log the configuration
commands entered by a network administrator.

It verifies the user and password before granting
access to the device.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

access.

It enables the device to allow user- or group-based | | Accounting

It records the amount of time for which a user

accesses the network on a remote server.

to a reverse Telnet session.

It leverages a RADIUS server to grant user access

It uses TACACS+ to log the configuration

commands entered by a network administrator.

It records the amount of time for which a user
accesses the network on a remaote server.

Authorization

It restricts the CLI commands that a user can
perform.

It leverages a RADIUS server to grant user access
to a reverse Telnet session.

It uses TACACS+ to log the configuration
commands entered hy_ a network administrator.

It restricts the CLI commands that a user can
perform.

access to the device.

It verifies the user and password before granting

NEW QUESTION 225
- (Exam Topic 4)

A packet from a company s branch office is destined to host 172.31.0.1 at headquarters. The sending router has three possible matches in its routing table for the
packet prefixes: 172. 31.0 .0/16.72.31.0.0724. and 172.31 0 0/25. How does the router handle the packet?

A. It sends the traffic via prefix 172.31.0.0/16

B. It sends the traffic via the default gateway 0.0.0.070.

C. It sends the traffic via prefix 172.31.0.0/24
D. It sends the traffic via prefix 172.31.0.0/25

Answer: D

NEW QUESTION 230
- (Exam Topic 4)

Drag and drop the Wi-Fi terms from the left onto the descriptions on the right.

.

|
distribution system |
|

Wi-Fl option in which cells from different
aucess points are linked hogether

Wi-Fi option that enables two or more clients to
communicate directhy without 2 cantral aceess pont

|
!
extended serne set |

ndependent basic service set i

Wi-H opton Dased aroung ans of more 2C08ss poinis

rfrasbucture moda

alphanumeanic text stng that identfies 3 wireless network

kA

i
|
|
L
|
|

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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------ B S e S AT S S I -
| :
distribution system I distribution system
|
|
I |
| extended service set | indegendent basic service set
|
l R R . T e e S g S —
' independent basic service set ) extended senice set
infrastructure mode Ss1D
510 infrastructure mode

NEW QUESTION 233
- (Exam Topic 4)
Refer to the exhibit.

W01 T _@
WMy @

W0l

L v )
& oy |

-' Lk

Mmidana
Bauter-Thehow Lp reouts

Cadas L lesal, C -~ ponnectad. § - dtatie, R - BIF, B - mbile, § - Ny
@ - EiSAF, B - RIGRFr ssternal . © - DEFF, LA - OFFY Later area
L1 CAFT MAAA amtersal Ttype | K] - DEFF B30A ssternal type J
L1 rT sstersal iyps | RS CEFT satersal typa J
L= En=-38, wu - [B~00) summary. LI - (8~]18 Lewei-], 6 L - i8-8 Lewei-d

La = EB-L8 Later ares. * - cefdidate dafsslt, U - per-ssed atatis sewts 1022418
& oo, » Pl e deenl salad stEtle rewta @ R, 1 - LISPF
& - applicatice route

# - replicated route. ¥ - bewi hop everride. p - overrides from FIN
Catewsy of Last fescrt LN Aot sat

18 9.9 0/0 is wariahly subnet oed
e B @ osa (18] wis L0 334 1.0
18 Y %0 JRAJEY (B /0) wia L0 2B4 1 ), Lekd
9 129 9.8/ [R/0) wia 10 224.1 )
10 J24 9. 8/08 (2G/0) wia 10 224.1.%, S41m
10 2240 8719 [Fe/0) wie 30 224 1 4, NOEN
B0 23) 0. .8/04 e Alrectly coanscted, Clgahltitharnatd /L
L9 22a 2 B34 e digectly comnected, Glgabltitbernatd/§
0 7 M B34 [J0/W) wia A0 EZG 1 5. BNE1N

EAAFFE =

PC A is communicating with another device at IP address 10.227.225.255. Through which router does router Y route the traffic?

A. router A
B. router B
C. router C
D. router D

Answer: C
NEW QUESTION 236

- (Exam Topic 4)
Refer to the exhibit.

10.100.1.0

An OSPF neighbor relationship must be configured using these guidelines:
* R1 is only permitted to establish a neighbor with R2

* R1 will never participate in DR elections

* R1 will use a router-id of 101.1.1. Which configuration must be used?

A)
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interface Loopback0
ip address 10.1.1.1 255.255.255.255

interface FastEthernat0/0
ip address 10.100.1.1 255.265.255.252
ip ospf priarity 100
ip access-group 102 in

router ospf 10
log-adjacency-changes
network 10.1.1.1 0.0.0.0 area 0
network 10.100.1.0 0.0.0.3 area 0
ospf router-id 10.1.1.1

access-list 102 permit 88 host 10.100.1.2 host 224.0.0.5
access-ist 102 deny B8 any any
access-list 102 permit ip any any

B)

interface Loopback0
ip address 10.1.1.1 2565.2566.265.2565

interface FastEthernet0/0
ip address 10.100.1.1 255.255.255 252
ip ospf priority 0
ip access-group 102 in

router ospf 10
log-adjacency-changes
network 10111 0.0.0.0 area 0
network 10.100.1.0 0.0.0.3 area 0
router-id 10.1.1.1

access-list 102 permit 88 host 10.100.1.2 host 224.0.0.5
access-list 102 deny 88 any any
access-ist 102 permit ip any any

C)

timterface FastEthe metid
Ip address 10.100.1.1 255 255.255.254
ip ospf priority 100
ip access-group 102 in

router ospl 10
log-adjacency-changes
network 10.1.1.1 0.0.000 area O
network 10.100.1.0 0.0.0.3 area 0
ospl router-id 10.1.1.1

access-list 102 permit 29 host 10.100.1.2 host 224.0.0.5
access-list 102 deny B9 any any

access-hst 102 permt ip any any

D)

interface FastEthe metDi0
ip address 10.100.1.1 255 255,255,252
ip ospf priority 0
Ip access-group 102 in

router ospf 10
log-adjacency-changes
network 10.1.1.1 0.0.0.0 area 0
network 10.100.1.0 0.0.0.3 area 0

router-id 10.1.1.1

access-list 102 permit 89 host 10.100.9.2 host 224.0.0.5
access list 102 deny 8% any any

access.list 102 permit ip any any

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 237
- (Exam Topic 4)

Which remote access protocol provides unsecured remote CLI access?

A. console
B. Telnet
C. Bash
D. SSH

Answer: B

NEW QUESTION 239
- (Exam Topic 4)
Refer to the exhibit.
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R1# show ip routs | begin gateway

Gateway of last resort is not set

172.16.0.0/16 is variably subnettad, 3 subnets, 2 masks

172.16.1.0/24 1is directly connscted, FastEtharnat0/0

172.16.1.1/32 is directly connected, FastEthernet(/0

172.16.2.0/24 [170/2) wvia 207.1653.200.250, 00:00:23, Serial0/0/0
192.168.1.0/24 [110/84437] via 207.165.200.254, 00:00:17, Seriald/0/1
192.168.2.0/24 [90/184437] via 207.165.200.254, 00:00:15, Serial0/0/1
192.168.3.0/24 [110/1851437] wvia 207.165.200.254, 00:00:19, Seriald/o/1
207.165.200.0/24 is variably subnetted, 4 subnets, 2 masks
207.1€5.200.248/30 is directly connected, SerialQ/0/0
207.163.200.249/32 is directly connectad, SerialQ/o0/0
207.165.200.23%2/30 is directly connectad, Seriald/o0/1
207.165.200.253/32 is directly connectad, Seriald/0/1

!'ﬂﬂlnt"ﬂ

EnNnEeEn

Which prefix did router R1 learn from internal EIGRP?

A. 192.168.10/24
B. 192.168.3.0/24
C. 192.168.2.0/24
D. 172.16 1.0/24

Answer: C

NEW QUESTION 243
- (Exam Topic 4)
What are two disadvantages of a full-mesh topology? (Choose two.)

A. It needs a high MTU between sites.

B. It has a high implementation cost.

C. It must have point-to-point communication.
D. It requires complex configuration.

E. It works only with BGP between sites.

Answer: BD

NEW QUESTION 246
- (Exam Topic 4)
Drag and drop each characteristic of device-management technologies from the left onto the deployment type on the right.

Cisco DNA Center
rélies on per-govioe managemant
uses Individual software manragement
orchestrates background device corfiguration
raditional

supports cpen APls

promdes greater flexibdity for custom and non-=standord
confligurations

supports cenlralzed scftware management

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A picture containing diagram Description automatically generated

NEW QUESTION 250

- (Exam Topic 4)

To improve corporate security, an organization is planning to implement badge authentication to limit access to the data center. Which element of a security
program is being deployed?

A. user training
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B. user awareness

C. vulnerability verification
D. physical access control
Answer: D

NEW QUESTION 251
- (Exam Topic 4)

Gilo/d

SW2

SW4

A)

S

Bridge Priority - 32768
mac-address Od.ca:8e:7ial:24

B)

oW 2

Bridge Priority - 53248
mac-address 02:3e:ee:61:50:21

C)

SW 4
Bridge Priarity - 32768
mac-address 07:c1:b7:27:dd: T3

D)

SW3

Bridge Priority - 53248
mac-address 02:aa.03.d2.05.87

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 255
- (Exam Topic 4)
What differentiates device management enabled by Cisco DNA Center from traditional campus device management?

A. per-device

B. centralized

C. device-by-device hands-on
D. CLl-oriented device

Answer: B

NEW QUESTION 260
- (Exam Topic 4)
Drag and drop the HTTP methods used with REST-Based APIs from the left onto the descriptions on the right.
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DELETE Créates A resource and rétums K5 URD @ the response hedder

3l crEztes or replaces a pravously moadfied resounce wsng
nformation in the reguest body

POST FRMOVES J resource
PATCH retreves 2 bt of 3 resource’s URDS
2T UDCEtES & MEourCE UsEng Metructions mcuded

in the reguest body

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Table Description automatically generated

NEW QUESTION 262
- (Exam Topic 4)
Refer to the exhibit.

{ |

RTR-1
interface Loopbackl
GOO| 17216162 ip address 192.169.1.1 255.255.255.0

!

interface Loopback2

ip address 152.168.2.1 255.255.255.0

!

interface Loopback3

ip address 192.168.3.1 255.255.255.
!

l

interface GigabiltEthernet0/0
E‘ﬂz 16.1.3327 | ip address 172.16.1.62 255.255.255,224
1

Which configuration for RTR-1 deniess SSH access from PC-1 to any RTR-1 interface and allows all other traffic?
A)

access-list 100 deny tcp host 172.16.1.33 any eq 22
access-list 100 permit Ip any any

interface GigabitEthernet0/0
ip access-group 100 in
B)

access-list 100 deny tcp host 172.16.1.33 any eq 22
access-list 100 permit ip any any

line vty 0 15
access-class 100 In
©)

access-list 100 deny tcp host 172,16.1.33 any eq 23
access-list 100 permit ip any any

Iinterface GigabitEthernet0/0
ip access-group 100 in

D)
access-list 100 deny tcp host 172.16.1.33 any eq 23
access-list 100 permit ip any any

line vty 0 15
access-class 100 in

A. Option A
B. Option B
C. Option C
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D. Option D

Answer: B

NEW QUESTION 265
- (Exam Topic 4)

Which QoS queuing method discards or marks packets that exceed the desired bit rate of traffic flow?

A. shaping
B. policing
C. CBWFQ
D. LLQ

Answer: B

NEW QUESTION 267
- (Exam Topic 4)
What is a function of MAC address learning?

A. Itis enabled by default on all VLANs and interfaces

B. It increases the potential for MAC address flooding.

C. Itis disabled by default on all interfaces connected to trunks
D. It increases security on the management VLAN

Answer: A
NEW QUESTION 271

- (Exam Topic 4)
Refer to the exhibit.

Layer2 | Layer3 | AAAServers

Layer 2 Security &  WPA+WPA2 B
MAC Filtering®
Fast Transition
Fast Transition Adaptive |5
Over the DS

Reassociation Timeout 20 Seconds

Protected Management Frame

PMF Disabled [
WPA+WPA2 Paramaeters

WPA Policy

WPA2 Policy

WPA2 Encryption G AES TKIP “CCMP256
OSEN Policy

Authentication Key Managemaent 12

B02.1X Enable
CCKM Enable
PSK _| Enable

FT BD2.1X Enable

FT PSK Enable
SUITEB-1X Enable
SUITEB192-1X Enable

WPA gtk-randomize State m
14 9 Disable B

GCMP128

GCMP256

Clients on the WLAN are required to use 802.11r. What action must be taken to meet the requirement?

A. Under Protected Management Frames, set the PMF option to Required.
B. Enable CCKM under Authentication Key Management.

C. Set the Fast Transition option and the WPA gtk-randomize State to disable.

D. Set the Fast Transition option to Enable and enable FT 802.1X under Authentication Key Management.

Answer: D
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NEW QUESTION 275
- (Exam Topic 4)

SIP-based Call Admission Control must be configured in the Cisco WLC GUI. SIP call-snooping ports are configured. Which two actions must be completed next?

(Choose two.)

A. Set the QoS level to silver or greater for voice traffic.

B. Set the QoS level to platinum for voice traffic.

C. Enable Media Session Snooping on re WLAN.

D. Enable traffic shaping for the LAN interlace of the WLC.

E. Configure two different QoS rotes tor data and voice traffic.

Answer: DE

NEW QUESTION 276
- (Exam Topic 4)

Drag and drop the characteristics of transport layer protocols from the left onto the corresponding protocols on the right.

TCP
guarantees packet delivery
uses @ 32-bit sequence number
ideal for voice traffic
provides support for retransmission of lost packets Hoe

offers minimal overhead within a packet

requires less computer resources

A. Mastered
B. Not Mastered

Answer: A

Explanation:

guarantees packet delrvery

uses a 32-bit sequence number

| ideal for voice traffic

I offers minimal overhead within a packet |!

— EEatl r—a —_— — —— — o —a — —_— e — — -

requires less computer resources .

e ]

NEW QUESTION 280
- (Exam Topic 4)

I'_______________'-I

TCP

provices support for retransmission of lost packets ]

guarantees packet delivery

uses a 32-bit sequence number

ideal for voice traffic

requires less computer resources

offers minimal overhead within a packet

Which two HTTP methods are suitable for actions performed by REST-based APIs? (Choose two.)

A. REMOVE
B. REDIRECT
C. OPOST

D. GET

E. UPOP

Answer: CD

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEF’EShﬂI‘Ed https://www.certshared.com/exam/200-301/ (760 Q&AS)

NEW QUESTION 283

- (Exam Topic 4)

switchport tIlhecuvepeusevews vy |
switchport mode trunk

switchport trunk allowed vlan 100,200,300
channel~-group 1 mode active

SWlf#ishow run interface fastEthernet 0/2
switchport trunk encapsulation dotlqg
switchport mode trunk

switchport trunk allowed vlan 100,200
channel-group 1 mode active

SW2#show run interface fastEthernet 0/1
switchport trunk encapsulation dotlqg
switchport mode trunk

switchport trunk allowed vlan 100,200,300
channel-group 1 mode active

SW2#show run interface fastEthernet 0/2
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk allowed vlan 100,200,300
channel-group 1 mode active

Refer to the exhibit. An engineer is building a new Layer 2 LACP EtherChannel between SW1 and SW2. and they executed the given show commands to verify
the work Which additional task must be performed so that the switches successfully bundle the second member in the LACP port-channel?

A. Configure the switchport trunk allowed vlan 300 command on SW1 port-channel 1

B. Configure the switchport trunk allowed vlan 300 command on interface Fa0/2 on SW1.

C. Configure the switchport trunk allowtd vlan add 300 command on interface FaO 2 on SW2.
D. Configure the switchport trunk allowtd vlian add 300 command on SW1 port-channel 1

Answer: B
NEW QUESTION 286

- (Exam Topic 4)
Refer to the exhibit.

MacOs$ ifconfig

end: flage=8863<UP, BROADCAST, SMART  RUNNING , SIMPLEX ,MULTICAST> mtu 1500
options=400<CHANNEL 10>
ather f£0:18:98:64:60:32
ineté fe80::492:c09f:37ctf:8ciévanl prefixlen 64 secured scopeid Oxé
inet 10.8.138,.14 netmask OxffffeQ00 broadcast 10.8.13% 233
ndé options=201<PFERFORMNUD,CAD>
madia: autosalact
SCATUS: ACtive

A network engineer must provide configured IP addressing details to investigate a firewall rule Issue. Which subnet and mask Identify what is configured on the

en0 interface?

A.10.8.0.0/16
B. 10.8.64.0/18
C. 10.8.128.0/19
D. 10.8.138.0/24

Answer: D

NEW QUESTION 289
- (Exam Topic 4)

An engineer is configuring switch SW1 to act an NTP server when all upstream NTP server connectivity fails. Which configuration must be used?

A)

SW1#Z config t

BW1(config¥ntp peer 192.168.1.1

SV 1 {config)#ntp access-group peer accesslisti

B)

SWi# config t
SW1(configisntp master
SWi{configzntp server 192 168.1.1

C)
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SW1# config t
SV {configé#ntp server 192.168.1.1
SWH{config #ntp access-group server accesslisti

D)

SWi# configt

SW1{config#ntp backup
SW1{configl&ntp server 192.168.1.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 290
- (Exam Topic 4)
What is the primary purpose of private address space?

A. conserve globally unique address space

B. simplify the addressing in the network

C. limit the number of nodes reachable via the Internet
D. reduce network complexity

Answer: A

NEW QUESTION 291
- (Exam Topic 4)
What is used as a solution for protecting an individual network endpoint from attack?

A. Router

B. Wireless controller
C. Anti software

D. Cisco DNA Center

Answer: C

NEW QUESTION 294
- (Exam Topic 4)

When a WPA2-PSK WLAN is configured in the Wireless LAN Controller, what is the minimum number of characters that is required in ASCII format?

2

.6
.8
.1
.18

o0 w>

Answer: B

NEW QUESTION 297
- (Exam Topic 4)
What is a benefit for external users who consume public cloud resources?

A. implemented over a dedicated WAN

B. located in the same data center as the users
C. all hosted on physical servers

D. accessed over the Internet

Answer: D

NEW QUESTION 299
- (Exam Topic 4)
How do TCP and UDP fit into a query-response model?

A. TCP establishes a connection prior to sending data, and UDP sends immediately.
B. TCP uses error detection for packets, and UDP uses error recovery.

C. TCP avoids using sequencing, and UDP avoids using acknowledgments.

D. TCP encourages out-of-order packet delivery, and UDP prevents re-ordering.

Answer: A

NEW QUESTION 303
- (Exam Topic 4)
Refer to the exhibit.
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Loopback0: §

10.73.65.64/30

10.10.1.14/32 Fa0/0

Fal/o

Loopback0:
10.10.1.86/32

All interfaces are configured with duplex auto and ip ospf network broadcast. Which configuration allows routers R14 and R86 to form an OSPFv2 adjacency and

act as a central point for exchanging OSPF information between routers?

R14#

interface FastEthernet0/0

ip address 10.73.65.65 255.255.255.252
ip ospf priority 0

ip mtu 1500

router ospf 10

router-id 10.10.1.14

network 10.10.1.14 0.0.0.0 area 0
network 10.73.65.64 0.0.0.3 area 0
R86#

interface FastEthernet0/0

ip address 10.73.65.66 255.255.255.252
ip mtu 1500

router ospf 10

router-id 10.10.1.86

network 10.10.1.86 0.0.0.0 area 0
network 10.73.65.64 0.0.0.3 area 0

R14#
interface Loopback0
ip ospf 10 area 0

interface FastEthernet0/0

ip address 10.73.65.65 255.255.255.252
ip ospf priority 255

ip ospf 10 area 0

ip mtu 1500

router ospf 10
router-id 10.10.1.14

R86#
interface Loopback0
ip ospf 10 area 0

interface FastEthernet0/0

ip address 10.73.65.66 255.255.255.252
ip ospf 10 area 0

ip mtu 1500

router ospf 10
router-id 10.10.1.86
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R14#

interface FastEthernet0/0

ip address 10.73.65.65 255.255.255.252
ip ospf priority 255

ip mtu 1500

router ospf 10

router-id 10.10.1.14

network 10.10.1.14 0.0.0.0 area 0
network 10.73.65.64 0.0.0.3 area 0
R86#

interface FastEthernet0/0

ip address 10.73.65.66 255.255,255.252
ip mtu 1400

router ospf 10

router-id 10.10.1.86

network 10.10.1.86 0.0.0.0 area 0
network 10.73.65.64 0.0.0.3 area 0

R14#
interface Loopback(
ip ospf 10 area 0

interface FastEthernet0/0

ip address 10.73.65.65 255.255.255.252
ip ospf 10 area 0

ip mtu 1500

router ospf 10

ip ospf priority 255
router-id 10.10.1.14
R86#

interface Loopback0
ip ospf 10 area 0

interface FastEthernet0/0

ip address 10.73.65.66 255.255,255,252
ip ospf 10 area 0

ip mtu 1500

router ospf 10
router-id 10.10.1.86

A. Option A
B. Option B
C. Option C
D. option D

Answer: B

NEW QUESTION 305
- (Exam Topic 4)

Which syslog severity level is considered the most severe and results in the system being considered unusable?

A. Alert

B. Error

C. Emergency
D. Critical

Answer: C

NEW QUESTION 307
- (Exam Topic 4)
Refer to the exhibit.

Entry #

1 192.168.10.0 255.255.254.0

2 192.168.10.0 255.255.255.192
3 192.168.10.0 255.255.0.0

4 192.168.10.0 255.255.224.0
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Which entry is the longest prefix match for host IP address 192.168.10.5?

oowp
D WDNPEF

Answer: B

NEW QUESTION 312
- (Exam Topic 4)
Refer to the exhibit.

Switch2# show lldp
Global LLDP Information
Status: ACTIVE
LLDP advertisements are sent every 30 seconds
LLDP hold time advertised is 120 seconds
LLDP interface reinitialization delay is 2 seconds

A network engineer must update the configuring on switch2 so that it sends LLDP packets.
A)

Switch2(config#lldp timer 1

Switch2(config#lldp tlv-select 3

B)

Switch2(config)#lldp timer 1
Switch2(config)#lldp holdtime 3

C)
Switch2(config)#lldp timer 60
Switch2(config#lldp holdtime 180

D)

) Switch2(config)#lldp timer 60
Switch2(config)#lldp tlv-select 180

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 314
- (Exam Topic 4)
Which component controls and distributes physical resources for each virtual machine?

A.OS

B. hypervisor
C.CPU

D. physical enclosure

Answer: B

NEW QUESTION 316

- (Exam Topic 4)

The address block 192 168 32 0/24 must be subnetted into smaller networks The engineer must meet these requirements
» Create 8 new subnets

» Each subnet must accommodate 30 hosts

« Interface VLAN 10 must use the last usable IP in the first new subnet
* A Layer 3 interface is used

Which configuration must be applied to the interface?

A)

no switchport mode access

ip address 192.168.32.62 255.255.255.240

B)

switchport

ip address 192.168.32 65 255.255.255.240

C)

no switchport mode trunk

ip address 192.168.32.97 253.253.253.224

D)

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/200-301/ (760 Q&AS)

no switchport
ip address 192.168.32.30 255.255.255.224

A. Option A
B. Option B
C. Option C
D. Option D
Answer: D
NEW QUESTION 319

- (Exam Topic 4)
Refer to the exhibit.

Current Neighbor Relationship

Neighbor ID Pri State Dead Time Address Interface

Desired Neighbor Relationship

Neighbor ID Pri State Dead Time Address Interface
192.168.1.1 0 FULL/ -  00:00:31 192.168.1.1 GigabitEthernet0/0

192.168.1.1 1 FULL/DR 00:00:33 192.168.1.1  GigabitEthernet0/0

How must OSPF be configured on the GigabitEthernet0/0 interface of the neighbor device to achieve.

A)
Router(config)#interface GigabitEthernet 0/0
Router(config-if)/#ip ospf pruibj 1

B)

Router(config)#interface GigabitEthernet 0/0
Router(config-if)#ip ospf 1 area 2

C)

Router(config)#interface GigabitEthernet 0/0
Router(config-ifj#ip ospf cost 5

D)

Router(config)#interface GigabitEthernet 0/0
Router(config-if#ip ospf network point-to-point

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 321

- (Exam Topic 4)
How does authentication differ from authorization?

A. Authentication verifies the identity of a person accessing a network, and authorization determines what resource a user can access.
B. Authentication is used to record what resource a user accesses, and authorization is used to determine what resources a user can access
C. Authentication is used to determine what resources a user is allowed to access, and authorization is used to track what equipment is allowed access to the

network

D. Authentication is used to verify a person's identity, and authorization is used to create syslog messages for logins.

Answer: A

NEW QUESTION 322
- (Exam Topic 4)

Drag and drop the REST API call method for HTTP from the left onto the action they perform on the right.
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DELETE creates a resource on the server
GET | reads data from the server
| J
POST removes a resource from the server
' PUT updates an entry in the database
PATCH
A. Mastered
B. Not Mastered
Answer: A
Explanation:
l 1 1
. DELETE : | POST
1 |
e oy e o
| GET | GET
e T I I
e e o e e e L
| POST L 1 DELETE
e |
el e T e e e -1 | 1
l PUT . PUT .'
| | | |
_____________________ ww““—“—d
____________________ .
:[ PATCH |
I |
NEW QUESTION 324
- (Exam Topic 4)
Refer to the exhibit.
S5ID
Status
Security Polickes [WPAZ][Auwth{BD2.1X)]
[Maodifications done under security 1B will appear after applying the changes. )
Radio Palicy

Interface/Trterface Group(G)
Multicast Vian Feature
Broadcast 551D

NAS-ID

A Cisco engineer creates a new WLAN called lantest. Which two actions must be performed so that only high-speed 2.4-Ghz clients connect? (Choose two.)

A. Enable the Broadcast SSID option

B. Enable the Status option.

C. Set the Radio Policy option to 802 11g Only.
D. Set the Radio Policy option to 802.11a Only.
E. Set the Interface/Interface Group(G) to an interface other than guest

Answer: AB

NEW QUESTION 328

- (Exam Topic 4)

Which properly is shared by 10GBase-SR and 10GBase-LR interfaces?
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A. Both require fiber cable media for transmission.
B. Both require UTP cable media for transmission.
C. Both use the single-mode fiber type.

D. Both use the multimode fiber type.

Answer: A
NEW QUESTION 330

- (Exam Topic 4)
Refer to the exhibit.

- General Security | QoS | Policy-Mapping | Advanced '|

Layer 2 | Layer3 '| AAA Servers

Layer 2 Security & | WPA+WPA2 v
MAC Filtering2

Fast Transition

Fast Transition
Protected Management Frame

PMF Required v

WPA+WPA2 Parameters

WPA Policy

WPAZ Policy

WPA2 Encryption AES TKIP
OSEN Policy

Authentication Key Management 8

BO2.1X Enable

CCKM Enable

PSK Enable

FT B02.1X Enable

FT PSK Enable

PSK Format ASCIl ¥

':'u;PA gtk-randomize State Disable ¥

The network engineer is configuring a new WLAN and is told to use a setup password for authentication instead of the RADIUS servers. Which additional set of

tasks must the engineer perform to complete the configuration?

A. Disable PMF Enable PSK Enable 802.1x

B. Select WPA Policy Enable CCKM Enable PSK

C. Select WPA Policy Select WPA2 Policy Enable FT PSK
D. Select WPA2 Policy Disable PMF Enable PSK

Answer: D

NEW QUESTION 334
- (Exam Topic 4)
What is a purpose of traffic shaping?

A. It enables dynamic flow identification.
B. It enables policy-based routing.

C. It provides best-effort service.

D. It limits bandwidth usage.

Answer: A

NEW QUESTION 335
- (Exam Topic 4)
Refer to the exhibit.
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intarface g2/0/0
channal-group 1 mode active
interface g4/0/0
channel-group 1 mode active
intarface Port-channell
ip address 203.0.113.65 235.255.255.2352

ALINEPROTO-5-UFDOWN: Line protecel on Interface Port-channell, changed state to down

An engineer is configuring a Layer 3 port-channel interface with LACP. The configuration on the first device is complete, and it is verified that both interfaces have
registered the neighbor device in the CDP table. Which task on the neighbor device enables the new port channel to come up without negotiating the channel?

A. Change the EtherChannel mode on the neighboring interfaces to auto.

B. Configure the IP address of the neighboring device.

C. Bring up the neighboring interfaces using the no shutdown command.

D. Modify the static EtherChannel configuration of the device to passive mode.

Answer: D

NEW QUESTION 336
- (Exam Topic 4)
What differentiates device management enabled by cisco DNA center from traditional campus device management?

A. CLl-oriented device

B. device-by-device hands-on
C. centralized

D. per-device

Answer: C
NEW QUESTION 341

- (Exam Topic 4)
Refer to the exhibit.

R1# show ip routa
Codas: C - connacted, § - statie, I - IGRP, R - RIP, M - mabile, B - BGP
D - EICRP, EX - EIGRF external, © - OSPF, IA - OSPF inter area
Nl - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF extamal typa 1, E2 - OSPF extarmal type 2, E - EGP
i I5-1I8, L1 - I8-1I8 lewel-1, L2 I5-1I58 lewml-2, * - candidate
default
U - par-usar static routa, o - ODR
Cateway of last resort is not set
C 10.0.0.0/8 is directly connected, Loopback(
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.0,1,3/32 [110/100] wia 10.0.1.100, 00:39:08, Seriald
10.0.1.0/24 is directly connacted, Seriall
10.0.1.5/32 [110/5] via 10.0.1.50, 00:39:08, Gigabit Ethernet 0/0
10.0.1.4/32 [110/10] via 10.0.1.4, 00:39:08, Gigabit Ethernet 0/0

2000

What does route 10.0.1.3/32 represent in the routing table?

A. the 10.0.0.0 network

B. a single destination address
C. the source 10.0.1.100

D. all hosts in the 10.0.1.0 subnet

Answer: A

NEW QUESTION 346
- (Exam Topic 4)
Refer to the exhibit.
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192.168 .25 0/24

New Office
172.25.25 0/24

: Gig0/1 Gig0/2
e o

192.168.2.0/30

A network engineer is updating the configuration on router R1 to connect a new branch office to the company network R2 has been configured correctly. Which
command must the engineer configure so that devices at the new site communicate with the main office?

A. ip route 172.25.25 0 255 255 255.0 192.168.2.1
B. ip route 172.25.25 1 255 255 255 255 g0/1
C. ip route 172.25.25.0.255.255.255.0.192.168.2.2

Answer: C

NEW QUESTION 351
- (Exam Topic 4)
Which enhancement is implemented in WPA3?

A. applies 802.1x authentication

B. usesTKIP

C. employs PKI to identify access points
D. protects against brute force attacks

Answer: D

NEW QUESTION 352
- (Exam Topic 4)
Which command implies the use of SNMPv3?

A. snmp-server host

B. snmp-server community
C. snmp-server enable traps
D. snmp-server user

Answer: B

NEW QUESTION 356
- (Exam Topic 4)
Refer to the exhibit.

{

“SW1” : [“"Ten-GigabitEthernet0/0”, "“Ten-GigabitEthernet0/17],
“SW2" [“Ten-GigabitEthernet0/0”, “Ten-GigabitEthernet0/1”],
neEwWar [“Ten-GigabitEthernet(0/0”, “Ten-GigabitEthernet(0/1”],
“SwWa [“Ten-GigabitEthernet0/0”, “Ten-GlgabitEthernet(/1")

}

How many JSON objects are presented?

oowp
AR WDNPEP

Answer: D

NEW QUESTION 359
- (Exam Topic 4)
What is a reason to configure a trunk port that connects to a WLC distribution port?

A. Eliminate redundancy with a link failure in the data path.
B. Allow multiple VLAN to be used in the data path.
C. Provide redundancy if there is a link failure for out-of-band management.
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D. Permit multiple VLANS to provide out-of-band management.

Answer: D

NEW QUESTION 361

- (Exam Topic 4)

Refer to the exhibit. A multivendor network exists and the company is implementing VolP over the network for the first time.
A)

SW1(config#no cdp enable

SW1(config#interface gigabitethernet1/0/1

SWi1(canfig-if #cdp run

B)

SW1(config)#lidp enable
SWi1(config#interface gigabitethernet1/0/1
SWi1(config-if #lidp run

C)

SWi1(config)#lldp run
SWi1(config)#interface gigabitethernet1/0/1
SW1(config-if)#lldp enable

D)
SW1(config#no cdp run

SWi1(config)#interface gigabitethernet1/0/1

SWi1(config-if #lidp transmit
SW rrnfinLifEZlildn raraiva

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 364
- (Exam Topic 4)
Refer to the exhibit.

Lo L
- L -

1 1
OSPF FOI0 FO/1 |

Area 1

1
!

1.1.1.1
R1
Rl1Nshow ip route
1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

0O 1A 1.1.1.0/24 [110/3] wia 12.1.1.2, 00:00:25%, FastEthernat0/0
C 24.1.1.0/30 is directly connected, FastEthernet?/0

C 34.1.1.0/30 is directly connected, FastEthernet3/0

s 1.1.1.3732 [(1/0] wia 14.1.1.2

Which two values does router R1 use to determine the best path to reach destinations in network 1,0.0.0/8? (Choose two.)

A. longest prefix match

B. highest administrative distance
C. highest metric

D. lowest metric

E. lowest cost to reach the next hop

Answer: AD

NEW QUESTION 366
- (Exam Topic 4)
What provides connection redundancy increased bandwidth and load sharing between a wireless LAN controller and a Layer 2 switch?

A. VLAN trunking

B. tunneling

C. first hop redundancy
D. link aggregation

Answer: D

NEW QUESTION 368
- (Exam Topic 4)
Which IPv6 address range is suitable for anycast addresses for distributed services such DHCP or DNS?
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A. FF00:1/12

B. 2001:db8:0234:ca3e::1/128

C. 2002:db84:3f37:ca98:be05:8/64
D. FE80::1/10

Answer: A
NEW QUESTION 369

- (Exam Topic 4)
Refer to the exhibit.

access-list 10 permit 10.0.0.0 0.0.0.255
interface Serial0

ip access-list 10 in

A network administrator must permit traffic from the 10.10.0.0/24 subnet to the WAN on interlace Serial0. What is the effect of the configuration as the
administrator applies the command?

A. The permit command fails and returns an error code.

B. The router accepts all incoming traffic to Serial0 with the last octet of the source IP set to 0.
C. The sourced traffic from IP range 10.0.0.0 -10.0.0.255 is allowed on Serial0.

D. The router fails to apply the access list to the interface.

Answer: C
NEW QUESTION 373

- (Exam Topic 4)
Refer to the exhibit.

172.16.0.024

- 10005
h;?;‘ 10.00.024 iy !-I 10.0.0.8

L

I- 10.0.0.12

A network engineer must configure R1 so that it sends all packets destined to the 10.0.0.0/24 network to R3, and all packets destined to PCI to R2. Which
configuration must the engineer implement?
A)
‘R1iconfigl#ip route 10.0.0.00 255.255.255.0 172.16.0.2
R1(config¥ip route 10.0.0.5 255355 255 355 192 165.0.2

192.168.0.0/24

B)

R jcanficitip route 10,0,0.0 255.255.0.0 172.16.0.2
Rijconfig@ip route 10.0.0.5 255.255.255.255 192.168.0.2

C)

Rifconfiai#ip route 10.0.0.0 255.255.25%.0 192.168.0.2
R1(config#ip route 10.0.0.% 235.2535.255.233 172.16.0.2
D)

Rifcanhgi#ip route 10,0,0.0 255.255.0.0 192,168.0.2
R1iconfigi#ip route 10.0.0.0 255255 2550 172.16.002

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 377
- (Exam Topic 4)
A client experiences slow throughput from a server that is directly connected to the core switch in a data center. A network engineer finds minimal latency on

connections to the server, but data transfers are unreliable, and the output of the show Interfaces counters errors command shows a high FCS-Err count on the
interface that is connected to the server. What is the cause of the throughput issue?
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A. high bandwidth usage
B. a physical cable fault
C. a speed mismatch

D. a cable that is too long

Answer: B
NEW QUESTION 379

- (Exam Topic 4)
Refer to the exhibit.

Fi1

intarface GigabltEtharnatd/S/1l
ip addresas 152.168.12.1 255.235.255.128
no shutdown

router ospf 1
neatwork 192.168.12.1 0.0.0.0 area 1

A2

interface GigabitEthernetd/1
ip address 192 168_1F.2 255 255, 255.128
ne shutdewn

A network engineer started to configure two directly-connected routers as shown. Which command sequence must the engineer configure on R2 so that the two
routers become OSPF neighbors?
A)
router ospf 1
metwork 192,168.12.1 0.0.0.0 area 1

B)
interface GigabitEthernetdi
ip ospf 1 area 1

©)
interface GigahitEthernetd/M
ipospfiarea0

D)
router ospf 1
network 192.168.12.0 0.0.0.127 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 384
- (Exam Topic 4)
Which REST method updates an object in the Cisco DNA Center Intent API?

A. CHANGE
B. UPDATE
C. POST

D. PUT

Answer: D

Explanation:

PUT is most-often utilized for **update** capabilities, PUT-ing to a known resource URI with the request body containing the newly-updated representation of the
original resource.However, PUT can also be used to create a resource in the case where the resource ID is chosen by the client instead of by the server. In other
words, if the PUT is to a URI that contains the value of a non-existent resource ID. Again, the request body contains a resource representation. Many feel this is
convoluted and confusing. Consequently, this method of creation should be used sparingly, if at all. Alternatively, use POST to create new resources and provide
the client-defined ID in the body representation—presumably to a URI that doesn’t include the ID of the resource (see POST below).On successful update, return
200 (or 204 if not returning any content in the body) from a PUT. If using PUT for create, return HTTP status 201 on successful creation. A body in the response is
optional—providing one consumes more bandwidth. It is not necessary to return a link via a Location header in the creation case since the client already set the
resource ID.PUT is not a safe operation, in that it modifies (or creates) state on the server, but it is idempotent. In other words, if you create or update a resource
using PUT and then make that same call again, the resource is still there and still has the same state as it did with the first call.If, for instance, calling PUT on a
resource increments a counter within the resource, the call is no longer idempotent. Sometimes that happens and it may be enough to document that the call is not
idempotent. However, it's recommended to keep PUT requests idempotent. It is strongly recommended to use POST for non-idempotent requests.Examples:
https://www.restapitutorial.com/lessons/httpmethods.html

NEW QUESTION 389
- (Exam Topic 4)
Refer to the exhibit.

"Routers”:["R1~-,"R2","R3"),
Switches™ : ["SW1", "5W2","3W3"]
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What is represented by "R1" and "SW1" within the JSON output?

A. key
B. array
C. value
D. object

Answer: C

NEW QUESTION 390
- (Exam Topic 4)

Cat®I00-10 show interface gl/O0/1 switchpart
Bams: GiLl179/1

Switchport Esabled

AMBiALStrative Mods Lrunk

Oparational Meds Trunk

Aministrative Trunking Encapecisation dotlq
Oparstional Trusaing Encapsulatios dotlyq
Magotiatisn of Trumking: On

Accsss Mode VIAN 1 (delault)

Trunking Native MNode VLAN 31 ViANS121)
ABinistrative Native VLILAN tagglng enabled
Trunking VLANS Enables: 100 200, 3090

Fruning ViANs Enabled J-L10010

Refer to the exhibit.

A network administrator configures an interface on a new switch so that it connects to interface Gil/0/1 on switch Cat9300-1. Which configuration must be applied
to the new interface?

A)

switchpont mode trunk

switchporn trunk native vian 321
switchport trunk allowed vian 100,200, 300

B)

switchpor! trunk encapsulation dotlqg
switchpori trunk native vian 321
switchpor trunk allowed vian 100-300

C)

switchport mode dynamic desirable
switchport trunk native vian 321
switchport trunk allowed vian 100 200 300

D)

switchport nonegotiate
switchport access vian 321
switchport trunk allowed vian except 2-1001

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 391
- (Exam Topic 4)
When an access point is seeking to join wireless LAN controller, which message is sent to the AP- Manager interface?

A. Discovery response
B. DHCP request

C. DHCP discover

D. Discovery request

Answer: D

NEW QUESTION 393

- (Exam Topic 4)

A router has two static routes to the same destination network under the same OSPF process. How does the router forward packets to the destination if the next-
hop devices are different?

A. The router chooses the route with the oldest age.

B. The router load-balances traffic over all routes to the destination.
C. The router chooses the next hop with the lowest MAC address.
D. The router chooses the next hop with the lowest IP address.
Answer: B

NEW QUESTION 397
- (Exam Topic 4)
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Which cable type must be used to interconnect one switch using 1000 BASE-SX GBiC modules and another switch using 1000 BASE-SX SFP modules?

A.LCto SC
B.SCtST

C.SCto SC
D.LCto LC

Answer: D
NEW QUESTION 398

- (Exam Topic 4)
Refer to the exhibit.

router# show 1p route

D 172.18.32.0/26 [90/25789217] via 10.1.1.1

R 172. 13320"1[1"0 4] via 10.1.1.2

O 172.18.32.0/19[110/229840] via 10.1.1.3

C 172.18.32.32/32 15 directly connected. Loopback0

C 172.18.32.36/30 1s {qut]}' connected. GigabitEthemet0/0
L 172.18.32.37/32 1s directly connected, GigabitEthemet(0/0

A packet sourced from 172.18.33.2 is destined for 172.18.32.38. Where does the router forward the packet?

A. GigabitEthernet0/0
B. Loopback0
C.10.1.1.1
D.10.1.1.3

Answer: B

NEW QUESTION 401
- (Exam Topic 4)

Native vian 10

10.10.2.1/23

Rl#show run

Building configuration...

'

interface GigabitEthernet0/0.2
encapsulation dotlQ 2

ip address 10.10.10.10 255.255.255.0
!

end
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A)

interface GigabitEthernet0/0
ip address 10.10.2.10 255.255.252.0

B)

interface GigabitEthernet0/0.3
encapsulation dot1Q 10
ip address 10.10.2.10 255.255.255.252

C)

interface GigabitEthernet0/0.10
encapsulation dot1Q 3
ip address 10.10.2.10 255.255.254.0

D)

interface GigabitEthernet0/0.3
encapsulation dot1Q 3 native
ip address 10.10.2.10 255.255.252.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 403
- (Exam Topic 4)
What is the collapsed layer in collapsed core architectures?

A. core and WAN

B. access and WAN

C. distribution and access
D. core and distribution

Answer: D
NEW QUESTION 407

- (Exam Topic 4)
Refer to the exhibit.

R1# show ip route
Codas: L - local, C - connacted, 5 - static, R - RIF, N - mobile, B - BGP
D - EIGRFP, EX - EIGRF extarnal, O - OSFF, IA - OSFF inter area
Nl = O3FF N33k external type 1, N2 - OSFF NESA external type 2
El - OSFF extarnal type 1, E2 - OSPF extarnal type 2, E - EGP
i = I5-1I8, L1 = I5-15 level-1, LI - I§-15 level-2, ia = I5-15 inter area
* - candidats adafault, U - par-user staAtic routa, o - ODR
P - paricdic downloaded static routs

Gateway of last resort is not set

10.0.9.0/24 is subnatted, 3 subnats
D 10.1.2.0/24 [90/2170112] via 10,165.20.226, 00:01:30, Seriald/O
D 10.1.3.0/24 [9%0/2170112) via 10.1865.20.226, 00:01:30, Seriald/o
D 10.1.2.0/23% [90/2170212) wia 10.165.20.126, CO:01:30, Seriald/0
D 10.1.3.0/25 [90/21700102) wia 10.16353.20,146, CO:01:30, Seriald/s/O
4] 10.1.4.0/25% [90/2170112] wia 10,165.20,.15%6, 00:01:30, Seriald/0
192.168.1.0/24 is variably subnatcted, 2 subnats, 2 masks
c 192 18.10.0/24 18 directly connected, GigabltEthernetl/0

192 . 168.21.0/24 1im variably subnetted, 2 subnets, 2 masks
L H 192.168.11.0/24 is directly connected, GigabitEtharnetl/1
10.163.20.0/24 is variably subnetted, 2 subnets, I masks
10.163.20.224/24 is directly connected, Seriall/0
- 10.1.2.112/28 [1/0) vis 10.16%.20.166

N

What is the next hop for traffic entering R1 with a destination of 10.1.2 1267
A. 10.165 20.126
B. 10.165.20.146
C. 10.165.20.166
D. 10.165 20.226

Answer: D
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NEW QUESTION 412
- (Exam Topic 4)
Refer to the exhibit.

General | Security | QoS  Policy-Mapping  Advanced

Allow AAA ODvemide Enabled DHCP
Coverage Hole Detection Enabled DHCP Server € Override

Enable Session Timeout o 1800

Session Timeout (secs) 0.0.0.0
Alronet |E Enabiled DHCP Server 1P Addr
DHCP Addr. ment Req.
Diagnostic Channel 48 Enabled o ANVRY equired
: H F P jon (MFP
Ovemide Interface ACL  1Pvd  None [ 6 None [ T I
Layerd Acl None [
2 - MFP Client Protection 4 Optional g
URL ACL None [
_ DTIM Period (In beacon intervals)
P2P Blocking Action Disabled %]

Timeout Vatue (secs) 802.11b/g/n (1 - 255) 1

Maximum Allowed Clients 0

8 NAC
Static [P Tunneling 44 Enabied NAC State  None v
Wi-Fi Direct Clients Policy  Disabled V] Load Balancing and Band Select
Maximum "_'lh""'m Clients 200 Client Load Balancing
Per AP Radio

Client Band Select

The P2P blocking action option is disabled on the WLC.

A. Enable the Static IP Tunneling option.

B. Disable the Coverage Hole Detection option.

C. Check the DHCP Add

D. Assignment check box.

E. Set the P2P Blocking Action option to Forward-UpStream.

Answer: A

NEW QUESTION 416
- (Exam Topic 4)
Why would VRRP be implemented when configuring a new subnet in a multivendor environment?

A. when a gateway protocol is required that support more than two Cisco devices for redundancy

B. to enable normal operations to continue after a member failure without requiring a change In a host ARP cache
C. to ensure that the spanning-tree forwarding path to the gateway is loop-free

D. to interoperate normally with all vendors and provide additional security features for Cisco devices

Answer: A

NEW QUESTION 419

- (Exam Topic 4)

What is the purpose of the Cisco DNA Center controller?

A. to secure physical access to a data center

B. to scan a network and generate a Layer 2 network diagram
C. to securely manage and deploy network devices

D. to provide Layer 3 services to autonomous access points
Answer: C

NEW QUESTION 420
- (Exam Topic 4)
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Vian 100

Vian 105

A)

Switch(config-if #switchport mode dynamic
Switchiconfig-if #switchport access vian 100,105
Switch(config-if #switchport trunk native vlian 1

B)

Switchiconfig-ifi#switchport mode access
Switch(config-if #switchport trunk encapsulation dotiq
Switch({config-if #switchport access vian 100,105
Switchi{config-if #switchport trunk native vlan 3

C)

Switch(config-if #switchport mode trunk

Switchi{config-if #switchport trunk encapsulation Isl
Switch(config-if #switchport trunk allowed vian 100,105
Switch(config-if switchport trunk native vian 1

D)

Switch(config-if #switchport mode trunk

Switch(config-if switchport trunk encapsulation dotiq
Switchiconfig-if j#switchport trunk allowed vian 100,105
Switchi{config-if #switchport trunk native vian 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 422
- (Exam Topic 4)

Refer to the exhibit.
Last clearing of "show interface" counters never

gueunaing strateqy: random early detection(RED)

Output gueus 040 (size/max)

5 minute input rate 1000 bits/sec, 2 packets/sec

5 minute cutput rate 0 bits/sec, 0 packets/sec
TE58065 packets input, THITEH942 bytes, 1 no buffer
Received B280963 broadcasts, 0 ruants, 0 giants, 1 throttles
15 input errors, 14278 CRC, 0 frame, 0 owverrun, 3 ignored
0 input packets with dribble condition detectad
798092 packets ocutput, 50280266 bytes, 0 underruns
0 eutput errors, 15000 collisions, 0 interface resets
0 babbles, 0 late collision, 179 deferred
0 lost carrier, 0 no carrier
0 eutput buffer failures, 0 cutput buffers swapped out

Input queue: 1/75/1/0 (size/max/drops/flushes); Total output drops: 0

An administrator received a call from a branch office regarding poor application performance hosted at the headquarters. Ethernet 1 is connected between Routerl

and the LAN switch. What identifies the issue?
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A. The QoS policy is dropping traffic.

B. There is a duplex mismatch.

C. The link is over utilized.

D. The MTU is not set to the default value.

Answer: C
NEW QUESTION 427

- (Exam Topic 4)
Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Multicast

cannot be used as 3 source address

sends packets to a group address rather than a single address

Link-Local Address

confined to a single link

required on all IPve devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 428
- (Exam Topic 4)
What is a function of an endpoint?

A. It is used directly by an individual user to access network services

B. It passes unicast communication between hosts in a network

C. It transmits broadcast traffic between devices in the same VLAN

D. It provides security between trusted and untrusted sections of the network.

Answer: A

NEW QUESTION 433
- (Exam Topic 4)

Which two VPN technologies are recommended by Cisco for multiple branch offices and large-scale deployments? (Choose two.)

A. site-to-site VPN

B. IDMVPN

C. IGETVPN

D. IPsec remote access
E. clientless VPN

Answer: BE

NEW QUESTION 436
- (Exam Topic 4)

172.16.5.0/24

10.10.10.0/24

Refer to the exhibit. The router R1 is in the process of being configured. Routers R2 and R3 are configured correctly for the new environment. Which two

commands must be configured on R1 for PC1 to communicate to all PCs on the 10.10.10.0/24 network? (Choose two.)
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A. ip route 10.10.10.0 255.255.255.0 192.168.2.3

B. ip route 10.10.10.10 255.255.255.255 192.168.2.2
C. ip route 10.10.10.10 255.255.255.255 g0/1

D. ip route 10.10.10.8 255.255.255.248 g0/1

E. ip route 10.10.10.0 255.255.255.248 192.168.2.2

Answer: AE
NEW QUESTION 441

- (Exam Topic 4)
Refer to the exhibit.

1113
R3
Lad
OSPF {f b
Area D . .
o
-~ F0O FO/0 —
1114 2H01 For !1112
R4 an o R2
o o
[ (]
[ o} i |
Q3Pr Fool__|Fort
Area 1 I I
1T1.11
R1

Rl#show ip route
1.0.0.0/8 is variably subnetted, ? subnets, ? masks

IA 1.1.1.0/24 [110/3) via 12.1.1.2, 00:00:25%, FastEthernet(/0
24.1.1.0/30 is directly connected, FastEthernet2/0
34.1.1.0/30 is directly connected, FastEthernet3/0
1.1.1.3/32 [1/0] wia 14.1.1.2

Ww oo o

Which two values does router R1 use to identify valid routes for the R3 loopback address 1.1.1.3/32? (Choose two.)

A. lowest cost to teach the next hop
B. highest metric

C. highest administrative distance
D. lowest metric

E. lowest administrative distance

Answer: DE

NEW QUESTION 443
- (Exam Topic 4)
Refer to the exhibit.

Image Server
10.10.13.10/25

Client A
192.168.0.100/24

Rl#show ip routae
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
g% 0.0.0.0/0 [1/0] via 10.10.10.2

R2#show ip route
Gateway of last resort is 10.10.10.1 to network 0.0.0.0
g* 0.0.0.0/0 [1/0] wia 10.10.10.1

The image server and client A are running an application that transfers an extremely high volume of data between the two. An engineer is configuring a dedicated
circuit between R1 and R2. Which set of commands must the engineer apply to the routers so that only traffic between the image server and client A is forces to
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use the new circuit?

A. R1(config)#ip route 10.10.13.10 255.255.255.255 10.10.10.6R2(config)#ip route 192.168.0.100 255.255.255.255 10.10.10.5
B. R1(config)#ip route 10.10.13.10 255.255.255.128 10.10.10.6R2(config)#lp route 192.168.0.100 255.255.255.0 10.10.10.5

C. R1(config)#ip route 10.10.13.10 255.255.255.252 10.10.10.6R2(config)#tp route 192.168.0.100 255.255.255.252 10.10.10.5
D. R1(config)#ip route 10.10.13.10 255.255.255.255 10.10.10.2R2(config)#ip route 192.168.0.100 255.255.255.255 10.10.10.1

Answer: D

NEW QUESTION 445

- (Exam Topic 4)

Which two protocols are used by an administrator for authentication and configuration on access points?

A. Kerberos
B. 802.1Q
C. 802.1x

D. TACACS+

E. RADIUS

Answer: DE

NEW QUESTION 448

- (Exam Topic 4)

An engineer is installing a new wireless printer with a static IP address on the Wi-Fi network. Which feature must be enabled and configured to prevent connection
issues with the printer?

A. client exclusion

B. passive client

C. DHCP address assignment
D. static IP tunneling

Answer: C

NEW QUESTION 453

- (Exam Topic 4)

Drag and drop the QoS terms from the left onto the descriptions on the right.

clais-harsad walghted far qusising

categones packets baswed on the
wallie of & UraimC GesCriphon

guarantess minimum bandwidth to spocific trafic

ER classes when oo interface is conpested
i
congestion ey e o
P ing oukcorme of overutlization
shapig usies defined crRleia to Bt the ransnission

af one of mone Closses of braffic

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

NEW QUESTION 457

- (Exam Topic 4)

Refer to the exhibit.

{

}

wEWLY
o LA
WSW3~
b1~ L

[*Ten=-GigabitEthernetd /0",
[*Ten-GigabitEthernetd /0,
[*Ten-GigabitEthernetd /0~
[*Ten-GigabitEthernat0/0",

“Pan-GigabitEthernet0/f1v],
"Pen-GigabitEthernet0/17],
“Ten-GigabitEthernatd/ 17],
"Pan-Gigabi tEtharnetD/17]

How many JSON objects are represented?

0w >
wN R
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D.4
Answer: D
NEW QUESTION 460

- (Exam Topic 4)
Refer to the exhibit.

When router R1 receives a packet with destination IP address 10.56.0 62. through which interface does it route the packet?

A. Nullo

B. Vlan58
C. Vlan60
D. Vlan59

Answer: B
NEW QUESTION 465

- (Exam Topic 4)
Refer to the exhibit.

A network engineer must configure communication between PC A and the file server. Which commend must be configured on switch A to prevent interruption of

other communications?

192.168.0.10/23

PCA File Server

192.168.

Gi0/3

1.20/23

Vian 10, 11, 12, 13

interface GigabitEthernetl/1
switchport mode trunk

switchport trunk allowed wvlan 10-12
1

interface GigabitEthernet0/4
switchport access vlan 13
switchport mode access

Gi0/1 Gi0/1 e
Switch A Switch B
Switch A Switch B

Vian 10, 11,12, 13

interface GigabitEthernet(/1
switchport mede trunk

1

interface GigabitEthernetl/3
switchport access vlan 13
switchport mode access

A. switch port trunk allowed vlan 12

B. switchport trunk allowed vlan none

C. switchport trunk allowed vlan add 13

D. switch port trunk allowed vlan remove 10-11

Answer: C
NEW QUESTION 467

- (Exam Topic 4)
Refer to the exhibit.

Altanta
Lot
Default Route ~/10 wa S0/0/0

20121126

Se0/00 Trgrt™ Se00
e

Mew.York
Lo?

Se000 §
f IPvé
Washington Configured routers [PvE addresses
Lo3 Allanta

Senal 000 2012.1/126

Loopback?; 20001128
- New York

Senal 00010 201221126

Senal 001 2023 21126

Loopback2 2000 2/128
. Washington

Senal (¥0'0 - 2023 3126

Loopback3. 2000:.3/128

Default route 10 wa SO0

20231126

The loopbackl interface of the Atlanta router must reach the lookback3 interface of the Washington router.

A. ipv6 route 2000::1/128 2012::2
B. ipv6 route 2000::1/128 2012::1
C. ipv6 route 2000:3 123 s0/0/0

D. ipv6 route 2000::3/128 2023::3
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E. ipv6 route 2000::1/128 s0/0/1

Answer: BD

NEW QUESTION 470
- (Exam Topic 4)

Which IP header field is changed by a Cisco device when QoS marking is enabled?

A. Header Checksum
B. Type of service

C. DSCP

D. ECN

Answer: B
NEW QUESTION 472

- (Exam Topic 4)
Refer to the exhibit.

Cat¥E-L# show lldp sniry Cat¥E-2

Local Imtf: @R1/9/21

Chassia fd: 308 BIsY. FEAC

Part id: GL1S9/31

Fort Description: digabitEchernscl o721
Fyatas Hats: CAtFR-J

HanAgameit AdAresSes
IF: 00 .%.100.3

The network administrator must prevent the switch Cat9K-2 IP address from being visible in LLDP without disabling the protocol. Which action must be taken must

be taken to complete the task?

A. Configure the no lldp tlv-select-management-address command globally on Cat9K-2
B. Configure the no lldp transmit command on interface G1/0/21 in Cat9K-1

C. Configure the no lldp receive command on interface G1/0/21 on Cat9K-1

D. Configure the no lldp mac-phy-cfg command globally on Cat9K-2

Answer: A

NEW QUESTION 475
- (Exam Topic 4)

An engineer must configure a core router with a floating static default route to the backup router at 10.200.0.2.

DS

HTTP

RTP

SMTP

TCP

SHMP

Telnet

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 478
- (Exam Topic 4)

“Routers”: [“R1” , WRO , WR37] ,
wSwitches”: [“SW17”, W“SW2”, “SW3"]

Refer to the exhibit. What is represented by “R1” and “SW1” within the JSON output?

A. object
B. value
C. key

D. array

Answer: B

NEW QUESTION 483

- (Exam Topic 4)

What must be considered for a locally switched FlexConnect AP if the VLANSs that are used by the AP and client access are different?
A. The APs must be connected to the switch with multiple links in LAG mode

B. The switch port mode must be set to trunk

C. The native VLAN must match the management VLAN of the AP

D. IEEE 802.10 trunking must be disabled on the switch port.

Answer: C

NEW QUESTION 486

- (Exam Topic 4)
Refer to the exhibit.
Ge0/2 Ge0/2
kaaa Ge0/ Ge0/
Ged/0 . Ge0/0
PC1 U

LACP Port Channel 1

PC1 regularly sends 1800 Mbps of traffic to the server. A network engineer needs to configure the EtherChannel to disable Port Channel 1 between SW1 and SW2
when the Ge0/0 and Ge0/1 ports on SW2 go down. Which configuration must the engineer apply to the switch?

A)

SW2# configure terminal

SW2(config)# interface port-channel 1

SW2(config-if)# lacp port-priority 32000
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B)

SW2# configure terminal
SW2(config)# interface port-channel 1
SW2(config-if)# lacp max-bundle 2

C)

SW2# configure terminal

SW2(config)# lacp system-priority 32000
D)

SW2# configure terminal
SW2(config)# interface port-channel 1
SW2(config-if)# port-channel min-links 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 488
- (Exam Topic 4)

Drag and drop the steps in a standard DNS lookup operation from the left into the order on the right.

An #ndpoint submts § reguest for the 1

P address of a domam name
The DNS recerves a reply from the domain DNS server 2
The DNS responds to the endpoint ]
The DS submits 3 reguest To & root DNS server 4
The DNS submits 4 request to the doman DNS server 5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An endpoint submits 3 request for the
[P address of 5 doman name

L

‘ An endpont submits 3 reguest for the
| IP address of & domain name

Thié DNS receivies 4 reply rom the domden DNS servet ]

Tha DNS submits 3 regusst 1o 3 root DNS sanver ]

.

The DS responds to the sndpont

The DNS submits 3 recuest 10 the doman DNS seves |

NEW QUESTION 491
- (Exam Topic 4)

Which two features introduced in SNMPv2 provides the ability to retrieve large amounts of data in one request

A. Get

B. GetNext
C. Set

D. GetBulk
E. Inform

Answer: AD
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The DNS submits a request 1o the oman DNS server |
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{ The DNS submits 3 request To 2 root DNS server J
|
I

The DNS receives 4 raply from the domam DNS senve: E

The DNS responds to the endpont.
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NEW QUESTION 492
- (Exam Topic 4)
Refer to the exhibit.

Switch A %ﬁﬂﬂ?

Ge0/0/0 1o
Ge0/0/15

Switch B

The EtherChannel is configured with a speed of 1000 and duplex as full on both ends of channel group 1. What is the next step to configure the channel on switch
A to respond to but not initiate LACP communication?

A. interface range gigabitethernet0/0/0-15 channel-group 1 mode on

B. interface range gigabitethernet0/0/0-15 channel-group 1 mode desirable
C. interface port-channel 1 channel-group 1 mode auto

D. interface port-channel 1 channel-group 1 mode passive

Answer: D

NEW QUESTION 494
- (Exam Topic 4)
Refer to the exhibit.

Hadia State . . ;

Connesction- lpm::l.ﬂ.: DHS Eu!l.'l.l:

Deascription . - . &
Controller

Fhyaical Address. ST it &

DHCP Enabled. . . . . . . . . .

Aptoconfiguration E:uh-l-d ;

Wireless LAM adaptar Wi-Fi.
Connection-apecific DNS Suffix
Description . i s

Wirelesa-AC T265

DHCF Enabled.

Link=-local IPvE Address .
IFvd Address. e
Subnat Mask .

Lease Obtained

Default Gateway .

DHCPvE IAID .

DNE Sarvera .
NetBIOS over T:pl.p

Physical Address. . . . . . . .

Autoconfiguration Eru.hl-d ke R

Laase Explres . . . . . . . . .
DHCPF Server . . . . . . . . . .

DBECPvS Clisnt DOID. . . . . . .

: Media disconnested
: Feaaltek PCIe GBHE Family

: AC-52-82-33-F3-AT
: Yes
: Yas

I ADCEp.8e
: Intel (R} Dual Band

: CB-Z1-38-B4-F3-EF

: Yea

: Yom

: fwB0; 45al:b3fa: 237 :bf3THE (Freferred)
: 192 .168.1,.226 (Preferred)

: 255.235.255.0

: Gctober 3, 2019 12:28:08 MM

: Octebar 3, 2019 T7:10:37 M

: 192.168.1.100

192, 168.1.254

: 4EETOLES

: 90=-01-00-01-20-FF=-03-558-3C-52-82-33-03-84
: 192.168.1.233

Enabled

Connaction-apacific DNS S‘I.Iflll Sﬂtﬂh Liat :

arcep.se

The given Windows PC is requesting the IP address of the host at www.cisco.com. To which IP address is the request sent?

A.192.168.1.226
B. 192.168.1.100
C. 192.168.1.254
D. 192.168.1.253

Answer: D

NEW QUESTION 497
- (Exam Topic 4)

Which two wireless security stewards use Counter Mode Cipher Block Chaining Message Authentication Code Protocol for encryption and data integrity'? (Choose

two.)

A. WPA2
B. WPA3
C. Wi-Fi 6
D. WEP
E. WPA

Answer: BD

NEW QUESTION 501
- (Exam Topic 4)
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Refer to the exhibit.

Rl# show

-
—
i

B

I 172.14
1/72.1¢
k 172.1¢

An engineer executed the script and added commands that were not necessary for SSH and now must remove the commands.

A. metric

B. cost

C. longest prefix

D. administrative distance

Answer: D

NEW QUESTION 502
- (Exam Topic 4)

Which device segregates a network into separate zones that have their own security policies?

A. IPS

B. firewall

C. access point
D. switch

Answer: C

NEW QUESTION 503
- (Exam Topic 4)

Which cipher is supported for wireless encryption only with the WPA2 standard?

A. AES256
B. AES
C.RC4
D. SHA

Answer: B

NEW QUESTION 504
- (Exam Topic 4)

—

Gilol

Gil2
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A)

SW 4
Bridge Priority - 40960
mac-address 07:24.86.84.82:18

B)

SW 3
Bridge Priority - 40960
mac-address 08:71:50.67.61:38

c)

SW2
Bridge Priority - 32768
mac-address 08 fd-b1:d7:78:39

D)

SW1
Bridge Priority - 32768
mac-address 05:48:.19.51.3e 49

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 508

- (Exam Topic 4)
Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Global Unicast Address
provides for one-to-one communication

confined to a single link

Link-Local Address
serves as the next-hop addresses

is routable and reachable via the Intemet

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 511
- (Exam Topic 4)
Drag and drop the WLAN components from the left onto the component details on the right.
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access point manages access points
|- | =
provides Wi-Fi devices with a connection
wvirtual interface 54 wiined nabanh
dynamic interface used for out-of-band management
service port used for guest authentication
wireless LAN controller applied to the WLAN for wireless chent communication
A. Mastered
B. Not Mastered
Answer: A
Explanation:

1 [
| [ | |
I access point I I wireless LAN controller |
l ——————————————————— I !_.1_.‘.._.-_._.—_._..:__—_'_—_'__-__—_I
I 'I.

! _ | |
\ virtual interface | access point

s i e i i i S o

i R BT T T n

i
' dynamic interface | sarvice port
| .

___________________ i |

| e I e N T

; - I
service port ) virtual interface !

' i '

A — — - — - - A - 1

' ]

[ wirgtess LAN controller i dynamic inferface

NEW QUESTION 514
- (Exam Topic 4)
What is the primary purpose of a console port on a Cisco WLC?

A. In-band management via an asynchronous transport

B. out-of-band management via an IP transport

C. in-band management via an IP transport

D. out-of-band management via an asynchronous transport

Answer: D

NEW QUESTION 517
- (Exam Topic 4)
Refer to the exhibit.
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a - application route

moBPPrACFPArND

Codes: L - local, C - connacted, § - static, R - RIF, H - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
Nl - OSPF NSSA external type 1, Nl - OSPF NSSA external type 1
El - OSPF external type 1, E2 - OSPF external type 2
i - 18-15; su - IS-15 summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia - 15-1I5 inter area, " - candidate defasult, U - par-user static route
© - ODR, P - pariodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override, p - overrides from PIR

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

s* 0.0.0.0/0 is directly connected, NullD

10.0.0.0/8 is variably subnetted, & subnets, 2 masks
10.0.12.0/24 is directly connected, GigabitEthernet0/1
10.0.12.1/32 is directly connected, GigabitEthernetD/1
10.0.13.0/24 is directly connected, GigabitEthernet0/2
10.0.13.1/32 is directly connected, GigabitEthernet0/2
10.0.14.0/24 is directly connected, GigabitEthernet0/)
10.0.14.1/32 is directly connected, GigabitEthernet0/)

192.168.0.0/16 (90/1)0816) via 10.0.13.3, 00:10:09, GigabitEthernet0/2

192.168.0.0/23 [110/2) via 10.0.14.4, 00:00:46, GigabitEthernet0d/)

192.168.0.0/24 [100/0) wvia 10.0.12.2

Which interface is chosen to forward traffic to the host at 192.168.0.55?

A. GigabitEthernetO
B. GigabitEthernet0/1
C. Nullo

D. GigabitEthernet0/3

Answer: B

NEW QUESTION 521
- (Exam Topic 4)

Which Cisco proprietary protocol ensures traffic recovers immediately, transparently, and automatically when edge devices or access circuits fail?

A. SLB

B. FHRP
C. VRRP
D. HSRP

Answer: D

NEW QUESTION 526
- (Exam Topic 4)

Drag and drop the characteristics of device-management technologies from the left onto the corresponding deployment types on the right.

orchestrates badiground device Configurabon

mco DA Conter

proswides greater floobelty for custom and non-standard
configurations

Febes ON D -SEVI0E MINA T

supports centraloed softwars management

Wpoorts open APl

Traditsonal

uses indnadud softmare mankgement

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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| | [Cisco DNA Center
| grchestrates background device configurabon r
r SUppOrts Centraired SoftWare Management
T v L D gt
| prowvdes greater Meokslty for custom and non-standard | T .
ey | o A | -

| COLrRIDNS il prehesrales DacKground Sevice Configurabon

- '-'-—-—-—-—---—-—-—-—-—-—--—'
——

[
| reh ON DM -SEVICE Management | ; reles ON Der-device Mandgement
L- — — T — — — — —— — — — — —— — J - — — — — — — — — — — —_— — — —
I'_ _ — e ' | = ] = L _ | i - b = __,I
I sUpROnS cantraloed softare Management [ [radmonal
= o — R — F - P — P —-L-i

provides grealer Meabdty f'or custom and non-stindard

r =} - - —_—— i — v L1 -, = _— e — I "-l".'-:|_'"3"-l"1-l:.
1 I — ]
l' Doors ooen APIg | r
e e e e e e e it | wes mdnadua software management

|
I s indnaduy softeare mansgement ! |
| i IpDorts open AF

R

NEW QUESTION 527

- (Exam Topic 3)

Refer to the exhibit.

Router1

10.10.10.12/30

1010100/30] [1010.10.4/30]
g [10.10.10.8/30 |
Router 2 PR
Router 3 Router 4

Routerl#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0
209.165.200.0/27 is subnetted, 1 subnets

B 209.165.200.224 [20/0] wia 10.10.12.2, 03:22:14
209.165.201.0/27 is subnetted, 1 subnets
B 209.165.201.0 [20/0] wvia 10.10.12.2, 02:26:33

209.165.202.0/27 is subnetted, 1 subnets
209.165.202.128 [20/0] wia 10.10.12.2, 02:26:03

10.0.0.0/8 is wvariably subnetted, 10 subnets, 4 masks
10.10.13.0/25 [110/2] wia 10.10.10.1, 00:00:04, GigabitEthernet(/0
10.10.13.128/28 [110/2] wia 10.10.10.5, 00:00:12, GigabitEthernet0/1
10.10.13.144/28 [110/2] wia 10.10.10.9, 00:01:57, GigabitEthernet0/2
10.10.13.160/29 [110/2] wia 10.10.10.5, 00:00:12, GigabitEthernet0/1
10.10.13.208/29 [110/2] wia 10.10.10.13, 00:01:57, GigabitEthernet0/3

s5* 0.0.0.0/0 [1/0] wia 10.10.11.2 it

o

(=] o« B ol o

Which next-hop IP address does Routed use for packets destined to host 10 10.13.158?

A.10.10.10.5
B. 10.10.11.2
C.10.10.12.2
D. 10.10.10.9

Answer: A

NEW QUESTION 530
- (Exam Topic 4)
Which advantage does the network assurance capability of Cisco DNA Center provide over traditional campus management?

A. Cisco DNA Center correlates information from different management protocols to obtain insights, and traditional campus management requires manual analysis.

B. Cisco DNA Center handles management tasks at the controller to reduce the load on infrastructure devices, and traditional campus management uses the data
backbone.

C. Cisco DNA Center leverages YANG and NETCONF to assess the status of fabric and nonfabric devices, and traditional campus management uses CLI
exclusively.

D. Cisco DNA Center automatically compares security postures among network devices, and traditional campus management needs manual comparisons.

Answer: C

NEW QUESTION 531
- (Exam Topic 4)
Refer to the exhibit.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/200-301/ (760 Q&AS)

=y ISy
g1/ g1/
Staff PC1 Staff PC2
10.0.1.11/24 10.0.1.12/24
AccSw1#sho vian
VLAN Name Status Ports
1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/M11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24,
2  [T-Support active Fa0/
3 Servers active Fa0/2
11 Staff active Gigi1/1
12 Guests active Gigi1/2
output suppressed

Switch AccSw2 has just been added to the network along with PC2. All VLANs have been implemented on AccSw2. How must the ports on AccSw2 be configured
to establish Layer 2 connectivity between PC1 and PC2?

A. Text Description automatically generated -

B. Text Description automatically generated

C. Text Description automatically generated

D. Text Description automatically generated

Answer: A

NEW QUESTION 533
- (Exam Topic 4)

Guaranteed success with Our exam guides

interface GigabitEthernet1/1
switchport mode access
switchport access vlan 11
!
interface GigabitEthernet1/24
switchoort mode trunk

interface GigabitEthernet1/2
switchport mode access
switchport access vian 12

|

interface GigabitEthernet1/24

switchport mode trunk

switchport trunk allowed vian 11,12

interface GigabitEthernet1/24
switchport mode trunk

switchport trunk allowed vian 11,12
|

interface GigabitEthernet1/1
switchport access vian 11

'interface GigabitEthernet1/2

switchport mode access
switchport access vian 2
|

interface GigabitEthernet1/24
switrhnort mode trunk
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What are two advantages of implementing a controller-based architecture instead of a traditional network architecture? (Choose two.)

A. It allows for seamless connectivity to virtual machines.

B. It supports complex and high-scale IP addressing schemes.
C. It enables configuration task automation.

D. It provides increased scalability and management options.
E. It increases security against denial-of-service attacks.

Answer: CD

NEW QUESTION 534
- (Exam Topic 4)
What is the purpose of using First Hop Redundancy Protocol on a specific subnet?

A. ensures a loop-free physical topology

B. filters traffic based on destination IP addressing

C. sends the default route to the hosts on a network
D. forwards multicast hello messages between routers

Answer: D

NEW QUESTION 538
- (Exam Topic 4)
How does encryption project the wireless network?

A. via integrity checks to identify wireless forgery attacks in the frame

B. via specific ciphers to detect and prevent zero-day network attacks

C. via an algorithm to change wireless data so that only the access point and client understand it
D. via a policy to prevent unauthorized users from communicating on the wireless network

Answer: C

NEW QUESTION 542
- (Exam Topic 4)
What is a link-local all-nodes IPv6 multicast address?

A. ff02:0:0:0:0:0:0:1

B. 2004:31¢:73d9:683e:255::
C. fffe:034:0dd:45d6:789e::
D. fe80:4433:034:0dd::2

Answer: D
NEW QUESTION 543

- (Exam Topic 4)
Refer to the exhibit.

10.73.65.64/30

Loopback0:
10.10.1.14/32

Loopback0:
10.10.1.86/32

10.80.65.0.29

An engineer must configure a floating static route on an external EIGRP network. The destination subnet is the /29 on the LAN Interface of R86. Which command
must be executed on R14?

A. ip route 10.80.65.0.255.255.248.0.10.73.65.66.1
B. ip route 10.80.65.0.255.255.255..240 fa0/1 89

C. ip route 10.80.65.0.255.255.248.0.10.73.65.66.171
D. ip route 10.80.65.0.0.0.224.10.80.65.0. 255

Answer: C

NEW QUESTION 546
- (Exam Topic 3)
Drag and drop the descriptions of AAA services from the left onto the corresponding services on the right.
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Jrccounting
allows the user to change to enable mode
Hmits the users access permissions
logs session statistics A Gthentication
reconds user commands
sSCCuUres access o routers
Jauthonzaton
vahdates user credentials

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Accounting
records uscr commands
loges ses<ion statistics
Authentication
validates user credenhals
aliows the user to change to enable mode
Authonzation
limits the user’'s access permissions
SEeCures access Lo roulters

NEW QUESTION 550
- (Exam Topic 3)
Refer to the exhibit.

Which switch becomes the root of a spanning tree for VLAN 20 if all li links are of equal speed?

SW1 = 24596 0018.184e.3c00
SW2 = 28692 004a 14e5.4077
SW3 = 32788 0022 55cf dd00
SW4 = 64000 0041 4544 407f
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A. SW1
B. SwW2
C.SW3
D. SW4

Answer: C

NEW QUESTION 554
- (Exam Topic 3)
What is a function of a Next-Generation IPS?

A. makes forwarding decisions based on learned MAC addresses

B. serves as a controller within a controller-based network

C. integrates with a RADIUS server to enforce Layer 2 device authentication rules
D. correlates user activity with network events

Answer: D

NEW QUESTION 556
- (Exam Topic 3)
Which field within the access-request packet is encrypted by RADIUS?

A. authorized services
B. authenticator

C. username

D. password

Answer: D

NEW QUESTION 561

- (Exam Topic 3)

An engineer must configure R1 for a new user account. The account must meet these requirements:

* |t must be configured in the local database.

* The username is engineer.

* [t must use the strongest password configurable. Which command must the engineer configure on the router?

A. R1 (config)# username engineer2 algorithm-type scrypt secret test2021

B. R1(config)# username engineer2 secret 5 .password S1$b1Ju$kZbBS1Pyh4QzwXyZ
C. R1(config)# username engineer2 privilege 1 password 7 test2021

D. R1(config)# username englneer2 secret 4 S1Sb1Ju$kZbBS1Pyh4QzwXyZ

Answer: B
NEW QUESTION 563

- (Exam Topic 3)
Refer to the exhibit.

1001.0/24

1

Intermel

Int Giga 0/ e|||' ik

Which two commands must be configured on router R1 to enable the router to accept secure remote-access connections? (Choose two)

A. transport input telnet

B. crypto key generate rsa

C. ip ssh pubkey-chain

D. login console

E. username cisco password 0 Cisco

Answer: BE

NEW QUESTION 568
- (Exam Topic 3)
Drag and drop the statements about networking from the left onto the corresponding networking types on the right.
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Traditional Metworking

Ihis type allows. better control over how networks work and how
reetworks are confguned

This type enakies networks to integrale with applications through
APls

MNew devioes are conligunad using Lhe pivsacal infrastruecure

This type crovisions rescurces from a centralized locaton —
" o . Controller-Based Networkng

Thes bype reguaires o distributed control plane

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A picture containing table Description automatically generated

NEW QUESTION 569
- (Exam Topic 3)
Refer to the exhibit.

192.168.1.0/24

Internet

Router R1 currently is configured to use R3 as the primary route to the Internet, and the route uses the default administrative distance settings. A network engineer
must configure R1 so that it uses R2 as a backup, but only if R3 goes down. Which command must the engineer configure on R1 so that it correctly uses R2 as a
backup route, without changing the administrative distance configuration on the link to R3?

A. ip route 0.0.0.0 0.0.0.0 g0/1 1

B. ip route 0.0.0.0 0.0.0.0 209.165.201.5 10
C. ip route 0.0.0.0 0.0.0.0 209.165.200.226 1
D. ip route 0,0.0.0 0.0.0.0 g0/1 6

Answer: C

NEW QUESTION 573
- (Exam Topic 3)
Drag and drop the Rapid PVST+ forwarding slate actions from the loft to the right. Not all actions are used.
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BPDUs receihved are lorwarded Lo Lhe system module. action

| BPDUs received from the system module are |

processed and transmitted by

—

Frames received from

the attached segment are discarded, Setion

: Frames received from action
the attached segment are processed,

Switched frames recaihved from other ports are advanced

The port in the forwarding state responds to network .
ManNnagemant meassages,

A. Mastered
B. Not Mastered

Answer: A
Explanation:

BPDUs received are forwarded to the system module

BPDUs received from the systermn module are
processed and transmitted

Frames received from
the attached segment are discarded.

The port in the forwarding state responds 1o network
ma nagament mestages.

NEW QUESTION 575
- (Exam Topic 3)
Refer to the exhibit.

Fal/ 1

j Fali3 g

b D

Host A sent a data frame destined for host D

SwitchA#show mac-address table
Mac Address Table

Wan Mec Address Type Parts

2z 000z 85%c.bbTb  DYMAMIC Faldi
2 0010, 11de. 32891 DYNAMIC Faldi2
2 0041.45d47. 0451 DYMNAMIC Falf3
SwitchA#

What does the switch do when it receives the frame from host A?

A. It drops the frame from the switch CAM table.

B. It floods the frame out of all ports except port Fa0/1.

C. It shuts down the port Fa0/1 and places it in err-disable mode.
D. It experiences a broadcast storm.

Answer: B

NEW QUESTION 579
- (Exam Topic 3)
Refer to the exhibit.
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Vian2 Vian2
! Fa0/1 Fa0/2 -
Cowi =
0007 .ec53.4289 0007 .ecB89.7513
SWl#show run SWl#show mac-address-table
Building configuration... Mac Address Table
S " o v ———
interface FastEthernet0/1 Vlian Mac Address Type Ports
switchport access vlan 2 e T L s O L
switchport mode access 2 0007 .ec53.428B9 DYNAMIC FaO/1

interface FastEthernet(/2
switchport access vlan 2
switchport trunk allowed vlan 3
switchport mode trunk

An engineer has started to configure replacement switch SW1. To verify part of the configuration, the engineer issued the commands as shown and noticed that
the entry for PC2 is missing. Which change must be applied to SW1 so that PC1 and PC2 communicate normally?

A)

SW (config#interface fal/2

SV [contig-il)#no switchport mode trunk

SW (conflg-iN#Fno switchport trunk allowed vian 3
SW (conflg-iN#Eswitchport mode access
e

B)

SV {config #Winterface fad/1

SWiconfig-iN#no switchport access vian 2
SV (config-iNEswitchport trunk native vian 2
EW (conflg-ifi¥switchport trunk allowed vian 3
C)

SWH (config Einterface fal/1

SWH (config-if#Eno switchport access vlian 2
SWH (config-if#Eswitchport access vian 3

SWH (config-ifEswitchport trunk allowed vian 2

D)
SW1(configinterface fal/2
SWH (config-if#no switchport access vian 2

SW (config-ifi#no switchport trunk allowed vian 3
SW1 (config-ifi#Eswitchport trunk allowed vian 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 580

- (Exam Topic 3)
Refer to the exhibit.

= . — . | - i,

R1 R2

OSPF Fovo | 3

Area 0 | |

R3

Rl#ishow ip ospf nelghbor
Naighbor ID Pri State Dead Time Address Interface
192.168.100.2 1 FULL/BDR 00:00:32 192.168.100.2 FastEthernetl/0
192.168.100.3 1 FULL/DR 00:00:31 192.168.100.3 FastEthernat0/0

Which two configurations must the engineer apply on this network so that R1 becomes the DR? (Choose two.)
A)

R1({config#router ospf 1

R1(config-router #router-id 192.168.100.1
B)

R1{configFinterface fastethernet 0/0
R1(config-ifigip ospf priority 200
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C)

|R3(confg ginterface fastethernet 0/0
Ra3(config-If Eip ospf priority 0

D)

R1(config&interface fastethernet 0/0
R1(config-ifi#ip ospf priority 0

E)

R3(config Einterface fastethernet 0/0
R3{config-if=ip ospf priority 200

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BC

NEW QUESTION 581
- (Exam Topic 3)

A network engineer must configure two new subnets using the address block 10 70 128 0/19 to meet these requirements:

* The first subnet must support 24 hosts
» The second subnet must support 472 hosts

* Both subnets must use the longest subnet mask possible from the address block

Which two configurations must be used to configure the new subnets and meet a requirement to use the first available address in each subnet for the router

interfaces? (Choose two )

A. interface vlan 1234ip address 10.70.159.1 255.255.254.0

B. interface vlan 1148ip address 10.70.148.1 255.255.254.0

C. interface vlan 4722ip address 10.70.133.17 255.255.255.192
D. interface vlan 3002ip address 10.70.147.17 255.255.255.224
E. interface vlan 155ip address 10.70.155.65 255.255.255.224

Answer: BD

NEW QUESTION 586
- (Exam Topic 3)
Refer to the exhibit.

Protected Management Frame

WPA+WPA2 Parameters

WPA Policy

WPA2 Policy v
WPA2 Encryption FAES
OSEN Policy

BO2.1X Enable
CCKM Enable
PSK € Enable
FT 802.1X Enable
FT PSK Enable

Fast Transition Disable

PMI Disabled

Authentication Key Management 12

TKIP

CCMP256

Cnd

L% 18

MP128

GCMP256

Users need to connect to the wireless network with IEEE 802. 11r-compatible devices. The connection must be maintained as users travel between floors or to
other areas in the building What must be the configuration of the connection?

A. Select the WPA Policy option with the CCKM option.

B. Disable AES encryption.

C. Enable Fast Transition and select the FT 802.1x option.
D. Enable Fast Transition and select the FT PSK option.

Answer: C
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NEW QUESTION 589
- (Exam Topic 3)
Refer to the exhibit.

During outage

Rl#show ip route 10.1.1.10
£ Network not in table

Normal operation

Rif#show ip route 10.1.1.10
Routing entry for 10.1.1.0/24
Enown via "ospf 1", distance 110, metric 2, type intra area
Last update from 172.16.2.2 on GigabitEthernet0/0, 00:00:18 ago
Routing Descriptor Blocks:
+ 172.16.2.2, frem 10.1.1.10, 00:00:18 ago, via GigabitEthernet0/0
Route metric is 2, traffic share count is 1

Which route must be configured on R1 so that OSPF routing is used when OSPF is up. but the server is still reachable when OSPF goes down?

A. ip route 10.1.1.10 255.255.255.255 172.16.2.2 100
B. ip route 10.1.1.0 255.255.255.0 gi0/1 125

C. ip route 10.1.1.0 255.255.255.0 172.16.2.2 100

D. ip route 10.1.1.10 255.255.255.255 gi0/0 125

Answer: D

NEW QUESTION 591

- (Exam Topic 3)

R1 as an NTP server must have:

* NTP authentication enabled

* NTP packets sourced from Interface loopback 0
* NTP stratum 2

* NTP packets only permitted to client IP 209.165 200 225
How should R1 be configured?

A)

ntp authenticate

ntp authentication-key 2 md5 CISCO123

ntp source Loopback0

nntp access-group server-only 10

ntp master 2
1

access-list 10 permit 209.165.200.225

B)

ntp authenticate

ntp authentication-key 2 md5 CISCO123
ntp source Loopback0

ntp access-group server-only 10

ntp stratum 2

1

.'a{:cess-list 10 permit udp host 209.165.200.225 any eq 123

C)

ntp authenticate

ntp authentication-key 2 shai CISCO123

ntp source Loopback0

ntp access-group server-only 10

ntp master 2

!

access-list 10 permit udp host 209.165.200.225 any eq 123

D)

ntp authenticate

ntp authentication-key 2 md5 CISC0O123
ntp interface Loopback0

nto accass-aroun sarver-aniv 10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 593
- (Exam Topic 3)

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEt‘tSharEd https://www.certshared.com/exam/200-301/ (760 Q&AS)

Drag and drop the functions of SNMP fault-management from the left onto the definitions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Table Description automatically generated

event correlation and aggregation

fault detection

fault diagnosis and 1solation

problem resolution

restoration of service

NEW QUESTION 595
- (Exam Topic 3)
Refer to the exhibit.

C

o O 0 O

D

R1# show ip route

Codes:

C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP, D -
EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area N1 - OSPF NSSA
external type 1, N2 - OSPF NSSA external type 2, El1 - OSPF external type
1, E2 - OSPF external type 2, E - EGP

i - IS-15, L1 - IS-1S level-1, L2 - IS-IS level-2, * - candidate default,
U - per-user static route, o - ODR

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Loopback(

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

10.0.1.3/32 [110/100] via 10.0.1.100, 00:39:08, Serial0
10.0.1.0/24 is directly connected, Seriall

10.0.1.5/32 [110/5] via 10.0.1.50, 00:39:08, Serial0

10.0.10.0/24 [110/10] via 10.0.1.4, 00:39:08, Gigabit Ethemmet 0/0
10.0.10.0/24 [90/10] via 10.0.1.5, 00:39:08, Gigabit Ethernet 0/1

Web traffic is coming in from the WAN interface. Which route takes precedence when the router is processing traffic destined for the LAN network at 10 0.10.0/24?

A. via next-hop 10.0.1.5
B. via next-hop 100 1.4
C. via next-hop 10.0 1.50
D. via next-hop 10.0 1 100

Answer: A

NEW QUESTION 599
- (Exam Topic 3)
Which wireless security protocol relies on Perfect Forward Secrecy?

A. WPA3
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B. WPA
C. WEP
D. WPA2

Answer: A
NEW QUESTION 600

- (Exam Topic 3)
Refer to the exhibit.

I
10.7.54.0/x N

The router has been configured with a supernet to accommodate the requirement for 380 users on a subnet The requirement already considers 30% future growth.

Which configuration verifies the IP subnet on router R4?
A)

Subnet- 10.7.54.0

Subnet mask 255.255.254 0

Broadcast address: 10 7.54 255

Usable |IP address range: 107.54 1 - 10 7.55 254

B)

i1Subnet 107540
‘Subnet mask 255 .255 254 0

Broadcast address: 10.7.55.255

Usable IP address range: 10 7.54 1 - 10 7 55 254
C)
Subnet: 10.7.54.0
Subnet mask: 255.255.128 0

Broadcast address. 10.7.55.255

\Usable IP address range: 10.7.54 1 - 10.7.55.254
D)

Subnet: 10.7.54.0

Subnet mask 255 255 2550

Broadcast address: 10 7 54 255

Usable IP address range: 10.7.54 1 - 10.7.55.254

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 604
- (Exam Topic 3)

Which type of IPv6 address is similar to a unicast address but is assigned to multiple devices on the same network at the same time?

A. global unicast address
B. anycast address

C. multicast address

D. link-local address

Answer: B

NEW QUESTION 609
- (Exam Topic 3)
Refer to the exhibit.
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? Server
fa0/1

MAC:C601.420F 0007

ISP Cloud

‘ 2001:DB8:0:1./64

Host A

pay

An engineer is configuring the HO router. Which IPv6 address configuration must be applied to the router fa0'l interface for the router to assign a unique 64-brt

IPv6 address to Itself?

A. ipv6 address 2001:DB8:0:1:C601:42FF:FEOF:7/64
B. ipv6 address 2001:DB8:0:1:C601:42FE:800F:7/64
C. ipv6 address 2001 :DB8:0:1:FFFF:C601:420F:7/64
D. iov6 address 2001 :DB8:0:1:FE80:C601:420F:7/64

Answer: A

NEW QUESTION 613
- (Exam Topic 3)
Refer to the exhibit.

VLANs 1, 100, 101, 102, 103

SW2

£0/O _\llf

802.1q

MNew VLAN 104

An engineer is asked to insert the new VLAN into the existing trunk without modifying anything previously configured Which command accomplishes this task?

A. switchport trunk allowed vlan 100-104
B. switchport trunk allowed vian add 104
C. switchport trunk allowed vian all

D. switchport trunk allowed vlan 104

Answer: D

NEW QUESTION 616
- (Exam Topic 3)
What causes a port to be placed in the err-disabled state?

A. nothing plugged into the port

B. link flapping

C. shutdown command issued on the port
D. latency

Answer: B

NEW QUESTION 620
- (Exam Topic 3)
Refer to the exhibit.
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225 hosts 3641 hosts

An IP subnet must be configured on each router that provides enough addresses for the number of assigned hosts and anticipates no more than 10% growth for

now hosts. Which configuration script must be used?
A)

R7#

configure terminal

interface Fa1/0

ip address 10.,1.56.1 255.255.252.0
no shutdown

Ra#

configure terminal

interface Fal/0

ip addres=s 10.9,32.1 255.255.255.0
no shutdown

Fo#

configure terminal

interface Fa1/1

ip address 10,23,96,1 255.255.240.0
no shutdown

B)

R #

configure terminal

interface Fal1/0

ip address 10.1.56.1 255.255.248.0
no shutdown

Ra#

configure terminal

interface Fal/0

ip address 10.9.32.1 255.255 254 .0
no shutdown

RO

configure terminal

interface Fai/l

ip address 10.23.96.1 255.255.248.0
no shutdown

C)
R7#
configure terminal
interface Fal1/0
ip addre=ss 10.1.56.1 255.255.240.0
no shutdown

Ra#

configure terminal

interface Fal/0

ip addre=ss 10.9.32.1 255.255.224.0
no shutdown

Rod

configure terminal

interface Fail1

ip address 10.23.96.1 255.255.192.0
no shutdown

D)

RT#H

configure terminal

interface Fal1/0

ip address 10.1.56.1 255.255.192.0
no shutdown

RE8#H

configure terminal

interface Fal/(

ip address 10.9.32.1 255.255.224.0
no shutdown

FS#H

configure terminal

interface Fal1/1

ip address 10.23,96,1 255.255.128.0
ne shutdown

A. Option A
B. Option B
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C. Option C
D. Option D

Answer: C

NEW QUESTION 625
- (Exam Topic 3)
Refer to the exhibit.

10.0.0.0/30
Int Serial 0/1 e
1 f,,x-” Int Serial 0/1

2

Int Giga 0/1 2 | Int Giga 0/1

100.1.0/24 10020/24

Which command configures OSPF on the point-to-point link between routers R1 and R2?

A. router-id 10.0.0.15

B. neighbor 10.1.2.0 cost 180

C. ipospf priority 100

D. network 10.0.0.0 0.0.0.255 area 0

Answer: D

NEW QUESTION 629

- (Exam Topic 3)

An engineer is configuring remote access to a router from IP subnet 10.139.58.0/28. The domain name, crypto keys, and SSH have been configured. Which
configuration enables the traffic on the destination router?

A)

interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.240
access-group 120 in

ip access-list extended 120
permit tcp 10.139.58.0 255.255.255.248 any eq 22

B)

interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.252
ip access-group 110 in

ip access-list extended 110
permit tcp 10.139.58.0 0.0.0.15 host 10.122.49.1 eq 22

C)

interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.248
ip access-group 10 in

ip access-list standard 10

permit udp 10.139.58.0 0.0.0.7 host 10.122.49.1 eq 22
D)
interface FastEthernet0/0

ip address 10.122.49.1 255.255.255.252

ip access-group 105 in

ip access-list standard 105
permit tcp 10.139.58.0 0.0.0.7 eq 22 host 10.122.49.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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NEW QUESTION 630
- (Exam Topic 3)
OSPF must be configured between routers R1 and R2. Which OSPF configuration must be applied to router R1 to avoid a DR/BDR election?

A. router ospf 1network 192.168.1.1 0.0.0.0 area O interface e1/lip address 192.168.1.1 255.255.255.252ip ospf network broadcast

B. router ospf 1network 192.168.1.1 0.0.0.0 area 0 interface el/lip address 192.168.1.1 255.255.255.252ip ospf network point-to-point
C. router ospf 1network 192.168.1.1 0.0.0.0 area O interface el/lip address 192.168.1.1 255.255.255.252ip ospf cost 0

D. router ospf 1network 192.168.1.1 0.0.0.0 area Ohello interval 15 interface el/1lp address 192.168.1.1 255.255.255.252

Answer: B

NEW QUESTION 633
- (Exam Topic 3)
What is one reason to implement LAG on a Cisco WLC?

A. to increase security and encrypt management frames

B. to provide link redundancy and load balancing

C. to allow for stateful and link-state failover

D. to enable connected switch ports to failover and use different VLANS

Answer: B

NEW QUESTION 634
- (Exam Topic 3)
Refer to the exhibit.

3 100 ,.\\ Routeri

Router1(config)#interface GigabitEthernet0/0
Routerl(config-if)#ip address 209.165.200.225 255.255.255.224
Router1(config-if)#ip nat outside

Routerl(config)#tinterface GigabitEthernet0/1
Router1(config-if)#fip nat inside

Routerl{config)#finterface GigabitEthernet0/1.100
Router1{config-if)#encapsulation dot1Q 100
Routerl{config-if)#fip address 10.10.10.1 255.255.255.0
Router1(config)#interface GigabitEthernet0/1.200
Router1(config-ifi#fencapsulation dot1Q 200
Router1{config-if)#ip address 10.10.20.1 255.255.255.0
Routerl{config)#ip access-list standard NAT_INSIDE_RANGES
Router1{config-std-nacl)#permit 10.10.10.0 0.0.0.255
Routerl(config)#ip nat inside source list NAT_INSIDE_RANGES interface GigabitEthernet0/0 overload

Users on existing VLAN 100 can reach sites on the Internet. Which action must the administrator take to establish connectivity to the Internet for users in VLAN
200?

A. Define a NAT pool on the router.

B. Configure static NAT translations for VLAN 200.

C. Configure the ip nat outside command on another interface for VLAN 200.
D. Update the NAT INSIDF RANGFS ACL

Answer: B

NEW QUESTION 636
- (Exam Topic 3)
Which type of network attack overwhelms the target server by sending multiple packets to a port until the half-open TCP resources of the target are exhausted?

A. SYIM flood
B. reflection

C. teardrop

D. amplification

Answer: A

NEW QUESTION 637

- (Exam Topic 3)

Which characteristic differentiates the concept of authentication from authorization and accounting?

A. user-activity logging
B. service limitations
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C. consumption-based billing
D. identity verification

Answer: D
NEW QUESTION 638

- (Exam Topic 3)
Refer to the exhibit.

Ad show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
172.1.1.1 1 EXCHANGE,/ - 00:00:236 172.16.32.1 Seriall.1l

An engineer assumes a configuration task from a peer Router A must establish an OSPF neighbor relationship with neighbor 172 1 1 1 The output displays the
status of the adjacency after 2 hours. What is the next step in the configuration process for the routers to establish an adjacency?

A. Configure router A to use the same MTU size as router B.

B. Set the router B OSPF ID to a nonhost address.

C. Configure a point-to-point link between router A and router B.
D. Set the router B OSPF ID to the same value as its IP address

Answer: B

NEW QUESTION 642
- (Exam Topic 3)
Refer to the exhibit.

T Bl T N il B BBl W) WORRE R s VWl B lmalisy W W Bl 88

209 165.201.0/27 is subnetied, 1 subnets
B 209165201 0[20/0] wia 10.10.12 2, 02:26:33

209 165.202 0/27 1s subnetied, 1 subnets
B 209165202 128 [20/0] wia 10.10 12 2 02:26:03

10.0.0.0/8 is vanably subnetted, 8 subnets, 4 masks
C  10.10.10.0/28 1s directly connected, GigabitEthernet(/0
C  1010.11.0/30 is directly connected, FastEthemet2/0
C  10.10.12.0/30 1s directly connecled, GigabilEthernet(0/1
0 10.10.13.0/25[110/2) via 10.10.10.1, 00:00:04, GigabitEthernet0/0
O 101013128728 [110/2) via 10.10.10.1, 00:00:04, GigabitEthernet0/0
O 101013 144/28 [110/2] via 10.10 10.1, 00.00.04, GigabitEthernet0/0
0O 101013 160/29 [110/2] wa 10.10.10.1, 00:00.04, GigabitEthernet0/0
O 10.10.13.208/29 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet0/0
S* 0000/0[1/0]wia 10.10.11 2

Drag and drop the prefix lengths from the left onto the corresponding prefixes on the right Not all prefixes are used

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Diagram Description automatically generated with low confidence
255.255.255.128
233.233.233.140
255.255.255.248

R.

233.253.255.28%

233.235.255.432

NEW QUESTION 647
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- (Exam Topic 3)
A network engineer is configuring a switch so that it is remotely reachable via SSH. The engineer has already configured the host name on the router. Which
additional command must the engineer configure before entering the command to generate the RSA key?

A. password password

B. crypto key generate rsa modulus 1024
C. ip domain-name domain

D. ip ssh authentication-retries 2

Answer: C
Explanation:

https://www.cisco.com/c/en/us/solutions/small-business/resource-center/networking/how-to-setup-network-swit

NEW QUESTION 649
- (Exam Topic 3)
Refer to the exhibit.

“oice Vian 10

SWH=how run

Building configuration...
1

interface FastEthernet(0/1
switchport access wvlan 15
1

end

All VLANs are present in the VLAN database. Which command sequence must be applied to complete the configuration?

A. Interface FastEthernet0/1 switchport trunk native vlan 10 switchport trunk allowed vlan 10,15
B. Interface FastEthernet0/1 switchport mode trunk switchport trunk allowed vlan 10,15

C. interface FastEthernet0/1 switchport mode access switchport voice vlan 10

D. Interface FastEthernet0/1 switchport trunk allowed vlan add 10 vlan 10 private-vlan isolated

Answer: C

NEW QUESTION 650

- (Exam Topic 3)

An engineer is tasked to configure a switch with port security to ensure devices that forward unicasts multicasts and broadcasts are unable to flood the port The
port must be configured to permit only two random MAC addresses at a time Drag and drop the required configuration commands from the left onto the sequence
on the right Not all commands are used.

ST NQOMT MoCe M OeLs 41

ywitChport port-sacunty mac-address 0000.03ED. 6224

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Diagram Description automatically generated

NEW QUESTION 651
- (Exam Topic 3)
Which two spanning-tree states are bypassed on an interface running PortFast? (Choose two.)

A. disabled
B. listening
C. forwarding
D. learning
E. blocking

Answer: BD

NEW QUESTION 655
- (Exam Topic 3)
What is the function of the controller in a software-defined network?

A. multicast replication at the hardware level
B. fragmenting and reassembling packets
C. making routing decisions

D. forwarding packets

Answer: C

NEW QUESTION 660
- (Exam Topic 3)
What is the purpose of the ip address dhcp command?

A. to configure an Interface as a DHCP server
B. to configure an interface as a DHCP helper
C. to configure an interface as a DHCP relay
D. to configure an interface as a DHCP client

Answer: D
NEW QUESTION 661

- (Exam Topic 3)
Refer to the exhibit.

Switch#show etherchannel summary
utput omitted|

Which two commands when used together create port channel 10? (Choose two.)

A. int range g0/0-1channel-group 10 mode active

B. int range g0/0-1 chanm.l-group 10 mode desirable
C. int range g0/0-1channel-group 10 mode passive
D. int range g0/0-1 channel-group 10 mode auto

E. int range g0/0-1 channel-group 10 mode on

Answer: AC

NEW QUESTION 662
- (Exam Topic 3)
Which interface mode must be configured to connect the lightweight APs in a centralized architecture?

A. WLAN dynamic
B. management
C. trunk

D. access
Answer: D

NEW QUESTION 667
- (Exam Topic 3)
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A network engineer must implement an IPv6 configuration on the vlan 2000 interface to create a routable locally-unique unicast address that is blocked from being

advertised to the internet. Which configuration must the engineer apply?

A. interface vlan 2000ipv6 address ffc0:0000:aaaa::1234:2343/64
B. interface vlan 2000Ipv6 address fc00:0000:aaaa:al5d:1234:2343:8aca/64
C. interface vlan 2000ipv6 address fe80;0000:aaaa::1234:2343/64
D. interface vlan 2000ipv6 address fd00::1234:2343/64

Answer: B

NEW QUESTION 670
- (Exam Topic 3)
Refer to the exhibit.

EIGERF
EIGRF
EIGRF
OSFF
OSFF

10.10
10.10
10.10
10.10
10.10.

.10
.10
-10
.10,
10.

.0/24[90/1441]
.0/24[90/144]
.0/24[90/1441]

0/24[110/20]
0/24[110/30]

via
wvia
wia
via
via

FO/10
FOo/11
FO/12
FO/13
FO/14

Packets received by the router from BGP enter via a serial interface at 209.165.201.10. Each route is present within the routing table. Which interface is used to

forward traffic with a destination IP of 10.10.10.24?

A. FO/10
B. FO/11
C. F0/12
D. F0/13

Answer: B

NEW QUESTION 672
- (Exam Topic 3)
Refer to the exhibit.

1

Switchifshow ip dhcp snooping

Switch DHCP snooping is enabled
Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANS:

DHCP snooping is operational on following VLANS:

DHCP snooping Is conflgured on the following L3 Interfaces:
Insertion of cption 82 is disabled

circuit-id default foarmat: vlan-mod-port
remaote-id; aabb.cc00.6500 (MAC)

Option 82 on untrusted port is not allowed
Verification of hwaddr field Is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:
Interface Trusted Allow option Rate limit (pps)

Switch#ishow ip dhep snooping statistics detail
Packets Processed by DHCP Snooping = 34
Packets Dropped Because

IDB not known = 0

CQueue full=0

Interface is in errdisabled =0

Rate limit exceeded =0

Received on untrusted ports = 32
Monzero giaddr = 0

Source mac not equal to chaddr =0

Mo binding entry =0

Insertion of opt82 fail =0

Unknown packet=0

Interface Down =0

Unknown output interface = 0
Misdirected Packets =0

Packets with Invalid Size =0

Packets with Invalid Option =0

The DHCP server and clients are connected to the same switch. What is the next step to complete the DHCP configuration to allow clients on VLAN 1 to receive
addresses from the DHCP server?

A. Configure the ip dhcp snooping trust command on the interlace that is connected to the DHCP client.

B. Configure the ip dhcp relay information option command on the interface that is connected to the DHCP client.
C. Configure the ip dhcp snooping trust command on the interface that is connected to the DHCP server.

D. Configure the Ip dhcp relay information option command on the interface that is connected to the DHCP server.

Answer: C

NEW QUESTION 677
- (Exam Topic 2)
Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings
B. QoS settings
C. Ip address of one or more access points

D. SSID

E. Profile name

Answer: DE

NEW QUESTION 678
- (Exam Topic 2)

What is a characteristic of private IPv4 addressing?
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A. traverse the Internet when an outbound ACL is applied

B. issued by IANA in conjunction with an autonomous system number
C. composed of up to 65.536 available addresses

D. used without tracking or registration

Answer: D
NEW QUESTION 681

- (Exam Topic 2)
Refer to the exhibit.

10.0.0.0/24 1is subsetted, 1 subnets
C 10.0.0.0 is directly connected, FastEthernet0/1
C 172.160.0/16 is directly connected, FastEthernet0/0
D 192.168.0.0/24 [90/30720] via 172.16.0.2, 00:00:03, FastEthernet0/0

Which route type does the routing protocol Code D represent in the output?

A. internal BGP route

B. /24 route of a locally configured IP
C. statically assigned route

D. route learned through EIGRP

Answer: D

NEW QUESTION 682

- (Exam Topic 2)

Which plane is centralized by an SDN controller?
A. management-plane

B. control-plane

C. data-plane

D. services-plane

Answer: B

NEW QUESTION 684
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