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NEW QUESTION 1
An enterprise network has two core routers that connect to 200 distribution routers and uses fullmesh
IBGP peering between these routers as its routing method. The distribution routers are experiencing high CPU utilization due to the BGP process. Which design
solution is the most cost effective?

A. Implement route reflectors on the two core routers
B. Increase the memory on the core routers
C. Implement e BGP between the core and distribution routers
D. Increase the memory on the distribution routers
E. Increase bandwidth between the core routers

Answer: A

NEW QUESTION 2
You want to mitigate failures that are caused by STP loops that occur before UDLD detects the failure
or that are caused by a device that is no longer sending BPDUs. Which mechanism do you use along
with UDLD?

A. Root guard
B. BPDU guard
C. Loop guard
D. BPDU filtering

Answer: C

NEW QUESTION 3
Which effect of using ingress filtering to prevent spoofed addresses on a network design is true?

A. It reduces the effectiveness of DDoS attacks when associated with DSCP remarking to Scavenger.
B. It protects the network Infrastructure against spoofed DDoS attacks.
C. It Classifies bogon traffic and remarks it with DSCP bulk.
D. It filters RFC 1918 IP addresses.

Answer: B

NEW QUESTION 4
You are designing a network for a branch office. In order to improve convergence time, you are required to use the BFD feature Which four routing protocols can
you use to facilitate this? (Choose four.)

A. IS-IS
B. static
C. RIP
D. EIGRP
E. BGP

Answer: ABDE

NEW QUESTION 5
Which two impacts of adding the IP event dampening feature to a network design are true?
(Choose two.)

A. It protects against routing loops.
B. It switches traffic immediately after a link failure.
C. lt speeds up link failure detection.
D. It reduces the utilization of system processing resources.
E. It improves overall network stability.

Answer: DE

NEW QUESTION 6
A small organization of 20 employees is looking to deliver a network design service for
modernizing customer networks to support advanced solutions:
- Project scope and weekly progress should be visualized by the management.
- Always consider feedback and make changes accordingly during the project.
- Should consider flexibility to change scope at the point of time.
Which project methodology meets the requirements and have the least impact on the outcome?

A. Scrum
B. LEAN
C. Kanban
D. Six-Sigma

Answer: C

NEW QUESTION 7
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Company XYZ asks for design recommendations for Layer 2 redundancy. The company wants to
prioritize fast convergence and resiliency elements in the design.
Which two technologies are recommended? (Choose two.)

A. Design MLAG/MC-LAG into the network wherever possible.
B. Configure DHCP snooping on the switches.
C. Use root guard.
D. Use BPDU guard.
E. Use UniDirectional Link Detection.

Answer: AE

NEW QUESTION 8
A European government passport agency considers upgrading its IT systems to increase
performance and workload flexibility in response to constantly changing requirements. The
budget manager wants to reduce capital expenses and IT staff and must adopt the lowest-cost
technology. Which technology choice is suitable?

A. on premises
B. private cloud
C. public cloud
D. hybrid cloud

Answer: B

NEW QUESTION 9
The Company XYZ network is experiencing attacks against their router.
Which type of Control Plane Protection must be used on the router to protect all control plane IP traffic that is destined directly for one of the router interfaces?

A. Control Plane Protection host subinterface
B. Control Plane Protection main interface
C. Control Plane Protection transit subinterface
D. Control Plane Protection CEF-exception subinterface

Answer: A

NEW QUESTION 10
An enterprise requires MPLS connected branches to access cloud-based Microsoft 365 services over an SD-WAN solution. Internet access Is available only at
dual regional hub sites that are connected to the MPLS network.
Which connectivity method provides an optimum access method to the cloud- based services If one ISP suffers loss or latency?

A. Cloud onRamp gateway site
B. Cloud onRamp SWG
C. Cloud onRamp
D. Cloud onRamp SaaS

Answer: D

NEW QUESTION 10
Which two features control multicast traffic in a VLAN environment? (Choose two)

A. IGMP snooping
B. MLD snooping
C. RGMP
D. PIM snooping
E. pruning

Answer: AB

NEW QUESTION 15
Company XYZ wants to secure the data plane of their network.
Which two technologies can be included in the security design? (Choose two)

A. DAI
B. IP Source Guard
C. BEEP
D. CPPr
E. MPP

Answer: AB

NEW QUESTION 16
Company XYZ has a new network based on IPv6. Some of the subnets that they are planning to use will be confidential and need an addressing scheme that
confines them to the local campus network.
Which type of IPv6 addresses can be used for these networks in the IPv6 addressing design?

A. local addresses
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B. private addresses
C. link-local addresses
D. unique local addresses

Answer: D

NEW QUESTION 18
Refer to the exhibit. An engineer has been asked to redesign the traffic flow toward AS 111 coming from AS 500. Traffic destined to AS 111 network 91.7.0.0/16
should come in via AS 100. while traffic destined to all other networks in AS 111 should continue to use the existing path. Which BGP attributes are best suited to
control this inbound traffic coming from BGP AS 500 Into the 91.7.0.0/16 network?

A. Prepend AS path for the 91.7.0.0/16 network and set it for neighbor in AS 200.
B. Use extended community for the 91.7.0.0/16 network, not advertising it to the bi-lateral peer.
C. Use local preference on R1 for the networks that AS 500 advertises to AS 111.
D. Set higher MED for neighbor in AS 100 to influence incoming traffic for the 91. 7.0.0/16 network.

Answer: A

NEW QUESTION 23
Company XYZ has 30 sites running a legacy private WAN architecture that connects to the Internet via multiple highspeed connections.
The company is now redesigning their network and must comply with these design requirements:
- Use a private WAN strategy that allows the sites to connect to each other directly and caters for future expansion.
- Use the Internet as the underlay for the private WAN. Securely transfer the corporate data over the private WAN.
Which two technologies should be Incorporated into the design of this network? (Choose two.)

A. S-VTI
B. IPsec
C. DMVPN
D. GET VPN
E. PPTP

Answer: BC

NEW QUESTION 24
Company XYZ wants to improve the security design of their network to include protection from reconnaissance and DoS attacks on their sub interfaces destined
toward next hop routers.
Which technology can be used to prevent these types of attacks?

A. MPP
B. CPPr
C. CoPP
D. DPP

Answer: B

NEW QUESTION 28
According to the CIA triad principles for network security design, which principle should be priority for a Zero Trust network?

A. requirement for data-in-motion encryption and 2FA authentication
B. requirement for data-at-rest encryption foe user identification within the VPN terminationhardware
C. categorization of systems, data, and enterprise BYOD assets that are connected to networkzones based on individual privacy needs
D. ensuring that authorized users have high-availability system access from defined zones todefined systems or zones

Answer: A

NEW QUESTION 29
Company ABC wants to minimize the risk of users plugging unauthorized switches and hubs into the network.
Which two features can be used on the LAN access ports to support this design requirement? (Choose two.)

A. Loop Guard
B. PortFast
C. DTF
D. Root Guard
E. BPDU Guard

Answer: BE

NEW QUESTION 33
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Which two characteristics apply to firewall transparent mode operations in a firewall solution design? (Choose two.)

A. Changes in the existing IP addressing and subnets are required
B. The firewall can participate actively on spanning tree.
C. Multicast traffic can traverse the firewall.
D. OSPF adjacencies can be established through the firewall
E. The firewall acts like a router hop in the network.

Answer: CD

NEW QUESTION 38
Refer to the exhibit. Your company designed a network to allow server VLANs to span all access switches in a data center.
In the design, Layer 3 VLAN interfaces and HSRP are configured on the aggregation switches.
Which two features improve STP stability within the network design? (Choose two.)

A. BPDU guard on access ports
B. BPDU guard on the aggregation switch downlinks toward access switches
C. root guard on the aggregation switch downlinks toward access switches
D. root guard on access ports
E. edge port on access ports
F. access switch pairs explicitly determined to be root and backup root bridges

Answer: AE

NEW QUESTION 40
Refer to the exhibit. There are multiple trees in the Cisco FabricPath. All switches in the Layer 2 fabric share the same view of each tree.
Which two concepts describe how the multicast traffic is load-balanced across this topology? (Choose two )

A. A specific (S.G) traffic is not load-balanced
B. All trees are utilized at the same level of the traffic rate
C. Every leaf node assigns the specific (S.G) to the same tree.
D. A specific (S.G) multicast traffic is load-balanced across all trees due to better link utilization efficiency.
E. The multicast traffic is generally load-balanced across all trees

Answer: BD

NEW QUESTION 44
While reviewing an existing network design, you are discussing the characteristics of different STP versions.
Which protocol minimizes unicast flooding during a Topology Change Notification in a Layer 2 switched network with many VLANs?

A. PVRSTP
B. MST
C. STP
D. PVSTP+

Answer: A

NEW QUESTION 47
Which two possible drawbacks should you consider when introducing Network Functions Virtualization in a network design? (Choose two)

A. Bandwidth utilization increases
B. Traffic flows are suboptimal
C. High-end routers are required to support NFV
D. OpenFlow must be supported in the network
E. An SDN orchestration layer is required to support NFV

Answer: CE
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NEW QUESTION 50
Which design principal improves network resiliency?

A. Added load-balancing
B. Added redundancy
C. Added confidentiality
D. Added reliability

Answer: B

NEW QUESTION 52
When designing a WAN that will be carrying real-time traffic, what are two important reasons to consider serialization delay? (Choose two )

A. Serialization delays are invariable because they depend only on the line rate of the interface
B. Serialization delays are variable because they depend on the line rate of the interface and on thetype of the packet being serialized.
C. Serialization delay is the time required to transmit the packet on the physical media.
D. Serialization delays are variable because they depend only on the size of the packet beingserialized
E. Serialization delay depends not only on the line rate of the interface but also on the size of thepacket

Answer: BD

NEW QUESTION 54
Which two aspects are considered when designing a dual hub dual DMVPN cloud topology? (Choose two )

A. will only work with single-tier headend architecture
B. hub sites must connect to both DMVPN clouds
C. recommended for high availability
D. spoke-to-spoke traffic will transit the hub unless spokes exchange dynamic routing directly
E. requires all sites to have dual Internet connections

Answer: AC

NEW QUESTION 55
A green data center is being deployed and a design requirement is to be able to readily scale server virtualization.
Which IETF standard technology can provide this requirement?

A. data center bridging
B. unified fabric
C. Transparent Interconnection of Lots of Links
D. fabric path

Answer: C

NEW QUESTION 58
A senior network designer suggests that you should improve network convergence times by reducing BGP timers between your CE router and the PE router of the
service provider.
Which two factors should you consider to adjust the timer values? (Choose two.)

A. service provider agreement to support tuned timers
B. manual updates to the peer groups
C. service provider scheduling of changes to the PE
D. number of routes on the CE router
E. number of VRFs on the PE router

Answer: AD

NEW QUESTION 59
You were tasked to enhance the security of a network with these characteristics:
- A pool of servers is accessed by numerous data centers and remote sites
- The servers are accessed via a cluster of firewalls
- The firewalls are configured properly and are not dropping traffic
- The firewalls occasionally cause asymmetric routing of traffic within the server data center.
Which technology should you recommend to enhance security by limiting traffic that could originate from a hacker compromising a workstation and redirecting
flows at the servers?

A. Poison certain subnets by adding static routes to Null0 on the core switches connected to thepool of servers.
B. Deploy uRPF strict mode.
C. Limit sources of traffic that exit the server-facing interface of the firewall cluster with ACLs.
D. Deploy uRPF loose mode

Answer: C

NEW QUESTION 60
You are designing a network running both IPv4 and IPv6 to deploy QoS.
Which consideration is correct about the QoS for IPv4 and IPv6?

A. IPv4 and IPv6 traffic types can use use queuing mechanisms such as LLQ, PQ and CQ.
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B. IPv6 packet classification is only available with process switching, whereas IPv4 packetclassification is available with both process switching and CEF.
C. IPv6 and IB/4 traffic types can use a single QoS policy to match both protocols
D. Different congestion management mechanisms need to be used for IPv4 and IPv6 traffic types

Answer: C

NEW QUESTION 62
A company plans to use BFD between its routers to detect a connectivity problem inside the switched network.
An IPS is transparently installed between the switches.
Which packets shold the IPS forward for BFD to work under all circumstances?

A. Fragmented packet with the do-not-fragment bit set
B. IP packets with broadcast IP source addresses
C. IP packets with the multicast IP source address
D. IP packet with the multicast IP destination address
E. IP packets with identical source and destination IP addresses
F. IP packets with the destination IP address 0.0.0.0.

Answer: E

NEW QUESTION 66
A Tier-3 Service Provider is evolving into a Tier-2 Service Provider due to the amount of Enterprise business it is receiving.
The network engineers are re-evaluating their IP/MPLS design considerations in order to support duplicate/overlapping IP addressing from their Enterprise
customers within each Layer3 VPN.
Which concept would need to be reviewed to ensure stability in their network?

A. Assigning unique Route Distinguishers
B. Assigning unique Route Target ID'S
C. Assigning unique IP address space for the Enterprise NAT/Firewalls
D. Assigning unique VRF ID's to each L3VPN

Answer: A

NEW QUESTION 70
What are two key design principles when using a hierarchical core-distribution-access network model? (Choose two )

A. A hierarchical network design model aids fault isolation
B. The core layer is designed first, followed by the distribution layer and then the access layer
C. The core layer provides server access in a small campus.
D. A hierarchical network design facilitates changes
E. The core layer controls access to resources for security

Answer: AD

NEW QUESTION 71
A Service Provider is designing a solution for a managed CE service to a number of local customers using a single CE platform and wants to have logical
separation on the CE platform using Virtual Routing and Forwarding (VRF) based on IP address ranges or packet length.
Which is the most scalable solution to provide this type of VRF Selection process on the CE edge device?

A. Static Routes for Route Leaking
B. Policy Based Routing
C. OSPF per VRF Instance
D. Multi-Protocol BGP

Answer: B

NEW QUESTION 73
An MPLS service provider is offering a standard EoMPLS-based VPLS service to CustomerA providing Layer 2 connectivity between a central site and
approximately 100 remote sites.
CustomerA wants to use the VPLS network to carry its internal multicast video feeds which are sourced at the central site and consist of 20 groups at Mbps each.
Which service provider recommendation offers the most scalability?

A. EoMPLS-based VPLS can carry multicast traffic in a scalable manner
B. Use a mesh of GRE tunnels to carry the streams between sites
C. Enable snooping mechanisms on the provider PE routers.
D. Replace VPLS with a Layer 3 MVPN solution to carry the streams between sites

Answer: D

NEW QUESTION 74
Which protocol does an SD-Access wireless Access Point use for its fabric data plane?

A. GRE
B. MPLS
C. VXLAN
D. LISP
E. CAPWAP
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Answer: C

NEW QUESTION 77
Drag and Drop Question
Drag and drop the design use cases from the left onto the correct uRPF techniques used to prevent spoofing attacks.
Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 79
Drag and Drop Question
Drag and drop the FCAPS network management reference models from the left onto the correct definitions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 80
Two enterprise networks must be connected together. Both networks are using the same private IP addresses.
The client requests from both sides should be translated using hide NAT (dynamic NAT) with the overload feature to save IF addresses from the NAT pools.
Which design addresses this requirement using only one Cisco I OS NAT router for both directions?

A. This is not possible, because two Cisco IOS NAT routers are required to do dynamic NAT, withoverload in both directions.
B. The ip nat inside and ip nat outside commands must be configured at the interfaces with theoverload option in both directions.
C. The overload feature is the default and does not have to be configured.
D. Two different NAT pools must be used for the ip nat inside source and the ip nat outside sourcecommands for the overload feature in both directions.
E. The Nat Virtual interface must be used to achieve this requirement.

Answer: D

NEW QUESTION 82
Which two conditions must be met for EIGRP to maintain an alternate loop-free path to a remote network? (Choose two.)

A. The Reported Distance from a successor is lower than the local Feasible Distance.
B. The Reported Distance from a successor is higher than the local Feasible Distance.
C. The feasibility condition does not need to be met.
D. The Feasible Distance from a successor is lower than the local Reported Distance.
E. A feasible successor must be present.

Answer: AE

NEW QUESTION 86
Company A has a hub-and spoke topology over an SP-managed infrastructure. To measure traffic performance metrics. IP SLA senders on all spoke CE routers
and an IP SLA responder on the hub CE router.
What must they monitor to have visibility on the potential performance impact due to the constantly increasing number of spoke sites?

A. memory usage on the hub router
B. interface buffers on the hub and spoke routers
C. CPU and memory usage on the spoke routers
D. CPU usage on the hub router

Answer: D

NEW QUESTION 91
Which two descriptions of CWDM are true? (Choose two)

A. typically used over long distances, but requires optical amplification
B. uses the 850nm band
C. allows up to 32 optical earners to be multiplexed onto a single fiber
D. shares the same transmission window as DWDM
E. Passive CWDM devices require no electrical power

Answer: DE

NEW QUESTION 94
Company XYZ runs OSPF in their network. A design engineer decides to implement hot-potato routing architecture.
How can this implementation be achieved?

A. Enable iBGP and apply prepend to ensure all prefixes will have the same length of the AS pathattribute value.
B. Redistribute the external prefixes onto OSPF and ensure the total metric calculation includes onlythe ext value and the value is the same in all ASBRs.
C. Enable OSPF load-balancing over unequal cost path.
D. Redistribute the external prefixes onto OSPF and ensure that the total metric calculation includesexternal internal values.

Answer: D

NEW QUESTION 96
Company XYZ is planning to deploy primary and secondary (disaster recovery) data center sites. Each of these sites will have redundant SAN fabrics and data
protection is expected between the data center sites. The sites are 100 miles (160 km) apart and target RPO/RTO are 3 hrs and 24 hrs, respectively. Which two
considerations must Company XYZ bear in mind when deploying replication in their scenario? (Choose two.)

A. Target RPO/RTO requirements cannot be met due to the one-way delay introduced by thedistance between sites.
B. VSANs must be routed between sites to isolate fault domains and increase overall availability.
C. Synchronous data replication must be used to meet the business requirements
D. Asynchronous data replication should be used in this scenario to avoid performance impact in theprimary site.
E. VSANs must be extended from the primary to the secondary site to improve performance andavailability.

Answer: BD

NEW QUESTION 100
Which undesired effect of increasing the jitter compensation buffer is true?

A. The overall transport jitter decreases and quality improves.
B. The overall transport jitter increases and quality issues can occur.
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C. The overall transport delay increases and quality issues can occur.
D. The overall transport delay decreases and quality improves.

Answer: C

NEW QUESTION 102
Company XYZ is running OSPF in their network. They have merged with another company that is running EIGRP as the routing protocol. Company XYZ now
needs the two domains to talk to each other with redundancy, while maintaining a loop free environment.
The solution must scale when new networks are added into the network in the near future.
Which technology can be used to meet these requirements?

A. multipoint route-redistribution with route filtering using ACLs
B. DUMP multipoint route-redistribution with route filtering using route tags
C. DUMPS single point route-redistribution with route filtering using route tags
D. DUMPS single point route-redistribution with route filtering using ACLs

Answer: B

NEW QUESTION 103
Company XYZ is in the process of identifying which transport mechanism(s) to use as their WAN technology.
Their main two requirements are.
- a technology that could offer DPI, SLA, secure tunnels, privacy, QoS, scalability, reliability, and ease of management
- a technology that is cost-effective
Which WAN technology(ies) should be included in the design of company XYZ?

A. Software-defined WAN should be the preferred choice because it complements both technologies, covers all the required features, and it is the most cost-
effective solution.
B. Internet should be the preferred option because it is cost effective and supports BFD, IP SL
C. andIPsec for secure transport over the public Internet.
D. Both technologies should be use
E. Each should be used to back up the other one; where theprimary links are MPLS, the internet should be used as a backup link with IPsec (and vice versa).
F. MPLS meets all these requirements and it is more reliable than using the Interne
G. It is widelyused with defined best practices and an industry standard.

Answer: A

NEW QUESTION 107
Drag and Drop Question
Drag and drop the multicast protocols from the left onto the current design situation on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 108
......
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