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NEW QUESTION 1
Refer to the exhibit.

What is occurring in this network?

A. ARP cache poisoning

B. DNS cache poisoning

C. MAC address table overflow
D. MAC flooding attack

Answer: A

NEW QUESTION 2

What is the difference between statistical detection and rule-based detection models?

A. Rule-based detection involves the collection of data in relation to the behavior of legitimate users over a period of time
B. Statistical detection defines legitimate data of users over a period of time and rule-based detection defines it on an IF/THEN basis
C. Statistical detection involves the evaluation of an object on its intended actions before it executes that behavior

D. Rule-based detection defines legitimate data of users over a period of time and statistical detection defines it on an IF/THEN basis
Answer: B

NEW QUESTION 3

What is a purpose of a vulnerability management framework?

A. identifies, removes, and mitigates system vulnerabilities

B. detects and removes vulnerabilities in source code

C. conducts vulnerability scans on the network

D. manages a list of reported vulnerabilities

Answer: A

NEW QUESTION 4

A user received a malicious attachment but did not run it. Which category classifies the intrusion?

A. weaponization

B. reconnaissance

C. installation

D. delivery

Answer: D

NEW QUESTION 5

Refer to the exhibit.

This request was sent to a web application server driven by a database. Which type of web server attack is represented?
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A. parameter manipulation
B. heap memory corruption
C. command injection
D. blind SQL injection

Answer: D

NEW QUESTION 6
Refer to the exhibit.

What should be interpreted from this packet capture?

A. IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 80 of IP address 192.168.122.100 that is going to port 50272 of IP address

81.179.179.69 using IP protocol 6.

B. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 50272 of IP address 192.168.122.100 that is going to port 80 of IP

address 81.179.179.69 using IP protocol 6.

C. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 80 of IP address 192.168.122.100 that is going to port 50272 of IP

address 81.179.179.69 using IP protocol 6.7E503B693763E0113BEOCD2E4A16C9C4

D. IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 50272 of IP address 192.168.122.100 that is going to port 80 of IP address

81.179.179.69 using IP protocol 6.

Answer: B

NEW QUESTION 7
Which type of data collection requires the largest amount of storage space?

A. alert data

B. transaction data
C. session data

D. full packet capture

Answer: D

NEW QUESTION 8

Refer to the exhibit.

What is occurring in this network traffic?

A. high rate of SYN packets being sent from a multiple source towards a single destination IP
B. high rate of SYN packets being sent from a single source IP towards multiple destination IPs
C. flood of ACK packets coming from a single source IP to multiple destination IPs

D. flood of SYN packets coming from a single source IP to a single destination IP

Answer: D

NEW QUESTION 9

Refer to the exhibit.

Which application protocol is in this PCAP file?

A. SSH

B. TCP

C.TLS
D. HTTP
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Answer: B

NEW QUESTION 10
Which metric is used to capture the level of access needed to launch a successful attack?

A. privileges required
B. user interaction

C. attack complexity
D. attack vector

Answer: A

NEW QUESTION 10
What should a security analyst consider when comparing inline traffic interrogation with traffic tapping to determine which approach to use in the network?

A. Tapping interrogation replicates signals to a separate port for analyzing traffic

B. Tapping interrogations detect and block malicious traffic

C. Inline interrogation enables viewing a copy of traffic to ensure traffic is in compliance with security policies
D. Inline interrogation detects malicious traffic but does not block the traffic

Answer: A

NEW QUESTION 13
Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate course of action?

A. decision making
B. rapid response
C. data mining

D. due diligence

Answer: A

NEW QUESTION 14
An analyst discovers that a legitimate security alert has been dismissed. Which signature caused this impact on network traffic?

A. true negative
B. false negative
C. false positive
D. true positive

Answer: B

NEW QUESTION 18
Which metric in CVSS indicates an attack that takes a destination bank account number and replaces it with a different bank account number?

A. integrity

B. confidentiality
C. availability

D. scope

Answer: A

NEW QUESTION 23

Which step in the incident response process researches an attacking host through logs in a SIEM?
A. detection and analysis

B. preparation

C. eradication

D. containment

Answer: A

NEW QUESTION 24

One of the objectives of information security is to protect the CIA of information and systems. What does CIA mean in this context?
A. confidentiality, identity, and authorization

B. confidentiality, integrity, and authorization

C. confidentiality, identity, and availability

D. confidentiality, integrity, and availability

Answer: D

NEW QUESTION 27
An intruder attempted malicious activity and exchanged emails with a user and received corporate information, including email distribution lists. The intruder asked
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the user to engage with a link in an email. When the fink launched, it infected machines and the intruder was able to access the corporate network.
Which testing method did the intruder use?

A. social engineering
B. eavesdropping

C. piggybacking

D. tailgating

Answer: A

NEW QUESTION 28
The target web application server is running as the root user and is vulnerable to command injection. Which result of a successful attack is true?

A. cross-site scripting

B. cross-site scripting request forgery
C. privilege escalation

D. buffer overflow

Answer: B

NEW QUESTION 29
Which system monitors local system operation and local network access for violations of a security policy?

A. host-based intrusion detection
B. systems-based sandboxing
C. host-based firewall

D. antivirus

Answer: C

NEW QUESTION 34
Refer to the exhibit.

Which type of log is displayed?

A.IDS

B. proxy
C. NetFlow
D. sys

Answer: D

NEW QUESTION 39
Which two components reduce the attack surface on an endpoint? (Choose two.)

A. secure boot

B. load balancing

C. increased audit log levels

D. restricting USB ports

E. full packet captures at the endpoint

Answer: AD

NEW QUESTION 44
What does cyber attribution identify in an investigation?

A. exploit of an attack

B. threat actors of an attack
C. vulnerabilities exploited
D. cause of an attack

Answer: B

NEW QUESTION 48

When trying to evade IDS/IPS devices, which mechanism allows the user to make the data incomprehensible without a specific key, certificate, or password?
A. fragmentation

B. pivoting

C. encryption

D. stenography

Answer: D

NEW QUESTION 51
Which security principle requires more than one person is required to perform a critical task?
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A. least privilege
B. need to know
C. separation of duties
D. due diligence

Answer: C

NEW QUESTION 56

Which list identifies the information that the client sends to the server in the negotiation phase of the TLS handshake?

A. ClientStart, ClientKeyExchange, cipher-suites it supports, and suggested compression methods
B. ClientStart, TLS versions it supports, cipher-suites it supports, and suggested compression methods
C. ClientHello, TLS versions it supports, cipher-suites it supports, and suggested compression methods
D. ClientHello, ClientKkeyExchange, cipher-suites it supports, and suggested compression methods

Answer: C

NEW QUESTION 58

Which security technology allows only a set of pre-approved applications to run on a system?

A. application-level blacklisting

B. host-based IPS

C. application-level whitelisting

D. antivirus

Answer: C

NEW QUESTION 63

A network engineer discovers that a foreign government hacked one of the defense contractors in their home country and stole intellectual property. What is the
threat agent in this situation?

A. the intellectual property that was stolen

B. the defense contractor who stored the intellectual property
C. the method used to conduct the attack

D. the foreign government that conducted the attack

Answer: D

NEW QUESTION 67

A system administrator is ensuring that specific registry information is accurate.
Which type of configuration information does the HKEY_LOCAL_MACHINE hive contain?

A. file extension associations

B. hardware, software, and security settings for the system

C. currently logged in users, including folders and control panel settings
D. all users on the system, including visual settings

Answer: B

NEW QUESTION 68

Which event artifact is used to identify HTTP GET requests for a specific file?

A. destination IP address

B. URI
C. HTTP status code
D. TCP ACK

Answer: B

NEW QUESTION 70
Refer to the exhibit.

Drag and drop the element name from the left onto the correct piece of the PCAP file on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 72
Which access control model does SELinux use?

A. RBAC
B. DAC
C. MAC
D. ABAC

Answer: C

NEW QUESTION 75
What does cyber attribution identity in an investigation?

A. cause of an attack

B. exploit of an attack

C. vulnerabilities exploited
D. threat actors of an attack

Answer: D

NEW QUESTION 78
What are two social engineering techniques? (Choose two.)

A. privilege escalation
B. DDoS attack

C. phishing

D. man-in-the-middle
E. pharming

Answer: CE

NEW QUESTION 80

Refer to the exhibit.

What is the expected result when the "Allow subdissector to reassemble TCP streams" feature is enabled?
A. insert TCP subdissectors

B. extract a file from a packet capture

C. disable TCP streams

D. unfragment TCP

Answer: D
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NEW QUESTION 83

Which attack is the network vulnerable to when a stream cipher like RC4 is used twice with the same key?

A. forgery attack

B. plaintext-only attack

C. ciphertext-only attack

D. meet-in-the-middle attack

Answer: C

NEW QUESTION 85

What is personally identifiable information that must be safeguarded from unauthorized access?

A. date of birth

B. driver's license number
C. gender

D. zip code

Answer: B

NEW QUESTION 86

An analyst received an alert on their desktop computer showing that an attack was successful on the host. After investigating, the analyst discovered that no

mitigation action occurred during the attack. What is the reason for this discrepancy?

A. The computer has a HIPS installed on it.
B. The computer has a NIPS installed on it.
C. The computer has a HIDS installed on it.
D. The computer has a NIDS installed on it.

Answer: C

NEW QUESTION 90
Which two elements are used for profiling a network? (Choose two.)

A. session duration
B. total throughput
C. running processes
D. listening ports

E. OS fingerprint

Answer: DE

NEW QUESTION 94
Which action prevents buffer overflow attacks?

A. variable randomization

B. using web based applications
C. input sanitization

D. using a Linux operating system

Answer: C

NEW QUESTION 99
How is NetFlow different than traffic mirroring?

A. NetFlow collects metadata and traffic mirroring clones data

B. Traffic mirroring impacts switch performance and NetFlow does not
C. Traffic mirroring costs less to operate than NetFlow

D. NetFlow generates more data than traffic mirroring

Answer: A

NEW QUESTION 103

Refer to the exhibit.

Which two elements in the table are parts of the 5-tuple? (Choose two.)
A. First Packet

B. Initiator User

C. Ingress Security Zone

D. Source Port

E. Initiator IP

Answer: DE
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NEW QUESTION 107
Drag and drop the security concept on the left onto the example of that concept on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 112
In a SOC environment, what is a vulnerability management metric?

A. code signing enforcement
B. full assets scan

C. internet exposed devices
D. single factor authentication

Answer: D

NEW QUESTION 114
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