\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Passing Certification Exams Made Easy

Cisco

Exam Questions 300-415
Implementing Cisco SD-WAN Solutions (ENSDWI)

visit - https://www.surepassexam.com



Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

I"_V|Sure Pa&s

NEW QUESTION 1
In a Cisco SD-WAN architecture, what is the role of the WAN Edge?

A. It provides orchestration to assist in automatic provisioning of WAN Edge routers and overlay
B. It is the management plane responsible for centralized configuration and monitoring

C. Itis the control plane that builds and maintains network topology

D. It is the data plane that is responsible for forwarding traffic

Answer: D

Explanation:
Cisco WAN Edge routers are responsible for establishing the network fabric and
forwarding traffic. Cisco WAN Edge routers come in multiple forms, virtual and

NEW QUESTION 2

An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 3

Which plane builds and maintains the network topology and makes decisions on traffic flows?

A. orchestration
B. management
C. control

D. data

Answer: C

NEW QUESTION 4

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?

vpn 0
router
ospl

redistribute omp route-palicy OSPF_Route_Paolicy

area 0
interface ged/2
exil
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1

route-policy OSPF_Route Policy
sequence 1
match
address W2_Loopback
1
default action accept
set
metric 100

metric-type type1

vpn 0
router
ospl

redistribute omp route-policy OSPF_Route_Policy

area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1

route-policy OSPF_Route_Policy
sequence 1

match

addraes W2 | annhack

metnc-type type1
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1
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sequence 1
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exil
Finln
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wp-preli 10,10, 10,532
|
roube-policy OBFF_Roule_Policy
nequsnce 1
match
wddress W2_Loopback
1
chian asoept
el
matise 100
matnc-type type

. Option A
. Option B
. Option C
. Option D
. Option E

moQoOw>

Answer: D

Explanation:

Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 5
Refer to the exhibit.

Edgel# show control connections

DOMAIN

PEER
PRIVATE IP

PEER
PRIV PEER
PORT PUBLIC IP

12446 10.50.0.5
12446 10.50.0.5
12346 10.50.0.9

EER PEER PEER SITE
PE PROT SYSTEM IP ID
smart dtls 10.2.2.2 1
smart dtls 10.2.2.2 1
bond dels 0.0.0.0 4]
bond detls 0.0.0.0 0
anaqge dtls 10.1.1.1 1

10.50.0.5
lni ﬁﬂl D'I‘ E
10.50.0.9
10.50.0.9
10.50.0.1

12346 10.50.0.9 up
12446 10.50.0.1

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves this goal?
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 6

Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

shows Il the route was dthosen 1o enler the routing table 91 not gysiem ID
ENCAPSLILATION < = .r.".nb_ﬁ.'r ot Vs l-ri -
B COLOR rype of funnal Deng wsad
TLOC P TLOC route status
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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NEW QUESTION 7
Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS

D. vBond controllers

Answer: C

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 8
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:

» Application visibility and granular control
» Classification of 1400~ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 9
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.

D. It blocks encrypted traffic

Answer: C

NEW QUESTION 10
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:

WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for trafic
forwarding, securty, encryption, quality of service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open

Shortest Path First (OSPF), and maore
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NEW QUESTION 10
Refer to the exhibit,

from-vsmart data-policy 1 ServicelsertionTPSec
direction from-service
vpa-list 1
sequence 1
match destination-ip 64.102.6.247/32
action accept
set
service netsvel
5en'ice I.'D'f.:l.].

default-action accept

which configuration configures IPsec tunnels in active and standby?

vpn 1
service netsvc interface ipsec ipsec

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvel interface ipsect ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1
service netsved interface ipsect ipsec?

from-vsmart lists vpn-list 4
vpn 1

vpn 0
service netsvc1 interface ipsect ipsec2
vpn-list 1

count ServicePSec1_3T5ATANDAR

from-vamart lists vpn-list 0
von 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 11
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM

Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 15
Which two products that perform lifecycle management for virtual instances are supported by WAN Edge cloud routers? (Choose two.)

A. OpenStack

B. AWS

C. VMware vCenter
D. Azure

E. IBM Cloud

Answer: AC

Explanation:
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-ct
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The following figure illustrates Cisco vEdge Cloud router solution elements

VM Orchestration tools

E OpensStack VMware ! Customer owned and
Jll Cloud Software vSphere ! operated

Cisco vidge cloud

NEW QUESTION 20
Which feature builds transport redundancy by using the cross link between two redundant WAN Edge routers?

A. OMP

B. zero-touch provisioning
C. quality of service

D. TLOC extension

Answer: D

Explanation:

Features like TLOC extension help to build transport redundancy by using the cross link
between two redundant WAN Edge routers. Network level redundancy is implemented
by multiple geo-redundant data centers.

NEW QUESTION 24
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds

Answer: C

NEW QUESTION 26
Which configuration allows users to reach YouTube from a local Internet breakout?
A)

VPN 10

ip route 0.0.0.0/0 vpn O
B)
VPN 10
ip route 0.0.0.0/0 vpn 0
VPN 0
interface Gig1/1

nat
C)
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policy

data-policy DPI

vpn-list vpn10

sequence 10

match

app-list YouTube

destination-port 80 443

!

action accept

count Youtube

!

default-action accept

I

lists

vpn-list vpn10

vpn 10

]

app-list YouTube

app youtube

app youtube_hd

!

site-list Remote

site-id 14

site-id 15

!

!

!

apply-policy

site-list Remote

data-policy DPI from-transport
D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
|

actiondrop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

!

app-list YouTube
app youtube

app youtube_hd
I

site-list Remote
site-id 14

site-id 15

!

apply-policy
site-list Remote

data-policy DPI from-transport

vpn 10

ip route 0.0.0.0/0 vpn O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN
(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 29

A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number
D. OMP tracking

Answer: B

Explanation:

™

If all OMP sessions are lost, VRRP fallover

vEdge (config-vrrp) # track-prefix-list 1ist-nape

accurs as described for the track-omp option. In addition, if reachability to all the prefixes in the listis lost, VRRP fallover occurs

immediately, without waiting for the OMP hold timer toexpire, thus minimizing the amount of overlay trafficis dropped while the vEdge routers determine the VRRP master.
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NEW QUESTION 32
Which command verifies a policy that has been pushed to the vEdge router?

A. vEdge# show running-config data policy
B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 35
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Cisco NFV Infrastructure Building Blocks

=« Compute: Cisco Unified Computing System™ (Cisco LICS®) for a carrier class and reliabie
compute mirastructure

= Storage: Cisco UCS hardware and CePH provide reliable storage. The user has the oplions to
introduce additional storage as capacity needs grow.

« Networking: Cisco Nexus® 9000 sernes hardware provides high throughput, [ow latency, and nch
leature sets.

« Vinualized Infrastructure: Fully integrated Red Hat Emterprise Linux and Red Hal OpenStack
Platlorm runs on top of Cisco Unified Computing System™ (Cisco UCS®). It is open source yet
hardened and mature,

+ Management: Cisco UCS Director functions as a unified management tool across multiple virtual
gnvironments. SDN controller is optional.

NEW QUESTION 37
An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant
name filed?

D

4
28
56

cow>
® NP

Answer: B

Explanation:
In the Add Tenant window:

a.  Enter a name for the tenant. It can be up to 128 characters and can contain enly alphanumeric characters.

NEW QUESTION 42
Which policy configures an application-aware routing policy under Configuration > Policies?
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A. Localized policy
B. Centralized policy
C. Data policy

D. Control policy

Answer: B

NEW QUESTION 44
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
D. MD5

E. SHA-2

Answer: AB

Explanation:
Configure SNMPYVY

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 47
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local

B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 51
When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?

A. two
B. four
C. one
D. three

Answer: C

NEW QUESTION 53

Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?
A. OMP

B. IP SLA

C. NetFlow

D. BFD

Answer: D

NEW QUESTION 54
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What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation:

Supported Protocols
This section explains the protocols supported for unicast routing

« OMP Routing Protocol

« BGP and OSPF Routing Protocols
« OSPFv3

« EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 58
In which device state does the WAN edge router create control connections, but data tunnels are not created?

A. valid

B. backup
C. active
D. staging

Answer: D

Explanation:

Staging — In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN
controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are
established with other WAN Edge devices in the overlay network.

NEW QUESTION 63
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C.VPNO
D. VPN 512

Answer: C

Explanation:
transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

NEW QUESTION 67
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.
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‘ [BFD for Transport Tunnel
poll interval
Color
hello interval
PMTU discovery [BFD for Application-Aware Routing
)
multiplier |
]

A. Mastered
B. Not Mastered

Answer: A
Explanation:

https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 68
Refer to the exhibit.

SDWAN
Enterprise Network

Controllers

wlage 1

-

Lt 5

>

@ : I

@ 'a MPI.-E- ; tdge 101 3 Yt}
o ¥

Branch C

<z
- '*'

Faasoag Pals — (RS 9]

[ERE = L R

The network team must configure branch B WAN Edge device 103 to establish dynamic full-mesh IPsec tunnels between all colors with branches over MPLS and
Internet circuits. The branch ts configured with:
viptela-system system

device-model

vedge-cloud
host-nam vEdge-Cloud
location CA
system-ip 10444
domain-id 1
Site-id 1
organization-name ABC
clock tmezone US/Newyork

vbond 10.10.0.1 port 12346
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omp
no shutdown
graceful-restan

vpn 512

interface eoth0
ip address 10.0.0.1/24
no shutdown

Which configuration meets the requirement?

A)

vpn 0
interface ge0/0

description “**" Internet Circuit """

ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

interface gel/1
description “** MPLS "**"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls
allow-service all

B)

vpn 0
interface ge0/0

description “*** Internet Circuit *=*"

ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all

interface ge0/1
description “** MPLS ="
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all

C)
vpn 0
interface ge0/0
description “*** Internet Circuit "**"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec

color public-internet restrict
allow-service all

interface ge0/1
description “** MPLS ***"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all
D)
vpn 0
interface gel/0
description “*** Internet Circuit ***"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

vpn 1

interface gel/1
description “** MPLS """
ip address 10.10.0.101/30
tunnel-interface

encapsulation ipsec
color mols

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 71
Refer to the exhibit.
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o BR1.VEDGE1 10.3.0.1 reachable vEdge Cloud

What does the BFD value of 8 represent?

A. number of BFD sessions

B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 76
What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager

D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A
Explanation:

o VPN Qis the transport VPN, It carries control traffic over secure DTLS or TLS connections between vSmart controllers and
uEfige routers, and between vSmart controllers and '.fBElﬂd orchestrators. Initially, '-v"i';‘; 0 contains all a device's interfaces
except for the management interface, and all tne interfaces are disabled. For the control plane to establish itseif so that
the overlay network can function, you must configure WAN transport int terfaces in VPN 0

NEW QUESTION 77
Refer to the exhibit

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



E/IsurePExam

Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

SDWAN Topology
Islamabad HQ
Networks System IP:
192.168.1.0/24 10.10.10.1
193.168.1.0/28 10.10.10.2
10.10.10.3
vManage vomart
\’ System IP:
,\ 10.10.10.10
Internet
i — \
- . -~ il - ;_.*' — \.,'
SystemIP —-_ o _“SystemIP H\ System IP
10111~ — " 10229 .\ 10333
Beiging __ lIstanbul Mashhad
e i i \ o ‘-""-. E i 4
CSR L3 CSR L3 | 3 ]
1000w Switch 1000v Switch
Networks Networks Networks Networks
172.16.1.0/24 172.16.5.0/24 172.16.7.0/24 172.16.1.0/24
172.16.2.0/24 VPN 91 172.16.6.0/24 172.16.8.0/24 VPN 92 172.16.1.0/24
172.16.3.0/24 172.16.1.0/24
172.16.4.0/24 VPN 91 VPN 92 172.16.1.0/24

© Centralized Policy | (D Localized Policy

CLI Policy CLI Policy

Lists Lists

Topology Forwarding Class/QoS
Traffic Policy Access Control Lists

Route Policy

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call

the SLA class and set the preferred color to MPLS?
A. Localized Policy, Route Policy

B. Centralized Policy, Traffic Policy

C. Localized Policy, Forwarding Class

D. Centralized Policy Topology

Answer: B

NEW QUESTION 79

An administrator wants to create a policy to add a traffic policer called "politer-ccnp” to police data traffic on the WAN Edge. Which configuration accomplishes this

task in vSmart?

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

vpin 1
A interface ge 0/4
policer policer-ccnp in
I[ ONCYy
data-policy policy-ccnp
B vpn-list list-conp
Sequence numopoer
action accept
sel policer policer conp
polbcy
access-list st-cocnp
G SEQUENCE MumDer
chion accepl
policer policer-conp
vpn 1
0] interface ge O/4
policer pohcer-conp out
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 84
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations

B. authentication headers

C. certificates

D. TPM chip

E. encapsulation security payload

Answer: BE

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/Software _Features/Release_18.4/Security/01Security Ov

NEW QUESTION 89
Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC
Explanation:

https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 91
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

IP address target1
color target2
encapsulation target3

VPN

service
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is
uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing
Encapsulation [GRE] or IPsec)

NEW QUESTION 92
Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?

A. Data

B. Orchestration
C. Management
D. Control

Answer: B

Explanation:

The Cisco SD-WAN solution is comprised of separate orchestration, management, control, and data planes

® The orchestration plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay

NEW QUESTION 97
An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?
A)
vpn 1
interface ge0/1
ip address 172.16.0.1/24
vpn 512
ip route 0.0.0.0/0 vpn 0

B)
vpn 1
ip route 0.0.0.070 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat
C)
vpn 0
interface ge0/0
ip address 172.16.0.1/24
nat
vpn 1
ip route 0.0.0.0/0 vpn 0
D)
vpn 0
Ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge0/1
ip address 172.16.0.1/24
nat

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 100
Refer to the exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\O/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

policy !
lists !
! default-action accept
tioc-list dc-prelerence-east !
tloc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tloc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
! 1
site-list sites-region-west action accept
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
! |
site-list dc-sites default-achon accept
site-id 100-101 !
|
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
maltch route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
sel out
tioc-list dc-preference-eas! !
! !

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center

(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change
achieves this objective?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 105

An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?

vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 107

If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 109

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant

name field?

D

4
28
56

cow>
NP

Answer: B

Explanation:

NEW QUESTION 114
Refer to the exhibit.
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Q
o .
we
Customer A
Gel/2 Ged/2

R1

TLOC Extension

R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity

over the MPLS connection?
A)

R1
interface ge0/2
ip address 34.34.34.1/30
tloc-extension geld/
wnnel-interface
color mpls

interface ge0/2
ip address 34.34_34.2/30
tloc-extension ged/l
tunnel-interface
ceolor public-internet

B)
R1
interface gel/2

ip address 34.34.34.1/30
tloc-extension gel/

interface ge0/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)

vpn 0
router

ospf

redistribute omp route-policy OSPF_Route_Policy

area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip=-prefix 10.10.10.5/32
I

route-policy OSPF_Route_Policy
sequence 1

match

address W2_Loopback

|

action accept

set
metric 100
metric-type typel
D)
vpn 10

name “*** Service VPN 10 =
router
ospf

redistribute omp route-policy OSPF_Route_Policy

area 0
interface ge0/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
]

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
]

action acceot

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 116
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using
the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 121

What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?
A. IGP

B. QoS

C.TLS

D. OMP

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 123
Refer to the exhibit.

Cancel

An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN91 to reach users in VPN92 and VPN10 to reach
VPN91 and VPN92. Which configuration meets these requirements?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 124
Refer to the exhibit.
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An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666

B. 100 20 104

C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 129

A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if
the file is good, unknown or malicious. The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two
Cisco SD-WAN solutions meet the requirements? (Choose two.)

A. Cisco Trust Anchor Module
B. Cisco Threat Grid

C. Cisco Snort IPS

D. Cisco AMP

E. Cisco Secure Endpoint
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Answer: CD

NEW QUESTION 133
Refer to the exhibit.

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies

NEW QUESTION 138

An engineer must deploy a QoS policy with these requirements:
* policy name: App-police

* police rate: 1000000

* burst: 1000000

* exceed: drop

Which configuration meets the requirements?

vpn-list VPN10
seguence 1
match
L app-list youtube
action accept
set
policer App-police

policy
data-policy policy-name
vpn-list 10
E. sequence1
action accept
set
policer App-police

vpn 10
interface gel/0/0
G, set
policer App-police in
default action accept

policy
D action accept

Tt
policer App-police

Option A
Option B
Option C
Option D

OO w>»

Answer: B

NEW QUESTION 139
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 144
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A. 0.0.0.0/1 le 16
B.0.0.0.0/0ge 1
C.0.0.0.0/01el6
D.0.0.0.0/16 ge 1
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Answer: A

NEW QUESTION 145
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time

B. System Status
C. ACL Logs

D. Events

Answer: A

Explanation:

+ Using Cisco vManage

View the configured services on the Real Time monitoring page (Monitor > Network > hub-cevice > Real Time). For Device Options, select OMP Services

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 149
At which layer does the application-aware firewall block applications on a WAN Edge?

00 w»
N 01N W

Answer: B

NEW QUESTION 153
Which feature allows reachability to an organization’s internally hosted application for an active DNS security policy on a device?

A. local domain bypass

B. DHCP option 6

C. DNSCrypt configurator
D. data pokey with redirect

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-16/security-book-xe/umbrell

Fal Al (¥ a1 liet 1= Al al & { A -‘-1‘."-}.- AR S A R { Al F AN | s i - Tl f (7] i | o 1'. ramstat il | & TS B S AL 5! -
» Local domain bypass list is global and each VRF can enable or disable the local domain bypass list. If enabled, the DNS packet will be matched against the loca

aomain ust.

NEW QUESTION 154
Drag and drop the functions from the left onto the correct templates on the right.

manzgement WM

s SeTine VE'N

OrGanZIton |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 157
Refer to the exhibit.
Address Family @~| @ On . Off
Address Family 52 ipvd-unicast
Maximum Number of Prefixes @ ~
Route Policy In @~ On @ Off
Route Policy Out @ ~ ‘ ® On Off
Policy Name @ ~  eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?
A)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community $99:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefic 21.21.21.0024
ip-prefix 22.22.22.0/24

B)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.00/24
ip-prefix 21.21.21.00/24
ip-prefix 22.22.22.0/24
C)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community $99:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0024
ip-prefix 22.22.22 0/24

D)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 160

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS

Answer: D

NEW QUESTION 162
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-bit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
Typically, there are more than one datacenters for HA/redundancy requirements. After
successful migration of the first datacenter, migrate the second datacenter in a similar method
as explamed 1n this section. Note that a routing loop can occur if there 1s a backdoor link
between the datacenter sites and route advertisement is configured between the two
datacenters. To avoid the loop, any of the three methods explained below can be used:

1. Use the same Autonomous System Numbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN. Configure all DC SD-
WAN edge routers with the same overlay-as. This allows the edges to filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back mto OMP,

3. Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learning advertisements from
the LAN side.

NEW QUESTION 164
A large retail organization decided to move some of the branch applications to the AWS cloud. How does the network architect extend the in-house Cisco SD-WAN
branch to cloud network into AWS?

A. Create virtual WAN Edge devices Cloud through the AWS online software store

B. Create virtual instances of vSmart Cloud through the AWS online software store

C. Create GRE tunnels to AWS from each branch over the Internet

D. Install the AWS Cloud Router in the main data center and provide the connectivity from each branch

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio
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NEW QUESTION 169

A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to

accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the

transport side.

NEW QUESTION 173
Refer to the exhibit
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An engineer is getting a CTORGNMMIS error on a controller connection Which action resolves this issue?

A. Configure a valid serial number on the WAN Edge

B. Configure a valid organization name
C. Configure a valid certificate on vSMART
D. Configure a valid product ID

Answer: B

NEW QUESTION 177
Refer to the exhibit.

[110/300]) via
[(110/300) via
10.80.56.0/24
[110/300]) via
[110/300]) via

LAB-ROUTER#show 1p route vrf 100

Gateway of last resort is 10.1.9.2 to
m* 0.0.0.0/0 [251/0) via 10.1.9.2,

[251/0] via 10.1.9.3,
0 10.80.6.0/24

172.19.75.178,
172.1%.75.66,

1/2.19.75.18,
172.19.75.66,

network 0.0.0.0
06:10:53
06:10:532
20:35:33, GigabltEthernet0/0/2.10
1wld, GigabitEthernet0/0/1.11
20:35:33, GigabitEthernetl/0/2.10
1wld, GigabitEthernet0/0/1.11

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are

verified by the output? [Choose two.)

A. The routing table is for the transport VPN.
B. The default route is learned via OMP.
C. This routing table is from a cEdge router.
D. The default route is configured locally.

E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 181
Refer to the exhibit.
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An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the

firewall on the hub site?
A)

ven 20
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-palicy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-policy
site-list firewall-zites control-policy firewall-service out

B)

vpn 10
service FYY address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 10
default-action accept
apply-policy : .
site-list firewall-zites control-policy firewall-service out

C)
wpn 10
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
site<id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-peliey .
sive-list firewall-sites control-policy firewall-service out

D)
wvpn 10
service FW address 1.1.1.2
policy
lists
site-list firewall-sites
site<id 1
control-pelicy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 10
default-action accept
apply-pelicy _
site-list firewall-zites control-policy firewall-zervice out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin

NEW QUESTION 186
Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows

traffic flow between two zones destination zone

grouping of VPNs where the data firewall policy

traffic flows originate
container that associates SOUrce Zone
forwarding and blocking decisions
grouping of VPNs where the data zone pair
traffic flows terminate
A. Mastered
B. Not Mastered
Answer: A
Explanation:
o Source zone—A grouping of VPN where the data traffic flows onginate,
 Destination 2one—A grouping of VPNs where the data traffic flows terminate. A VPN can be part of only one zone
¢ Zone-based firewall policy—A dats policy, similar to a localized data policy, that defines the conditions that the dats
traffic flow from the source zone must match to allow the flow to continue to the destination zone. Zone-based firewells can match IP prefixes, IP ports, an
protacols TCP, UDP, and ICMP. Matching flows can be accepted or dropped, and the packet headers can be logged. Nonmatching flows are dropped by de
¢ Zone palr—A container that associates a source zone with 3 destination zone and that applies 2 zone-based firewsl palicy to the traffic that flows betweer
Z0ngs

NEW QUESTION 191
An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands

Answer: C

Explanation:
Runbook to Request and Install Cisco PKI Certificates

Verify that you have satished the prerequisites and that you have added the Smart Account credentials
2. Navigate to Administration » Settings » Controller Certificate Authorization and press Edit

3. Select the radio button Cisco Automated (Recommended)

NEW QUESTION 195
How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?

A. The WAN Edge routers originate multicast service routes to the vSmart controller via OMP, which then forwards joins for requested multicast groups based on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message.

B. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins for requested multicast groups cased on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message

C. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins (or requested multicast groups based on
IGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

D. The WAN Edge routers originate multicast service routes to the vSmart controller via OM

E. which then forwards joins for requested multicast groups based on iGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message
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Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multic

NEW QUESTION 200
Which command displays BFD session summary information per TLOC on vEdge routers?

A. show bfd history

B. show bfd summary

C. show bfd sessions

D. show bfd tloc-summary-list

Answer: D

NEW QUESTION 202
Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 203
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

A.DTLS
B. OMP
C. BGP
D. OSPF

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 208
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE
Explanation:
2. Virtual platforms
* Cloud Services Router (C5K) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS

NEW QUESTION 212
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C
NEW QUESTION 215
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\I/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

B. OTP

C. System-IP
D. Chassis-ID
Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

NEW QUESTION 220
Refer to the exhibit.

4 Site 3

Ge0/2 10 Ge0/2.10

TLOC Extension

R1

R2

A)
s H"
interface geldi
ne shutdown
interface gedf2 10
ip address 43 43 43 2730
toc-extension geln

R

interface gelfd
ne shiutdown

interface gels2 10
ip sddrass 43 47 .47 1730
tloc -extension gedi

B)

Bl
interface gelfl
irterface gelfl 10
ip address 43 43 43 2130
tloc-extension gelll
winnel-nterface
color public-intarnet

Rl
imterface gelil
interface gelil 10
ip addracs 43 43 473 130
tunnel-interfale
eolor public anternat

C)
R1

intarface g0
mitu 1504
nd shutdown
interface g=02 10
ip address 43 43 43 )70
toc-mxtension gell

R2
interface gelll
mitu 1508
ne shutdswn
interface gelll 10
ip adaress 47 42 47 1730
tunnel-intarfacs
colar pubhc-interrist
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A. Option A
B. Option B
C. Option C
Answer: C

Explanation:

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface

MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to
configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 221

WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A.1-19
B. 0-18
C.0-19
D. 1-18

Answer: C

NEW QUESTION 226

On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub
C. vEdge at the hub
D. vSmart at the branch

Answer: C

NEW QUESTION 228
Refer to the exhibit

NAT

vEdge

Irvterlad e gl |

PN

O

vBond

Internet

Which configuration sets up direct Internet access for VPN 17?

vpn 1

interface ge0/1

nat

!

no shutdown
vpn 0

ip route 0.0.0.0/0 vpn 1
vpn 1

interface ged/0
nat

1
ne shutdown
\rpn 0

|p route 0.0.0.0 vpn 1
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vpn 0
i;:ltﬂ'lfll‘:ﬂ gell
: |p nat
|I1n- shutdown
vpn 1

|p route 0.0.0.0/0 vpn O

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 230
Refer to the exhibit.

Edge-Cloud# vshell
vEdge-Cloud:~% cd /var/log/
vEdge-Cloud: /var/log$
edge-Cloud: /var/log$ 1s -1
otal 28992

-rwW-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log

rw-r--r-- 1 basic adm 0 Aaug 7 15:29 cloud-init. log
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd

re-r--r-- 1 root root 1896486 Nov 22 14:57 kern.log

rw-r--r-- 1 root root 292292 Aaug 9 22:31 lastlog

rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages

rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l

rwxr=xr-x 2 root root 4096 Nov 22 14:48 pdb

rwxr-xr-x 2 guagga quagga 4096 Aug 7 15:29 quagga

rw=-r=-r=-- 1 root root 437 Nov 22 14:48 sw_script_active.lo
rw-r=-=r=-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
-rw-r--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
~W-—————— 1 root root 64064 Nov 22 15:07 tallylog

Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog

-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd

-rw-r--r-- 1 root root 184602 Aug 7 15:29 wdebug

-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wsyslog

rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp

vEdge-Cloud: /var/log$
/

¥ . = ¥

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

logging
disk

audit-disable
neteanf-rdisahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth.log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retneve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. S0, over time
thesse messages ¢an fill the log hles. To prevent these messages from flfing the log files, you can disable the logging of AAA and Netconf syslog messages

Device{config)# system aaa logsVigtela(confis-logs)# audit-disableviptela(config-logs)# netconf-disable

NEW QUESTION 232
An engineer must use data prefixes to configure centralized data policies using the vManage policy configuration wizard. What is the first step to accomplish this
task?

A. Create groups of interest

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

B. Configure network topology.
C. Configure traffic rules.

D. Apply policies to sites and VPNSs.

Answer: A

NEW QUESTION 237
Refer to the exhibit,

Site 1:
vpn 10

On vSmart

policy

lists
site-list firewall-sites
site-id 1

apply-policy

service FW address 1.1.1.1

site-list firewall-sites control-policy firewall-service uutl

Which configuration routes Site 2 through the firewall in Site 1?

-:ontrai-pﬂlicy firewall-service
sequence 10
match route
site-id 2
action accept
set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On vSmart
control-policy firewall-service
sequence 10
match route
gite-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10

default-action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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Here is the configuration procedure

1. On the hub router, provision the firewall sernce, specifying the IP address of the firewall device. With this configuration, OMP an the hub router advertises one
service route to the Cisco vamart Controller. The service route contains a number of properties that identify the location of the firewall, ncluding the TLOC of the hub

router and a service fabel of svc-id-1, which identifies the senice type as a firewall. (As mentioned above, before advertising the route, the dewice ensures that the
firewall's IP address can be resolved locally)

vpn 10

service FW address 1.1.1.1

2. On the Cisco vSmart Controlier, configure a control policy that redirects data traffic traveling from Site 1 to Site 2 through the Arewall. Then, also on the Cisco vSmart
Controller, apply this policy to Site 1

ey 1Y e
L
-
-

giTa=1i4 1
control-policy firewall-service
zequence 10
match route
gite-id 2
action accept
sel sarvice P wvpn 10
default=-action accept
v=DoOL1CY

ap

ey

5=
e R

R EIPa alYmd = ey T mp o ratanl ] oss . e
ciSL L1ISWall-51L088 CONCIOL-=DOLICY LifeWdll-Z2IVice QL

L

NEW QUESTION 239
Refer to the exhibit.

MOMNITOR metwork = WAN - Tunnel
wEdge!| 10700100  S26M) 1 Deviee Mode! vEilgeCloud i)

- A | Chari Options = ¥ Real Tume | 1h 3h eh 12h [0 7days Custom =
vioge publc-riesrel L) i
Interlace B vEdgerpublic-intarnet-
vEdged
TC# Optimization B tdge i public-intesnst- v
bl o 1o & Rows Selectad Q)=
Flows Q Souici gl Total Rows: @
Top Taikers

4 Cownft) [ wafp) 1 upqu

WAN -

Tunnal Endpoints Hiter {ma} Lies (1)

e B sEdgelpublicintecret v dged pubisc-nternst )
e B wEdgelpublic-internot vEdgod pubic internet IPSEC +
Security Monitanng B «Edget publicintermet vEdgod pubisc omet EEC w -
o B8 vEdgel public-internet-vEdges pubic-ntetne IPSEC oy -

Which command-line configuration on a WAN Edge device achieves these results?

A)
vpn 0
interface ge0/0
ip address 10.50.0.101/20

wnnel-interface
encapsulatien gre
color public-internet
allow-service ntp

ip route 0.0.0.0/0 10.50.0.102
B)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-intermet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

C)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulatien ipsec
allow-service none

ip route 0.0.0.0/0 10.50.0.102
D)
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vpn 1

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 242
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C.TLS

D. DTLS

Answer: D

NEW QUESTION 245
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A)
vpn vpn-id
router
ospl
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
C)
vpn vpn-id
router
ospf

area number
no - sSumna ry

D)

wpEn wvpn-—id

router

ospE
area number
FLES Saak
DS = 3 UINmS Y
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 246
In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart
Answer: A

NEW QUESTION 250
A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses
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connectivity to its OMP peers Which configuration meets the requirement?

COMFIGURATION | TEMPLATES

Feobase Torrgeale A Terigdate AP

Bassc Configuretion Temers Adwortize

Gracedul Restari for O - On | (& ON

Orveridy AS Number .

Grocetul Rostart Tumer [ seconds) P . W)

Nurmber of Paths Advertised per Profo —r

el

ECIP Lirmit E 2,

B)

Festae Tormplale  Add Termpiate  OMAP

s vt

Graceful Restart for OMP = on | @ ow

Owverlay AS Number -

Orageful Restart Timer | seconds) . LY

Numibor of Paths Advertiaed per Prefu =

ECHwa™ Lirmtl -

C)

COMFIGURATION | TEMPLATES

fewt e Trerpegte Ao Tevrgdte o

s Adeai

Orpceful Restart for OMP . & On ; o

Crreriay AS Murmber - v
Gracefy; Rostart Tumey (socands) ¥- a0 .
Wusriber of Pathe Advertrsed per Prefo - H
ECMP Linit . %
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-
CONFIGURATION | TERPLAT]T

VL Feabay

——

teaf Fe | FYOREEE L b rrrgilate "

Gracelul Reviart for GNP & D orl

Orveriey AS Murmber - =
Graceful Restor! Temer (apconds AT T -
Musmibeit of Patin Afvertined Do Prvfia =

FOME Lt

et coneer - Yes & No

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 253
Refer to the exhibit.

A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for ‘Number of Paths advertised per Prefix" that should be
configured?

00w
= o1 WwWiN

Answer: D

NEW QUESTION 257

An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?
A. App-route policy

B. VPN membership policy

C. Control policy

D. Data policy

Answer: A
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Explanation:

An application-aware routing policy matches applications with an SLA, that is, with the data plane tunne! performance characteristics that are necessary to transmit the
applications’ data traffic. The primary purpose of application-aware routing policy is to aptimize the path for data traffic being transmitted oy Cisco SD-WAN devices

NEW QUESTION 261
An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue

D. connectivity issue

Answer: D
Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 265
Refer to the exhibit.

vManaae | vSmart
system system
system-ip 10.11.11.1 | system-ip 10.11.11.1
host.name vManaoe | host.name vSmart
site-id 1 | site-id 1
clock timezone Europe/London | clock timezoné Europe/Rome
vhond 11.1.1.3 vbond 11.1.1.3
organization-name Cisco.com | organization-name Cisco.com
Von O | Von 0
Interface eth | Interface eth
Ip address 11.1.1.1724 | Ip address 11.1.1.224
No shut No shut
Tunnel-interface | Tunnelinterface
Alliow-service all | Allow-service all
| 1proute 000001111254 | Iproute 0.0.0.0/0 11.1.1.254 _
vBond -
sysiem I

systemeip 10.11.11.3 !
hostl-name vManaoe l
site-id 1

clock timezone Europe/London
vbond 11.1.1.1 local
organization-name Cisco.com I
VonO ]
interface ge0/0 |

Ip address 11.1.1.3728

No shut

Tunnel-interlace

Encapsulation jpsec
Allow-senvice all

Ip route 0.0.0.00 11.1.1.254

|
|

vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?
A. Configure the tunnel interface on all three controllers with a color of transport.

B. Change the timezone on the vSmart to Europe/London.

C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmatrt.

D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B
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