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NEW QUESTION 1
- (Exam Topic 1)
You need to prepare Vnetl for the deployment of an ExpressRoute gateway. The solution must meet the hybrid connectivity requirements and the business
requirements.

Which three actions should you perform in sequence for Vnetl? To answer, move the appropriate actions from the list of actions to the answer area and arrange
them in the correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 2

- (Exam Topic 1)

You need to implement a P2S VPN for the users in the branch office. The solution must meet the hybrid networking requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 3

- (Exam Topic 1)

You need to implement name resolution for the cloud.liwareinc.com. The solution must meet the networking requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

To implement automatic DNS name registration in
cloud.litwareinc.com: 4

Create virtual network links
| Configure conditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: Y

| Enable the Azure Firewall DNS proxy
| Create SRV records in cloud.litwareinc.com
Deploy an Azure virtual machine configured as a DNS server to Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-and-role-insta

NEW QUESTION 4

- (Exam Topic 1)

You need to provide connectivity to storagel. The solution must meet the PaaS networking requirements and the business requirements.
What should you include in the solution?

A. a service endpoint

B. Azure Front Door

C. a private endpoint

D. Azure Traffic Manager

Answer: A

NEW QUESTION 5

- (Exam Topic 2)

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
From VM1, you can establish a Remote Desktop session with VM2 O

From VM2, you can ping VM1 O

Slellle,

From VM2, you can establish a Remote Desktop session with VM1 O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Yes

subnetl(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSGL1 inbound->NSG11 inbound->VM2) Yes

NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2€™s subnet (VNetl/Subnet2).

No

NSG11 blocks RDP (port TCP 3389) destined for € VirtualNetwork€™. VirtualNetwork is a service tag and means the address space of the virtual network (VNet1)
which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNetl is blocked.
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NEW QUESTION 6
- (Exam Topic 2)

In which NSGs can you use ASG1 and to which virtual machine network interfaces can you associate ASG1? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

NSGs:

Virtual machines:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

NSGs:

Virtual machines:

NEW QUESTION 7
- (Exam Topic 2)

NGS1 only !

NSG1 and NSGZ2 only

NSG1, NSG2, and NSG5 only

NSG1, NSG2, NSG4, and NSG5 only
NSG1, NSG2, NSG3, NSG4, and NSG5

VM2 only

VM2 and VIMS only

VM2, VM4, and VM5 only
VM2, VM3, VM4, and VM5

NGS1T only !

NSG1 and NSGZ only

NSG1, NSG2, and NSG5 only
NSG1, NSG2, NSG4, and NSG5 only
NSG1, NSG2, NSG3, NSG4, and NSG5

VM2 only

VMZ and VMS only
VM2, VM4, and VM5 only
VM2, VM3, VM4, and VM5

You are implementing the virtual network requirements for VM Analyze.
What should you include in a custom route that is linked to Subnet2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Address prefix:

0.0.0.0/0
0.0.0.0/32
10.1.0.0/16

v

255.255.255.255/0
255.255.255.255/32

Next hop type:

None
Internet

Virtual appliance

Virtual network

Virtual network gateway

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 8

- (Exam Topic 3)

Your company has offices in Montreal. Seattle, and Paris. The outbound traffic from each office originates from a specific public IP address.

You create an Azure Front Door instance named FD1 that has Azure Web Application Firewall (WAF) enabled. You configure a WAF policy named Policy! that has
a rule named Rulel. Rulel applies a rate limit of 100 requests for traffic that originates from the office in Montreal.

You need to apply a rate limit of 100 requests for traffic that originates from each office. What should you do?

A. Modify the conditions of Rulel.

B. Create two additional associations.

C. Modify the rule type of Rulel.

D. Modify the rate limit threshold of Rulel.

Answer: B

NEW QUESTION 9
- (Exam Topic 3)
You are planning an Azure solution that will contain the following types of resources in a single Azure region:

> Virtual machine
> Azure App Service
> Virtual Network gateway

> Azure SQL Managed Instance

App Service and SQL Managed Instance will be delegated to create resources in virtual networks.

You need to identify how many virtual networks and subnets are required for the solution. The solution must minimize costs to transfer data between virtual
networks.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Virtual Networks:

Bl b =

Subnets:

WM =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Diagram, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services#services-that-can-be

NEW QUESTION 10

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.
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You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2. Solution: You reset the gateway of

Vnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

NEW QUESTION 10
- (Exam Topic 3)

Your company has a single on-premises datacenter in New York. The East US Azure region has a peering location in New York.
The company only has Azure resources in the East US region.
You need to implement ExpressRoute to support up to 1 Gbps. You must use only ExpressRoute Unlimited data plans. The solution must minimize costs.
Which type of ExpressRoute circuits should you create?

A. ExpressRoute Local
B. ExpressRoute Direct
C. ExpressRoute Premium
D. ExpressRoute Standard

Answer: A

Explanation:

Reference:

https://azure.microsoft.com/en-us/pricing/details/expressroute/

NEW QUESTION 12
- (Exam Topic 3)
You have an Azure environment shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

VM1 can communicate with (answer choice):

VM2 can communicate with (answer choice):
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-peering-gateway-transit?toc=/azure/virtual-ne https://docs.microsoft.com/en-ca/azure/virtual-
network/ip-services/ipv6-overview#capabilities

NEW QUESTION 14
- (Exam Topic 3)

You plan to deploy an Azure virtual network. You need to design the subnets.
Which three types of resources require a dedicated subnet? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. VPN gateway
B. Azure Bastion

C. Azure Active Directory Domain Services (Azure AD DS)
D. Azure Application Gateway v2

E. Azure Private Link
Answer: ABD

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services

NEW QUESTION 18
- (Exam Topic 3)

You have Azure App Service apps in the West US Azure region as shown in the following table.

Mame App Service plan MNumber of instances
Appl ASP =
Apps ASPT =
App3 ASP S 2
Appd ASP = 1

You need to ensure that all the apps can access the resources in a virtual network named Vnetl without forwarding traffic through the internet-How many

integration subnets should you create?

00w
O~ WE

Answer: D

NEW QUESTION 22
- (Exam Topic 3)
You have the Azure environment shown in the exhibit.
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VML is a virtual machine that has an instance-level public IP address (ILPIP).
Basic Load Balancer uses a public IP address. VM1 and VM2 are in the backend pool. NAT Gateway uses a public IP address named IP3 that is associated to
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SubnetA. VNetl has a virtual network gateway that has a public IP address named IP4.
When initiating outbound traffic to the internet from VM1, which public address is used?

A.IP1
B. IP2
C.IP3
D. IP4

Answer: A

NEW QUESTION 27
- (Exam Topic 3)
You have the Azure load balancer shown in the Load Balancer exhibit.
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LB2 has the backend pools shown in the Backend Pools exhibit.
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You need to ensure that LB2 distributes traffic to all the members of VMSS1.
What should you do?

A. Add a network interface to VMSS1.

B. Configure a health probe.

C. Add a public IP address to each member of VMSS1.
D. Add a load balancing rule.

Answer: D

NEW QUESTION 28

- (Exam Topic 3)

You are planning an Azure Point-to-Site (P2S) VPN that will use OpenVPN. Users will authenticate by using an on premises Active Directory domain. Which
additional service should you deploy to support the VPN authentication?

A. a certification authority (CA)

B. a RADIUS server

C. an Azure key vault

D. Azure Active Directory (Azure AD) Application Proxy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about

NEW QUESTION 31

- (Exam Topic 3)

You have an Azure subscription.

You have the on-premises sites shown the following table.
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| Name | Number of users Connection type to Azure
Sitel 500 ExpressRoute
Site2 100 Site to Site VPN -
Site3 } 1 | Point-to-Site (P25) VPN

You plan to deploy Azure Virtual WAN.

You are evaluating Virtual WAN Basic and Virtual WAN Standard.

Which type of Virtual WAN can you use for each site? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Virtual WAN Basi
Virtual WARN Stan
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Virtual WAN Basi
Virtidal 4 3y
NEW QUESTION 36
- (Exam Topic 3)
You have an Azure subscription that contains the public IP addresses shown in the following table.
Name | IP version SKU IP address assignment
IP1 IPv4 Basic Static
P2 IPv4 Basic Dynamic
IP3 IPv4 Standard | Static
P4 IPv6 Basic Dynamic
IPS IPv6 Standard | Static

You plan to deploy a NAT gateway named NATL.
Which public IP addresses can be used as the public IP address for NAT1?

A. IP3 and IP5 only

B. IP5 only

C. IP1, IP3, and IP5 only
D. IP3 only

E. IP2 and IP4 only

Answer: D

Explanation:
Only static IPv4 addresses in the Standard SKU are supported. IPv6 doesn’t support NAT. Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

NEW QUESTION 40

- (Exam Topic 3)

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The subscription contains the
following resources:

* An Azure App Service app named Appl

* An Azure DNS zone named contoso.com
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* An Azure private DNS zone named private.contoso.com

* A virtual network named Vnetl

You create a private endpoint for Appl. The record for the endpoint is registered automatically in Azure DNS. You need to provide a developer with the name that

is registered in Azure DNS for the private endpoint.

What should you provide?

A. appl.privatelink.azurewebsites
B. appl.contoso.com

C. appl.contoso.onmicrosoft.com
D. appl.private.contoso.com

Answer: A

NEW QUESTION 42

.net

- (Exam Topic 3)
You plan to publish a website that will use an FQDN of www.contoso.com. The website will be hosted by using the Azure App Service apps shown in the following
table.
Name FQDN Location Public IP address
AS1 As1.contoso.com East US 131.107.100.1
AS?2 As2 _contoso.com West US 131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile https://docs.microsoft.com/en-us/azure/app-service/configure-

domain-traffic-manager

NEW QUESTION 46
- (Exam Topic 3)

You have an Azure subscription that contains the resources shown in the following table.

Name Type Location
WebApp1 Web app West US
VNet1 Virtual network East US

The IP Addresses settings for Vnetl are configured as shown in the exhibit.

Basic IP Addresses

Security Tags

Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24),

IPv4 address space

10.3.00/16 10.3.00 - 10325

5.255 (65536 addresses)

|

D Add IPv6 address space

W

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

- Add subnet

[] subnet name Subnet address range NAT gateway
D Subnet1 10.2.0.0/16
o Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it 1o a

subnet atter you create the v

irbual network. Learm more

You need to ensure that you can integrate WebAppl and Vnetl.

Which three actions should you perform in sequence before you can integrate WebAppl and Vnetl? To answer, move the appropriate actions from the list of
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actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create a service endpaint

Deploy a VPN gateway

Add a private endpoint 8

O

Maodify the address space of Vnet1

Configure a Point-to-Site (P2S) VPN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet#gateway-required-vnet-integra

NEW QUESTION 47

- (Exam Topic 3)

You have an Azure Front Door instance that has a single frontend named Frontend1 and an Azure Web Application Firewall (WAF) policy named Policyl. Policyl
redirects requests that have a header containing "string1" to https://www.contoso.com/redirectl. Policyl is associated to Frontendl.

You need to configure additional redirection settings. Requests to Frontendl that have a header containing "string2" must be redirected to
https://www.contoso.com/redirect2.

Which three actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a custom rule.

B. Configure a managed rule.
C. Create a frontend host.

D. Create a policy.

E. Create an association.

F. Add a custom rule to Policyl.

Answer: ABE

NEW QUESTION 52
- (Exam Topic 3)
You have the hybrid network shown in the Network Diagram exhibit.

‘1 ( Paier bimgg
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Wirtual NMetwork
Vinetd

On-premises network WVirtual Metwork
Site-to-Site VPN Vnaetl — _H\'
[T T T AT,
S - Peering Aguire
Wirtual Netwaork

YVinetd

;i
e o

You have a peering connection between Vnetl and Vnet2 as shown in the Peering-Vnetl-Vnet2 exhibit.
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You have a peenng connection between Vnetl and Vnet3 as shown in the Peering -Vnetl-Vnet3 exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Arca
Statements Yes
The resources in Vnet2 can communicate with the resources in Vnetl. O
The resources in Vnet2 can communicate with the resources in Vnet3. o)

The rescurces in Vnet2 can communicate wath the resources in the on-premises network.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes No

The resources in Vnet2 can communicate with the resources in Vinet1.

The resources in Vinet?2 can communicate with the resources in Vinet3. o | )

The resources in Vnet2 can commumcate with the resources in the on-premises network. ) L

NEW QUESTION 53
- (Exam Topic 3)
You have the Azure Traffic Manager profiles shown in the following table.

__Name | Routing method
Profilel Performance
Profile? Multivalue

You plan to add the endpoints shown in the following table.

Endpointl | Azure endpoint Target resource type: App Service
Endpoint2 | External endpoint FQDN or IP: www.contoso.com
Endpoint3d | External endpoint FQDN or IP: 131.107.10.15
Endpointd | Nested endpoint Target resource: Profilel

Which endpoints can you add to Profile2?

A. Endpointl and Endpoint4 only

B. Endpointl, Endpoint2, Endpoint3, and Endpoint4
C. Endpointl only

D. Endpoint2 and Endpoint3 only

E. Endpoint3 only

Answer: A

NEW QUESTION 56
- (Exam Topic 3)
You have the Azure App Service app shown in the App Service exhibit.
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*Te as12 =

> [2 Browse P st ¥,

) Restart W Delete

IL Your app is stopped. App Service plan charges still apply.

A Essentals

Resource group (change)
RG1

Status
Stopped

Locabion
Morth Europe

Subscription (change)
Subsenption

Subscniption 1D
gasfennt-ntBe-To4i-k4TE-549ws 1576487

Tags (change)
Click here to add tags

l_l; Get publish profile C;} Reset publish profile

URL
httpsyfasi 2 azurewebsites.net

Health Check
Configured

App Service Plan
ASP (PIv2)

FTP/deployment user set
Mo FTRfdeployment user set

FTP hostname
ftp/ fwaws-prod-db3-167.azurewebsites. windows.net/site frwwroot

FTPS hostname
ftps:/ fwaws-prod-db3-167 . azurewebsites windows.net/fsite fawwroot

The VNet Integration settings for as12 are configured as shown in the Vnet Integration exhibit.

7.5 VNet Integration
as12

&7 Disconnect C-" Rafresh

lod VNet Configuration

securely access resources available in or through your Azure VNet. Learn mare

VNet Details
ViNet NAME Vnetl
LOCATION Morth Europe

VMet Address Space

Start Address

10.100.0.0

Subnet Details

Subnet MAME

Subnet Address Space

Start Address

10.100.2.0

End Address

10.100.255.255

Subnet]

End Address

10.100.2.255

The Private Endpoint connections settings for as12 are configured as shown in the Private Endpoint connections exhibit.
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{:I} Private Endpoint connections

F ik A . F =
- Add () Refresh /" Approve X Reject Remove

< I > Private Endpoint connections

Private access to services hosted on the Azure platform, keeping your data on the Microsoft network Learn more

~ Filter by name or description All connection states o
Connection name T Connection state T Private endpoint T, Description
Mo results.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements No

Subnet2 can contain only App Service apps in the ASP1 App Service plan

As12 will use an IP address from Subnet2 for network communications

OO0 &
Sele

Computers in Vnetl will connect to a private IP address when they connect to as12

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet

NEW QUESTION 60

- (Exam Topic 3)

You have three on-premises sites. Each site has a third-party VPN device.

You have an Azure virtual WAN named VWANL1 that has a hub named Hubl1. Hub1 connects two of the three on-premises sites by using a Site-to-Site VPN
connection.

You need to connect the third site to the other two sites by using Hub1.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Download the VPN configuration file from VIWWAN1

In a Hub1, create a VPN gateway

In a Hub1, create a VPN site ®:

In a Hub1, create a connection to the VPN site

Configure the VPN device

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal

NEW QUESTION 65
- (Exam Topic 3)
You have two Azure App Service instances that host the web apps shown the following table.

WMHMW# 1 wwebapp URLs urrrn,ul

As1.contoso.com https:ffap-ptcuntusu.mmf
i https://appZ.contoso.com/
As2.contoso.com https://app3.contoso.com/

https://app4.contoso.com/

You deploy an Azure application gateway that has one public frontend IP address and two backend pools. You need to publish all the web apps to the application
gateway. Requests must be routed based on the HTTP

host headers.

What is the minimum number of listeners and routing rules you should configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

i

Listeners: 1

i)

Routing rules: 1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1,2

NEW QUESTION 66

- (Exam Topic 3)

You have an Azure virtual network named Vnetl and an on-premises network.

The on-premises network has policy-based VPN devices. In Vnetl, you deploy a virtual network gateway named GW1 that uses a SKU of VpnGw1 and is route-
based.

You have a Site-to-Site VPN connection for GW1 as shown in the following exhibit.

Ligs Tura Jrpyara |2 Acicrese

Dsabled Enanlas

Crisabled Enanleo

sec KE poalic

CFLD Timecut i secongs ™

| i L .\._‘_I-_
. N ataulr |:. b miTratacCIny |_- 3y s eleln farcarml,
KB _|.-|--1n.- -, -

You need to ensure that the on-premises network can connect to the route-based GW1. What should you do before you create the connection?
A. Set Use Azure Private IP Address to Enabled

B. Set IPsec / IKE policy to Custom.

C. Set Connection Mode to ResponderOnly

D. Set BGP to Enabled

Answer: A
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NEW QUESTION 70
- (Exam Topic 3)

You have an Azure virtual network named Vnetl that contains two subnets named Subnetl and Subnet2. You have the NAT gateway shown in the NATgatewayl

exhibit.

N

NATgateway1 =

NAT gateway
s
i Delete (O Refresh

# Essentials

Resource group {change)
Location

Subscription (change)
Subscription ID

Virtual network

Subnets

Public IP addresses
Public IP prefixes

Tags (change)

JSOM View
. RG1
: North Europe (Zone 1)
: Subscription
: 489f2hht-se7y-987v-g571-463hw3679512
: Vnetl
% |
:0
i |

: Click here to add tags

You have the virtual machine shown in the VM1 exhibit.

=

” “* Connect P

VM1 =

Virtual macraneg

Q¥ Restart & capture [ Delete ) Refresh

B stop
- Essentials

Resource group (change) Operating system

RG1 Windows

Status Size

Running Standard B1s (1 vcpus, 1 GiB memory)
Location Public IP address

Morth Europe (Zone 2)

Subscription (change)
Subscription

Virtual network/subnet
Vnet1/Subnetl

Subscription ID
489f2hht-se7y-987v-g571-463hw3679512

DMNS name

Availability zone
2

Tags (change)
Click here to add tags

Subnetl is configured as shown in the Subnetl exhibit.
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Subnet1

vVinet

Name
Subnet1

Subnet address range * ()

10.100.1.0/24

10.100.1.0 — 10.100.1.255 (251 + 5 Azure reserved addresses)

|:| Add IPv6 address space O

NAT gateway

NATgateway1 N

Network security group

None v

Route table

RouteTable1l g

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your

virtual network over service endpoints. Learn more

Services ()

Microsoft.Storage '

Service Status

Microsoft.Storage Succeeded

Service endpoint policies

=)

0 selected N

SUBNET DELEGATION

Delegate subnets to a service ()

None N

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

VM1 can communicate outbound by using NATgatewayl

The virtual machines in Subnet2 communicate outbound by using NATgateway1l

Yes

O
O

All the virtual machines that use NATgatewayl to connect to the internet use the same O

public IP address

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
Box 1: No

QO O F

VML is in Zone2 whereas the NAT Gateway is in Zonel. The VM would need to be in the same zone as the NAT Gateway to be able to use it. Therefore, VM1
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cannot use the NAT gateway.

Box 2: Yes

NATgatewayl is configured in the settings for Subnet2. Box 3: No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs the use the NAT Gateway can
use different public IP addresses contained within the IP prefix.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

NEW QUESTION 74

- (Exam Topic 3)

You have an Azure subscription that contains a single virtual network and a virtual network gateway.

You need to ensure that administrators can use Point-to-Site (P2S) VPN connections to access resources in the virtual network. The connections must be
authenticated by Azure Active Directory (Azure AD).

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

Azure AD configuration: |

An access package

A conditional access policy
An enterpnse application
A VPN ceruficate

P25 VPN tunnel type:
IKEv2

IKEvZ and SSTP (55L)
OpenVPN (SSL)
SSTP (SSL)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

Azure AD configuration:
An access package
A conchitional access policy
An enterpnse apphcation

A VPN certificate

P25 VPN tunnel type:

IKEv?2

IKEvZ2 and SSTP (SSL)
OpenvPN (5o0)
SSTP (SSL)

NEW QUESTION 77

- (Exam Topic 3)

You have an Azure application gateway named AGW1 that

has a routing rule named Rulel. Rule 1 directs traffic for http://www.contoso.com to a backend pool named Pooll. Pooll targets an Azure virtual machine scale set
named VMSS1.

You deploy another virtual machine scale set named VMSS2. You need to configure

AGW1 to direct all traffic for http://www.adatum.com to VMSS2.

The solution must ensure that requests to http://www.contoso.com continue to be directed to Pooll. Which three actions should you perform? Each correct answer
presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add a backend pool.

B. Modify an HTTP setting.
C. Add an HTTP setting.
D. Add a listener.

E. Add arule.

Answer: ADE
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview

NEW QUESTION 81
- (Exam Topic 3)
You have the Azure resources shown in the following table.
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[ ~Name | Type Location Description
storagel | Storage account East US Read-access geo-redundant
_____| storage (RA-GRS)
Vnet1 Vitualnetwork | EastUS | Contains one subnet

You configure storagel to provide access to the subnet in Vnetl by using a service endpoint.
You need to ensure that you can use the service endpoint to connect to the read-only endpoint of storagel in the paired Azure region.
What should you do first?

A. Configure the firewall settings for storagel.

B. Fail over storagel to the paired Azure region.

C. Create a virtual network in the paired Azure region.
D. Create another service endpoint.

Answer: A

NEW QUESTION 83

- (Exam Topic 3)

Your company has offices in New York and Amsterdam. The company has an Azure subscription. Both offices connect to Azure by using a Site-to-Site VPN
connection.

The office in Amsterdam uses resources in the North Europe Azure region. The office in New York uses resources in the East US Azure region.

You need to implement ExpressRoute circuits to connect each office to the nearest Azure region. Once the ExpressRoute circuits are connected, the on-premises
computers in the Amsterdam office must be able to connect to the on-premises servers in the New York office by using the ExpressRoute circuits.

Which ExpressRoute option should you use?

A. ExpressRoute Local

B. ExpressRoute FastPath

C. ExpressRoute Direct

D. ExpressRoute Global Reach

Answer: A

NEW QUESTION 86

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

-".-."'l':.liﬂr § 7071 - 06 @2T1H: 10 45400 II'|"-|
*rasourceld” s " /SUBSCRIPTIONS Gefbbdas -491a &eda bibi thddéed ea? o RESOURC EGROLPS,/ A FRE FT_NFTWORE / APPLLEATLONGAT EMAYS A1
“operationiame™: “applicationGatewayFirewall
-xrl'.!-g-.'".' ApolicationGatewayFire alll g,
"properties”
"{inctanceld™: "appgw 9
"clientlp®: "137.135.10.24
clientPort”
"reguestiory logln
*ruleSetType B
“ruleSetVer a.a°
I u‘-']ﬂ‘ o]
"message”: "Request Missing an A ept tead
"action” atched
te Glo
ortal it
o alabi
Fe ag
ara"
Tele EET g H I t
[L1s

You need to ensure that the URL is accessible through the application gateway. Solution: You configure a custom cookie and an exclusion rule.
Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 91

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device nhamed Clientl that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with VVnet2. You need to ensure that Clientl can communicate with Vnet2.

Solution: You download and reinstall the VPN client configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

NEW QUESTION 94
- (Exam Topic 3)
You have an Azure subscription that contains the public IPv4 addresses shown in the following table.

Name SKU IP address assignment Location
IP1 Basic Static West US
P2 Basic Dynamic West US
IP3 Standard Static West US
IP4 Basic Static West US 2
IP5 Standard Static West US
You plan to create a load balancer named LB1 that will have the following settings:
* Name: LB1
* Location: West US
* Type: Public

* SKU: Standard
Which public IPv4 addresses can be used by LB1?

A. IP1 and IP3 only

B. IP3 only

C. IP3 and IP5 only

D. IP2only

E. IP1, IP2. IP3. IP4. and IP5
F. IP1, IP3, IP4, and 1P5 only

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-public-ip-address

This is because "Load balancer and the public IP address SKU must match when you use them with public IP addresses" https://docs.microsoft.com/en-
us/azure/load-balancer/skus

Standard SKU Load Balancer routes traffic within and across regions, and to Availability Zones for high resiliency.

NEW QUESTION 95

- (Exam Topic 3)

You have an Azure virtual network named Vnetl that hosts an Azure firewall named FW1 and 150 virtual machines. Vnetl is linked to a private DNS zone named
contoso.com. All the virtual machines have their name registered in the contoso.com zone.

Vnetl connects to an on-premises datacenter by using ExpressRoute.

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone. Which two actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FW1.

B. On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at 168.63.129.16.
C. Modify the DNS server settings of Vnetl.

D. For FW1, enable DNS proxy.

E. For FW1, configure a custom DNS server.

Answer: AC

NEW QUESTION 97

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.
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You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
[
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You need to ensure that the URL is accessible through the application gateway.
Solution: You create a WAF policy exclusion request headers that contain 137.135.10.24. Does this meet the goat?

A. Yes
B. No

Answer: B

NEW QUESTION 102

- (Exam Topic 3)

Your company has an on-premises network and three Azure subscriptions named Subscriptionl1, Subscription2, and Subscription3.
The departments at the company use the Azure subscriptions as shown in the following table.

| Department Subscription Tl
| Subscnption’ .
Research Subscnptionl !

mf“}e*véln;mmnt | Subscnption/
lesting | Subscnption/?

[ Distnbution Subscnption3

All the resources in the subscriptions are in either the West US Azure region or the West US 2 Azure region. You plan to connect all the subscriptions to the on-
premises network by using ExpressRoute.
What is the minimum number of ExpressRoute circuits required?

moow»
UAwN P

Answer: A

NEW QUESTION 107

- (Exam Topic 3)

You plan to deploy Azure Virtual WAN.

You need to deploy a virtual WAN hub that meets the following requirements:

> Supports 10 sites that will connect to the virtual WAN hub by using a Site-to-Site VPN connection
> Supports 8 Gbps of ExpressRoute traffic

> Minimizes costs
What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Virtual WAN type: L : \ 4 .
| Basic l
Standard
Number of scale units: Y
2 |
1 4 J
6 |
8
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, diagram Description automatically generated with medium confidence
Reference:

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about

NEW QUESTION 108

- (Exam Topic 3)

You need to connect an on-premises network and art Azure environment. The solution must use ExpressRoute and support failing over to a Site-to Site VPN
connection if there is an ExpressRoute failure.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

Routing type:

Policy-based
Route-based

Static routing

Number of virtual network gateways:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

Routing type:

Dnhry—hag&;j

Route-based
Stauc roaunyg

Number of virtual network gateways:
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NEW QUESTION 110

- (Exam Topic 3)

You have an Azure subscription that contains multiple virtual machines in the West US Azure region. You need to use Traffic Analytics.

Which two resources should you create? Each correct answer presents part of the solution. (Choose two.) NOTE: Each correct answer selection is worth one
point.

A. an Azure Monitor workbook

B. a Log Analytics workspace C a storage account
C. an Azure Sentinel workspace

D. an Azure Monitor data collection rule

Answer: BC

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics A storage acccount is used to store network security group flow logs.
A Log Analytics workspace is used by Traffic Analytics to store the aggregated and indexed data that is then used to generate the analytics.
https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics#enable-flow-log-settings

NEW QUESTION 113
- (Exam Topic 3)
You have the network topology shown in the Topology exhibit. (Click the Topology tab.)

You have the Azure firewall shown in the Firewall 1 exhibit. (Click the Firewall tab.)

Firewalll

You have the route table shown in the RouteTablel exhibit. (Click the RouteTablel tab.)
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Jo RouteTablel

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Arca

Statements Yes Mo
The resources in Subnet! can connect 1o the internet throuah Firswalll
e resources In subne Can Cconnec & resources in vyneld
e fe I - ar rre 2 interne igh Firewall
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arca
Statements Yes Mo

i 1 £ 1 Subn
= [0 Urces =L

NEW QUESTION 116

- (Exam Topic 3)

You have an Azure Front Door instance named FrontDoorl.

You deploy two instances of an Azure web app to different Azure regions.

You plan to provide access to the web app through FrontDoorl by using the name appl.contoso.com. You heed to ensure that FrontDoor1 is the entry point for
requests that use appl.contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Aﬂim

ST

{Add a PTR recnrd to DNS

[ Add a CNAME m:md to DN‘i

] Add a n::utlng rule to frontuac:rl

e —

iMd a custom dnn'l.atn to Front[)acnﬂ

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A:‘Iim

S ’ S

{Add a PTR recnrd to ['}NS

{Md a CNAME recmr.:l to DN‘i

} Add a n::n.mng rule to fruntDuﬂrl

iMd a custom dnn'l.atn to Front[)mﬂ

NEW QUESTION 119
- (Exam Topic 3)

! Add a rules engine cnnﬂgumtlﬂn lu Frmtl’)ﬂm il

' |MdaFTRrecnfu to DNS.

! Add a rules engine cnnﬁgurahﬂn lu Fm-nt[)ﬂm il

Answer Arca

Aruwer Arca

[ Add a custom domain to Frunt{)mr‘l

[ Add a rules enqurw- cﬂnﬁgurat:un tu Fmﬂﬂhnr 1.

You have five virtual machines that run Windows Server. Each virtual machine hosts a different web app. You plan to use an Azure application gateway to provide

access to each web app by using a hostname of

www.contoso.corn and a different URL path for each web app, for example: https://www.contoso.com/app1l.
You need to control the flow of traffic based on the URL path. What should you configure?

A. rules

B. rewrites

C. HTTP settings
D. listeners

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

NEW QUESTION 122
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