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NEW QUESTION 1
Which plane builds and maintains the network topology and makes decisions on traffic flows?

A. orchestration
B. management
C. control

D. data

Answer: C

NEW QUESTION 2
Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?

A. localized control policy
B. localized data policy

C. centralized data policy
D. centralized control policy

Answer: C

Explanation:

Centralized Policy

Centralized policy refers to policy provisioned on Cisco vSmart Controllers, which are the centralized controllers
in the Cisco SD-WAN overlay network. Centralized policy comprises two components:

« Control policv, which affects the overlay network—wide routing of traffic

* Data policy, which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 3
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

A. To be downloaded over a SMTP connection
B. To be downloaded over a SNMP connection
C. To be downloaded over an out-of-band connection
D. To be downloaded over a control plane connection
E. To be downloaded over an ICMP connection

Answer: CD

NEW QUESTION 4
Which template configures the out-of-band management VPN?

A)
Section Parameter Type Variable/value
Basic configuration  Shutdown Global No
Interface Name Global loopback0

IPv4 configuration |Pv4 Address  Radio button Static

IPv4 Address  Device Specific  vpn1_lo0_int_ip_addr/maskbits

B)

Section Parameter Type Variable/value

Basic configuration  Shutdown Global No

Interface Name Device Specific vpn512_mat_int_mgmi0_or_gexix
Descniption Global Management Interface
IPv4 configuration  |py4 Address  Radio button Static
IPvd Address  Dewvice Specific vpn512_magt_int_ip_addr/maskbits

)

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderw 100% Valid and Newest Version 300-415 Questions & Answers shared by Certleader
Toader of IT Corlifications https://www.certleader.com/300-415-dumps.html (222 Q&AS)

Section Parameter Type Variable/value
Basic configuration VPN Global 212
Name Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button Next Hop
Next Hop Device Specific vpno12 _mgt next_hop ip _addr
D)
Section Parameter Type Variable/value
Basic configuration  Shutdown Device Specific  vpn1_lan_int2_shutdown

Interface Name Device Specific  vpn1_lan_int2_gexx

IPv4 configuration Description Device Specific  vpn1_lan_int2_description

IPv4 Address Radio button Static

IPv4 Address  Device Specific vpn1_lan_int2_ip _addr/maskbits

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 5
Which logs verify when a device was upgraded?

A. Audit
B. Email
C.ACL
D. SNMP

Answer: A

NEW QUESTION 6
An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357

NEW QUESTION 7
Which component of the Cisco SD-WAN secure extensible network provides a single pane of glass approach to network monitoring and configuration?

A. APIC-EM
B. vSmart
C. vManage
D. vBond

Answer: C

Explanation:

Cisco vManage provides a single-pane-of-glass management to manage all controller components and both enterprise and extended enterprise WAN edge devices

" S Proy TR 1 — ] P P Adar e ki | . S | T T P W - 1 1 | Py Ly -
The comprehensive vManage GUI has dashboard, monitor, conhiguration, tools, maintenance, administration, and analylics as the top-level menus

NEW QUESTION 8
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Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:

* Application visibility and granular control
» Classification of 1400~ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 9
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot

NEW QUESTION 10
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 10
An engineer wants to automate the onboarding process for a WAN Edge router with vManage. Which command will accomplish this?

A. request vedge-cloud activate chassis-number <chassis-number> serial <serial>

B. request vedge-cloud activate chassis-number <chassis-number> token <token-number>

C. request vedge-cloud activate serial <serial> token <token-number>

D. request vedge-cloud activate chassis-number <chassis-number> organization <organization>

Answer: B

Explanation:

YEGQEE

vedged vedged reguest vedge-cloud activate chassis-number 19F2859b-5fd1-9027-ab65-24c33d223247 token .".'r-:{"'f."r-.'-!-:-r.'1r."."r..'.-'..-‘F-'i.'.3“:.-;:'.-".'--1"I":.r-}".'*.l

NEW QUESTION 13
Refer to the exhibit,

from-vsmart data-policy_1_ServicelsertionIPSec
direction from-service
vpa-list 1
sequence 1
match destination-ip 64.102.6.247/32
action accept
set
service netsvel
service local
default-action accept

which configuration configures IPsec tunnels in active and standby?
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vpn 1

service netsvc interface ipsec ipsec

vpn-list 1

count ServiceP3Sec1_275676046

from-vsmart lists vpn-list 1
vpn 1

vpn 0

service netsvel interface ipsect ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1

service netsvel interface ipsect ipsec2

from-vsmart lists vpn-list 1
vpn 1

vpn 0

service netsvel interface ipsect ipsec2

vpn-list 1

count ServicePSec1_3T5ATANDAR

from-vamart lists vpn-list 0
von 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 18

In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

Ow>
g e e
o

Answer: D

NEW QUESTION 19

Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 24
What is a description of vManage NMS?

A. It is accessible only from VPN 512 (the management VPN).

B. A cluster requires device templates to be created on and attached to the same server
C. It is a software process on a dedicated WAN Edge router in the network.

D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 25

Which feature builds transport redundancy by using the cross link between two redundant WAN Edge routers?

A. OMP

B. zero-touch provisioning
C. quality of service

D. TLOC extension
Answer: D

Explanation:
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Features like TLOC extension help to build transport redundancy by using the cross link
between two redundant WAN Edge routers. Network level redundancy is implemented

by multiple geo-redundant data centers.

NEW QUESTION 26
Refer to the exhibit.

Customer

XYZ
Gelf2 Ge0/2
TLOC Extension
Ge0/3 Ge0/3

R1 R2

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them

for load balancing toward the hub site. Which configuration achieves this objective?
R1
interface gel/2
ip address 43.43.43. 2730
tloc-extension geldD

interface ged/3
ip address 34.34 24 1/30
tunnel-interface
color mpls

A

R2

interface ged/2
ip address 43.43.43.1/30
tunnel-interface

color public-internat

interface gel/d
ip address 34.34.34. 2730
toc-extension gel/0

R1

interface gel/2
ip address 43 43 43 2730
tloc-extension gel/0

interface gel/3
ip address 34.34.24.2/30
tioc-extension ged/0

R2
interface ge0/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

imerface ged/3d
ip address 34.34.34.1/30
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R1
Interface ged/2

ip address 43.43.42.2/30

tloc-extension ge0/0

interface gel/d

ip address 34.34 34 2730

C. tdoc-extension ged/0

R2
interface gel/2

ip address 43.43.43.1/30

interface ged/3d

ip address 34.34.34.1/30

R1
interface ged/2

ip address 43.43.43.2/30

tloc-extension geld/0

interface ged/d

ip address 34.34.34 1730

tunnel-interface
color mpls

R2
interface gel/2

ip address 43.43.43.1/30

tunnel-interface

color public-internet

interface gel/d

ip address 34 34 34 2/30

toc-extension geld/2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 30

A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds

Answer: C

NEW QUESTION 33

Which configuration allows users to reach YouTube from a local Internet breakout?

A)
VPN 10

ip route 0.0.0.0/0 vpn O

B)
VPN 10

ip route 0.0.0.0/0 vpn O

VPN O
interface Gig1/1

nat
C)
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policy

data-policy DPI

vpn-list vpn10

sequence 10

match

app-list YouTube

destination-port 80 443

!

action accept

count Youtube

!

default-action accept

I

lists

vpn-list vpn10

vpn 10

]

app-list YouTube

app youtube

app youtube_hd

!

site-list Remote

site-id 14

site-id 15

!

!

!

apply-policy

site-list Remote

data-policy DPI from-transport
D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
|

actiondrop
count Youtube

|

default-action accept
!

lists

vpn-list vpn10

vpn 10

!

app-list YouTube
app youtube

app youtube_hd

!

site-list Remote

site-id 14

site-id 15

!

apply-policy

site-list Remote

data-policy DPI from-transport

vpn 10
ip route 0.0.0.0/0 vpn O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN
(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 35
Which command verifies a policy that has been pushed to the vEdge router?

A. vEdge# show running-config data policy
B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 39

Which policy configures an application-aware routing policy under Configuration > Policies?
A. Localized policy

B. Centralized policy

C. Data policy
D. Control policy
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Answer: B

NEW QUESTION 41
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
D. MD5

E. SHA-2

Answer: AB

Explanation:
Configurs SNMPY3

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 46
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local

B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 47
A bank is looking for improved customer experience for applications and reduce overhead related to compliance and security. Which key feature or features of the
Cisco SD-WAN solution will help the bank to achieve their goals?

A. Integration with PaaS providers to offer the best possible application experience

B. QoS including application prioritization and meeting critical applications SLA for selecting optimal path.
C. implementation of a modem age core banking system

D. implementation of BGP across the enterprise routing for selecting optimal path

Answer: B

Explanation:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-

NEW QUESTION 50

When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?
A. two

B. four

C. one

D. three

Answer: C

NEW QUESTION 53
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?
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A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 54
In which device state does the WAN edge router create control connections, but data tunnels are not created?

A. valid

B. backup
C. active
D. staging

Answer: D

Explanation:
Staging — In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN
controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are
established with other WAN Edge devices in the overlay network.

NEW QUESTION 59
How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F367?

A. The device sends event notifications to vManage.

B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.

D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 60
An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?

policy
control-policy Route_Leaking
segUence 1
match route
vpn-list VPN_T3
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VEN_50
sequence 11
match route
vpn-list VPN_S0
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN _T73
default-action accept

policy
control-policy Route_Leaking
sgquence 1
match route
VEN_T3
prefix-list _AnylpvdPrefixList
export-to VEN_50
sequence 11
mateh route
VPN_50
prefix-list _AnylpvdPrefixList
export-to VPN_T73
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPMN_ALL
prefig-list _AnylpvdPrefixList
action accept
export-to VPMN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPN_S0VPN_T73
prefix-list _AnylpvdPrefixList
action accept
axport-to VPN_T3 VPN_50

A. Option A
B. Option B
C. Option C
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D. Option D

Answer: A

NEW QUESTION 65

Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?
A. VPN 1

B. VPN 511

C.VPNO

D. VPN 512

Answer: C

Explanation:

transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport

VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

NEW QUESTION 70
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

| [BFD for Transport Tunnel
poll interval |
|
colar
hello interval |
PMTU discovery BFD for Application-Aware Routing
. |
L
multiphier
- |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B
NEW QUESTION 73

What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 74
Refer to the exhibit.
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Internet

The network team must configure branch B WAN Edge device 103 to establish dynamic full-mesh IPsec tunnels between all colors with branches over MPLS and

Internet circuits. The branch ts configured with:

viptela-system system

device-model vedge-cloud

host-nam vEdge-Cloud
location CA

system-ip 10444
domain-id 1

3ite-id 1

organization-name ABC
clock imezone U
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restant

vpn 512

interface eth0
ip address 10.0.0.1/24
no shutdown

Which configuration meets the requirement?

A)

vpn 0
interface ge0/0
description “**" Internet Circuit """
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

interface gel/1
description “** MPLS "**"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls
allow-service all

B)
vpn 0
interface ge0/0
description "™ Internet Circuit "**"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all

interface ge0/1
description “** MPLS ="
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all

C)
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interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.225/30
nnel-interface

encapsulation ipsec
color public-internet restrict
allow-service all

interface ge0/1
description “** MPLS "**"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all

D)

interface ge0/0
description “*** Internet Circuit *=*"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

interface gel/
description “** MPLS ***"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mols

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 77
Refer to the exhibit.

9 BR1.VEDGE1 10.3.0.1 reachable vEdge Cloud 8

What does the BFD value of 8 represent?

A. number of BFD sessions

B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 78
Drag and drop the policies from the left onto the correct policy types on the right.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

NEW QUESTION 80
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy

B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C
NEW QUESTION 81

Two sites have one WAN Edge each WAN Edge has two public TLOCs with no restriction configured. There is full reachability between the TLOCs. How many
data tunnels are formed on each Edge router?

OCow>
»rOON

Answer: D

NEW QUESTION 83
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond

Answer: A

Explanation:

vSmart controllers are the centralized brain of the solution; they implement policies and connectivity between SO-WAN branches. The centralized policy engine in Cisco vSmart controllers provides poficy
constructs to manipulate routing information, access control, segmentation, extranets, and service chaining

NEW QUESTION 87
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site

D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC
Explanation:

-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 92
Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC
Explanation:

https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 95
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

IP address target1
color target2
encapsulation target3

VPN

service

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is

uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing

Encapsulation [GRE] or IPsec)

NEW QUESTION 97
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID

C. URL

D. geolocation
E. protocol

Answer: AE

Explanation:
https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 100
Refer to the exhibit.
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host-name vManage
site-id 1

vbond 172.16.2.1
1
vpn O
interface ethl
no shut

tunnel-interface
allow-service all

i
commit

system-ip 10.10.10.101

clock timezone Europe/London

organization-name Cisco.com

ip address 172.16.1.1/24

ip route 0.0.0.0/0 172.16.1.254

(1) (1)
eth1 eth0
vManage 172.16.1.0/24
(.2) (-2)
eth1 eth0 geo0/0| (:254)
10.10.10.0/24 vemart | ‘:.;: HQ
Mot ’w
—_— ge0/1]|(:254)
(-3)
eth0 g
vBond 172.16.2.0/24
vManage vBond
system system

system-ip 10.10.10.103

host-name vBond
gite-id 1

clock timezone Europe/Rome

vbond 172.16.2.1 local

vpn O
interface ge0/0
ip address 172.16
no shut
tunnel-interface

organization-name Cisco.com

.2.1/24

encapsulation ipsec

allow-service all

ip route 0.0.0.0/0 172.16.1.254

commit

vManage and vBond have an issue establishing a connection to each other. Which configuration resolves the issue?

A. Configure the timezone on vBond to Europe/London.

B. Configure the encapsulation ipsec command under the tunnel interface on vManage.
C. Configure a default route on vBond pointing to 172.16.2.254.

D. Remove the encapsulation ipsec command under the tunnel interface of vBond.

Answer: C

NEW QUESTION 105

An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.
otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs
C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 110

Which TCP Optimization feature is used by WAN Edge to prevent unnecessary retransmissions and large initial TCP window sizes to maximize throughput and

achieve a better quality?
A. SEQ

B. SYN

C.RTT

D. SACK

Answer: D
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Explanation:

TCP Optimization

The Cisco SD-WAN TCP Optimization feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmissions and large initial TCP window sizes in

order to maximize throughput and achieve a better quality of experience.,

NEW QUESTION 112

An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?

A)
vpn 1

interface ge0/1

ip address 172.16.0.1/24
vpn 512

ip route 0.0.0.0/0 vpn 0

B)
vpn 1
ip route 0.0.0.070 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat
C)
vpn 0
interface ge0/0
ip address 172.16.0.1/24
nat
vpn 1
ip route 0.0.0.0/0 vpn 0
D)
vpn 0
ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge0/1
ip address 172.16.0.1/24
nat

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 113
Refer to the exhibit.
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policy !
lists !
! default-action accept
tioc-list dc-prelerence-east !
tloc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tloc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
! 1
site-list sites-region-west action accept
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
! |
sile-list dc-sites default-action accept
site-id 100-101 !
i
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
maltch route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
sel out
tioc-list dc-preference-eas! !
! !

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center

(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change
achieves this objective?

s
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 114
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C.RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 117
Refer to the exhibit.

The control connection is failing. Which action resolves the issue?

A. import vSmart in vManager

B. Validate the certificates authenticity on vSmart
C. Upload the WAN Edge list on vManage.

D. Restore the reachability to the vSmart

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 118
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C.BFD
D. OMP

Answer: D

NEW QUESTION 120
If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 122
What are the two advantages of deploying cloud-based Cisco SD-WAN controllers? (Choose two.)

A. centralized control and data plane
B. distributed authentication policies
C. management of SLA

D. infrastructure as a service

E. centralized raid storage of data

Answer: CD
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NEW QUESTION 125

A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. centralized control
B. localized data

C. localized control
D. centralized data

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 130

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves

this requirement on vManage?

A)
vpn O
imerface eth1
ip address 10.50.0.1/24
tunnel-interface
color mpls
B)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn O

imterface ethi
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 135

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant

name field?

(o2}

4
28
56

cowz>
® NP

Answer: B

Explanation:

NEW QUESTION 136

Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.
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vBond Orchestrator | IPsec key reflection and rekeying
viManage first point of authentication
vamart Controller ' passas data plane traffic
WAN Edge Router used to bulkd configuration and policles
A. Mastered
B. Not Mastered
Answer: A
Explanation:
vBond Orchestratos vamart Controlies
vManage vBond Orchestrabos
vSmart Controllel ' ¥WAN Edoe Router
YWAM Edge Router viManage

NEW QUESTION 141
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers

B. Configure and monitor vEdge routers.

C. Authenticate and authorize vEdge routers.

D. Distribute the IP address from DHCP server to VEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE

Explanation:

vmart controlier - This software-based component is responsible for the centralized control plane of the SD-WAN network. It
maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management|

f Anhim an n pea ke el # o phratan aprinm Aabe mdamn moa e skt ot ke s VAR Edm bar
Protocol (OMP), acting as a route reflector. It also orchestrates the secure data plane connectivity between the WAN Edge routers

by reflecting crypto key information onginating from WAN Edge routers, allowing for a very scalable, IKE-less architecture

NEW QUESTION 142
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using
the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 147

What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?
A. IGP

B. QoS
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C.TLS
D. OMP

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 151
Refer to the exhibit.

An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN9L1 to reach users in VPN92 and VPN10 to reach
VPN91 and VPN92. Which configuration meets these requirements?
A)

[rag orvd drop 0 e e = ey

Actior

E Match Conddios Actonm

VN Lt Aewepd

W ¥ opuwt B
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= Match Condtom
WA | ar

YN 2

8 Watch Condtxorm

Wi™ Lt

VI b

Match Condfscns Acrbons

VPN L 1 ' A Cep

(W Y £l
vy A9 =
| spewt |

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 155
An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:

TD Aantinnis 3t an fina fiinac tho r STl L v T = traftic to Aacrraaco e A trin [atarn clalaBlaslalda aBialaalBlitatallli
L {_Ii.l-.’l' _:-.I:_Jr E-LulIES LS R ULES ' 1 A HE LG ) oLl EL Eaae VUl =Lk LTIy Gl Wik v LI RALETIRIU

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 160
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy

B. central data policy

C. app-aware policy

D. central control policy

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h
NEW QUESTION 164

Which API call retrieves a list of all devices in the network?

A. https://lvmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_IP_address/api-call/system/device/{{model}}

D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version 300-415 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-415-dumps.html (222 Q&AS)

Display all available vEdge routers in the overlay network.

GET https://{vmanage-ip-address}/dataservice/system/device/vedges

NEW QUESTION 166
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation:
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 167

A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if
the file is good, unknown or malicious. The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two
Cisco SD-WAN solutions meet the requirements? (Choose two.)

A. Cisco Trust Anchor Module
B. Cisco Threat Grid

C. Cisco Snort IPS

D. Cisco AMP

E. Cisco Secure Endpoint

Answer: CD

NEW QUESTION 168
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local Userfadmin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variable/value
Basic configuration  Numberofpaths  Global 16
advertised per
prefis
Advertise Radio Global Off
Static Global Off
C)
Section Parameter Type Variablefvalue
Server HostnameP Global 10.4.48.13
Address
VPNID Global 1
Source interface Global loopbackD
D)
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Section Parameter Type Variable/value
Basic configuration VPN Global 512
Name Gilobal Management VPN
IPv4 Route Prefix Global 0.0.0.000
Gateway Radio button Mext Hop
Mext Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 170
Refer to the exhibit.

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies

NEW QUESTION 175
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 180
Refer to the exhibit.
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A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to
accomplish this task?

0w >
W N e

Answer: A

NEW QUESTION 185
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time

B. System Status
C. ACL Logs

D. Events

Answer: A

Explanation:

+ Using Cisco vManage:

View the configured services on the Real Time monitoring page (Monitor > Network > hub-device > Real Time). For Device Options, select OMP Services.

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 187
Refer to the exhibit.

vpn 0

interface ge0/0

ip address 10.1.15.15/24
tunnel-interface

color Ite

allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service ntp

no allow-service stun
L
no shutdown
shaping-rate

Which shaping-rate does the engineer use to shape traffic at 9 Mbps?

0000

A.
B.
C.
D. 9000000

© ©

Answer: B
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Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp421715213

NEW QUESTION 192
At which layer does the application-aware firewall block applications on a WAN Edge?

cowz>
N O~ W

Answer: B

NEW QUESTION 196
Drag and drop the functions from the left onto the correct templates on the right.

s SeTine VE'N

QI EANLZITI0T

A. Mastered
B. Not Mastered

Answer: A

Explanation:

as b e # i
f-.- 3 gl L N 4
|

NEW QUESTION 199
What is the behaviour of vBond orchestrator?

A. It maintains vSmart and WAN Edge routers secure connectivity state

B. it builds permanent connections with vSmart controllers

C. it updates vSmart of WAN Edge routers behind NAT devices using OMP.
D. It builds permanent connections with WAN Edge routers

Answer: A

NEW QUESTION 201

Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?
A. vBond

B. WAN Edge

C. vSmart

D. vManage

Answer: A
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NEW QUESTION 206
Refer to the exhibit.

Lo vilanage
I e ADMENIS TRATION | 55 1 T0gms
-
—_ ORam TETn Ha e EXNTS - -
ﬂ' vlond a1 1 TG wiew | il
A Erruanl Mot facation wo. atoben] —
o Hardware WAN Fdye Certaficate Sulivorigation LE Whaw | e
F- -
Controller Certfcale Authorizabon Etn s e | B
2 .
WAN Fdos Cloasd Cadtificals Autharization Pl s Wew | i
Web Server Cortifucate 1 il PO 00 A oii | | s
Falase e Satrenes Werasan [ FTF) e | it
Banaer [ T%0 T dew | L
Heverae Prasy o TR wapss | Lt
Statisticn Setting P
Cloud eilfaing lor SaaS [ il F——
=

Which two configurations are needed to get the WAN Edges registered with the controllers when certificates are used? (Choose two)

A. Generate a CSR manually within vManage server

B. Generate a CSR manually on the WAN Edge

C. Request a certificate manually from the Enterprise CA server

D. Install the certificate received from the CA server manually on the WAN Edge
E. Install the certificate received from the CA server manually on the vManage

Answer: AE

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug.

NEW QUESTION 208
A network administrator is configuring a tunnel interface on a branch Cisco I0S XE router to run TLOC extensions. Which configuration will extend a TLOC over a
GRE tunnel to another router in the branch?
sawan
interface g0/C
extended-interface
tloc-extension-gre-from 10 1 1.1

schwan
nterface gO/(
gre-interface

tloc-extension-gre-1

¥
&
5

o
-

SOwan
mterface g0/0
tunnel-iterface
tioc-extension-gre-to 101 1 1
sdwan
nterface g0/C
tloc-imerface
tioc-extension-gre-from 10 1 1 1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:
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Command Hierarchy

NEW QUESTION 212
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 213

A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.

Which set of configuration commands accomplishes this task?
omp
timers
advertisement-interval 60
holdtime 180
graceful-restart-timer 43200

omp
umers
advertisement-interval 1
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 720

omp
timers
advertisement-interval 60
holdtime 60
graceful-restart-timer 720

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.2/Configuration/Templates/O

NEW QUESTION 218

Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the

WAN Edge devices that form the Cisco SD-WAN fabric?
A. APIC-EM

B. vManage

C. vSmart

D. vBond

Answer: C

Explanation:

The Leader of IT Certification

visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version 300-415 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-415-dumps.html (222 Q&AS)

Cisco vSmart Controller

-

[
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NEW QUESTION 223
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 224
Which scheduling method is configured by default for the eight queues in the cloud vEdge routerl?

A. low latency queue

B. priority queue

C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 228

For data plane resiliency, what does the Cisco SD-WAN software implement?
A.BFD

B. establishing affinity between vSmart controllers and WAN Edge routers

C. multiple vBond orchestrators

D. OMP

Answer: A

NEW QUESTION 229
Drag and drop the definitions from the left to the configuration on the right.

he Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maintaining the connections that form the

matching condition that allows

traffic flow between two zones destination zone

grouping of VPNs where the data firewall policy

traffic flows originate
container that associates
forwarding and blocking decisions o
grouping of VPNs where the data zone pair

traffic flows terminate

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 231
Refer to the exhibit.
PEER PEER CONTROLLER
PEER FEER FEER SITE DOMAIN PEER PRIVATE PEER FUBLIC GROUP
IYPE PROTOCOL SYSTEMIP ID 1D PRIVATE IP PORT PUBLIC IP PORT LOCAL COLOR STATE
UPTIME ID
vbond ditis - 0 o 1.3.25.29 12348 1.3.25.20 1234 gold connect 0
vbond dtls - 0 0 1.3.25.25 123486 1.3.2525 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect” mean in this how control connections output?
A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress

D. Control connection is up

Answer: C

NEW QUESTION 236

P
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'
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An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 237
Which configuration changes the packet loss priority from low to highly?

A)
policy
[.'-'1.“.--".-.'-.:' ccnp~traffic
rac.e _\ll_ll JE3
L'Ji st 20 |
] higl
B)
= I L
]-I.-:l-'r_ T L} -::I_
rate | Yalal
bur 200
: (ERELS 13 Pl
©)
poll I np traflli
rate 1 Tln]ngn
purst 20000
i (] i1 !['Iil
D)
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policy
policar cenp-trattic
rate LOD0OQOO0
burst 20000
excead high

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-gqos.h

NEW QUESTION 240
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 244
Drag and drop the devices from the left onto the correct functions on the right.

establishes a secured data plane

first point of authentication

single pane of glass

enforces control policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 246
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In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation:

The Cisco vSmart Controller maintains a centralized route table that stores the route information, called OMP routes, that it leams from the vEdge routers and from any
other Cisco vSmart Controllers in the Cisco SO-WAN overlay network. Based on the configured policy, the Cisco vSmart Controller shares this route information with
the Cisco vEdge network devices in the network so that they can communicate with each other

NEW QUESTION 248
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A. TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 253
Refer to the exhibit.

Ged/2.10 Ge0/2.10

TLOC Extension

R1 R2

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)
¢ /1
Interface gelil
ne shutdown
interface gelf2 10
ip address 43 43 42 2720
tec-axtension geli

R2
interface gelf2

ne shutdown

interface gelrl 10
p address 43 43 47 1730
tloc -extension ged

B)
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R1
intarface gelrd
irterface geOfl 10
ip address 43 43 43 2100
toc-axtansion gelill
winnel-interface
color public-interrnet

R
Interface geol
interface gelil 10
p addracs 43 43 47 1750
tunnel-imerface

eoler publicanternat
©)
R1
interfice gl
mitu 1504
nd §hutdewn
interface ge0/2 10
ip address 4
toc-extension gelt
H:
interface geuls
vt 50
ne shutdowr
At ace geliy 10
io address 47 42,43 1
tunneldnterfacd
coiaf pub
A. Option A
B. Option B
C. Option C
Answer: C
Explanation:

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/ BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to
configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 254
Refer to the exhibit.

vEdge-2(config-vpn-0)#interface ge0/2.101
vEdge-2(config-interface#ip address 10.1.100.0/24
vEdge-2(config-interface)#tloc-extension ge0/0
vEdge-2(config-interface#mtu 1496
vEdge-2(config-interface#no shutdown

What binding is created using the tloc-extension command?

A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service

B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport
D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport

Answer: D

Explanation:

tloc-extension

Bind this interface, which connects to another vidge router at the same physical site, to the local router's WAN transport interface (on vEdge routers only)

NEW QUESTION 257
Refer to the exhibit
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vBond

MNAT Internet

vEdge vSmart

Irveerlas e gl |

PN ]

Which configuration sets up direct Internet access for VPN 17?
vpn 1

iatarfat.a geli
nat
!
na shutdown
vpn 1]
ip route 0.0.0.0/0 vpn 1
vpn 1

interface ged/0
nat

1
;'m shutdown
\I'pl'l 0
|p route 0.0.0.0 vpn 1
vpn 0
i;‘llt'&ﬂﬂl‘:ﬂ gell
: m nat
ﬁn- shutdown
vprr 1

ip route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 258
Refer to the exhibit.

L L] [BEN
- - . -E'-I..l“ i e
E ——
ETTEE T Wil g e

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)
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D)

A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

Explanation:
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policy
policer pursty-tratcfic

rate 1000000
burst 20000
exceed remark
acceas-list policer-bursty-trarffic
segquence 10
match
sgurce-ip 56.0.1.0/2¢
action accept
palicer burasty-tratffic
default-action accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 262
Refer to the exhibit,

Sate 1:
vpn 10
service FW address 1.1.1.1

On vSmart

policy

lists
site-list firewall-sites
site-id 1

apply-policy
site-list firewall-sites control-policy firewall-service uutl

Which configuration routes Site 2 through the firewall in Site 1?

control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On vSmart
control-policy firewall-service
sequence 10
match route
gite-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW Vpn 10
default-action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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(On the Cisco vSmart Controller, configure a control policy that redirects data traffic traveling from Site 1 to Site 2 through the firewall. Then, also on the Cisco vSmar

......

NEW QUESTION 264
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

A. VPN

B. control

C. app-route
D. data
Answer: C
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 269

The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498

Which command must be configured on these devices?
A. cloud-gos

B. service qos

C. cloud-mis qos

D. mis gos

Answer: A

NEW QUESTION 273
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:
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policy

policer p1

rate

burst

exceed drop

1

access-list acl1
sequence 1
match

source-ip 2.2.0.0/16

destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30

protocol 6 17 23

|

action accept
policer p1
1

default-action drop
L]

;.rpn 1
interface ge0/4

description Policy ID: B413:A88D:76G7:

ip address 10.20.24.15/24
no shutdown

access-list acl1 out

1

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 274

Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

-4

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID
C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address
E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 278
Refer to the exhibit.

Service VPN | Segments
0.1
london TS  ioisians
WAN Edge AY o

Rome Barcelona
WAN Edge WAN Edge
Service VPN | Segresaln Sorvice VPN 1 Segmamls
100216/ 10.1 30.0/14
10030/ 10.1 51 0/14
180200/ 10.1 33.0/14
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The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?

A)

ﬂfmmIL

Covitr pll i Py

O Corer st pod Podcy

B)

3 CONFIGURAT L-:v\H

Cortr gl pod Poday

I o C oty g fandd Py

C)

O con :c.x.nubu-L

Cortr aliJwd Podecy

& Cusmom Oprora =

I O Cortrakped Poiy

I 9 Lot @l et oty

D)

O CONIIGURAT ow KN 1

Cortr gl b Policy

0 Corts abpend Poicy

[ +) Localzed Polcy

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 280

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used

as a backup only. Which configuration fulfill this requirement?
A)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
st
vpn 10
tioc-list Hub_TLOCs

default-action reject
1

‘tlocdist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600

B)
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policy
data-policy _TE
ven-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
nat use-vpn 0
nat fallback

default-action reject
1

tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
C)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
ven 10
tloc-list Hub_TLOCs

default-action accept
1

‘tlocist Hub_TLOCs
tlec 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

D)
policy
data-policy _TE
vpn-list YPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOCs
default-action accept
|
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 281

What is a default protocol for control plane connection?
A. IPsec

B. HTTPS

C.TLS

D. DTLS

Answer: D

NEW QUESTION 286
Refer to the exhibit.
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A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge

device is connected to three ISPs and two private MPLS transports. What is the minimum value for ‘Number of Paths advertised per Prefix" that should be
configured?

cow>
2o w N

Answer: D

NEW QUESTION 287
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy

B. VPN membership policy
C. Control policy

D. Data policy

Answer: A

Explanation:

An application-aware routing policy matches applications with an SLA, that 1s, with the data plane tunnef performance charactenstics that are necessary to transmit the
4 POICY )

PR I " P x 1] rrvmmn ol Alisadiam mmes ok T PP | I d o b Fhy T T LT Wopene e S T D AAAM A n ~
applications' data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices

o

NEW QUESTION 290
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create groups of interest Create the network structure to which
the policy applies

Create lists that group together related

Configure traffic rules items that an engineer can call in the
match or action components of a policy
Confiqure topulog]r Associate a policy with sites and VPNs in
fig the overlay network

: Create the match and action conditions
Apply policies to sites and VPNs of & Vichcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 295
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