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NEW QUESTION 1
Which authentication method allows a user to log in to an SSO-enabled Cisco Unified Communications application by utilizing a Microsoft Windows login, thereby
not requiring any credentials to be entered?

A. Smart Card
B. OAuth
C. form-based
D. Kerberos

Answer: B

Explanation: 
Reference: https://developer.cisco.com/docs/cisco-unified-communications-single-sign-on-tutorial/#!cisco-unified-communications-single-sign-on-tutorial/learning-
more-about-sso

NEW QUESTION 2
Which entity is a standard component used for authentication by SAML 2.0?

A. identity provider
B. session broker
C. Internet service provider
D. client access server

Answer: A

NEW QUESTION 3
Which two command line arguments can you specify when installing Cisco Jabber for windows? (Choose two.)

A. CISCO_UDS_DOMAIN
B. TFTP_ADDRESS
C. VOICEMAIL_SERVER_ADDRESS
D. SERVICES_DOMAIN
E. TFTP

Answer: DE

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_D657A25F_00_deployment-installation-guide-
jabber-110/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber- 110_chapter_01100.html#JABW_RF_CE43EF4C_00

NEW QUESTION 4
Which description of an IdP server is true?

A. authenticates user credentials
B. provides user authorization
C. is an authentication request that is generated by a Cisco Unified Communications application
D. consists of pieces of security information that are transferred to the service provider for user authentication

Answer: D

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/express_12_5/features/guide/uccx_b_125features-
guide/uccx_b_125features-guide_chapter_01.html

NEW QUESTION 5
Refer to the exhibit.
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Which action allows a remote Cisco Jabber user utilizing Mobile and Remote Access to automatically log in to a Cisco Unity Connection voicemail box via OAuth?

A. Add CUCM under System Settings > Authz Servers in Cisco Expressway-E.
B. Add CUCM under System Settings > Authz Servers in Cisco Expressway-C.
C. Add CUCM under System Settings > Authz Servers in Cisco Unity.
D. Add CUCM under System Settings > Authz Servers in Cisco Unity Connection.

Answer: D

Explanation: 
Reference: https://community.cisco.com/t5/unified-communications/jabber-mra-unity-voice-mail-integration-issue/td-p/3195653

NEW QUESTION 6
Which CLI command is used to collect traces from the Cisco Presence engine for seven days?

A. file build log cisco_presence_engine 7
B. file build log cisco_presence 168
C. file build log presence_engine 7
D. file build log presence_engine 168

Answer: A

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/12_0_1/cup0_b_config-admin-guide-
imp-1201/cup0_b_config-admin-guide-imp-1201_chapter_010101.html

NEW QUESTION 7
Refer to the exhibit.

Users report that they are prompted to accept server certificates when they initially run Cisco Jabber. An engineer removes these prompts to prevent confusion.
Which statement about this scenario is true?

A. Presentation of the certificates can be disabled by setting up Cisco IM&P servers into nonsecure mode.
B. Nothing can be done to resolve this issue because certificates must be accepted by each Jabber user, per Cisco policy.
C. These certificates are self-signed certificates, so they must be added manually to the user OS certificate stores.
D. The behavior is a security breach because certificates are considered untrusted and as not coming from Cisco Collaboration servers.

Answer: C
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Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/jabber-windows/116637-trouble-jabber-00.html

NEW QUESTION 8
Which two protocols does the Cisco IM Presence service use to federate with external domains? (Choose two.)

A. XMPP
B. SNMP
C. SIP
D. SCCP
E. SMPP

Answer: AC

Explanation: 
Reference: https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cucm/im_presence/interdomain_federation/11_5_1/cup0_b_interdomain-federation-guide-
imp-115.pdf

NEW QUESTION 9
Refer to the exhibit.

After configuration of the Cisco IM&P cluster in high-availability mode, both IM&P servers remain in the initializing state. Which two actions ensure normal
operations of this IM&P high-availability cluster? (Choose two.)

A. Clear the Enable High Availability check box in the Presence Redundancy Group configuration.
B. Confirm that Cisco Presence Engine, Cisco XCP Router, and Cisco DB services are up and running on both IM&P servers.
C. Restart the Server Recovery Manager service in Cisco Unified Serviceability – Network Services on both IM&P servers.
D. Verify that the Cisco XCP SIP Federation Connection Manager service is running.
E. Ensure that an equal number of users are assigned to each IM&P server.

Answer: CE

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/10_5_1/CUP0_BK_CE43108E_00_config-admin-guide-
imp-105/CUP0_BK_CE43108E_00_config-admin-guide- imp105_chapter_010010.html

NEW QUESTION 10
In the integration of Cisco Unity Connection using SIP, which SIP trunk security profile option is required for MWI to work correctly?

A. Accept out-of-dialog refer
B. Accept replaces header
C. Accept unsolicited notification
D. Accept presence subscription

Answer: A

NEW QUESTION 10
Which Cisco Unified Communications Manager menu path is used to configure Cisco IM and Presence Server High Availability?

A. System > LDAP > LDAP Directory
B. System > Geolocation Configuration
C. System > Presence Redundancy Groups
D. System > Server

Answer: C

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-im-presence-service/200958-IM-and-Presence-
Server-High-Availability.html#anc4

NEW QUESTION 15
Which SAML component specifies the mapping of SAML assertion protocol message exchanges with standard messaging formats or communication protocols
such as SOAP exchanges?

A. SAML binding
B. SAML assertion
C. SAML profiles
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D. SAML protocol

Answer: A

Explanation: 
Reference: https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language

NEW QUESTION 16
DRAG DROP
Drag and drop the events for an on-premises Jabber SAML SSO flow from the left into the correct order on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 18
Which two Cisco Unity Connection logs are used to troubleshoot issues with Message Waiting Indicators? (Choose two.)

A. Connection IMAP Server
B. Connection Mailbox Sync
C. Connection Notifier
D. Connection Message Transfer Agent
E. Connection Conversation Manager

Answer: DE

NEW QUESTION 21
Secure XMPP communication is required for XMPP federation with external domains and the Cisco IM and Presence. Which certificate is used for XMPP
interdomain federation when connecting to an externally federated domain?

A. cup
B. cup-xmpp
C. cup-xmpp-s2s
D. Tomcat

Answer: C

Explanation: 
Reference: https://www.cisco.com/c/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-2/XMPP-Federation-with-Cisco-VCS-and-IM-and-Presence-
Service.pdf

NEW QUESTION 22
What prevents toll fraud on voicemail ports?
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A. IP address trusted list on the PSTN gateway
B. CSS
C. Block OffNet to OffNet Transfer service parameter
D. FAC

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unity-connection/119337-technote-cuc-00.html

NEW QUESTION 27
Refer to the exhibit.

Calls that are not answered by the user are for the location. If the user at extension 11112222 does not have a voice mailbox, which rule is utilized when Cisco
Unity Communication receives the forwarded call?

A. NewYork_AA
B. Attempt Sign In
C. Arizona_AA
D. Opening_Greeting

Answer: C

NEW QUESTION 29
Fraudulent calls are being made from Cisco Unity Connection. Which action prevents the calls from reaching the PSTN using SCCP integration?

A. Change the configuration of the routing rule.
B. Change the CSS of the voicemail port.
C. Change the Rerouting CSS on the trunk to Cisco Unity Connection.
D. Remove values from restriction table.

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unity-connection/119337-technote-cuc-00.html

NEW QUESTION 33
Which dial-peer configuration routes calls from SIP-based phones on Cisco Unified Communications Manager Express to Cisco Unity Express?

A. dial-peer voice 7000 voip destination-pattern 7000 session protocol sipv2 session target ipv4: 10.3.6.127 codec g711alaw
B. dial-peer voice 7000 voip destination-pattern 7000 session protocol sipv2 session target ipv4: 10.3.6.127 codec ilbc
C. dial-peer voice 7000 voip destination-pattern 7000 session protocol sipv2 session target ipv4: 10.3.6.127 codec g711ulaw
D. dial-peer voice 7000 voip destination-pattern 7000 session protocol sipv2 session target ipv4: 10.3.6.127 codec g729r6

Answer: C

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unity-express/62609-tdcmecue.html
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NEW QUESTION 37
An engineer is checking the Cisco Unified Communications Manager and Cisco Unity Connection integration and presses the Message button on a phone to check
the voicemail. Which action does Cisco Unified CM take?

A. Cisco Unified CM looks up the voicemail pilot configured to dial.
B. Cisco Unified CM routes the configured hunt pilot to Unity Connection.
C. Cisco Unified CM looks up the hunt pilot configured to dial.
D. Cisco Unified CM sends an AXL query to Unity Connection.

Answer: A

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/9_1_1/ccmsys/CUCM_BK_C5565591_00_cucm-system-
guide-91/CUCM_BK_C5565591_00_cucm-system-guide-91_chapter_011110.html

NEW QUESTION 40
An end user opened a ticket, stating that though he can log in to Jabber for Windows, and presence and chat works, he cannot place phone calls using the
desktop client. You investigate the user and find that no phone device is associated with the user account in Cisco Unified Communications Manager. Which
device type must you create for this user to enable calling services from the Jabber for Windows desktop client?

A. Cisco Unified Personal Communicator
B. Cisco Jabber for Tablet
C. Cisco Unified Client Services Framework
D. third-party SIP device (advanced)

Answer: A

NEW QUESTION 45
Which step is the first for web-based single sign-on login?

A. Authenticate.
B. Redirect to IdP to get authenticated.
C. Present authentication assertion.
D. Request access to protected service.

Answer: D

NEW QUESTION 48
How is automatic fallback enabled on a Cisco IM and Presence server?

A. In IM and Presence Service Parameter Configuration > Cisco Server Recovery Manager, change the Failover parameter to True.
B. In Communications Manager Service Parameter Configuration > Cisco Server Recovery Manager, change the Enable Automatic Fallback parameter to True.
C. Automatic fallback is enabled by default.
D. In the Presence Redundancy Group Configuration > Cisco Unified Communications Manager, check the Enable Automatic Fallback parameter.

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-im-presence-service/200958-IM-and-Presence-
Server-High-Availability.html

NEW QUESTION 52
Refer to the exhibit.

A customer reports that after a network failure, all of the Cisco Jabber clients are not switched back to their home nodes. An engineer determines that the primary
Cisco IM&P server is in Failed Over state. Which two actions should be performed to bring the system back to operational state and to prevent future occurrences?
(Choose two.)

A. Advise all users to re-login to their Jabber clients.
B. Confirm that both IM&P servers are configured in the Presence Redundancy Group configuration pane.
C. Perform a restart of the IM&P primary server to force fallback.
D. Click the Fallback button in the Server Action pane.
E. Set the Automatic Failover parameter in the Server Recovery Manager Service Parameters to the value True.

Answer: BD

NEW QUESTION 57
......
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