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NEW QUESTION 1

- (Exam Topic 1)

For this question, refer to the Mountkirk Games case study

Mountkirk Games needs to create a repeatable and configurable mechanism for deploying isolated application environments. Developers and testers can access
each other's environments and resources, but they cannot access staging or production resources. The staging environment needs access to some services from
production.

What should you do to isolate development environments from staging and production?

A. Create a project for development and test and another for staging and production.
B. Create a network for development and test and another for staging and production.
C. Create one subnetwork for development and another for staging and production.

D. Create one project for development, a second for staging and a third for production.

Answer: D

NEW QUESTION 2

- (Exam Topic 1)

For this question, refer to the Mountkirk Games case study.

Mountkirk Games wants to set up a real-time analytics platform for their new game. The new platform must meet their technical requirements. Which combination
of Google technologies will meet all of their requirements?

A. Container Engine, Cloud Pub/Sub, and Cloud SQL

B. Cloud Dataflow, Cloud Storage, Cloud Pub/Sub, and BigQuery

C. Cloud SQL, Cloud Storage, Cloud Pub/Sub, and Cloud Dataflow

D. Cloud Dataproc, Cloud Pub/Sub, Cloud SQL, and Cloud Dataflow

E. Cloud Pub/Sub, Compute Engine, Cloud Storage, and Cloud Dataproc

Answer: B

Explanation:

A real time requires Stream / Messaging so Pub/Sub, Analytics by Big Query.

Ingest millions of streaming events per second from anywhere in the world with Cloud Pub/Sub, powered by Google's unique, high-speed private network. Process
the streams with Cloud Dataflow to ensure reliable, exactly-once, low-latency data transformation. Stream the transformed data into BigQuery, the cloud-native
data warehousing service, for immediate analysis via SQL or popular visualization tools.

From scenario: They plan to deploy the game’s backend on Google Compute Engine so they can capture streaming metrics, run intensive analytics.

Requirements for Game Analytics Platform

> Dynamically scale up or down based on game activity

> Process incoming data on the fly directly from the game servers
> Process data that arrives late because of slow mobile networks
> Allow SQL queries to access at least 10 TB of historical data

> Process files that are regularly uploaded by users’ mobile devices

> Use only fully managed services
References: https://cloud.google.com/solutions/big-data/stream-analytics/

NEW QUESTION 3

- (Exam Topic 1)

For this question, refer to the Mountkirk Games case study.

Mountkirk Games wants to set up a continuous delivery pipeline. Their architecture includes many small services that they want to be able to update and roll back
quickly. Mountkirk Games has the following requirements:

« Services are deployed redundantly across multiple regions in the US and Europe.

* Only frontend services are exposed on the public internet.

» They can provide a single frontend IP for their fleet of services.

» Deployment artifacts are immutable. Which set of products should they use?

A. Google Cloud Storage, Google Cloud Dataflow, Google Compute Engine

B. Google Cloud Storage, Google App Engine, Google Network Load Balancer

C. Google Kubernetes Registry, Google Container Engine, Google HTTP(S) Load Balancer
D. Google Cloud Functions, Google Cloud Pub/Sub, Google Cloud Deployment Manager

Answer: C

NEW QUESTION 4

- (Exam Topic 2)

For this question, refer to the TerramEarth case study.

TerramEarth plans to connect all 20 million vehicles in the field to the cloud. This increases the volume to 20 million 600 byte records a second for 40 TB an hour.
How should you design the data ingestion?

A. Vehicles write data directly to GCS.

B. Vehicles write data directly to Google Cloud Pub/Sub.

C. Vehicles stream data directly to Google BigQuery.

D. Vehicles continue to write data using the existing system (FTP).

Answer: B

Explanation:
https://cloud.google.com/solutions/data-lifecycle-cloud-platform
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https://cloud.google.com/solutions/designing-connected-vehicle-platform

NEW QUESTION 5

- (Exam Topic 2)

For this question, refer to the TerramEarth case study.

The TerramEarth development team wants to create an API to meet the company's business requirements. You want the development team to focus their
development effort on business value versus creating a custom framework. Which method should they use?

A. Use Google App Engine with Google Cloud Endpoint

B. Focus on an API for dealers and partners.

C. Use Google App Engine with a JAX-RS Jersey Java-based framewor

D. Focus on an API for the public.

E. Use Google App Engine with the Swagger (open API Specification) framewor

F. Focus on an API for the public.

G. Use Google Container Engine with a Django Python containe

H. Focus on an API for the public.

I. Use Google Container Engine with a Tomcat container with the Swagger (Open API Specification) framewor
J. Focus on an API for dealers and partners.

Answer: A

Explanation:

https://cloud.google.com/endpoints/docs/openapi/about-cloud-endpoints?hl=en_US& ga=2.21787131.-1712523
https://cloud.google.com/endpoints/docs/openapi/architecture-overview https://cloud.google.com/storage/docs/gsutil/commands/test

Develop, deploy, protect and monitor your APIs with Google Cloud Endpoints. Using an Open API Specification or one of our API frameworks, Cloud Endpoints
gives you the tools you need for every phase of APl development.

From scenario: Business Requirements

Decrease unplanned vehicle downtime to less than 1 week, without increasing the cost of carrying surplus inventory

Support the dealer network with more data on how their customers use their equipment to better position new products and services

Have the ability to partner with different companies — especially with seed and fertilizer suppliers in the fast-growing agricultural business — to create compelling
joint offerings for their customers.

Reference: https://cloud.google.com/certification/guides/cloud-architect/casestudy-terramearth

NEW QUESTION 6

- (Exam Topic 2)

For this question refer to the TerramEarth case study

Operational parameters such as oil pressure are adjustable on each of TerramEarth's vehicles to increase their efficiency, depending on their environmental
conditions. Your primary goal is to increase the operating efficiency of all 20 million cellular and unconnected vehicles in the field How can you accomplish this
goal?

A. Have your engineers inspect the data for patterns, and then create an algorithm with rules that makeoperational adjustments automatically.

B. Capture all operating data, train machine learning models that identify ideal operations, and run locally to make operational adjustments automatically.

C. Implement a Google Cloud Dataflow streaming job with a sliding window, and use Google Cloud Messaging (GCM) to make operational adjustments
automatically.

D. Capture all operating data, train machine learning models that identify ideal operations, and host in Google Cloud Machine Learning (ML) Platform to make
operational adjustments automatically.

Answer: B

NEW QUESTION 7

- (Exam Topic 3)

For this question, refer to the JencoMart case study.

JencoMart has built a version of their application on Google Cloud Platform that serves traffic to Asia. You want to measure success against their business and
technical goals. Which metrics should you track?

A. Error rates for requests from Asia

B. Latency difference between US and Asia

C. Total visits, error rates, and latency from Asia

D. Total visits and average latency for users in Asia

E. The number of character sets present in the database

Answer: D

NEW QUESTION 8

- (Exam Topic 4)

For this question, refer to the Dress4Win case study.

Dress4Win has asked you for advice on how to migrate their on-premises MySQL deployment to the cloud. They want to minimize downtime and performance
impact to their on-premises solution during the migration. Which approach should you recommend?

A. Create a dump of the on-premises MySQL master server, and then shut it down, upload it to the cloud environment, and load into a new MySQL cluster.

B. Setup a MySQL replica server/slave in the cloud environment, and configure it for asynchronous replication from the MySQL master server on-premises until
cutover.

C. Create a new MySQL cluster in the cloud, configure applications to begin writing to both on-premises and cloud MySQL masters, and destroy the original cluster
at cutover.

D. Create a dump of the MySQL replica server into the cloud environment, load it into: Google Cloud Datastore, and configure applications to read/write to Cloud
Datastore at cutover.

Answer: B
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NEW QUESTION 9

- (Exam Topic 5)

You have an application deployed on Kubernetes Engine using a Deployment named echo-deployment. The deployment is exposed using a Service called echo-
service. You need to perform an update to the application with minimal downtime to the application. What should you do?

A. Use kubectl set image deployment/echo-deployment <new-image>

B. Use the rolling update functionality of the Instance Group behind the Kubernetes cluster
C. Update the deployment yaml file with the new container imag

D. Use kubectl delete deployment/ echo-deployment and kubectl create —f <yaml-file>

E. Update the service yaml file which the new container imag

F. Use kubectl delete service/echoservice and kubectl create —f <yaml-file>

Answer: A

Explanation:
https://cloud.google.com/kubernetes-engine/docs/how-to/updating-apps#updating_an_application

NEW QUESTION 10

- (Exam Topic 5)

Google Cloud Platform resources are managed hierarchically using organization, folders, and projects. When Cloud Identity and Access Management (IAM)
policies exist at these different levels, what is the effective policy at a particular node of the hierarchy?

A. The effective policy is determined only by the policy set at the node

B. The effective policy is the policy set at the node and restricted by the policies of its ancestors

C. The effective policy is the union of the policy set at the node and policies inherited from its ancestors

D. The effective policy is the intersection of the policy set at the node and policies inherited from its ancestors

Answer: B

Explanation:
Reference: https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy

NEW QUESTION 10

- (Exam Topic 5)

Your company has decided to build a backup replica of their on-premises user authentication PostgreSQL database on Google Cloud Platform. The database is 4
TB, and large updates are frequent. Replication requires private address space communication. Which networking approach should you use?

A. Google Cloud Dedicated Interconnect

B. Google Cloud VPN connected to the data center network

C. A NAT and TLS translation gateway installed on-premises

D. A Google Compute Engine instance with a VPN server installed connected to the data center network

Answer: A

Explanation:

https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-organizations

Google Cloud Dedicated Interconnect provides direct physical connections and RFC 1918 communication between your on-premises network and Google’s
network. Dedicated Interconnect enables you to transfer large amounts of data between networks, which can be more cost effective than purchasing additional
bandwidth over the public Internet or using VPN tunnels.

Benefits:

> Traffic between your on-premises network and your VPC network doesn't traverse the public Internet.
Traffic traverses a dedicated connection with fewer hops, meaning there are less points of failure where traffic might get dropped or disrupted.

> Your VPC network's internal (RFC 1918) IP addresses are directly accessible from your on-premises network. You don't need to use a NAT device or VPN
tunnel to reach internal IP addresses. Currently, you can only reach internal IP addresses over a dedicated connection. To reach Google external IP addresses,
you must use a separate connection.

> You can scale your connection to Google based on your needs. Connection capacity is delivered over one or more 10 Gbps Ethernet connections, with a
maximum of eight connections (80 Gbps total per interconnect).

> The cost of egress traffic from your VPC network to your on-premises network is reduced. A dedicated connection is generally the least expensive method if
you have a high-volume of traffic to and from Google's network.
References: https://cloud.google.com/interconnect/docs/details/dedicated

NEW QUESTION 14

- (Exam Topic 5)

A lead engineer wrote a custom tool that deploys virtual machines in the legacy data center. He wants to migrate the custom tool to the new cloud environment
You want to advocate for the adoption of Google Cloud Deployment Manager What are two business risks of migrating to Cloud Deployment Manager? Choose 2
answers

A. Cloud Deployment Manager uses Python.

B. Cloud Deployment Manager APIs could be deprecated in the future.

C. Cloud Deployment Manager is unfamiliar to the company's engineers.

D. Cloud Deployment Manager requires a Google APIs service account to run.

E. Cloud Deployment Manager can be used to permanently delete cloud resources.
F. Cloud Deployment Manager only supports automation of Google Cloud resources.

Answer: CF

Explanation:
https://cloud.google.com/deployment-manager/docs/deployments/deleting-deployments
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NEW QUESTION 18

- (Exam Topic 5)

Your company has successfully migrated to the cloud and wants to analyze their data stream to optimize operations. They do not have any existing code for this
analysis, so they are exploring all their options. These options include a mix of batch and stream processing, as they are running some hourly jobs and
live-processing some data as it comes in. Which technology should they use for this?

A. Google Cloud Dataproc

B. Google Cloud Dataflow

C. Google Container Engine with Bigtable

D. Google Compute Engine with Google BigQuery

Answer: B

Explanation:

Dataflow is for processing both the Batch and Stream.

Cloud Dataflow is a fully-managed service for transforming and enriching data in stream (real time) and batch (historical) modes with equal reliability and
expressiveness -- no more complex workarounds or compromises needed.

References: https://cloud.google.com/dataflow/

NEW QUESTION 21

- (Exam Topic 5)

Your company has developed a monolithic, 3-tier application to allow external users to upload and share files. The solution cannot be easily enhanced and lacks
reliability. The development team would like to re-architect the application to adopt microservices and a fully managed service approach, but they need to convince
their leadership that the effort is worthwhile. Which advantage(s) should they highlight to leadership?

A. The new approach will be significantly less costly, make it easier to manage the underlying infrastructure, and automatically manage the CI/CD pipelines.
B. The monolithic solution can be converted to a container with Docke

C. The generated container can then be deployed into a Kubernetes cluster.

D. The new approach will make it easier to decouple infrastructure from application, develop and release new features, manage the underlying infrastructure,
manage CI/CD pipelines and perform A/B testing, and scale the solution if necessary.

E. The process can be automated with Migrate for Compute Engine.

Answer: C

Explanation:
The new approach will make it easier to decouple infrastructure from an application, develop and release new features, manage the underlying infrastructure,
manage CI/CD pipelines and perform A/B testing, and scale the solution if necessary.

NEW QUESTION 22

- (Exam Topic 5)

Your company has an enterprise application running on Compute Engine that requires high availability and high performance. The application has been deployed
on two instances in two zones in the same region m active passive mode. The application writes data to a persistent disk in the case of a single zone outage that
data should be immediately made available to the other instance in the other zone. You want to maximize performance while minimizing downtime and data loss.
What should you do?

A. * 1. Attach a persistent SSD disk to the first instance* 2. Create a shapshot every hour* 3. In case of a zone outage, recreate a persistent SSD disk in the
second instance where data is coming from the created snapshot

B. * 1 Create a Cloud Storage bucket* 2. Mount the bucket into the first instance with gcs-fuse* 3. In case of a zone outage, mount the Cloud Storage bucket to the
second instance with gcs-fuse

C. * 1 Attach a local SSD lo the first instance disk* 2. Execute an rsync command every hour where the target is a persistent SSD disk attached to the second
instance* 3. In case of a zone outage, use the second instance

D. * 1. Attach a regional SSD persistent Ask to the first instance* 2. In case of a zone outage, force-attach the disk to the other instance

Answer: D

NEW QUESTION 24

- (Exam Topic 5)

You are using Cloud SQL as the database backend for a large CRM deployment. You want to scale as usage increases and ensure that you don’t run out of
storage, maintain 75% CPU usage cores, and keep replication lag below 60 seconds. What are the correct steps to meet your requirements?

A. 1) Enable automatic storage increase for the instance.2) Create a Stackdriver alert when CPU usage exceeds 75%, and change the instance type to reduce
CPU usage.3) Create a Stackdriver alert for replication lag, and shard the database to reduce replication time.

B. 1) Enable automatic storage increase for the instance.2) Change the instance type to a 32-core machine type to keep CPU usage below 75%.3) Create a
Stackdriver alert for replication lag, and shard the database to reduce replication time.

C. 1) Create a Stackdriver alert when storage exceeds 75%, and increase the available storage on the instance to create more space.2) Deploy memcached to
reduce CPU load.3) Change the instance type to a 32-core machine type to reduce replication lag.

D. 1) Create a Stackdriver alert when storage exceeds 75%, and increase the available storage on the instance to create more space.2) Deploy memcached to
reduce CPU load.3) Create a Stackdriver alert for replication lag, and change the instance type to a 32-core machine type to reduce replication lag.

Answer: A

NEW QUESTION 26

- (Exam Topic 5)

Your company has decided to make a major revision of their API in order to create better experiences for their developers. They need to keep the old version of
the API available and deployable, while allowing new customers and testers to try out the new API. They want to keep the same SSL and DNS records in place to

serve both APIs. What should they do?

A. Configure a new load balancer for the new version of the API.
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B. Reconfigure old clients to use a new endpoint for the new API.
C. Have the old API forward traffic to the new API based on the path.
D. Use separate backend pools for each API path behind the load balancer.

Answer: D

Explanation:
https://cloud.google.com/endpoints/docs/openapi/lifecycle-management

NEW QUESTION 28

- (Exam Topic 5)

Your company has just recently activated Cloud Identity to manage users. The Google Cloud Organization has been configured as wed. The security learn needs
to secure protects that will be part of the Organization. They want to prohibit IAM users outside the domain from gaining permissions from now on. What should
they do?

A. Configure an organization policy to restrict identities by domain

B. Configure an organization policy to block creation of service accounts

C. Configure Cloud Scheduler o trigger a Cloud Function every hour that removes all users that don't belong to the Cloud identity domain from all projects.

D. Create a technical user (e g . crawler@yourdomain com), and give it the protect owner rote at root organization level Write a bash script thate Lists all me I1AM
rules of all projects within the organizations Deletes all users that do not belong to the company domainCreate a Compute Engine instance m a project within the
Organization and configure gcloud to be executed with technical user credentials Configure a cron job that executes the bash script every hour.

Answer: A

NEW QUESTION 30

- (Exam Topic 5)

Your company creates rendering software which users can download from the company website. Your company has customers all over the world. You want to
minimize latency for all your customers. You want to follow Google-recommended practices.

How should you store the files?

A. Save the files in a Multi-Regional Cloud Storage bucket.

B. Save the files in a Regional Cloud Storage bucket, one bucket per zone of the region.

C. Save the files in multiple Regional Cloud Storage buckets, one bucket per zone per region.
D. Save the files in multiple Multi-Regional Cloud Storage buckets, one bucket per multi-region.

Answer: A

Explanation:
https://cloud.google.com/storage/docs/locations#location-mr

NEW QUESTION 32
- (Exam Topic 5)
You are using a single Cloud SQL instance to serve your application from a specific zone. You want to introduce high availability. What should you do?

A. Create a read replica instance in a different region

B. Create a failover replica instance in a different region

C. Create a read replica instance in the same region, but in a different zone
D. Create a failover replica instance in the same region, but in a different zone

Answer: B

Explanation:
https://cloud.google.com/sgl/docs/mysql/high-availability

NEW QUESTION 34

- (Exam Topic 5)

A recent audit that a new network was created in Your GCP project. In this network, a GCE instance has an SSH port open the world. You want to discover this
network's origin. What should you do?

A. Search for Create VM entry in the Stackdriver alerting console.

B. Navigate to the Activity page in the Home sectio

C. Set category to Data Access and search for Create VM entry.

D. In the logging section of the console, specify GCE Network as the logging sectio

E. Search for the Create Insert entry.

F. Connect to the GCE instance using project SSH Key

G. ldentify previous logins in system logs, and match these with the project owners list.

Answer: C

NEW QUESTION 36

- (Exam Topic 5)

You have created several preemptible Linux virtual machine instances using Google Compute Engine. You want to properly shut down your application before the
virtual machines are preempted. What should you do?

A. Create a shutdown script named k99.shutdown in the /etc/rc.6.d/ directory.

B. Create a shutdown script registered as a xinetd service in Linux and configure a Stackdnver endpoint check to call the service.

C. Create a shutdown script and use it as the value for a new metadata entry with the key shutdown-script in the Cloud Platform Console when you create the new
virtual machine instance.
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D. Create a shutdown script, registered as a xinetd service in Linux, and use the gcloud compute instances add-metadata command to specify the service URL as
the value for a new metadata entry with the key shutdown-script-url

Answer: C

NEW QUESTION 37

- (Exam Topic 5)

Your company's test suite is a custom C++ application that runs tests throughout each day on Linux virtual machines. The full test suite takes several hours to
complete, running on a limited number of on premises servers reserved for testing. Your company wants to move the testing infrastructure to the cloud, to reduce
the amount of time it takes to fully test a change to the system, while changing the tests as little as possible. Which cloud infrastructure should you recommend?

A. Google Compute Engine unmanaged instance groups and Network Load Balancer
B. Google Compute Engine managed instance groups with auto-scaling

C. Google Cloud Dataproc to run Apache Hadoop jobs to process each test

D. Google App Engine with Google Stackdriver for logging

Answer: B

Explanation:

https://cloud.google.com/compute/docs/instance-groups/

Google Compute Engine enables users to launch virtual machines (VMs) on demand. VMs can be launched from the standard images or custom images created
by users.

Managed instance groups offer autoscaling capabilities that allow you to automatically add or remove instances from a managed instance group based on
increases or decreases in load. Autoscaling helps your applications gracefully handle increases in traffic and reduces cost when the need for resources is lower.

NEW QUESTION 38

- (Exam Topic 5)

You are developing a globally scaled frontend for a legacy streaming backend data API. This API expects events in strict chronological order with no repeat data
for proper processing.

Which products should you deploy to ensure guaranteed-once FIFO (first-in, first-out) delivery of data?

A. Cloud Pub/Sub alone

B. Cloud Pub/Sub to Cloud DataFlow
C. Cloud Pub/Sub to Stackdriver

D. Cloud Pub/Sub to Cloud SQL

Answer: B

Explanation:
Reference https://cloud.google.com/pubsub/docs/ordering

NEW QUESTION 39

- (Exam Topic 5)

You have been asked to select the storage system for the click-data of your company's large portfolio of websites. This data is streamed in from a custom website
analytics package at a typical rate of 6,000 clicks per minute, with bursts of up to 8,500 clicks per second. It must been stored for future analysis by your data
science and user experience teams. Which storage infrastructure should you choose?

A. Google Cloud SQL

B. Google Cloud Bigtable
C. Google Cloud Storage
D. Google cloud Datastore

Answer: C

Explanation:
https://cloud.google.com/bigquery/docs/loading-data-cloud-storage

NEW QUESTION 44

- (Exam Topic 5)

Your application needs to process credit card transactions. You want the smallest scope of Payment Card Industry (PCI) compliance without compromising the
ability to analyze transactional data and trends relating to which payment methods are used. How should you design your architecture?

A. Create a tokenizer service and store only tokenized data.

B. Create separate projects that only process credit card data.

C. Create separate subnetworks and isolate the components that process credit card data.

D. Streamline the audit discovery phase by labeling all of the virtual machines (VMs) that process PCI data.

E. Enable Logging export to Google BigQuery and use ACLs and views to scope the data shared with the auditor.

Answer: A
Explanation:

https://cloud.google.com/solutions/pci-dss-compliance-in-gcp

NEW QUESTION 46

- (Exam Topic 5)

Auditors visit your teams every 12 months and ask to review all the Google Cloud Identity and Access Management (Cloud IAM) policy changes in the previous 12
months. You want to streamline and expedite the analysis and audit process. What should you do?
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A. Create custom Google Stackdriver alerts and send them to the auditor.

B. Enable Logging export to Google BigQuery and use ACLs and views to scope the data shared with the auditor.

C. Use cloud functions to transfer log entries to Google Cloud SQL and use ACLS and views to limit an auditor's view.
D. Enable Google Cloud Storage (GCS) log export to audit logs Into a GCS bucket and delegate access to the bucket.

Answer: D

Explanation:

Export the logs to Google Cloud Storage bucket - Archive Storage, as it will not be used for 1 year, price for which is $0.004 per GB per Month. The price for long
term storage in BigQuery is $0.01 per GB per Month (250% more). Also for analysis purpose, whenever Auditors are there(once per year), you can use BigQuery
and use GCS bucket as external data source. BigQuery supports querying Cloud Storage data from these storage classes:

Standard Nearline Coldline Archive

NEW QUESTION 50

- (Exam Topic 5)

Your company is building a new architecture to support its data-centric business focus. You are responsible for setting up the network. Your company’s mobile
and web-facing applications will be deployed on-premises, and all data analysis will be conducted in GCP. The plan is to process and load 7 years of archived .csv
files totaling 900 TB of data and then continue loading 10 TB of data daily. You currently have an existing 100-MB internet connection.

What actions will meet your company’s needs?

A. Compress and upload both achieved files and files uploaded daily using the gsutil —m option.

B. Lease a Transfer Appliance, upload archived files to it, and send it, and send it to Google to transfer archived data to Cloud Storag

C. Establish a connection with Google using a Dedicated Interconnect or Direct Peering connection and use it to upload files daily.

D. Lease a Transfer Appliance, upload archived files to it, and send it, and send it to Google to transferarchived data to Cloud Storag

E. Establish one Cloud VPN Tunnel to VPC networks over the public internet, and compares and upload files daily using the gsutil —m option.
F. Lease a Transfer Appliance, upload archived files to it, and send it to Google to transfer archived data to Cloud Storag

G. Establish a Cloud VPN Tunnel to VPC networks over the public internet, and compress and upload files daily.

Answer: B

Explanation:

https://cloud.google.com/interconnect/docs/how-to/direct-peering

NEW QUESTION 54

- (Exam Topic 5)

Your company wants to try out the cloud with low risk. They want to archive approximately 100 TB of their log data to the cloud and test the analytics features
available to them there, while also retaining that data as a long-term disaster recovery backup. Which two steps should they take? Choose 2 answers

A. Load logs into Google BigQuery.

B. Load logs into Google Cloud SQL.

C. Import logs into Google Stackdriver.

D. Insert logs into Google Cloud Bigtable.

E. Upload log files into Google Cloud Storage.

Answer: AE

NEW QUESTION 58

- (Exam Topic 5)

The development team has provided you with a Kubernetes Deployment file. You have no infrastructure yet and need to deploy the application. What should you
do?

. Use gcloud to create a Kubernetes cluste
. Use Deployment Manager to create the deployment.
. Use gcloud to create a Kubernetes cluste
. Use kubectl to create the deployment.
. Use kubectl to create a Kubernetes cluste
Use Deployment Manager to create the deployment.
. Use kubectl to create a Kubernetes cluste
. Use kubectl to create the deployment.

IOMNMmMmOO >

Answer: B

Explanation:
https://cloud.google.com/kubernetes-engine/docs/how-to/creating-a-cluster

NEW QUESTION 63

- (Exam Topic 5)

You need to migrate Hadoop jobs for your company’s Data Science team without modifying the underlying infrastructure. You want to minimize costs and
infrastructure management effort. What should you do?

A. Create a Dataproc cluster using standard worker instances.

B. Create a Dataproc cluster using preemptible worker instances.

C. Manually deploy a Hadoop cluster on Compute Engine using standard instances.

D. Manually deploy a Hadoop cluster on Compute Engine using preemptible instances.

Answer: B

Explanation:
Reference: https://cloud.google.com/architecture/hadoop/hadoop-gcp-migration-jobs
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NEW QUESTION 68

- (Exam Topic 5)

You are designing an application for use only during business hours. For the minimum viable product release, you'd like to use a managed product that
automatically “scales to zero” so you don't incur costs when there is no activity.

Which primary compute resource should you choose?

A. Cloud Functions

B. Compute Engine

C. Kubernetes Engine

D. AppEngine flexible environment

Answer: A

Explanation:
https://cloud.google.com/serverless-options

NEW QUESTION 69

- (Exam Topic 5)

Your company just finished a rapid lift and shift to Google Compute Engine for your compute needs. You have another 9 months to design and deploy a more
cloud-native solution. Specifically, you want a system that is no-ops and auto-scaling. Which two compute products should you choose? Choose 2 answers

A. Compute Engine with containers

B. Google Kubernetes Engine with containers

C. Google App Engine Standard Environment

D. Compute Engine with custom instance types

E. Compute Engine with managed instance groups

Answer: BC

Explanation:

B: With Container Engine, Google will automatically deploy your cluster for you, update, patch, secure the nodes.

Kubernetes Engine's cluster autoscaler automatically resizes clusters based on the demands of the workloads you want to run.

C: Solutions like Datastore, BigQuery, AppEngine, etc are truly NoOps.

App Engine by default scales the number of instances running up and down to match the load, thus providing consistent performance for your app at all times
while minimizing idle instances and thus reducing cost.

Note: At a high level, NoOps means that there is no infrastructure to build out and manage during usage of the platform. Typically, the compromise you make with
NoOps is that you lose control of the underlying infrastructure.

References:

https://www.quora.com/How-well-does-Google-Container-Engine-support-Google-Cloud-Platform%E2%80%9

NEW QUESTION 71

- (Exam Topic 5)

You have an outage in your Compute Engine managed instance group: all instance keep restarting after 5 seconds. You have a health check configured, but
autoscaling is disabled. Your colleague, who is a Linux expert, offered to look into the issue. You need to make sure that he can access the VMs. What should you
do?

A. Grant your colleague the IAM role of project Viewer
B. Perform a rolling restart on the instance group

C. Disable the health check for the instance grou

D. Add his SSH key to the project-wide SSH keys

E. Disable autoscaling for the instance grou

F. Add his SSH key to the project-wide SSH Keys

Answer: C

Explanation:

https://cloud.google.com/compute/docs/instance-groups/autohealing-instances-in-migs

Health checks used for autohealing should be conservative so they don't preemptively delete and recreate your instances. When an autohealer health check is too
aggressive, the autohealer might mistake busy instances for failed instances and unnecessarily restart them, reducing availability

NEW QUESTION 72

- (Exam Topic 5)

You need to upload files from your on-premises environment to Cloud Storage. You want the files to be encrypted on Cloud Storage using customer-supplied
encryption keys. What should you do?

A. Supply the encryption key in a .boto configuration fil

B. Use gsuitil to upload the files.

C. Supply the encryption key using gcloud confi

D. Use gsutil to upload the files to that bucket.

E. Use gsutil to upload the files, and use the flag --encryption-key to supply the encryption key.
F. Use gsutil to create a bucket, and use the flag --encryption-key to supply the encryption ke
G. Use gsutil to upload the files to that bucket.

Answer: A

Explanation:
https://cloud.google.com/storage/docs/encryption/customer-supplied-keys#gsutil
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NEW QUESTION 74

- (Exam Topic 5)

Your company is using Google Cloud. You have two folders under the Organization: Finance and Shopping. The members of the development team are in a
Google Group. The development team group has been assigned the Project Owner role on the Organization. You want to prevent the development team from
creating resources in projects in the Finance folder. What should you do?

A. Assign the development team group the Project Viewer role on the Finance folder, and assign the development team group the Project Owner role on the
Shopping folder.

B. Assign the development team group only the Project Viewer role on the Finance folder.

C. Assign the development team group the Project Owner role on the Shopping folder, and remove the development team group Project Owner role from the
Organization.

D. Assign the development team group only the Project Owner role on the Shopping folder.

Answer: C

Explanation:

https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy

"Roles are always inherited, and there is no way to explicitly remove a permission for a lower-level resource that is granted at a higher level in the resource
hierarchy. Given the above example, even if you were to remove the Project Editor role from Bob on the "Test GCP Project”, he would still inherit that role from the

"Dept Y" folder, so he would still have the permissions for that role on "Test GCP Project".
Reference: https://cloud.google.com/resource-manager/docs/creating-managing-folders

NEW QUESTION 78

- (Exam Topic 5)

A small number of API requests to your microservices-based application take a very long time. You know that each request to the API can traverse many services.
You want to know which service takes the longest in those cases. What should you do?

A. Set timeouts on your application so that you can fail requests faster.

B. Send custom metrics for each of your requests to Stackdriver Monitoring.

C. Use Stackdriver Monitoring to look for insights that show when your API latencies are high.

D. Instrument your application with Stackdnver Trace in order to break down the request latencies at each microservice.

Answer: D

Explanation:
https://cloud.google.com/trace/docs/overview

NEW QUESTION 82

- (Exam Topic 5)

Your team is developing a web application that will be deployed on Google Kubernetes Engine (GKE). Your CTO expects a successful launch and you need to
ensure your application can handle the expected load of tens of thousands of users. You want to test the current deployment to ensure the latency of your
application stays below a certain threshold. What should you do?

A. Use a load testing tool to simulate the expected number of concurrent users and total requests to your application, and inspect the results.
B. Enable autoscaling on the GKE cluster and enable horizontal pod autoscaling on your application deployment

C. Send curl requests to your application, and validate if the auto scaling works.

D. Replicate the application over multiple GKE clusters in every Google Cloud regio

E. Configure a global HTTP(S) load balancer to expose the different clusters over a single global IP address.

F. Use Cloud Debugger in the development environment to understand the latency between the different microservices.

Answer: B

NEW QUESTION 83

- (Exam Topic 5)

Your company has an application deployed on Anthos clusters (formerly Anthos GKE) that is running multiple microservices. The cluster has both Anthos Service
Mesh and Anthos Config Management configured. End users inform you that the application is responding very slowly. You want to identify the microservice that is
causing the delay. What should you do?

A. Use the Service Mesh visualization in the Cloud Console to inspect the telemetry between the microservices.

B. Use Anthos Config Management to create a ClusterSelector selecting the relevant cluste

C. On the Google Cloud Console page for Google Kubernetes Engine, view the Workloads and filter on the cluste

D. Inspect the configurations of the filtered workloads.

E. Use Anthos Config Management to create a namespaceSelector selecting the relevant cluster namespac

F. On the Google Cloud Console page for Google Kubernetes Engine, visit the workloads and filter on the namespac
G. Inspect the configurations of the filtered workloads.

H. Reinstall istio using the default istio profile in order to collect request latenc

I. Evaluate the telemetry between the microservices in the Cloud Console.

Answer: A

Explanation:

The Anthos Service Mesh pages in the Google Cloud Console provide both summary and in-depth metrics, charts, and graphs that enable you to observe service
behavior. You can monitor the overall health of your services, or drill down on a specific service to set a service level objective (SLO) or troubleshoot an issue.
https://cloud.google.com/service-mesh/docs/observability/explore-dashboard

https://cloud.google.com/anthos/service-mesh

NEW QUESTION 85
- (Exam Topic 5)
You need to reduce the number of unplanned rollbacks of erroneous production deployments in your company's web hosting platform. Improvement to the QA/Test
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processes accomplished an 80% reduction. Which additional two approaches can you take to further reduce the rollbacks? Choose 2 answers

A. Introduce a green-blue deployment model.

B. Replace the QA environment with canary releases.

C. Fragment the monolithic platform into microservices.

D. Reduce the platform's dependency on relational database systems.

E. Replace the platform's relational database systems with a NoSQL database.

Answer: AC

NEW QUESTION 88
- (Exam Topic 5)
A news teed web service has the following code running on Google App Engine. During peak load, users report that they can see news articles they already
viewed. What is the most likely cause of this problem?
import news
from flask import Flask, redirect, reguest
from flask.ext.api import status

from google.appengine.apl import users

app = Flask( name )
seasions = {}
Bapp.route (™/")

def homepage(}:

-

uger = users.get current '..‘.EE"_."['

-

if not user:
return “Invalid login®,

status.HTTF 401 UNAUTHORIZED

1f user not in sessions:

gessions [user] = {“viewed"”: []}
news articles = news.get new news (user, sessions [user]
[“viewed™])
seasions [user] [“viewed”] +- [n["1id¥] for n

in news articles]

return news.render (news articles)

L L

1if name maln

app.run()

A. The session variable is local to just a single instance.

B. The session variable is being overwritten in Cloud Datastore.

C. The URL of the API needs to be modified to prevent caching.

D. The HTTP Expires header needs to be set to -1 to stop caching.

Answer: A

Explanation:
https://stackoverflow.com/questions/3164280/google-app-engine-cache-list-in-session-variable?rg=1

NEW QUESTION 91

- (Exam Topic 5)

You want to allow your operations learn to store togs from all the production protects in your Organization, without during logs from other projects All of the
production projects are contained in a folder. You want to ensure that all logs for existing and new production projects are captured automatically. What should you
do?

A. Create an aggregated export on the Production folde

B. Set the log sink to be a Cloud Storage bucket in an operations project

C. Create an aggregated export on the Organization resourc

D. Set the tog sink to be a Cloud Storage bucket in an operations project.

E. Create log exports in the production project

F. Set the log sinks to be a Cloud Storage bucket in an operations project.

G. Create tog exports in the production project

H. Set the tog sinks to be BigQuery datasets in the production projects and grant IAM access to the operations team to run queries on the datasets

Answer: B
NEW QUESTION 96
- (Exam Topic 5)

Your company is planning to perform a lift and shift migration of their Linux RHEL 6.5+ virtual machines. The virtual machines are running in an on-premises
VMware environment. You want to migrate them to Compute Engine following Google-recommended practices. What should you do?
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A. * 1. Define a migration plan based on the list of the applications and their dependencies.* 2. Migrate all virtual machines into Compute Engine individually with
Migrate for Compute Engine.

B. * 1. Perform an assessment of virtual machines running in the current VMware environment.* 2. Create images of all disk

C. Import disks on Compute Engine.* 3. Create standard virtual machines where the boot disks are the ones you have imported.

D. * 1. Perform an assessment of virtual machines running in the current VMware environment.* 2. Define a migration plan, prepare a Migrate for Compute Engine
migration RunBook, and execute the migration.

E. * 1. Perform an assessment of virtual machines running in the current VMware environment.* 2. Install a third-party agent on all selected virtual machine

F. 3.Migrate all virtual machines into Compute Engine.

Answer: C

Explanation:

The framework illustrated in the preceding diagram has four phases:

*Assess. In this phase, you assess your source environment, assess the workloads that you want to migrate to Google Cloud, and assess which VMs support
each workload.

*Plan. In this phase, you create the basic infrastructure for Migrate for Compute Engine, such as provisioning the resource hierarchy and setting up network
access.

*Deploy. In this phase, you migrate the VMs from the source environment to Compute Engine.

*Optimize. In this phase, you begin to take advantage of the cloud technologies and capabilities.

Reference: https://cloud.google.com/architecture/migrating-vms-migrate-for-compute-engine-getting-started

NEW QUESTION 97

- (Exam Topic 5)

You write a Python script to connect to Google BigQuery from a Google Compute Engine virtual machine. The script is printing errors that it cannot connect to
BigQuery. What should you do to fix the script?

A. Install the latest BigQuery API client library for Python

B. Run your script on a new virtual machine with the BigQuery access scope enabled

C. Create a new service account with BigQuery access and execute your script with that user
D. Install the bg component for gccloud with the command gcloud components install bq.

Answer: B

Explanation:

The error is most like caused by the access scope issue. When create new instance, you have the default Compute engine default service account but most
serves access including BigQuery is not enable. Create an instance Most access are not enabled by default You have default service account but don't have the
permission (scope) you can stop the instance, edit, change scope and restart it to enable the scope access. Of course, if you Run your script on a new virtual
machine with the BigQuery access scope enabled, it also works

https://cloud.google.com/compute/docs/access/service-accounts

NEW QUESTION 101

- (Exam Topic 5)

Your company's user-feedback portal comprises a standard LAMP stack replicated across two zones. It is deployed in the us-centrall region and uses autoscaled
managed instance groups on all layers, except the database. Currently, only a small group of select customers have access to the portal. The portal meets a
99.99% availability SLA under these conditions However next quarter, your company will be making the portal available to all users, including unauthenticated
users. You need to develop a resiliency testing strategy to ensure the system maintains the SLA once they introduce additional user load. What should you do?

A. Capture existing users input, and replay captured user load until autoscale is triggered on all layer

B. At the same time, terminate all resources in one of the zones.

C. Create synthetic random user input, replay synthetic load until autoscale logic is triggered on at least one layer, and introduce "chaos" to the system by
terminating random resources on both zones.

D. Expose the new system to a larger group of users, and increase group ' size each day until autoscale logic is tnggered on all layer

E. At the same time, terminate random resources on both zones.

F. Capture existing users input, and replay captured user load until resource utilization crosses 80%. Also, derive estimated number of users based on existing
users usage of the app, and deploy enough resources to handle 200% of expected load.

Answer: A

NEW QUESTION 104

- (Exam Topic 5)

A development manager is building a new application He asks you to review his requirements and identify what cloud technologies he can use to meet them. The
application must

* 1. Be based on open-source technology for cloud portability

* 2. Dynamically scale compute capacity based on demand

* 3. Support continuous software delivery

* 4, Run multiple segregated copies of the same application stack

* 5. Deploy application bundles using dynamic templates

* 6. Route network traffic to specific services based on URL

Which combination of technologies will meet all of his requirements?

A. Google Container Engine, Jenkins, and Helm

B. Google Container Engine and Cloud Load Balancing

C. Google Compute Engine and Cloud Deployment Manager

D. Google Compute Engine, Jenkins, and Cloud Load Balancing

Answer: A
Explanation:

Helm for managing Kubernetes
Kubernetes can base on the URL to route traffic to different location (path) https://cloud.google.com/kubernetes-engine/docs/tutorials/http-balancer eg.apiVersion:
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networking.k8s.io/vlbetal

kind: Ingress metadata:

name: fanout-ingress spec:

rules:

- http: paths:

- path: /* backend: serviceName: web servicePort: 8080

- path: /v2/* backend: serviceName: web2 servicePort: 8080

NEW QUESTION 106

- (Exam Topic 5)

Your company is developing a web-based application. You need to make sure that production deployments are linked to source code commits and are fully
auditable. What should you do?

A. Make sure a developer is tagging the code commit with the date and time of commit

B. Make sure a developer is adding a comment to the commit that links to the deployment.
C. Make the container tag match the source code commit hash.

D. Make sure the developer is tagging the commits with :latest

Answer: C

Explanation:

From: https://cloud.google.com/architecture/best-practices-for-building-containers Under: Tagging using the Git commit hash (bottom of page almost)

"In this case, a common way of handling version numbers is to use the Git commit SHA-1 hash (or a short version of it) as the version number. By design, the Git
commit hash is immutable and references a specific version of your software.

You can use this commit hash as a version number for your software, but also as a tag for the Docker image built from this specific version of your software. Doing
so makes Docker images traceable: because in this case the image tag is immutable, you instantly know which specific version of your software is running inside a
given container."

NEW QUESTION 109

- (Exam Topic 5)

You need to deploy a stateful workload on Google Cloud. The workload can scale horizontally, but each instance needs to read and write to the same POSIX
filesystem. At high load, the stateful workload needs to support up to 100 MB/s of writes. What should you do?

A. Use a persistent disk for each instance.

B. Use a regional persistent disk for each instance.

C. Create a Cloud Filestore instance and mount it in each instance.

D. Create a Cloud Storage bucket and mount it in each instance using gcsfuse.

Answer: C

Explanation:

https://cloud.google.com/storage/docs/gcs-fuse#notes

Cloud Filestore: Cloud Filestore is a scalable and highly available shared file service fully managed by

Google. Cloud Filestore provides persistent storage ideal for shared workloads. It is best suited for enterprise applications requiring persistent, durable, shared
storage which is accessed by NFS or requires a POSIX compliant file system.

Reference: https://cloud.google.com/storage/docs/gcs-fuse

NEW QUESTION 113

- (Exam Topic 5)

You want to make a copy of a production Linux virtual machine in the US-Central region. You want to manage and replace the copy easily if there are changes on
the production virtual machine. You will deploy the copy as a new instances in a different project in the US-East region. What steps must you take?

A. Use the Linux dd and netcat command to copy and stream the root disk contents to a new virtual machine instance in the US-East region.

B. Create a snapshot of the root disk and select the snapshot as the root disk when you create a new virtual machine instance in the US-East region.

C. Create an image file from the root disk with Linux dd command, create a new disk from the image file, and use it to create a new virtual machine instance in the
US-East region

D. Create a snapshot of the root disk, create an image file in Google Cloud Storage from the snapshot, and create a new virtual machine instance in the US-East
region using the image file for the root disk.

Answer: D

Explanation:
https://stackoverflow.com/questions/36441423/migrate-google-compute-engine-instance-to-a-different-region

NEW QUESTION 117

- (Exam Topic 5)

You are working with a data warehousing team that performs data analysis. The team needs to process data from external partners, but the data contains
personally identifiable information (PIl). You need to process and store the data without storing any of the Pl data. What should you do?

A. Create a Dataflow pipeline to retrieve the data from the external source

B. As part of the pipeline use the Cloud Data Loss Prevention (Cloud DLP) API to remove any Pll data Store the result in BigQuery

C. Create a Dataflow pipeline to retrieve the data from the external source

D. As part of the pipeline store all non-Pll data in BigQuery and store all Pll data in a Cloud Storage bucket that has a retention policy set.

E. Ask the external partners to upload an data on Cloud Storage Configure Bucket Lock for the bucket Create a Dataflow pipeline to read the data from the bucket
As part of the pipeline, use the Cloud Data Loss Prevention (Cloud DIP) API to remove any Pl data Store the result in BigQuery

F. Ask the external partners to import ail data in your BigQuery dataset Create a dataflow pipeline to copy the data into a new table As part of the Dataflow bucket
skip all data in columns that have PIl data

Answer: A
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Explanation:
Create a Dataflow pipeline to retrieve the data from the external sources, he did not specify the way he is going to create it, it might be a pub/sub or external table
or whatever.

NEW QUESTION 119

- (Exam Topic 5)

Your company has a project in Google Cloud with three Virtual Private Clouds (VPCs). There is a Compute Engine instance on each VPC. Network subnets do not
overlap and must remain separated. The network configuration is shown below.

) Google Cloud Platform

L8 |_l"l.5tan-l:':-¢ fl‘ N

_____
- =

2
I_n.stan;g l_t.,.

Instance #1 is an exception and must communicate directly with both Instance #2 and Instance #3 via internal IPs. How should you accomplish this?

A. Create a cloud router to advertise subnet #2 and subnet #3 to subnet #1.

B. Add two additional NICs to Instance #1 with the following configuration:*NIC1VPC: VPC #2SUBNETWORK: subnet #2*NIC2VPC: VPC #3SUBNETWORK:
subnet #3Update firewall rules to enable traffic between instances.

C. Create two VPN tunnels via CloudVPN:1 between VPC #1 and VPC #2.¢1 between VPC #2 and VPC #3.Update firewall rules to enable traffic between the
instances.

D. Peer all three VPCs:*Peer VPC #1 with VPC #2.«Peer VPC #2 with VPC #3.Update firewall rules to enable traffic between the instances.

Answer: B

Explanation:

As per GCP documentation: "By default, every instance in a VPC network has a single network interface. Use these instructions to create additional network
interfaces. Each interface is attached to a different VPC network, giving that instance access to different VPC networks in Google Cloud. You cannot attach
multiple network interfaces to the same VPC network." Refer to:

https://cloud.google.com/vpc/docs/create-use-multiple-interfaces
https://cloud.google.com/vpc/docs/create-use-multiple-interfaces#i_am_not_able_to_connect_to_secondary_inte

NEW QUESTION 120

- (Exam Topic 5)

You need to set up Microsoft SQL Server on GCP. Management requires that there’s no downtime in case of a data center outage in any of the zones within a
GCP region. What should you do?

A. Configure a Cloud SQL instance with high availability enabled.

B. Configure a Cloud Spanner instance with a regional instance configuration.

C. Set up SQL Server on Compute Engine, using Always On Availability Groups using Windows Failover Clusterin
D. Place nodes in different subnets.

E. Set up SQL Server Always On Availability Groups using Windows Failover Clusterin

F. Place nodes in different zones.

Answer: D

Explanation:
https://cloud.google.com/sgl/docs/sqlserver/configure-ha

NEW QUESTION 123

- (Exam Topic 5)

A development team at your company has created a dockerized HTTPS web application. You need to deploy the application on Google Kubernetes Engine (GKE)
and make sure that the application scales automatically.

How should you deploy to GKE?

A. Use the Horizontal Pod Autoscaler and enable cluster autoscalin

B. Use an Ingress resource to loadbalance the HTTPS traffic.

C. Use the Horizontal Pod Autoscaler and enable cluster autoscaling on the Kubernetes cluste
D. Use a Service resource of type LoadBalancer to load-balance the HTTPS traffic.

E. Enable autoscaling on the Compute Engine instance grou

F. Use an Ingress resource to load balance the HTTPS traffic.
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G. Enable autoscaling on the Compute Engine instance grou
H. Use a Service resource of type LoadBalancer to load-balance the HTTPS traffic.

Answer: B

Explanation:
https://cloud.google.com/kubernetes-engine/docs/tutorials/http-balancer https://cloud.google.com/kubernetes-engine/docs/concepts/network-overview#ext-lb

NEW QUESTION 124

- (Exam Topic 5)

Your solution is producing performance bugs in production that you did not see in staging and test environments. You want to adjust your test and deployment
procedures to avoid this problem in the future. What should you do?

A. Deploy fewer changes to production.

B. Deploy smaller changes to production.

C. Increase the load on your test and staging environments.

D. Deploy changes to a small subset of users before rolling out to production.

Answer: C

NEW QUESTION 129
- (Exam Topic 5)
Your organization wants to control IAM policies for different departments independently, but centrally. Which approach should you take?

A. Multiple Organizations with multiple Folders

B. Multiple Organizations, one for each department

C. A single Organization with Folder for each department

D. A single Organization with multiple projects, each with a central owner

Answer: C

Explanation:

Folders are nodes in the Cloud Platform Resource Hierarchy. A folder can contain projects, other folders, or a combination of both. You can use folders to group
projects under an organization in a hierarchy. For example, your organization might contain multiple departments, each with its own set of GCP resources. Folders
allow you to group these resources on a per-department basis. Folders are used to group resources that share common IAM policies. While a folder can contain
multiple folders or resources, a given folder or resource can have exactly one parent.

References: https://cloud.google.com/resource-manager/docs/creating-managing-folders

NEW QUESTION 131

- (Exam Topic 5)

You created a pipeline that can deploy your source code changes to your infrastructure in instance groups for self healing.

One of the changes negatively affects your key performance indicator. You are not sure how to fix it and investigation could take up to a week.
What should you do

A. Log in to a server, and iterate a fix locally

B. Change the instance group template to the previous one, and delete all instances.
C. Revert the source code change and rerun the deployment pipeline

D. Log into the servers with the bad code change, and swap in the previous code

Answer: C

NEW QUESTION 136

- (Exam Topic 5)

You need to design a solution for global load balancing based on the URL path being requested. You need to ensure operations reliability and end-to-end in-transit
encryption based on Google best practices.

What should you do?

A. Create a cross-region load balancer with URL Maps.
B. Create an HTTPS load balancer with URL maps.

C. Create appropriate instance groups and instance

D. Configure SSL proxy load balancing.

E. Create a global forwarding rul

F. Configure SSL proxy balancing.

Answer: B

Explanation:
Reference https://cloud.google.com/load-balancing/docs/https/url-map

NEW QUESTION 140

- (Exam Topic 5)

You want to automate the creation of a managed instance group and a startup script to install the OS package dependencies. You want to minimize the startup
time for VMs in the instance group.

What should you do?

A. Use Terraform to create the managed instance group and a startup script to install the OS package dependencies.

B. Create a custom VM image with all OS package dependencie
C. Use Deployment Manager to create the managed instance group with the VM image.
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D. Use Puppet to create the managed instance group and install the OS package dependencies.
E. Use Deployment Manager to create the managed instance group and Ansible to install the OS package dependencies.

Answer: B

Explanation:
"Custom images are more deterministic and start more quickly than instances with startup scripts. However, startup scripts are more flexible and let you update the
apps and settings in your instances more easily." https://cloud.google.com/compute/docs/instance-templates/create-instance-templates#using_custom_or_public_i

NEW QUESTION 143

- (Exam Topic 5)

The application reliability team at your company has added a debug feature to their backend service to send all server events to Google Cloud Storage for
eventual analysis. The event records are at least 50 KB and at most 15 MB and are expected to peak at 3,000 events per second. You want to minimize data loss.
Which process should you implement?

A. « Append metadata to file body.e Compress individual files.» Name files with serverName-Timestamp.« Create a new bucket if bucket is older than 1 hour and
save individual files to the new bucke

B. Otherwise, save files to existing bucket

C. « Batch every 10,000 events with a single manifest file for metadata.« Compress event files and manifest file into a single archive file.e Name files using
serverName-EventSequence.s Create a new bucket if bucket is older than 1 day and save the single archive file to the new bucke

D. Otherwise, save the single archive file to existing bucket.

E. « Compress individual files.» Name files with serverName-EventSequence.s Save files to one buckete Set custom metadata headers for each object after
saving.

F. « Append metadata to file body.« Compress individual files.e Name files with a random prefix pattern. Save files to one bucket

Answer: D

Explanation:
In order to maintain a high request rate, avoid using sequential names. Using completely random object names will give you the best load distribution.
Randomness after a common prefix is effective under the prefix https://cloud.google.com/storage/docs/request-rate

NEW QUESTION 148

- (Exam Topic 5)

You are working at a sports association whose members range in age from 8 to 30. The association collects a large amount of health data, such as sustained
injuries. You are storing this data in BigQuery. Current legislation requires you to delete such information upon request of the subject. You want to design a
solution that can accommodate such a request. What should you do?

A. Use a unique identifier for each individua

B. Upon a deletion request, delete all rows from BigQuery with this identifier.

C. When ingesting new data in BigQuery, run the data through the Data Loss Prevention (DLP) API to identify any personal informatio
D. As part of the DLP scan, save the result to Data Catalo

E. Upon a deletion request, query Data Catalog to find the column with personal information.

F. Create a BigQuery view over the table that contains all dat

G. Upon a deletion request, exclude the rows that affect the subject’s data from this vie

H. Use this view instead of the source table for all analysis tasks.

I. Use a unique identifier for each individua

J. Upon a deletion request, overwrite the column with the unique identifier with a salted SHA256 of its value.

Answer: B

Explanation:

Current legislation requires you to delete "SUCH" information upon request of the subject. " So from that point of view the question is not to delete the entire user
records but specific data related to personal health data. With DLP you can use InfoTypes and InfoType detectors to specifically scan for those entries and how to
act upon them (link https://cloud.google.com/dIp/docs/concepts-infotypes)

https://cloud.google.com/dIp#section-6

NEW QUESTION 151

- (Exam Topic 5)

You have a Python web application with many dependencies that requires 0.1 CPU cores and 128 MB of memory to operate in production. You want to monitor
and maximize machine utilization. You also to reliably deploy new versions of the application. Which set of steps should you take?

A. Perform the following:1) Create a managed instance group with f1-micro type machines.2) Use a startup script to clone the repository, check out the production
branch, install the dependencies,and start the Python app.3) Restart the instances to automatically deploy new production releases.

B. Perform the following:1) Create a managed instance group with nl-standard-1 type machines.2) Build a Compute Engine image from the production branch that
contains all of the dependencies and automatically starts the Python app.3) Rebuild the Compute Engine image, and update the instance template to deploy new
production releases.

C. Perform the following:1) Create a Kubernetes Engine cluster with nl-standard-1 type machines.2) Build a Docker image from the production branch with all of
the dependencies, and tag it with the version number.3) Create a Kubernetes Deployment with the imagePullPolicy set to “IfNotPresent” in the staging
namespace, and then promote it to the production namespace after testing.

D. Perform the following:1) Create a Kubernetes Engine (GKE) cluster with nl-standard-4 type machines.2) Build a Docker image from the master branch will all of
the dependencies, and tag it with “latest”.3) Create a Kubernetes Deployment in the default namespace with the imagePullPolicy set to “Always”. Restart the

pods to automatically deploy new production releases.

Answer: D

Explanation:
https://cloud.google.com/compute/docs/instance-templates

NEW QUESTION 156
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- (Exam Topic 5)

You company has a Kubernetes application that pulls messages from Pub/Sub and stores them in Firestore. Because the application is simple, it was deployed as
a single pod. The infrastructure team has analyzed Pub/Sub metrics and discovered that the application cannot process the messages in real time. Most of them
wait for minutes before being processed. You need to scale the elaboration process that is I/O-intensive. What should you do?

A. Configure a Kubernetes autoscaling based on the subscription/push_request metric.

B. Use the —enable- autoscaling flag when you create the Kubernetes cluster

C. Configure a Kubernetes autoscaling based on the subscription/num_undelivered message metric.

D. Use kubectl autoscale deployment APP_NAME —max 6 —min 2 —cpu- percent 50 to configure Kubernetes autoscaling deployment

Answer: A

Explanation:
https://cloud.google.com/kubernetes-engine/docs/concepts/custom-and-external-metrics#external_metrics

NEW QUESTION 158
- (Exam Topic 5)
You want your Google Kubernetes Engine cluster to automatically add or remove nodes based on CPUload. What should you do?

. Configure a HorizontalPodAutoscaler with a target CPU usag

. Enable the Cluster Autoscaler from the GCP Console.

. Configure a HorizontalPodAutoscaler with a target CPU usag

. Enable autoscaling on the managed instance group for the cluster using the gcloud command.
. Create a deployment and set the maxUnavailable and maxSurge propertie

. Enable the Cluster Autoscaler using the gcloud command.

. Create a deployment and set the maxUnavailable and maxSurge propertie

. Enable autoscaling on the cluster managed instance group from the GCP Console.

IOTMTmMmoOm®>

Answer: B

NEW QUESTION 162

- (Exam Topic 5)

You are implementing a single Cloud SQL MySQL second-generation database that contains business-critical transaction data. You want to ensure that the
minimum amount of data is lost in case of catastrophic failure. Which two features should you implement? (Choose two.)

A. Sharding

B. Read replicas

C. Binary logging

D. Automated backups

E. Semisynchronous replication

Answer: CD

Explanation:

Backups help you restore lost data to your Cloud SQL instance. Additionally, if an instance is having a problem, you can restore it to a previous state by using the
backup to overwrite it. Enable automated backups for any instance that contains necessary data. Backups protect your data from loss or damage.

Enabling automated backups, along with binary logging, is also required for some operations, such as clone and replica creation.

Reference: https://cloud.google.com/sql/docs/mysgl/backup-recovery/backups

NEW QUESTION 163

- (Exam Topic 5)

You have deployed several instances on Compute Engine. As a security requirement, instances cannot have a public IP address. There is no VPN connection
between Google Cloud and your office, and you need to connect via SSH into a specific machine without violating the security requirements. What should you do?

A. Configure Cloud NAT on the subnet where the instance is hoste

B. Create an SSH connection to the Cloud NAT IP address to reach the instance.

C. Add all instances to an unmanaged instance grou

D. Configure TCP Proxy Load Balancing with the instance group as a backen

E. Connect to the instance using the TCP Proxy IP.

F. Configure Identity-Aware Proxy (IAP) for the instance and ensure that you have the role of IAP-secured Tunnel Use
G. Use the gcloud command line tool to ssh into the instance.

H. Create a bastion host in the network to SSH into the bastion host from your office locatio

I. From the bastion host, SSH into the desired instance.

Answer: C

Explanation:

https://cloud.google.com/iap/docs/using-tcp-forwarding#tunneling_with_ssh

Leveraging the BeyondCorp security model. "This January, we enhanced context-aware access capabilities in Cloud Identity-Aware Proxy (IAP) to help you protect
SSH and RDP access to your virtual machines (VMs)—without needing to provide your VMs with public IP addresses, and without having to set up bastion hosts. "
https://cloud.google.com/blog/products/identity-security/cloud-iap-enables-context-aware-access-to-vms-via-ssh

Reference: https://cloud.google.com/solutions/connecting-securely

NEW QUESTION 166

- (Exam Topic 5)

You are running a cluster on Kubernetes Engine to serve a web application. Users are reporting that a specific part of the application is not responding anymore.
You notice that all pods of your deployment keep restarting after 2 seconds. The application writes logs to standard output. You want to inspect the logs to find the
cause of the issue. Which approach can you take?

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version Professional-Cloud-Architect Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/Professional-Cloud-Architect-dumps.html (260 Q&AS)

A. Review the Stackdriver logs for each Compute Engine instance that is serving as a node in the cluster.

B. Review the Stackdriver logs for the specific Kubernetes Engine container that is serving the unresponsive part of the application.
C. Connect to the cluster using gcloud credentials and connect to a container in one of the pods to read the logs.

D. Review the Serial Port logs for each Compute Engine instance that is serving as a node in the cluster.

Answer: B

NEW QUESTION 167

- (Exam Topic 5)

You are moving an application that uses MySQL from on-premises to Google Cloud. The application will run on Compute Engine and will use Cloud SQL. You
want to cut over to the Compute Engine deployment of the application with minimal downtime and no data loss to your customers. You want to migrate the
application with minimal modification. You also need to determine the cutover strategy. What should you do?

A. * 1. Set up Cloud VPN to provide private network connectivity between the Compute Engine application and the on-premises MySQL server.* 2. Stop the on-
premises application.* 3. Create a mysgldump of the on-premises MySQL serve

B. * 4.Upload the dump to a Cloud Storage bucket.* 5. Import the dump into Cloud SQL.* 6. Modify the source code of the application to write queries to both
databases and read from its local database.* 7. Start the Compute Engine applicatio

C. 8.Stop the on-premises application.

D. * 1. Set up Cloud SQL proxy and MySQL proxy.* 2. Create a mysqgldump of the on-premises MySQL serve

E. * 3. Upload the dump to a Cloud Storage bucket.* 4. Import the dump into Cloud SQ

F. * 5. Stop the on-premises applicatio

G. * 6. Start the Compute Engine application.

H. * 1. Set up Cloud VPN to provide private network connectivity between the Compute Engine applicationand the on-premises MySQL serve

I. * 2. Stop the on-premises application.* 3. Start the Compute Engine application, configured to read and write to the on-premises MySQL serve

J. * 4. Create the replication configuration in Cloud SQL.* 5. Configure the source database server to accept connections from the Cloud SQL replic

K. * 6. Finalize the Cloud SQL replica configuration.* 7. When replication has been completed, stop the Compute Engine applicatio

L. * 8. Promote the Cloud SQL replica to a standalone instance.* 9. Restart the Compute Engine application, configured to read and write to the Cloud SQL
standalone instance.

M. * 1. Stop the on-premises application.* 2. Create a mysqgldump of the on-premises MySQL serve

N. * 3. Upload the dump to a Cloud Storage bucket.* 4. Import the dump into Cloud SQL.* 5. Start the application on Compute Engine.

Answer: C

Explanation:

External replica promotion migration In the migration strategy of external replica promotion, you create an external database replica and synchronize the existing
data to that replica. This can happen with minimal downtime to the existing database. When you have a replica database, the two databases have different roles
that are referred to in this document as primary and replica. After the data is synchronized, you promote the replica to be the primary in order to move the
management layer with minimal impact to database uptime. In Cloud SQL, an easy way to accomplish the external replica promotion is to use the automated
migration workflow. This process automates many of the steps that are needed for this type of migration.
https://cloud.google.com/architecture/migrating-mysql-to-cloudsql-concept

- The best option for migrating your MySQL database is to use an external replica promotion. In this strategy, you create a replica database and set your existing
database as the primary. You wait until the two databases are in sync, and you then promote your MySQL replica database to be the primary. This process
minimizes database downtime related to the database migration. https://cloud.google.com/architecture/migrating-mysql-to-cloudsql-
concept#external_replica_promotion_migrat

NEW QUESTION 171

- (Exam Topic 5)

You have deployed an application to Kubernetes Engine, and are using the Cloud SQL proxy container to make the Cloud SQL database available to the services
running on Kubernetes. You are notified that the application is reporting database connection issues. Your company policies require a post-mortem. What

should you do?

A. Use gcloud sql instances restart.

B. Validate that the Service Account used by the Cloud SQL proxy container still has the Cloud Build Editor role.
C. In the GCP Console, navigate to Stackdriver Loggin

D. Consult logs for Kubernetes Engine and Cloud SQL.

E. In the GCP Console, navigate to Cloud SQ

F. Restore the latest backu

G. Use kubectl to restart all pods.

Answer: C

NEW QUESTION 176

- (Exam Topic 5)

An application development team believes their current logging tool will not meet their needs for their new cloud-based product. They want a bettor tool to capture
errors and help them analyze their historical log data. You want to help them find a solution that meets their needs, what should you do?

A. Direct them to download and install the Google StackDriver logging agent.
B. Send them a list of online resources about logging best practices.

C. Help them define their requirements and assess viable logging tools.

D. Help them upgrade their current tool to take advantage of any new features.

Answer: C

Explanation:

Help them define their requirements and assess viable logging tools. They know the requirements and the existing tools' problems. While it's true StackDriver
Logging and Error Reporting possibly meet all their requirements, there might be other tools also meet their need. They need you to provide expertise to make
assessment for new tools, specifically, logging tools that can "capture errors and help them analyze their historical log data".

References: https://cloud.google.com/logging/docs/agent/installation
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NEW QUESTION 180

- (Exam Topic 5)

You are helping the QA team to roll out a new load-testing tool to test the scalability of your primary cloud services that run on Google Compute Engine with Cloud
Bigtable. Which three requirements should they include? Choose 3 answers

A. Ensure that the load tests validate the performance of Cloud Bigtable.

B. Create a separate Google Cloud project to use for the load-testing environment.

C. Schedule the load-testing tool to regularly run against the production environment.

D. Ensure all third-party systems your services use are capable of handling high load.

E. Instrument the production services to record every transaction for replay by the load-testing tool.
F. Instrument the load-testing tool and the target services with detailed logging and metrics collection.

Answer: ABF

NEW QUESTION 184

- (Exam Topic 5)

Your company provides a recommendation engine for retail customers. You are providing retail customers with an APl where they can submit a user ID and the
API returns a list of recommendations for that user. You are responsible for the API lifecycle and want to ensure stability for your customers in case the APl makes
backward-incompatible changes. You want to follow Google-recommended practices. What should you do?

A. Create a distribution list of all customers to inform them of an upcoming backward-incompatible change at least one month before replacing the old API with the
new API.

B. Create an automated process to generate APl documentation, and update the public APl documentation as part of the CI/CD process when deploying an
update to the API.

C. Use a versioning strategy for the APIs that increases the version number on every backward-incompatible change.

D. Use a versioning strategy for the APIs that adds the suffix “DEPRECATED?” to the current API version number on every backward-incompatible chang

E. Use the current version number for the new API.

Answer: C

Explanation:

https://cloud.google.com/apis/design/versioning

All Google API interfaces must provide a major version number, which is encoded at the end of the protobuf package, and included as the first part of the URI path
for REST APIs. If an API introduces a breaking change, such as removing or renaming a field, it must increment its API version number to ensure that existing user
code does not suddenly break.

NEW QUESTION 189

- (Exam Topic 5)

You need to deploy an application on Google Cloud that must run on a Debian Linux environment. The application requires extensive configuration in order to
operate correctly. You want to ensure that you can install Debian distribution updates with minimal manual intervention whenever they become available. What
should you do?

A. Create a Compute Engine instance template using the most recent Debian imag

B. Create an instance from this template, and install and configure the application as part of the startup scrip

C. Repeat this process whenever a new Google-managed Debian image becomes available.

D. Create a Debian-based Compute Engine instance, install and configure the application, and use OS patch management to install available updates.
E. Create an instance with the latest available Debian imag

F. Connect to the instance via SSH, and install and configure the application on the instanc

G. Repeat this process whenever a new Google-managed Debian image becomes available.

H. Create a Docker container with Debian as the base imag

I. Install and configure the application as part of the Docker image creation proces

J. Host the container on Google Kubernetes Engine and restart the container whenever a new update is available.

Answer: B

Explanation:
Reference: https://cloud.google.com/compute/docs/os-patch-management

NEW QUESTION 194

- (Exam Topic 5)

You have developed a non-critical update to your application that is running in a managed instance group, and have created a new instance template with the
update that you want to release. To prevent any possible impact to the application, you don't want to update any running instances. You want any new instances
that are created by the managed instance group to contain the new update. What should you do?

A. Start a new rolling restart operation.
B. Start a new rolling replace operation.
C. Start a new rolling updat

D. Select the Proactive update mode.

E. Start a new rolling updat

F. Select the Opportunistic update mode.

Answer: D

Explanation:

In certain scenarios, an opportunistic update is useful because you don't want to cause instability to the system if it can be avoided. For example, if you have a non-
critical update that can be applied as necessary without any urgency and you have a MIG that is actively being autoscaled, perform an opportunistic update so that
Compute Engine does not actively tear down your existing instances to apply the update. When resizing down, the autoscaler preferentially terminates instances
with the old template as well as instances that are not yet in a RUNNING state.
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NEW QUESTION 197

- (Exam Topic 5)

You are migrating your on-premises solution to Google Cloud in several phases. You will use Cloud VPN to maintain a connection between your on-premises
systems and Google Cloud until the migration is completed.

You want to make sure all your on-premises systems remain reachable during this period. How should you organize your networking in Google Cloud?

A. Use the same IP range on Google Cloud as you use on-premises

B. Use the same IP range on Google Cloud as you use on-premises for your primary IP range and use a secondary range that does not overlap with the range you
use on-premises

C. Use an IP range on Google Cloud that does not overlap with the range you use on-premises

D. Use an IP range on Google Cloud that does not overlap with the range you use on-premises for your primary IP range and use a secondary range with the
same IP range as you use on-premises

Answer: C

NEW QUESTION 200

- (Exam Topic 6)

For this question, refer to the Dress4Win case study. Dress4Win is expected to grow to 10 times its size in 1 year with a corresponding growth in data and traffic
that mirrors the existing patterns of usage. The CIO has set the target of migrating production infrastructure to the cloud within the next 6 months. How will you
configure the solution to scale for this growth without making major application changes and still maximize the ROI?

A. Migrate the web application layer to App Engine, and MySQL to Cloud Datastore, and NAS to Cloud Storag

B. Deploy RabbitMQ, and deploy Hadoop servers using Deployment Manager.

C. Migrate RabbitMQ to Cloud Pub/Sub, Hadoop to BigQuery, and NAS to Compute Engine with Persistent Disk storag

D. Deploy Tomcat, and deploy Nginx using Deployment Manager.

E. Implement managed instance groups for Tomcat and Ngin

F. Migrate MySQL to Cloud SQL, RabbitMQ to Cloud Pub/Sub, Hadoop to Cloud Dataproc, and NAS to Compute Engine with Persistent Disk storage.
G. Implement managed instance groups for the Tomcat and Ngin

H. Migrate MySQL to Cloud SQL, RabbitMQ to Cloud Pub/Sub, Hadoop to Cloud Dataproc, and NAS to Cloud Storage.

Answer: D

NEW QUESTION 204
- (Exam Topic 7)
For this question, refer to the TerramEarth case study. Considering the technical requirements, how should you reduce the unplanned vehicle downtime in GCP?

. Use BigQuery as the data warehous

. Connect all vehicles to the network and stream data into BigQuery using Cloud Pub/Sub and Cloud Dataflo

. Use Google Data Studio for analysis and reporting.

. Use BigQuery as the data warehous

. Connect all vehicles to the network and upload gzip files to a Multi-Regional Cloud Storage bucket using gclou
Use Google Data Studio for analysis and reporting.

. Use Cloud Dataproc Hive as the data warehous

. Upload gzip files to a MultiRegional Cloud Storage bucke

I. Upload this data into BigQuery using gclou

J. Use Google data Studio for analysis and reporting.

K. Use Cloud Dataproc Hive as the data warehous

L. Directly stream data into prtitioned Hive table

M. Use Pig scripts to analyze data.

IOMNMmMmOoOO WP

Answer: A

NEW QUESTION 205

- (Exam Topic 7)

For this question, refer to the TerramEarth case study.

You start to build a new application that uses a few Cloud Functions for the backend. One use case requires a Cloud Function func_display to invoke another
Cloud Function func_query. You want func_query only to accept invocations from func_display. You also want to follow Google's recommended best practices.
What should you do?

A. Create a token and pass it in as an environment variable to func_displa

B. When invoking func_query, include the token in the request Pass the same token to func _query and reject the invocation if the tokens are different.
C. Make func_query 'Require authentication.' Create a unique service account and associate it to func_displa

D. Grant the service account invoker role for func_quer

E. Create an id token in func_display and include the token to the request when invoking func_query.

F. Make func _query 'Require authentication' and only accept internal traffi

G. Create those two functions in the same VP

H. Create an ingress firewall rule for func_query to only allow traffic from func_display.

I. Create those two functions in the same project and VP

J. Make func_query only accept internal traffic.Create an ingress firewall for func_query to only allow traffic from func_displa
K. Also, make sure both functions use the same service account.

Answer: B
Explanation:

https://cloud.google.com/functions/docs/securing/authenticating#authenticating_function_to_function_calls

NEW QUESTION 210
- (Exam Topic 8)
For this question, refer to the Mountkirk Games case study. Mountkirk Games wants to migrate from their current analytics and statistics reporting model to one
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that meets their technical requirements on Google Cloud Platform.
Which two steps should be part of their migration plan? (Choose two.)

A. Evaluate the impact of migrating their current batch ETL code to Cloud Dataflow.

B. Write a schema migration plan to denormalize data for better performance in BigQuery.

C. Draw an architecture diagram that shows how to move from a single MySQL database to a MySQL cluster.

D. Load 10 TB of analytics data from a previous game into a Cloud SQL instance, and run test queries against the full dataset to confirm that they complete
successfully.

E. Integrate Cloud Armor to defend against possible SQL injection attacks in analytics files uploaded to Cloud Storage.

Answer: AB

Explanation:
https://cloud.google.com/bigquery/docs/loading-data#loading_denormalized_nested_and_repeated_data

NEW QUESTION 211

- (Exam Topic 8)

For this question, refer to the Mountkirk Games case study. You need to analyze and define the technical architecture for the compute workloads for your
company, Mountkirk Games. Considering the Mountkirk Games business and technical requirements, what should you do?

. Create network load balancer

. Use preemptible Compute Engine instances.

. Create network load balancer

. Use non-preemptible Compute Engine instances.

. Create a global load balancer with managed instance groups and autoscaling policie
Use preemptible Compute Engine instances.

. Create a global load balancer with managed instance groups and autoscaling policie

. Use non-preemptible Compute Engine instances.

ITOMMmMmOO®>

Answer: D

NEW QUESTION 214

- (Exam Topic 8)

Your development team has created a mobile game app. You want to test the new mobile app on Android and iOS devices with a variety of configurations. You
need to ensure that testing is efficient and cost-effective.

What should you do?

A. Upload your mobile app to the Firebase Test Lab, and test the mobile app on Android and iOS devices.

B. Create Android and iOS VMs on Google Cloud, install the mobile app on the VMs, and test the mobile app.

C. Create Android and iOS containers on Google Kubernetes Engine (GKE), install the mobile app on the containers, and test the mobile app.
D. Upload your mobile app with different configurations to Firebase Hosting and test each configuration.

Answer: C

NEW QUESTION 215

- (Exam Topic 9)

For this question, refer to the Helicopter Racing League (HRL) case study. The HRL development team releases a new version of their predictive capability
application every Tuesday evening at 3 a.m. UTC to a repository. The security team at HRL has developed an in-house penetration test Cloud Function called
Airwolf.

The security team wants to run Airwolf against the predictive capability application as soon as it is released every Tuesday. You need to set up Airwolf to run at the
recurring weekly cadence. What should you do?

A. Set up Cloud Tasks and a Cloud Storage bucket that triggers a Cloud Function.

B. Set up a Cloud Logging sink and a Cloud Storage bucket that triggers a Cloud Function.

C. Configure the deployment job to notify a Pub/Sub queue that triggers a Cloud Function.

D. Set up ldentity and Access Management (IAM) and Confidential Computing to trigger a Cloud Function.

Answer: A

NEW QUESTION 217

- (Exam Topic 9)

For this question, refer to the Helicopter Racing League (HRL) case study. HRL is looking for a cost-effective approach for storing their race data such as
telemetry. They want to keep all historical records, train models using only the previous season's data, and plan for data growth in terms of volume and information
collected. You need to propose a data solution. Considering HRL business requirements and the goals expressed by CEO S. Hawke, what should you do?

A. Use Firestore for its scalable and flexible document-based databas

B. Use collections to aggregate race data by season and event.

C. Use Cloud Spanner for its scalability and ability to version schemas with zero downtim

D. Split race data using season as a primary key.

E. Use BigQuery for its scalability and ability to add columns to a schem

F. Partition race data based on season.

G. Use Cloud SQL for its ability to automatically manage storage increases and compatibility with MySQ
H. Use separate database instances for each season.

Answer: C

Explanation:
Reference: https://cloud.google.com/bigquery/public-data
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NEW QUESTION 218

- (Exam Topic 9)

For this question, refer to the Helicopter Racing League (HRL) case study. Recently HRL started a new regional racing league in Cape Town, South Africa. In an
effort to give customers in Cape Town a better user experience, HRL has partnered with the Content Delivery Network provider, Fastly. HRL needs to allow traffic
coming from all of the Fastly IP address ranges into their Virtual Private Cloud network (VPC network). You are a member of the HRL security team and you need
to configure the update that will allow only the Fastly IP address ranges through the External HTTP(S) load balancer. Which command should you use?

A. glouc compute firewall rules update hlir-policy \--priority 1000 \target tags-sourceiplist fastly \--allow tcp:443

B. gcloud compute security policies rules update 1000 \--security-policy hir-policy \--expression "evaluatePreconfiguredExpr('sourceiplist-fastly")" \--action " allow"
C. gcloud compute firewall rules update sourceiplist-fastly \priority 1000 \allow tcp: 443

D. gcloud compute priority-policies rules update 1000 \security policy from fastly--src- ip-ranges”-- action " allow"

Answer: B

Explanation:
Reference: https://cloud.google.com/load-balancing/docs/https D18912E1457D5D1DDCBD40AB3BF70D5D

NEW QUESTION 223

- (Exam Topic 10)

For this question, refer to the EHR Healthcare case study. You are a developer on the EHR customer portal team. Your team recently migrated the customer portal
application to Google Cloud. The load has increased on the application servers, and now the application is logging many timeout errors. You recently incorporated
Pub/Sub into the application architecture, and the application is not logging any Pub/Sub publishing errors. You want to improve publishing latency. What should
you do?

A. Increase the Pub/Sub Total Timeout retry value.

B. Move from a Pub/Sub subscriber pull model to a push model.
C. Turn off Pub/Sub message batching.

D. Create a backup Pub/Sub message queue.

Answer: C

Explanation:
https://cloud.google.com/pubsub/docs/publisher?hl=en#batching

NEW QUESTION 226

- (Exam Topic 10)

For this question, refer to the EHR Healthcare case study. You are responsible for ensuring that EHR's use of Google Cloud will pass an upcoming privacy
compliance audit. What should you do? (Choose two.)

A. Verify EHR's product usage against the list of compliant products on the Google Cloud compliance page.
B. Advise EHR to execute a Business Associate Agreement (BAA) with Google Cloud.

C. Use Firebase Authentication for EHR's user facing applications.

D. Implement Prometheus to detect and prevent security breaches on EHR's web-based applications.

E. Use GKE private clusters for all Kubernetes workloads.

Answer: AB

Explanation:
https://cloud.google.com/security/compliance/hipaa

NEW QUESTION 231

- (Exam Topic 10)

For this question, refer to the EHR Healthcare case study. EHR has single Dedicated Interconnect

connection between their primary data center and Googles network. This connection satisfies EHR’s network and security policies:

» On-premises servers without public IP addresses need to connect to cloud resources without public IP addresses

« Traffic flows from production network mgmt. servers to Compute Engine virtual machines should never traverse the public internet.

You need to upgrade the EHR connection to comply with their requirements. The new connection design must support business critical needs and meet the same
network and security policy requirements. What should you do?

A. Add a new Dedicated Interconnect connection

B. Upgrade the bandwidth on the Dedicated Interconnect connection to 100 G
C. Add three new Cloud VPN connections

D. Add a new Carrier Peering connection

Answer: A

Explanation:

The case does not call out the throughput being an issue. However, to achieve 99.99%, you need to have 4 connections as per Google recommendations.
However, in the options only A has the option to add an additional Interconnect connection.
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/dedicated-overview#availability

NEW QUESTION 234

- (Exam Topic 10)

You need to upgrade the EHR connection to comply with their requirements. The new connection design must support business-critical needs and meet the same
network and security policy requirements. What should you do?

A. Add a new Dedicated Interconnect connection.

B. Upgrade the bandwidth on the Dedicated Interconnect connection to 100 G.
C. Add three new Cloud VPN connections.
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D. Add a new Carrier Peering connection.

Answer: D

NEW QUESTION 235

- (Exam Topic 10)

For this question, refer to the EHR Healthcare case study. You are responsible for designing the Google Cloud network architecture for Google Kubernetes
Engine. You want to follow Google best practices. Considering the EHR Healthcare business and technical requirements, what should you do to reduce the attack
surface?

A. Use a private cluster with a private endpoint with master authorized networks configured.
B. Use a public cluster with firewall rules and Virtual Private Cloud (VPC) routes.

C. Use a private cluster with a public endpoint with master authorized networks configured.
D. Use a public cluster with master authorized networks enabled and firewall rules.
Answer: A

Explanation:

https://cloud.google.com/kubernetes-engine/docs/concepts/private-cluster-concept#overview

NEW QUESTION 239
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